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https://www.troopers.de/events/troopers11/90_forging_canon_original_decision_data/
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https://github.com/ptresearch/me-disablement/blob/master/How to become the sole owner of your PC.pdf
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Intel ME

Known Facts
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ME Position in Computer System 

Intel AMT Release 
2.0/2.1/2.2 

Architecture

Management Engine(ME)

System Management Mode(SMM)

Hypervisor

OS Kernel

User
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https://software.intel.com/sites/manageability/AMT_Implementation_and_Reference_Guide/default.htm?turl=WordDocuments/intelamtrelease202122architecture.htm


ɿʘʛʦʣʦʚʦʢ

5

Sources of Information

Patents / White Papers / 
Documentation

http://www.apress.com/us/book/9781430265719
https://recon.cx/2014/slides/Recon 2014 Skochinsky.pdf
http://www.intel.com/
https://github.com/
https://github.com/skochinsky/me-tools
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ME Platform Features

TXE: Trusted Execution Engine (for Intel Atom CPUs)

SPS: Server Platform Services

CSE: Converged Security Engine (new name for Security+Management Engine?)

Version CPU Arch LZMA Huffman OS Arch

ME2.x-5.x
SPS 1.x

ARCtangent + -

ME 6.x-10.x
SPS2.x-3.x

ARCompact + + ThreadX

TXE 1.x-2x SPARC + - ThreadX

TXE 3.x x86 + - ?

SPS 4.x
CSE(ME) 11.x

x86 + Tables 
unknown

? } Area of
interest
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Curious Questions

ÅWhat is actually included in the ME 11.x

ÅHow parts of ME interact with each other

ÅHow ME interact with outer world

ÅIs there any backdoors or vulnerabilities in ME
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Mission

ÅHelp others to start researches on ME

ÅAvoid Security-Through-Obscurity

ÅFind and eliminate ME vulnerabilities (if any;)

ÅBecome the sole owner of the owned equipment

ÅMake the world a safer place
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DMCA? Never heard of it ;)

https://www.ftc.gov/news-events/blogs/techftc/2016/10/dmca-security-research-exemption-consumer-devices
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Brief look at ME v11.x Firmware Binaries

Tip: Start building your own collection today! ;)
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$FPT: Flash Partition Table

name    offset:size type    comments

1: [FTPR] 1000:C9000    Code # Main code partition

2: [FTUP] 20C000:38B000   Code # [NFTP]+[WCOD]+[LOCL]

3: [DLMP]        0:0        Code # IDLM partition

4: [PSVN]      E00:200      Data # Secure Version Number

5: [IVBP] 208000:4000     Data # IV + Bring Up cache

6: [MFS ] CA000:13E000   Data # ME Flash File System

7: [NFTP] 20C000:308000   Code # Additional code

8: [ROMB]        0:0        Code # ROM Bypass 

9: [WCOD] 514000:80000    Code # WLAN uCode

10: [LOCL] 594000:3000     Code # AMT Localization

11: [FLOG] 597000:1000     Data # Flash Log

12: [UTOK] 598000:2000     Data # Debug Unlock Token

13: [ISHC] 59A000:2B000    Code # Integrated Sensors Hub

*Never seen **Holds most of the modules



ɿʘʛʦʣʦʚʦʢ

12

$CPD: Code Partition Directory

ÅHeader (16 bytes)
ÅMarker ñ$CPDò

ÅNumber of LUT entries

ÅSome versions/checksum info

ÅPartition name [4 chars]

ÅLook-Up Table (24 bytes per entry)
ÅFile name [12 chars max]

ÅHuffman compression flag

ÅFile data offset (relative to CPD start)

ÅFile data length (unpacked size for Huffman)

*Manifest **Metadata

FTPR[47 ]

name        compr offs:size

1: FTPR.man 478:D9C

2: rbe HUFF  3D80:4000

3: rbe.met 1214:96

4: kernel      HUFF  63C0:13000

5: kernel.met        12AA:8E

6: syslib      HUFF  5100:17000

7: syslib.met        1338:64

...

46: touch_fw CD140:2FFC

47: touch_fw.met 3C36:110
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Manifest and Metadata

Manifest
ÅHeader
ÅVersions for Header (v4) and Data (v11.x.y.z)

ÅSize of Header + Crypto Block (161 DWORDs) and whole Manifest

ÅVendor ID (0x8086 for Intel), Flags, Date, SVN

ÅModulus & Exponent sizes (64 and 1 DWORDs)

ÅCrypto Block
ÅRSA Modulus (256 bytes == 2048 bits) + Exponent (usually 0x11 or 0x10001)

ÅSHA-256 of Manifest (without Crypto Block) signed with RSA

ÅExtensions as Tag-Length-Value list

Metadata
ÅExtensions as Tag-Length-Value list

Funny TXE cases:

Å CPD without Manifest

Å Data File without Metadata

Å Metadata without Data File
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You cannot achieve the impossible

without attempting the absurd
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Modules Statistics for ME Firmware Collection

H cnt name H cnt name H cnt name H cnt name

+ 46 amt 30 gpio 49 mca_srv 37 sigma

+ 210 bup 20 hci 21 mctp 29 smbus

35 busdrv 30 heci + 13 mctp_net 51 storage

30 cls 37 hotham 21 nfc 10 syncman

46 crypto 100 icc 50 pavp + 43 syslib

61 dal_ivm 19 ipc_drv 24 pm 22 tcb

24 dal_lnch 11 ish_bup 38 pmdrv 13 tls_iso

23 dal_sdm 18 ish_main 89 policy 48 touch_fw

+ 6 espi_drv 26 ish_srv 26 prtc 16 usbr

22 evtdisp + 79 kernel 96 ptt 26 vdm

16 ews + 11 lh_app + 31 rbe 57 vfs

16 fpf 41 loadmgr + 13 rmtwake + 5 wapps

57 fwupdate 41 maestro 28 rosm + 37 wlan_drv

+ 16 gde 73 mca_boot 19 sensor

*Important modules that always compressed with Huffman
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Playing with Intel(R) Manifest Extension Utility

C: \ MEU>meu.exe - gen CodePartition

Saving XML ...

XML file written to CodePartition.xml

String without reference!
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BinWalk[Firmware Analysis Tool] misuse

C: \ MEU>python C: \ Python27 \ Scripts \ binwalk meu.exe

DECIMAL       HEXADECIMAL     DESCRIPTION

--------------------------------------------------------------------------------

0             0x0             Microsoft executable, portable (PE)

2810520       0x2AE298        XML document, version: "1.0"

2842816       0x2B60C0        Copyright string: "Copyright (c) "

2851456       0x2B8280        Zlib compressed data, default compression

2858473       0x2B9DE9        XML document, version: "1.0"

2860580       0x2BA624        Zlib compressed data, default compression

2867878       0x2BC2A6        Zlib compressed data, default compression

...

}?
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Compiled-In Resources ςƛǘΩǎ ǎƻ Qt ;)
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Extracted Resources

Flash Image Tool:

:/res/bin/AFS_region_1272K.bin

:/res/bin/AFS_region_256K.bin

:/res/bin/AFS_region_400K.bin

:/res/bin/descriptor_template.bin

:/res/ftool/spt_layout.xsd

:/res/xml/bxt_fit_cfg_dflt.xml

:/res/xml/bxt_fit_layout.xml

:/res/xml/spt_fit_cfg_dflt.xml

:/res/xml/spt_fit_cfg_dflt_H.xml

:/res/xml/spt_fit_layout.xml

:/res/xml/spt_fit_layout_common.xml

:/res/xml/spt_fit_layout_H.xml

:/res/xml/spt_ftool_cfg_dflt.xml

:/res/xml/spt_ftool_layout.xml

:/res/xml/spt_layout.xsd

Manifest Extension Utility:

:/res/xml/bxt_meu_cfg_dflt.xml

:/res/xml/bxt_meu_layout.xml

:/res/xml/spt_meu_cfg_dflt.xml

:/res/xml/spt_meu_layout.xml

*Resource files that referred from code



ɿʘʛʦʣʦʚʦʢ

20

Code Partition Directory

Manifest Extensions
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Ext#0: System Info

ÅMinimum UMA* size required for this SKU** in bytes

ÅChipset version

ÅSHA-256 hash of a 'defaults' file added to the image

ÅSize of pageable space within UMA in bytes

ÅList of Independent Partition Entry
ÅName

ÅVersion

ÅUser ID

*UMA: Unified Memory Architecture

**SKU: Stock Keeping Unit

Ext#0 SystemInfo [3]: uma_size:0x2000000, chipset_version:0x10000, 

pageable_uma_size:0x1390000 

hash:09c7d8f41adb3d4daac980c7781027e25bb0ba80496535854eefac84b6de249c

1: [LOCL] user_id:0x0021 ver:0x10000000

2: [ISHC] user_id:0x0001 ver:0x10000000

3: [WCOD] user_id:0x007B ver:0x00010000
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Ext#1: Init Script

For each entry:

ÅManifest Partition Name + Module Name

ÅFlags used govern initialization flow
ÅIbl, IsRemovable, InitImmediately, RestartPolicy, Cm0_u, Cm0_nu, Cm3

ÅBoot path flag bits to indicate applicable boot path(s)
ÅNormal, HAP, HMRFPO, TmpDisable, Recovery, SafeMode, FWUpdate

Ext#1 InitScript [57]:

1: FTPR:kernel Init : Ibl , InitImmediately ; Boot: Normal, Recovery

2: FTPR:syslib Init : Ibl , InitImmediately ; Boot: Normal, Recovery

3: FTPR:rbe Init : Ibl , InitImmediately ; Boot: Normal, Recovery

...

12: NFTP:mca_boot Init : InitImmediately , Cm0_u; Boot: Normal

...

55: NFTP:mctp_net Init : InitImmediately , Cm0_u, Cm0_nu, Cm3; Boot: Normal

56: NFTP:lh_app Init : InitImmediately , Cm0_u, Cm0_nu, Cm3; Boot: Normal

57: NFTP:rmtwake Init : InitImmediately , Cm0_u, Cm0_nu, Cm3, 

Restart On Next Boot; Boot: Normal
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Ext#2: Feature Permissions

ÅNumber of features

For each feature:
ÅUser ID that may change feature state

*No idea what is the ñfeatureò

Ext#2 FeaturePermissions [3]: 

1: 0x0001

2: 0x0002

3: 0x0003
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Ext#3: Partition Info

ÅName, Length and Hash of the partition

ÅVersion Control Number (VCN), Partition and Data Format versions

ÅInstance ID and Flags

For each Entry:
ÅName and Type (Process, Shared Library, Data)

ÅMetadata Size and Hash

Ext#3 PartitionInfo :

Name: [FTPR], Length: 0012F000

Hash: 2a8435bacac58db8a10fa7cb01e46149ad21ae064181912b073955a600cb3fc6

VCN: 10, Ver : 10000000, 10000, Instance ID: 1, Flags: 0

Modules[23]:

1: Proc , Meta size: 96 h:cd98f2a383fef83676568daa6a76fa1dc149e06144129f3a06c6469fbfca9ecc rbe

2: Proc , Meta size: 8E h:70d3081ae479d134b09f4d6ca2e7749cbd71f5b12f985357c452bd46f57f719c kernel

3: Lib , Meta size: 64 h:9f9d22d747f07989aa1a22ea3cdf04153d7af8dcbe89702d2441b22132c0c2fe syslib

...

22: Proc , Meta size: F2 h:5b2bb9eacb6087eef7d913d5e729af700ddca8b792d7f8bc42921d102f1ab4a8 ptt

23: Proc , Meta size:110 h:12f6569429fde8ec0055a9c946c56aa487d1d54fe6b27c32fc0eae2a7ff09b1d touch_fw


