What happened to your home?
IoT Hacking and Forensic with 0—Day

Moonbeom. Soohyun




Introduce.

Name : Moonbeom Park

I'm a deputy general researcher in TTPA(Trusted Third
Party Agency) of Korea, has 10 years of experience in
hacking analysis, digital forensic, research on hacking
and forensic for IoT device, profiling hacking source.

I'm one of experts among government and private
sector in fields of forensic, hacking analysis, hacker
profiling, counter-attack on hackers. Also I have
participated in various international security conference
such as TROOPERS16, HITB, HITCON, Ekoparty, VXCON
and etc.

Finally, I am a mentor of BoB that the next generation
of security experts education program in Korea.
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IoT Hacking & Forensic with 0—-Day

loT Security Incidents Case

In 2014, Russia discovered that a Chinese electric iron and electric kettle were equipped
with a spy microchip for hacking

From late 2014 to early 2015, about 800,000 phishing and spam mails are shipped worldwide
via home appliances such as TV-refrigerators

In 2015, surveillance cameras and infant monitors were intercepted and intercepted in the
United States, and live video of more than 700 cameras spread on the Internet

From February to June 2016, unspecified number of unauthorized router was hacked, and
13,501 smartphone infections, malicious app distribution, and portal account were created

P 1 E

I(\g%%yé I)gT devices exposed to DDoS attacks exploiting 'Simple Service Discovery Protocol
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IoT Hacking & Forensic with 0—-Day

B

. -
Install RAT and
control using C&C

Analysis vulnerability Attack & Exploit

)
)

Searching IoT target t W v °)

Incident response

using forensic skill

Analysis file system Analysis artifact
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IoT Hacking — Robotic Vacuum

The latest model of robotic vacuum *% Smart IoT Hub
Wireless AP
- Image capture(Video) using camera - Remote control and management
- Remote control function - Remote control to all of ** [oT product
- Voice recoding function - Can be used C&C
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IoT Hacking — Robotic Vacuum

Device Attack Surface

Open firmware of
manufacturer

Packet sniffing when
update firmware

Dump flash
memory

Check JTAG
port

‘ \ Connect UART ‘ \

Protocol
vulnerability

—

A 4

(x) Closed latest firmware
information of manufacturer

A

(x) No act when desoldering(Remove
flash memory from board)

A

A 4

(x) No JTAG port

(x) Encryupted protocol
-> Using SSL protocol
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IoT Hacking — Robotic Vacuum
UART Port Connect

1. Take to pieces 2. Check UART 3. Identify UART pin 4. Connect UART
(Vee. Tx. Rx. Gnd)

[>] UART : Input/0Output port for debugging. Access possible using shell and mainly used in the development process.
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IoT Hacking — Robotic Vacuum
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IoT Hacking — Robotic Vacuum

Device Attack Surface

Open firmware of
manufacturer

Packet sniffing when
update firmware

Dump flash
memory

Check JTAG
port

H Connect UART '—I

Protocol
vulnerability

—

A 4

(x) Closed latest firmware
information of manufacturer

A

(x) No act when desoldering(Remove
flash memory from board)

A

A 4

(x) No JTAG port

(x) Encryupted protocol
-> Using SSL procotol
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IoT Hacking — Robotic Vacuum

Analysis protocol vulnerabiliaty

. No password of Soft AP
@) ,
/
/
— /7
. . . 7
Mobile User Wireless AP Robotic Vacuum L7
/7
| ’
1. Device configuration mode ) 4
| ’
3. Connect to Soft AP 2. Open Soft AP mode (
| I »
\
4, Transfer AP information N\
5. Get AP information S\ N
6. Searching AP(SSID. PW, MAC ---) I h \
\

8. Connected between App and vacuum 7. Connected between AP and vacuum \

| !
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IoT Hacking — Robotic Vacuum

Analysis protocol vulnerability

Mobile packet capture of

— JSON data format
/
/
— /
. . H /
Mobile User Wireless AP Robotic Vacuum ,
/
i ’
1. Device configuration morde /
l /
/
3. Connect to Soft AP 2. Open Soft AP mode /
[ [ /
/
I. Transfer AP information 5. Get AP information (
\
6. Searching AP(SSID. PW. MAC ---) N \
\
\
8. Connected between App and vacuum 7. Connected between AP and vacuum \

! !
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Input JSON data

|

Searching Wireless AP

}

Connect Wireless AP

|

Call function

I = -

2. CRBISECL -7

- FESPONEE": { -7

4 "BI0": "Eob",

5 D" Ckitri @8

B WY WRAZ-FEKT, TS

7 TBNCRYPTION™: "AES", .

3 "MACADDRESS" - " 3% de 07: a2 +df

9 "IEYID": "E3edde7-T721 -1 lefac5r-30a e Ta2dE"

10 b N

n ot R

12 7 >
Format of JSON data

IoT Hacking — Robotic Vacuum

Analysis protocol vulnerability

SSID, PWD

|

Can be arbitrarily set

|

Numbers in various cases

;

Not check validate

v
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IoT Hacking — Robotic Vacuum

Attack Scenario

Command InJection Black Box Test

EEEEE ()

Command

Commandl > Command2 Make

Command1 >> Command?2 Attach Fake AP Soft AP of Vacuum Hacker Device

Command] | Command2 Pipe SSID : $(Command)

RS

Command] |l Command?2 OR
Find AP (SSID, PW. Encrypt...)
Command] & Command2 Background e =m—-—
& Command]1 && Command?2 AND Wait Connect
~ -
Command] $$ Command?2 True / False T~
~ = Connect opened port ~<_
$() $(Command?2) Escape S ~o
Get Root Privilege !!

_ ‘Command2’ Escape *
_ Command1:Command?2 Exec Success & Privilege
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IoT Hacking — Robotic Vacuum

Get root privileges

Open Telnet service Get root !l
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ol Hacking — Robotic Vacuum

1192.168.32.237:4444

Check to process & service
after got root privileges

» Check binary each process
> Check main binary(rpmain.axf)

» Check to how control?
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IoT Hacking — Robotic Vacuum

Analysis to remain.axf

H

memset({&s, @, Bx100u);

sprintf{&s, , W2, &dest, &u28, &u20);

if { debug lewel <= 3 )

{
printf({ , BS);
AService::Print{{AService =)

¥

system(&s);

it ( oepug_level <= @ )

%

> Binary Patch > Exploit Proof Of Code » Searching additional vulnerability
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IoT Hacking — Robotic Vacuum

Services list of connected to extra network(Internet)

t -anp
nnections {(servers and established)
1gn Address tate 'Program name
* LISTEN
LISTEM
LISTEM
LISTEM
ESTABLISHED
ES ISHED
ESTABLISHED

¥pe e PID/Program name Path
STREAM LISTENING ] ayback
DGRAM 39 79/udevd @/org/k

» SmartControl, Media
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IoT Hacking — Robotic Vacuum

How remote control to robotic vacuum

G
—
» Using remote {,} Control using App on smart phone
control
Infrared ray
Controller
<<
<<
Robotic Vacuum

> Using App D

Mobile User
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IoT Hacking — Robotic Vacuum

Application Device
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IoT Hacking — Robotic Vacuum
Man In The Middle Attack

=
Hacker
TS~ _ > ModifyXMLConfigFile l
—Of — OFt
Robot Vacuum Fake Server & Client Kic.%xxx%x com:47878

Media.***x*xx com:47800

OpenSSL Fake Server / Fake Client
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IoT Hacking — Robotic Vacuum
Man In The Middle Attack

Decrypt encrypted packet using Fake Server/Client Remote control and motion capture
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IoT Hacking — Robotic Vacuum

Install RAT and remote control using C&C

Next Generation Security Expert Academy BoB(Best of the Best)



IoT Hacking — Robotic Vacuum

Remote control and privacy spill
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IoT Forensic
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Introduce.

Name : Soohyun - JIN
Age : 25

I'm not only a researcher in hacking and
security academy called 'Best of the
Best(a.k.a BoB)', but also leader of digital
forensic researching group in South Korea.

These days, | researching exploit technique
and forensic technique for home electric
appliances.

| also served at the Air Force CERT, and now
| am a student at a university.
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IoT Devices Forensic Research

i . Need for IoT forensics
ii. File system analysis
iii . IoT forensic procedures / schemes

iv. Scenario—based loT forensics

26
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About Iol Forensic

=]n case of a security incident
- Causal relationship to IoT Device
- Necessity of Forensic Investigation

=JoT Forensics
- Procedures and methods for identifying and
certifuing specific actions for IoT Device
- Anincident response perspective

=]oT device
- Perform digital forensics considering IoT device
characteristics
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About Iol Forensic

loT Forensics & Computer Forensics

M =

loT Devices H/W (Main Board-) Not HDD -> Flash Memory
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About Iol Forensic
Used OS of loT Rank

UBI
Squash

;> JFFS2
Yaffs

Forensic tools support file system
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About Iol Forensic

X-Way WinHex FTK Imager of Access Data Coperation
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About Iol Forensic

= Linux Forensic & Embedded Linux Forensic

* Linux commands to collect information.

- Should know where leave logs.

root

»  Should know structure of fs. [ ]
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About IoT Forensic
" |loT File System Structure

@ Major Linux directory structure
/bin, /sbin, /etc -
Collect system log? When Read Only Memory?

@ User data by loT devices : mount to /usr
Be able to exist data about user or home!
raw flash memory?
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About Iol Forensic

IoT Device

What

When

How

Who.Why?

Investigate on
IoT deivces’ state

Collect to artifact of IoT
Forensics

Analyze artifact of IoT
Forensics

Preserve evidences and
make report

Extract Flash Memory image for analysis
Memory dump by nc and dd
Extract firmware by JTAG. Flash Memory
e Proceed after agreement with being
damaged
e Be careful to be damaged integrity

Analyze flash memory dump
Analyze FS

Analyze activity system
Analyze File Format
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About Iol Forensic

IoT Device

= Extract Flash Memory image for analysis
=  Memory dump by nc and dd

Investigateon | » Extract firmware by JTAG. Flash Memory
IoT deivces’ state | *  Proceed after agreement with being
’ damaged

e Be careful to be damaged integrity

Collect to artifact of IoT
Forensics

Analyze artifact of IoT dd if=/dev/mtd/3 bs=(block size) | nc 192.168.xx.xxx 1234

Forensics

Nc(netcat) - -p 1234 ) dev_mtd3.img

Preserve evidences and
make report
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About Iol Forensic

IoT Device

» The case which is divided logically as different
Investigate on device regions (warning)

IoT deivces’ state + Before dumping Flash Memory, checking where is divided

* Dump that together or each other

Collect to artifact of IoT
Forensics

Analyze artifact of IoT
Forensics

Preserve evidences and
make report
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About Iol Forensic

Robot Vacuum

Investigate on

IoT deivces’ state root fs e,
/ .
| »Squash FS
Collost to actifact of IoT : . ! s . +  High compression for
ollect to artiract OoT 10 ; . . miniaturization devices
[ bin etc dev usr lib . Read only
Analyze artifact of IoT user fs .UBI FS
Forensics bin ete lib * No limit to kinds of Flash
e Abstract flash memory by MTD
* Remove FS - Flash reliance
Preserve evidences and
make report

Structure for Fs in extracted Dump
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About Iol Forensic

= Squash File System <root file system»

= Read-only file system which is used miniaturization devices and is High compression
- Compress data, inode and directories

 For preservation, more flexibility and faster execution speed than tar archive to users
Inode has different size for file types
* Zlib, LZMA(Lembel-Ziv-Markov chain Algorithm)

Next Generation Security Expert Academy BoB(Best of the Best)
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About IoT Forensic

Robot Vacuum

Member_name size context
S_MAGIC 4 Bytes \X73\x71\x73\x68
INODES 4 Bytes Number of inode
MKFS_TIME 4 Bytes Time for creating fs
extracted Root File System Image BLOCK_SIZE 4 Bytes block size
. Data blocks FRAGMENTS 4 Bytes Number of fragment block
Compression & Inode
Options | COMPRESSION 2 Bytes Crytographic algorithm
i fragments taD yt ytographic alg
BLOCK_LOG 2 Bytes -
uid/gid
( Fragment Export /9 Xattr FLAGS 2 Bytes
table table fotehay table
table NO_IDS 2 Bytes Number of using uid
Structure of Squash File System
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About Iol Forensic
# Squash File System - Super Block

. > C C > . c
S_MAGIC 4 Bytes \x73\x71\x73\x68’
Compression Options
INODES 4 Bytes Number of inode
datablocks & fragments MKFS_TIME 4 Bytes Time that made fs
inode table BLOCK_SIZE 4 Bytes block size
FRAGMENTS 4 Bytes Number of fragment block
fragment table 4 °
COMPRESSION 2 Bytes Compression algotithm
Xpor I
S BLOCK_LOG 2 Bytes -
uid/gid
Xattr NO_IDS 2 Bytes Number of using uid
table




About IoT Forensic

# Squash File System - Super Block

Member_name

context

CompreSSion OptiOHS S_MAJOR 2 Bytes squash filesystem
major number
datablocks & fragments S_MINOR 2 Bytes squash filesystem
minor number
in I
inode table ROOT_INODE 8 Bytes root inode offset
fragment table BYTES_USED 8 Bytes Compressed fs size
ID_TABLE_START 8 Bytes id table offset
export table
- - DIRECTORY_TABLE_START 8 Bytes directory table offset
uid/gid
lookup table FRAGMENT_TABLE_START 8 Bytes fragment table offset
xattr
table LOOKUP_TABLE_START 8 Bytes lookup table offset

Next Generation Security Expert Academy BoB(Best of the Best)
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About IoT Forensic

Super Block # Squash File System - inode
Compression Options
datablocks & fragments Sl ¥ OfNEe
INODE_TYPE 2 Bytes inode type
MODE 2 Bytes -
fragment table uib 2 Bytes uid value
epr)I’t t.able GUID 2 Bytes guid value
|00"||(I%gc§b|e MTIME 4 Bytes E
%‘ggfg INODE_NUMBER 4 Bytes -
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About IoT Forensic

Super Block

# Squash File System - inode

Compression Options
datablocks & fragme

= PE d c = O c
nts
. XATTR_TABLE_START 8 Bytes xattr block location
inode table
XATTR_IDS 4 Bytes xattr id
fragment table UNUSED 2 Bytos i}

export table

uid/gid
lookup table
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About Iol Forensic

<Squash File System Parsing Tool>
- Data Parsing by each File system structure
- Extract File info from Firmware Binary

- Since then, Directory info, Time info, File
name info are expected to extract
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About Iol Forensic

Squash File System

» Check organization by each Entry » Check file list in Img
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About Iol Forensic

Robot Vacuum

UBIFS

UBI Volume

Unsorted Block Images (UBI)

extracted User File System Image

Memory Technology Device (MTD)

EC VID Common Super i .
header header header Block node NAND driver NOR driver
Master Inode Directory e NAND NOR
node ntry node flash memory flash memory

UBI File System structure
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About IoT Forensic

UBIFS Overview

Do not operate on Block device(hard drive, MMC/SD card,
USB flash drive, SSD, etc..),Designed to operate on raw flash

* In MMC/SD card, FTL(Flash Translation Layer) emulate
internally raw flash like block device.

- UBIFS operate on UBI volume

 UBIFS keeps FS indexing information at flash media, thereby
do not scan all media every time mount

UBI volume [ SB(LEBO) | M(LEB1) [ M(LEB2)] | | | |
UB

Next Generation Security Expert Academy BoB(Best of the Best)



About Iol Forensic

" UBI volume * MTD device

* Organized logical eraseblock(LEB) that * Organized physical eraseblock(PEB)
is little smaller tham PEB whose size is 128KB

- Three main operation(read LEB, write
LEB, erase LEB) - Three main operation(read PEB,

. Because of following handling bad PEB write PEB, erase PEB)
in UBI, Bad LEB is not exist

- (Can create/delete/change size at - Exist Bad PEB
Run-time

- Cannot create/delete/change size
at Run-time
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About Iol Forensic

* Volume management system for Raw flash device
- Can manage various logical volumes from the physical flash device
* Wear-leveling
- Bad erase block check

Prowde abstract level, UBI volume
UBI maps logical erase block on physical erase block
 UBI volume is set of continual logical erase blocks(LEBS)

* UBI volume has two types — dynamic and static
« Static volume is for reading, It's protected by CRC-32 checksum
* Dynamic volume can read and write, It guarantee data integrity on higher level

= UBI API
- Kernel API(include/linux/mtd/ubi.h)
« User API(/dev/ubi0)
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extracted User File System Image

About IoT Forensic

0x00 — 0x03

MAGIC

context

Erase counter header magic
number

0x04

VERSION

UBI version

0x05 — 0x07

PADDING1

3 bytes

Reservation for the future.
Fillin0

ERASE

EC VID Common Super
header header header Block node
Master Inode Directory
node entry node

UBI File System structure

Next Generation Security Expert Academy BoB(Best of the Best)

0x08 — OxOF COUNTER 8 bytes Number of times Erased
VID HEADER

0x10 — 0x13 OFFSET 4 bytes VID header start offset

0x14 — 0x17 DATA OFFSET 4 bytes User data start location

0x18 — 0x1B IMAGE SEQ 4 bytes (UBI)Img serial number

0x1C — 0X3B PADDING? 32 bytes Ei‘ﬁﬁﬁr(‘)’a“on for the future.

0x3C — OX3F HDR CRC 4 bytes CRC checksome of Erase

counter header




About IoT Forensic

Range
Name context

hex

decimal

* EC header 0-3 | 0x00-0x03 | MAGIC | 4bytes | Erase counter header magic
* EAC h_eadter CanUbBGI#heCked in first block 4 0x04 VERSION | 1 bytes | UBI version
* dgIC string - ,
J J 5-7 | 0x05-0«07 | PADDING | 3bytes | foservaton for the future
ERASE _
Nffeet 0172 3 4567 89 AKAEBE0CTDTFET 8-1b 0x08 — OxOF COUNTER 8 bytes | Number of times Erased
00000000 55 42 49 23 0100 00 00 0O 00 0D 0O OO0 0O OO OO UBI# VID HEADER i VD hoad B
00000010 00 00 02 00 00 00 06 00 16 08 84 05 00 00 00 00 16719 1 OI0=0xT3 | oppger vtes eader start offset
00000020 00 0D 0O 0D DD 0O 0O OO 00 OO 0O OO OO 00 0O OO 20-23 | Ox14-0x17 | DATA OFFSET | 4 bytes | User data start location
00000030 00 00 00 00 00 00 00 00 00 00 00 00 25 BO 21 9F W) 52 27 [ oxis o8 | IMAGESEO | Zbytes | (UBDimg serial number
28-59 | 0x1C - 0x3B PADDING? b32 Rgservation for the future
ytes | Fillout O
60-63 | 0X3C-0x3F | HDRCRC | 4 bytes | CHC checksome of Erase
counter header
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About IoT Forensic

= \VVID header

* Trace vid hdr offset that checked at
EC header, can identify

Of fset
oooon2oa
oopan21o
oooon220
ooonn23a

o1 2 3 4 5 6 7
55 42 49 21 01 01 00 05
0o 00 oo 00 oo 00 00 0o
oo 0o oo 00 0O 00 00 oo
0o 00 00 00 00 00 00 00

8 9 A B CDEF
JF FF EF FF 00 00 00 00 UBI!
00 00 00 00 00 00 00 0o
oo o0 oo oo 0o 0o o0 oo
00 00 00 00 B8 25 m4 AB

yiy

d
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Decimal

Range

Hex

Name

Context

0-3 0x00 — 0x03 MAGIC 4 bytes Volume identifier header
magic number
4 0x04 VERSION 1 bytes | UBI version
5 0x05 VOL TYPE | 1bytes | VOlume type(dynamic or
static)
Copy logic block to different
6 0x06 COPY_FLAG 1 bytes ohysical block (WL)
7 0x07 COMPAT 1 bytes | Compatibility of volume
8-11 0x08 — 0xOB VOL_ID 4 bytes | Volume’s ID
12-15 | 0xOC — OxOF LNUM 4 bytes | LEB number
16-19 | 0x10-0x13 | PADDINGT | 4 bytes | HeServation for the future
Fill out O
20-23 | Ox14-0x17 DATA_SIZE 4 bytes | LEB size
24-27 | 0x18-0x1B | USED_EBS | 4 bytes | Number of LEB used on
volume




About IoT Forensic

= \VID header (2/2)

- Trace vid hdr offset that checked at EC
header, can identify

Dffset
noooozon
Qoooozin
noooozzn
nooooz3n

o1 2 3 4 5 8 7
55 42 49 21 01 01 00 05
oo 0o 00 00 oo 0o 00 oo
00 0o 00 00 00 00 00 oo
00 0o 00 00 00 00 00 00

8 9 A B C D E F
7F FF EF FF 00 00 00 00 UBI!
0o 00 00 oo 0o 00 o0 oo
0o 00 00 00 OO0 00 o0 oo
00 00 00 00 BS 25 &4 A8

yiy

;Zd“
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Decimal

Range

Hex

Context

0x1C — Number of PEB’s last
28 — 31 Ox1F DATA_PAD 4 bytes | number not used
(diff from logic and physical)
32-35 | 0x20 - 0x23 | DATA CRC | 4bytes | Checksome of data that
saved in LEB
36-39 | 0x24 - 0x27 | PADDING2 | 4bytes | RESErvation for the future
Fill out O
40-47 | 0x28 — Ox2F SONUM 8 bytes | Sequence number
B 0x30 — 12 Reservation for the future
4859 0x3B PADDINGS bytes | Fill out O
B 0x3C - CRC checksome of VID
60 - 63 O0x3F HDR_CRC 4 bytes header




About IoT Forensic

Range

= Common header
* Nodes have common header, and
can identify node's type from
common header
- Common header's size: 24 bytes, 4-7 | 0x04-0x07 | CRC | 4bytes | “i D2 hecksome about
) %i%?&g%&?ﬂgd OWXOG 8-15 0x08 — OxOF SONUM 8 bytes | Sequence number

Decima Hex

0-3 0x00 — 0x03 MAGIC 4 bytes | UBIFS node magic number

16-19 0x10 - 0x13 LEN 4 bytes | Entire length of node
Offset 0 1 2 3 4 5 6 7 B8 9 2 B C D E F Node types(inode, data,
gooooooo 31 18 10 06 0A& E2 6O 75 15 00 00O 00 00 0O 0O 00 1 ad'u 20 Ox14 NODE_TYPE 1 bytes superblock, master etc)
poopooio OO0 10 00 00 O OO OO OO 0O OO0 OO0 OO0 OO0 0O 0O 0O )
goopoozo 00 08 0O 00 00 FB 01 00 OE OO OO0 OO0 AS 02 0O 0O 5] ¥ 21 0x15 GROUP_TYPE | 1 bytes Node group’s types N
ooopoo3o o0 0O B0 00 00 OO0 0D OO 05 00 OO0 OO0 02 0O 0O 0O | - (Is that group for repa|r|ng)

Reservation for the future

22-23 | 0x16-0x17 PADDING 2bytes | o' out 0
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About Iol Forensic

= Superblock node
- Node that appeared First node, have all-round fs context.

Dffset o1 2 3 4 5 B 7 g5 9 &4 B C D E F

gooooooo 31 16 10 06 OA EZ B0 75 15 OO0 OO0 0O 00 00 0O 00 1 a'u
gooooolo 00O 10 00 00 Of OO OO OO OO0 OO0 00 0O OO0 OO0 00 OO0

oooooozo 00 0 00 OO OO0 F§ 01 00 OE OO0 00 o0 A5 O2 00 OO0 =} ¥
ooooooszo 00 00 50 00 OO0 00 00 o0 05 00 00 o0 o2 00 00 0o 1
oooooo4o0 01 00 00 OO O1 00 OO0 o0 OB 00 00 o0 oo 01 00 0o
ooooooso 04 00 00 OO O1 00 OO0 o0 OO0 00 00 oo oo 00 00 oo
000000e0 00 00 00 OO OO0 00 00 00 00 CA 9& 3B 95 DO 96 D9 1
00000070 |29 CF 41 3D B7 CE 4E B6 04 9D 53 01 00 00 00 00 | jCA=-INT 3
goooooso 00 00 00 OO OO 00 00 OO0 OO0 00 00 o0 o0 00 00 oo

gooooaso 00 00 00 00 OO 00 00 00 OO0 00 00 o0 00 00 00 oo

0000000 00 00 00 OO 0O 00 00 00 00 00 00 00 00 00 00 00

1B10

(g2l
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About Iol Forensic

" master node
- Have a LEB number of Root indexing node
- Have information the whole of free space, dirty space, used space

Offset o 1 2 3 4 5 B 7 g 9 10 11 12 13 14 15
ool1z29024 31 18 10 Oe 87 43 A9 31 1e 00 OO0 OO0 OO OO OO OO 1 IR
oolzso40 00 02 00 OO OF OO0 OO OO 44 00 OO OO0 OO 0O OO0 oo )
ool1z29056 00 OO0 OO OO OO OO 0O 0O 0Z 00 00 OO0 O3 00 00 oo
oolz9o0v: 0D OO OO OO 30 01 OO0 OO 44 00 OO OO0 OC 00 00 oo a D

oolzso0ss 0D OO0 OO0 OO OO OB OO OO 78 O1 OO OO0 OO 0O o0 oo 4
ool1z29104 00 BS 0S5 00 OO 0O OO OO AS 09 00 0O OO OO OO OO0 . )
ool1z9120 EO 24 00 OO OO OO0 OO OO OO0 OO OO OO OO 00 oo oo as

oo1z29136 00 30 00 OO OO OO0 OO 0O O3 OO0 OO OO0 35 00 oo oo o =]
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About Iol Forensic

Inode node

As ext FS's inode, It have metadata about file.
Because save mac time, It have meaning forensic

Include information about uid, gid

01428000
01428016
01428032
014280448
01428064
01428080
01428096
01428112
01428128
01428144
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About Iol Forensic

" directory entry node
- Directory entry node has information about filename
 Role is similar to directory entry of different FS

014zs1e0 31 18 10 0Oe FB B0 29 BA O0OC 00 OO 00 0O 0O OO 00 1 al)e
01428176 3D 00 00 0O 02 OO0 OO0 0O 01 00 OO OO0 BO Ap 93 41 = 1A
01425192 00 00 0O 0O OO0 OO 0O OO 43 00 0O OO OO 00 00 oo C
01425208 00 00 04 00 00 OO 0O OO0 66 B9 6C &5 OO0 FF FF FF file v
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About Iol Forensic
UBI File Sustem

] > When wandering tree node add and remove. It means that cut orisin link.
> Trace that remove file create new node and make link
> To remove file on UBIFS relative to wandering tree > Cut nodes do not removed. remained as it is
-) Because node remains. there are possiblilty that repair removed
file.
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About Iol Forensic

= UBI Reader

- Wrote Python, there are function that analyze and show
information about UBI or UBIFS image or extract file

. hitns://aithul irsoruitt/ubi read
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About Iol Forensic

* The limits of UBI Reader
- Disability that print Metadata Area
- Realiztion Directory Entry Node & Inode print function
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About Iol Forensic
UBI File Sustem

> Print file list in IMG » Print metadats about file
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About Iol Forensic

o IoT Forensic

Dropper

upload. infection

Infection to
malignant code Check PID

And recognition odd (Live System)
(Live System)

Check location of PID
file

Extract malignant

e Identify Dropper Dropper repair

(Live System) (File Sustem) (File Sustem) (File System)
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About Iol Forensic

IoT Device

Check for Device Obtain the

Incident I”f?chif'i?n“egsa::f:“g model and H/W spec | identified IoT device
ncldaen info manual

occur

Check for
firmware
version

‘.‘ Get St Extracting image for
: A = orage artifact analysis
N .

. “- Ttay

Reconstruction and
visualization for each
scenario data
Writing analysis

report
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About Iol Forensic

v Existence of manufacturer program accessible to the lIoT device? / Check
for hidden file(ex. Backdoor)

v Dumping Memory Data from loT device(using UART, JTAG)
v |dentify the volume structure and file system for the dump image
v Information gathering about system info(ex. Os info)

v Collecting Data generated by specific loT devices
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About Iol Forensic

v Digital Artifact collection about short-distance wireless network?

v Memory space for saving artifact in loT devices?

v Even R/0?

v No UART/JTAG?
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Q&A

Thank youl!
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Malignant code upload. process of Forensic

1.Identify odd process

- check process that connect network with non—-checked

- outside communication port of robot cleaner:
)% 47878
¥x%%%%%:47800

- identify odd network on activity robot cleaner by “netstat —an”

sh-2.05b# netstat -na

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address
.0:4002
: 4005

.32.128:4444

. .32.128:42595

54 . .32.128:4444
.32.128:39605

Proto RefCnt Flags Type State
unix 2 [ ACC ] STREAM LISTENING
unix 2 [ 1 DGRAM
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Address State
LISTEN
LISTEN
LISTEN
LISTEN
.83:50046 ESTABLISHED
.141:166 ESTABLISHED

1c o X T I N T o 7 -}

B 47878 ESTABLISHED
J
I-Node Path
539 /tmp/alsa-dmix-532-1481415225-61297
39 @/org/kernel/udev/udevd



Malignant code upload. process of Forensic

2. Identify process PID

— Identify process id that use confirmed odd port

- Use fuser command(./busybox fuser 42595/tcp)

sh-2.05b# ./busybox-armvbl fuser 42595/tcp
7633

3. Check location of file that identified PID

- Get process information from “proc” directory that is virtual fs.
- check cmdline

sh-2.05b# cat /proc/7633/cmdline

/tmp/wjB0Tsh-2.05b#

sh-2.05b# 1s -1 /tmp/wjBOT

- rWXr-Xr-x 1 root root 629480 Dec 11 01:03 /tmp/wjBO
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Malignant code upload, process of Forensic
4. Extract malignant code

- extract malignant code from identified route

5. Identify Dropper (1)

- After checking identified malignant code’ s ppid. investigate proc of ppid
- Discover additional malignant code that is doubted Dropper
- according to times that occur incident, investigate inode that created lastly

- when discover removed file, investigate focus on that
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Malignant code upload. process of Forensic

6. Identify Dropper (2)

- The master node manages the last committed inode number in UBIFS
- UBIFS gives the largest inode number to the newly created file

- Browse files by inode number

31 18 10 0/ 47 98 E3 7D GC &1 05 00 OO OO0 0O oo 1 G131 ~a

42 00 00 o0 02 01 00 oo 01 00 00 0o EF 98 71 GF B 1lg_

oo 00 oo oo oo oo oo DE—{?C 08 0o oo oo oo oo DDI :

oo 00 09 00 o0 OO0 0o o 77 BA 44 72 BF 70 70 AG wilroppe

72 00 89 AFE AR F9 30 2p 31 18 10 0f 70 3F 75 AF r 18«n0ldf] pru
» [Inode num : 2172

31 13 10 06 BF 9D EA B4 DZ 75 05 00 00 00 OO0 oO @1 é & 0u

JE 00 o0 0o 02 01 oo oo ©O1 oo oo oo Ca 80 EC 530 > E1iS

oo o0 oo 0o oo oo ao JE 08 00 OO0 00 oo ao DDI =

oo o0 o5 oo oo oo oo oo Y eA 42 4F 54 00 Fe OO w]BOT | o
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Malignant code upload. process of Forensic

(. Extract dropper

- Finding Branch node after finding directory entry node for specific inode(using Custom analysis tool)
- Finding Data node of the branch node —) Extract and recover file

- 56094720 / 129024 = 434
- 56094720 % 192024 = 98304

— B201000000800100
I

056094720 |31 18 10 0Os 47 98 E3 7D 5C 61 05 00 OO 00O 0O 0O 1 Gl1& =
oohogdraG (42 00 00 00 02 01 0O 0o 0l 00 OO0 00 EF 9B 71 S5F B ilq_ 054954352 31 18 10 0Op 5D 84 CD BD | 08 &7 05 00 00O 00 OO 00O 1 11i% g
054964368 94 00 00 00 09 OO0 OO0 OO O6 OO0 OO0 OO 43 02 00 00 1 C
056034752 100 00 00 00 OO 0O OO OO 7C 08 OO 0D OO OO 0O Od |_ 054964384 30 6D 01 00 3E 00 00 00§ O1 OO0 OO OO FE 94 53 53 Om > plss
056094765 (00 00 09 00 OO0 DD DD DD 77 bA 44 72 6F 70 70 65 wjlroppe 054954400 F9 02 00 00 BS DC 0D OO 41 00 00 OO0 01 00 00 0O 4 0 &
056094784 72 00 B89 AE AB F9 30 A9 31 18 10 06 70 3F 75 AF r 18«n0@1 pru 054964416 |F9 53 80 54 46 02 00 00 A0 83 00 00 41 00 00 OO | uSITF LY
0549F4437 peied = A Za—na @TIT A
. 054964448 | 40 00 00 00 01 OO0 00 OO0 &8 A7 OB SC B2 01 00 oof@ 15 2
Dlrectory entl‘y nOde 054964464 | 00 80 01 00 42 00 00 OO0 01 OO0 OO0 00 EF 98 71 @F| 1 B ilg_
054964480 =L LIS R B e e (NS I 8 6 8 8 8 A 8 S B L i tl Xl A
054964496 00 00 00 00 &C OO0 00 00 31 18 10 06 ED 50 9D 30 1 1 iP
054964512 09 67 05 00 00 00 00 OO0 A OO0 OO0 OO0 09 00 00 OO g -

Limitation of recovering and extraction in UBIFS : Index/branch node
It is difficult to check what the actual node is before you identify branch node
It is difficult to identify index node and branch node
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Malignant code upload. process of Forensic

[. Extract Dropper

- Finding Branch node after finding directory entry node for specific inode(using Custom analysis tool)
- Finding Data node of the branch node -) Extract Dropper(static analysis needed)
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