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Section #1



 Shorthand for Active Directory Enhanced Security Administrative Environment
(ESAE)

 An Active Directory architecture design concept by Microsoft

 Intended to limit administrative credential exposure through:

 A hardened administrative environment

 A standalone forest that is used to manage a production forest/domain administration functions via 
encrypted channels 

 Active Directory object partitioning

 Tiered segregation of Active Directory objects

ESAE Admin Forest

One-way trust provides administrative access

Production Forest

AD Partitioning



 Red Forest builds on the idea of Active Directory “rings” or “tiers” separating 
levels of administrative privilege for both systems and accounts

 Tier 0

 Accounts: Forest / Domain administrators

 Systems: Domain controllers /other critical servers used to purely support Domain controllers

 Tier 1

 Accounts: Server administrators 

 Systems: Servers used to support regular business functions such as application / database 
servers

 Tier 2

 Accounts: Workstation administrators

 Systems: End-user devices such as desktops, laptops, and mobile devices



Enterprise Identity Tier (Tier 0)

Administrative Workstation Domain Controllers

Remote  Access via the same Tier

Enterprise Application Tier (Tier 1)

Administrative Workstation(s)

Remote  Access via the same Tier

Enterprise User Tier (Tier 2)

Administrative Workstation(s)

Remote  Access via the same Tier

Application Servers, DBMS, Hypervisors, 
line-of-business assets, etc.

Desktops, Laptops, and other end-user 
devices

Higher tier     access denied

Higher tier     access denied

Lower tier access     access denied

Lower tier access     access denied



 ESAE forest is isolated from the production forest with network access control

 One-way trust from production to ESAE forest is enforced

 No production AD Admin accounts / groups have access to ESAE forest 

 All AD Admin accounts / groups are managed by a password management solution

 Two-factor authentication, strict logging and alerting, and other security controls 
should be in place within ESAE



ESAE Admin Forest

Tier 0 One-way trust provides administrative access

Tier 1

Tier 2

Privileged Identity Management 
Forest (Production)

Access provided by
Privileged Identity Management 

Solution

Privileged Identity Management 
Forest (ESAE)

Access provided by
Privileged Identity Management 

Solution



Enterprise Identity Tier (Tier 0)

Administrative Workstation Domain Controllers

Remote  Access via the same Tier

Enterprise Application Tier (Tier 1)

Administrative Workstation(s)

Remote  Access via the same Tier

Enterprise User Tier (Tier 2)

Administrative Workstation(s)

Remote  Access via the same Tier

Application Servers, DBMS, Hypervisors, 
line-of-business assets, etc.

Desktops, Laptops, and other end-user 
devices

Higher tier     access denied

Higher tier     access denied

Lower tier access     access denied

Lower tier access     access denied







 We will primarily focus on attacking Tier 0 during this presentation

Enterprise Identity Tier (Tier 0)

Administrative Workstation Domain Controllers

Remote  Access via the same Tier
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 Look for “Shadow Admin” accounts not protected by the Red Forest

 Accounts / Groups  with DCSYNC rights

 Accounts / Groups with special control to root domain objects

 Microsoft Exchange servers

 Accounts / Groups with special control to AdminSDHolder

Shadow Admin accounts are accounts in your network that have sensitive privileges and 
are typically overlooked because they are not members of a privileged Active Directory 
(AD) group – Cyber Ark



ACCOUNTS / GROUPS  WITH DCSYNC RIGHTS

 Accounts / Groups  with DCSYNC rights

 Look for accounts / groups with the following permissions:

 Replication Directory Changes

 Replication Directory Changes All

 Applications often requires / misconfigured with DCSYNC permission

 Microsoft SharePoint

 RiverBed Technology 

 Azure AD Sync



ACCOUNTS / GROUPS  WITH DCSYNC RIGHTS

Microsoft SharePoint User Profile 
Synchronization (UPS) service account 
always misconfigured with full AD 
replication rights

 The UPS service account of SharePoint requires 
the following permission

 Replicate Directory Changes (Only)

(The Replicate Directory Changes permission 
does not enable an account to create, change or 
delete Active Directory Domain Services object.) 

 However, the UPS service account of SharePoint is 
always given both of the following permissions 
within the Enterprise environment:

 Replicate Directory Changes 

 Replicate Directory Changes All  (Wrong)



ACCOUNTS / GROUPS  WITH DCSYNC RIGHTS

Riverbed SteelHead AD service account 
requires full AD replication rights for AD 
integration (Riverbed Technology is the manufacture 

of WAN optimization, and mainly used for network 
performance monitoring and application performance 

management)
 Replicate Directory Changes (Required)

 Replicate Directory Changes All (Required)



ACCOUNTS / GROUPS  WITH DCSYNC RIGHTS

Azure AD Sync service account requires 
full AD replication rights for password 
synchronization between current AD DS 
and Azure Active Directory:

 Replicate Directory Changes (Required)

 Replicate Directory Changes All (Required)



ACCOUNTS / GROUPS SPECIAL CONTROL TO ROOT DOMAIN OBJECTS

 Look for accounts / groups with the 
special control to the root domain object 
such as “DC=DOMAIN, DC=COM”  as 
well as all child objects

 Full Control: Rights can be used to perform 
DCSYNC directly



MICROSOFT EXCHANGE SERVERS

 Two secret AD groups of Microsoft Exchange

 Exchange Windows Permissions

 Exchange Trusted Subsystem

 The Exchange Windows Permissions security group is located in the Microsoft Exchange Protected 
Groups OU.

 The Exchange Trusted Subsystem security group is a member of the Exchange Windows Permissions 
security group.

 The machine accounts of Exchange servers are direct / nested members of these two groups

 Description from Microsoft: These two AD groups contain Exchange servers that run Exchange cmdlets 
on behalf of users via the management service. Its members have permission to modify all Windows 
accounts and groups



MICROSOFT EXCHANGE SERVERS

 The machine accounts of Exchange servers potentially have the power to delegate 
permissions such as DCSYNC to any domain user accounts 

 PoweView command run by NT Authority\SYSTEM of Exchange server : Add-DomainObjectAcl -
TargetIdentity 'DC=DOMAIN,DC=COM' -PrincipalIdentity username -Rights DCSync

 Own Exchange, Own the Forest ! (exchange 2010 and 2013)

 Exchange 2016? Office 365 ?

Exchange  

2013

Exchange  

2010



MICROSOFT EXCHANGE SERVERS

Parent 
Group

• Exchange Windows Permissions -> Modify 
Permission

Child 
Group

• Exchange Trusted Subsystem-> Modify Permission

Child 
Group 

Member

• Exchange Machine Accounts -> Modify Permission

Regular domain user 

accounts 

Assign DCSYNC rights



MICROSOFT EXCHANGE SERVERS

DEMO

F:/Troopers/exechange/Exchange.mp4
../../../demo/Exchange.mp4


ACCOUNTS / GROUPS WITH SPECIAL CONTROL TO ADMINSDHOLDER

 AdminSDHolder

 AdminSDHolder is an object located in the 
System Partition in Active Directory 
(cn=adminsdholder,cn=system,dc=domain,
dc=com) 

 The Access Control List (ACL) of the 
AdminSDHolder object is used as a 
template to replicate permissions to all 
“protected groups” in Active Directory and 
their members including Domain Admins

 The Security Descriptor propagator 
(SDProp) process runs every 60 minutes on 
the PDC Emulator and re-stamps the object 
Access Control List (ACL) with the security 
permissions set on the AdminSDHolder.



ACCOUNTS / GROUPS WITH SPECIAL CONTROL TO ADMINSDHOLDER

 Look for accounts / groups with the special control to AdminSDHolder

 Full Control: Rights used to add users into Domain Admin group

 Modify Permission: Rights used to give permission to add users into Domain Admin group

 Write Permission: Rights used to add users into Domain Admin group
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 Virtualized Infrastructure becomes a very attractive target for attackers due to the 
number of potential guest machines that can be compromised and also the sheer 
power of virtualization servers.

 Should you protect VM administrator the same level as Domain Administrator?

 Does your organization have virtualized Domain Controllers?

 Have you enable full disk encryption on guest VM? (BitLocker, PGP,  Truecrypt, etc.)

 VM disk (.vmdk) are often stored over file servers such as NFS, iSCSI. Are file server 
permissions set appropriately?



HOW MANY PEOPLE HAVE ACCESS TO VCENTER MANAGEMENT CONSOLE IN YOUR ORGANIZATION?



BYPASS NETWORK LOGON RESTRICTION WITH KVM/CONSOLE ACCESS



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

 Target virtualization solution used for Red Forest – VMware vCenter / ESXi

 Attack prerequisites:

 VMware vCenter servers used to manage critical servers such as Domain Controllers are not 
protected as Tier 0 systems (common)

 Admin-level access obtained to VMware vCenter

 Attack objective:

 Retrieve VMDK images from the datastore of vCenter

 Attack procedures:

 Option #1: Leverage vSphere client to retrieve VMDK images from the datastore browser

 Option #2: Leverage Veeam backup client to retrieve VMDK images 

 Option #3: Leverage PowerShell via VMware PowerCLI to retrieve VMDK images



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

Leverage vSphere Client to retrieve 
VMDK images from datastore:

 Authenticate to VMware vCenter / ESXi via 
vSphere client.

 Identify the target server (i.e. Domain 
Controller)

 Go to the Summary tab

 Under Resources, right click the datastore
under “storage” (should be next to a gray icon)

 Go to the VM name and download the VMDK 
file(s)

Drawback: This approach does not work all the 
time in VMware vCenter environment, especially 
for hot clone



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

Leverage PowerShell via VMware 
PowerCLI to retrieve VMDK images 

 Connect to VMware vCenter / ESXi via VMware 
PowerCLI by initializing the 
connection/session using the Connect-
VIServer command. 

 Obtain the names of the datastore and map 
them individually to a drive using New-PSDrive

 Download the VMDK files from the targeted 
datastore

Drawback: This approach does not consistently 
work in the VMware vCenter environment, 
especially for hot clone.



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

Leverage Veeam backup client to 
retrieve VMDK images 

 Authenticate to VMware vCenter / ESXi via 
Veeam backup client.

 Identify the target server (i.e. Domain 
Controller)

 Backup / Replicate the VMDK files from the 
targeted sever

Advantage: This approach is reliable even for hot 
clone.



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

Merge multiple VMDK files into a 
single VMDK file

 Download and install vSphere SDK from 
Vmware website

 Use the following command to merge VMDK 
files:

 vmware-vdiskmanager.exe –r “C:\path to vmdk
file\” –t 0 new-file-name.vmdk



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

Use OSFMount to access file systems in 
VMDK files.



VIRTUALIZATION SOLUTION – VMWARE VCENTER / ESXI

 Mount VMDK file as a loop device on using the following command once the VMDK 
file is downloaded :

mount xxxxx-flat.vmdk <mount path> -o ro,loop=/dev/loopX,offset=<offset> -t ntfs

 Retrieve sensitive files such as NTDS.dit and dump password hashes:
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 Target endpoint security / management solutions used for Red Forest

 Antivirus security solution

 Configuration management solution

 Network backup solution



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

 Target antivirus security solutions used for Red Forest – Symantec Endpoint 
Protection Manager Console
 Attack prerequisites:

 Symantec Endpoint Protection servers used to manage critical servers such as Domain Controllers 
are not protected as Tier 0 systems

 Admin-level access obtained for Symantec Endpoint Protection Manager Console

 Attack objective:

 Push payload from Symantec Endpoint Protection Manager Console to managed endpoints 

 Attack procedures:

 Create a new Host Integrity Policy 

 Create a Custom Requirement for the new Host Integrity Policy

 Create payload by adding a Function

 Assign the created Host Integrity Policy to Tier-0 server group 



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

 Execute scripts  by creating Host Integrity Policy:

 Go to Policies > Host Integrity > Add a new policy



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

 Create a Custom Requirement for the new Host Integrity Policy



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

 Create payload by adding a Function



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

 Create payload by adding a Function

 Create a user account & add it into Domain Admins group



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

 Assign the created Host Integrity Policy  to Tier-0 server group 



ANTIVIRUS SECURITY SOLUTION – SYMANTEC ENDPOINT PROTECTION MANAGER CONSOLE

DEMO

../../../demo/sep.mp4


CONFIGURATION MANAGEMENT SOLUTION – SCCM

 Target configuration management solutions used for Red Forest – System Center 
Configuration Manager (SCCM)
 Attack prerequisites:

 SCCM servers used to manage critical servers such as Domain Controllers are not protected as 
Tier 0 systems

 Admin-level access obtained for SCCM 

 Attack objective:

 Push payload from SCCM Console to managed endpoints

 System Center Configuration Manager GUI

 PowerSCCM

 Attack procedures:

 Create a SCCM connection 

 Create a SCCM application (Payload) 

 Deploy SCCM application to the targeted collection (Target)



CONFIGURATION MANAGEMENT SOLUTION – SCCM

 Create a SCCM connection



CONFIGURATION MANAGEMENT SOLUTION – SCCM

 Create a SCCM application



CONFIGURATION MANAGEMENT SOLUTION – SCCM

 Deploy SCCM application to the targeted collection



CONFIGURATION MANAGEMENT SOLUTION – SCCM

 Accomplish the same attack procedures from PowerSCCM:

 $Creds = Get-Credentials 

 Enter the credentials and they will be stored in the $Creds variable

 $S = NewSccmSession -Computername <SCCM Server> -Sitecode <SiteCode> -Credentials $Creds 
-ConnectionType WMI 

 Store the session into a variable, this session is basically used for every PowerSCCM Command

 New-SccmApplication -ApplicationName <App Name> -Session $S -PowershellScript .\script.ps1

 Create the actual application to be deployed

 New-SccmApplicationDeployment -AssignmentName <Any String Value> -Session $S -
ApplicationName <App Name> -CollectionName <Collection Name> 

 Deploy the application assuming you already know the collectionname you want to target. If you do not know 
which collection name, this can be found using "Get-SccmCollection -filter *"



NETWORK BACKUP SOLUTION

 Target Network backup solutions used for Red Forest

 Attack prerequisites:

 Network backup servers used to manage critical servers such as Domain Controllers are not 
protected as Tier 0 systems

 Admin-level access obtained for network backup servers

 No encryption applied for the backups

 Attack objective:

 Extract critical files such as NTDS.dit from previous backups via backup management console

 Attack procedures:

 Identify a valid file restoration point for a targeted server such as Domain Controller

 Restore the marked files from the backup file image



NETWORK BACKUP SOLUTION

 Identify a valid file restoration point for a targeted server



NETWORK BACKUP SOLUTION

 Restore the marked files from the backup file image
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METHODOLOGY

 Identify flaws/misconfiguration in MFA provisioning process.

 Where are you gaps in MFA implementation?

 Is MFA enforced across all applications management interfaces and users?  i.e webmail, 
VMware / Hypervisor management consoles, Cloud-based applications   

 Is registration link immediately expire after user enrolled?

 Is it possible to gain access to a soft token solution?

 Are you allow users to activate multiple tokens on different devices?   

 Can an attacker enroll to the MFA system without the targeted user knowledge?

 Identify Self-Service portal

 Internal IT documentation on SharePoint, Intranet portal, browser bookmarks and history



RSA SECUREID



RSA SECUREID



ENTRUST IDENTITYGUARD GRID CARD



ENTRUST IDENTITYGUARD GRID CARD



SYMANTEC VIP



SYMANTEC VIP



VASCO DIGIPASS
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 Know the admin accounts / groups within the AD / ESAE

 Admin accounts from group perspective

 Admin accounts from permission perspective

 Manage AD / ESAE admin accounts / groups via a password management solution

 Host critical network infrastructure such as DC with physical hardware

 If virtual DC is required, make sure the virtualization platform is protected as Tier 0 with full disk 
encryption

 A separate set of endpoint security / management solutions need to be used within ESAE, and protected 
as Tier 0 

 Effective network segmentation needs to be applied among different AD / ESAE layers

 Passwords for legacy local admin / service accounts need to be rotated frequently

 Enhance the delivery mechanism / validation process for MFA enrollment 


