HUNTING ANDROID MALWARE

A novel runtime technique for identifying malicious
applications
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THE PROBLEM

Android malware has and is a constant threat in the
Android Ecosystem

G e g Found: New Android malware with
Malici ith >1 milli - = i 1liti
Malicious apps with -1milion, | never before-seen spying capabilities

twice Skygofree is among the most powerful spy platforms ever created for Android.
: r fake services. 2018

DAN GOODIN - 1/16/2018, 5:45 PM

Currency-mining Android malware is so
aggressive it can physically harm phones

This is your phone on mining software. Any questions? 2017

DAN GOODIN - 12/19/2017, 8:40 PM



THE QUESTION

July 2017 at a conference...in Las Vegas...



THE QUESTION

"How do | protect myself from these kind of attacks?"

e We have to look at the APK
= Statically
= |n asandbox



CURRENT TECHNIQUES

We look at malware in a few ways

q Super Brlght LED Torch
H reci3

Hashes fﬁgﬂ.“mi"ﬂ
Code Signatures ) -
Permissions |
Reputation
Behavior




CURRENT DEFENCES

e Google Play Protect
e Google Playstore
e Third-party Software
= Anti-virus
= MDM,MAM,MOM,MMM,,...



FRUSTRATIONS

Static Analysis is hard

Can't run Cuckoo on my phone

Scalability

What if the application isn't on the App Store
Bypassing AV is too easy



THE FRUSTRATION

No reliable way to detect malware on devices
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THE IDEA

But there's HEAPS of data....

e Android apps make use of Objects

e Import statements are useful BUT

e You can import but not instantiate

e |fit'sinstantiated,it's probably being used
e [nstantiated objects have data(some)



/PROC//MAPS?
/PROC//MEM?
DUMP.HPROF?






THE IDEA

Instrumentation

Objects on the HEAP

Trace calls and behaviour

Recent Developments made it easier(for me)
Great way to gain insight into applications
Extremely Powerful

Runtime is the best action

FAIDA

https://www.frida.re/



THE IDEA

Wouldn't it be cool if at runtime | could see:

e Which objects are instantiated
e What are the values for these objects



THE IDEA

This would give me an idea as to WHAT an app is doing
and HOW



THE IDEA

For example, analysing an app with a meterpreter
backdoor:

e Experience tells me to look for:
s DexClassLoader
= TCP Connection

e Which tells me that this app is
» [njecting code at runtime
= Communicating remotely



DEMO: BASIC MALWARE INFECTION

Applications = Places =

root@kaliBrompwnie: ~
File Edit View Search Terminal Tabs Help

root@kaliBrompwnie

Google Create Play




DEMO: BASIC RUNTIME MALWARE
ANALYSIS

eee z ) I jooo |
B Demo1_MalwareObjects.js x m - | Nexus§ ¢ mal«o|c o]

(] v 401232

objectsToLookFor = [*java.net.Socket”, “dalvik.system.DexClassLoader”, “java.net.URLConnection", “java.net.URL", “java.secur:
pel for (var 1 in objectsToLookFor) {
Java.perform( L
? Java. choose(objectsToLookFor [11, { 1
“onMatc (instance) { i
if (objectsToLookFor[i] == "java.net.URL" && instance.getProtocol() != "file") { Log in to Twitter.
) console.log("\n[+] Process has Instantiated instance of: " + objectsToLookFor [
console.log(" [¥] Process is communicating via “ + instance.getProtocol()); Phone, email
console.log("[+] Communication Details: " + instance.toString()); K
= ¥ Brompwnie
if (objectsToLookFor[i] == "dalvik.system.DexClassLoader") {
console.log("\n[+] Process has Instantiated instance of: " + objectsToLookFor[il
console.log(" [¥] Process is making of DexClassLoader"); Password
console.log("[+] Loader Details: “ + instance.toString());
) apa ssword|
if (objectsToLookFor[il == "java.net.Socket") {
console.log("\n[+] Process has Instantiated instance of: " + objectsToLookFor[il}; »
console.log(" [+] Process is making of a Socket Connection");
console.log("[+] Socket Details: " + instance.toString());
1
if (objectsToLookFor [1] java.net.URLConnection") { .+
console.log("\n[+] Process has Instantiated instance of: " + objectsToLookFor[il); #
rnncnle. na(" [x] Procase s makinn af A LRI Connectinn'): |
TERMINAL 1:bash f o+ @ o~ O x E

cleroy-ltm:Scripts cleroy$ frida - -1 Demol MalwareObjects. js com. twitter.androidl]

©04a0 Ln13,Col62 TabSize:4 UTF-8 LF JavaSeript © [off] @



HOW DOES IT WORKWITH OTHER APPS?

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket[unconnected]

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket[unconnected]

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket[address=/216.58.210.42,port=443, localPort=35472]

[+] Process has Instantiated instance of: java.net.Socket
[+] Process is making of a Socket Connection
[+] Socket Details: Socket [address=/216.58.204.78,port=443, localPort=54449]

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket [unconnected]

[+] Process has Instantiated instance of: java.net.Socket
[#] Process is making of a Socket Connection
[+] Socket Details: Socket[unconnected]

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket [unconnected]

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket [address=/172.217.23.14,port=443, localPort=36214]

[+] Process has Instantiated instance of: java.net.Socket
[¥] Process is making of a Socket Connection
[+] Socket Details: Socket[address=/216.58.206.78,port=443,localPort=58168]

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket [unconnected]

[+]! Process has Instantiated instance of: dalvik.system.DexClassLoader
[*]} Process is making of DexClasslLoader
[+]]Loader Details: dalvik.system.DexClassLoader [DexPathList[[zip file "/data/data/com.google.android. youtube/cache/adsB77282444. jar"], nativelibraryDirectories=[/vendor/lib, /system/1ibll]

[ e



STATIC VS RUNTIME

What static analysis won't show

e Runtime Injection
= Class Loaders
= What if you don't have the injected JAR/APK
o /data/data/com.app.sandbox
e Java.Lang
= Runtime.exec("/bin/sh")
= No Import Statements
= |nstantiated but kinda immutable



DEMO: WHAT STATIC CAN'T SHOW YOU

VictimApp  Wgapp BEsc BEmain Bmjava BN victm PN brompwnie PN com BN victimapp (3 Mainctivity Rapp v 2 = TheRuntimeApp g app M sc BN main hmjava BN runtime BN brompwnie PN com BN theruntimespp (3 LosdMe MakeDatAPK v
n n L} | - | - - | B = Y = J ] L - | -} - - ] Y
% mactivity mainml Mainhctivityjava < (S Victimapp (S app % local.propert (& seti di * gradis i pro ! = @ § O LowiMeiova 2 scratch 3 java G
E MainActivity runStuff() 22 2
& victim. brompwnie, com. victinapp LIS runtime. brompwnie. com. theruntimeapp L1
= =
android.os.Bundle
g android.support.v7.app.AppCampatActivity; g java.io.BufferedReader:
£ android.util. Log g java. 0. I0Exception
& android.view. View & java.io. InputStream
& java.io.InputStreanReader;
java.io.File > Java. net. HttpURLConnection
java. io.0Exception java.net.URL:
g java. lang. reflect, InvocationTargetException 3
4 java. lang. ref lect .Method £
3 H {
3 dalvik. system.DexClassLoader 3 —
e o 0 { |
- MainActivity AppCompatActivity { System.out.println( )
System. out. printin( + Runtine.getRuntime() . tostring())
@verride ¥
o onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState) 0 {
setContentView(R. layout. ) i =
System. out.printin( + Runtime. getRuntime().toString())
Process process = Runtime.getRuntime().exec( )
loadbexClassses() NoSuchFieldException, ClassNotFoundException, IllegalAccessException, NoSuchMethodException, InvocationTargetException { 11 P R Eie
File[] files = new File( ). listFiles() N
Log.v( ) &) Demo1_MalwareObjects.js Demo2_WhatStaticCantShowYou.js X g o
(File file : files) { .
L4 File tmpDir = new File(String.valueof(this.getFilesDir())) objectsToLookFor java.net.Socket", “dalvik.system.DexClassLoader”, "java.net.URLConnection”, "java.net.URL", "java.security.
DexClassLoader classloader = new DexClassLoader(file.getAbsolutePath(), tmpDir.getAbsolutePath() ClassLoader. getSystenClassLoader{( jo)
o) ) for (var i in objectsToLookFor) {
Class<?> classToLoad = ( ) classloader. loadClass( ) Java.perform(
Java. choose(objectsToLookFor[il, {
Method makeBeard = classToLoad. getMethod( ) “onMatch®: n (instance) {
makeBeard. invoke( ) if (objectsToLookFor[il java.net.URL" && instance.getProtocol() != "file") {
Method runshellCommand = classToLoad.getMethod( ) console.log(“\n[+] Process has Instantiated instance of: “ + objectsToLookFor[il);
ey ) console. log(" [x] Process is communicating via " + instance.getProtocol());
console.log("[+] Communication Details: * + instance.toString());
Method urlConnection = classToLoad. getMethod( ) }
urlConnection. invoke( ) if (objectsToLookForli] == “dalvik.system.DexClassLoader"} {
. ) console. log("\n[+] Process has Instantiated instance of: " + objectsTolookFor[il);
console.log(“[+] Process is making of DexClassLoader
¥ console. log("[+] Loader Details: * + instance.toString());
i
if (objectsToLookFor[i] = "java.net.Socket") {
runStuff (View view) I0Exception, Interruptedexception { R e peiag ; - noonmn e onon
loadDexC lassses( ) TERMINAL BT o+ m o~ O X
(N?ngz:emﬁxfemmﬂ e) { cleroy-ltm:Scripts cleroy$ frida -U -1 Demo2_WhatStaticCantShowYou.js victim.brompwnie.com.victimapp]
*
] Console | Debugger
@ Frames +* 5 Threads +* = Variables +* & Watches -
ot Variables are not available
Frames are not available
AE- a
| §
= B
5 :
E E
g g
g g
8 8|2 8
g g|a i
. LI
% TODO @ Android Profiler [l O Messages = G:logcat 4 :Debug Eventlog [ Terminal [& Gradle Console g

[ Gradle build finished in 953ms (4 minutes ago) 15chars  43:28 LF: UTF-8+ Co

ntext: <

) [ c ®0a0 Ln12,Col 43 Spaces:4 UTF-8 LF JavaScript © [off] @



HEAPS OF LOVE

e Don't have to trawl code
e |dentify specific anomalies



HEAPS OF FRUSTRATION

e java.lang.Runtime
e Kind of immutable?
e exec("/system/bin/ps")
= Does not have much of a footprint

¥ & Runtime.getRuntime() = {Runtime@4271}
T v g ibPaths =

mm 3

v shutdownHooks = size =1
shuttingDown = false
tracingMethods = false
classLoader = null
classSize = 516

componentType = null

> dexCacheStrings =
dexClassDefindex = 363






HEAPS OF FRUSTRATION
Whats the plan?

What is fundemental to objects?

We can hook methods

= i.e Runtime.getRuntime().exec("/bin/sh")
How?

= Overload with Frida

Not just looking at object state

= Object behaviour



HEAPS OF FRUSTRATION
Whats the plan?

and and arguments in a separz
String[] envp
ed environment.

String[ ]

and and argum ina ith nvironment and

exec (String o rand, Stringf] vE)
Executes the specified string command in
(String ned, String[] vp, File
ified string ndin

Java.perform(function () {
var targetClass = Java.use("java.lang.Runtime");

targetClass.exec.overload('java.lang.String').implementation = function (x) {
console. log(" [*] exec() got called!: "+x);
return this.exec(x);

targetClass.exec.overload(' [Ljava.lang.5tring;').implementation = function (x) {
console.log(" [*] exec() got called!: "+x);
return this.exec(x);

targetClass.exec.overload('java.lang.5tring’, '[Ljava.lang.5tring;').implementation = function (x,y) {
console.log(" [*] exec() got called X= "+x);
console. log(" [*] exec() got called Y= "+y);
return this.exec(x,y);



= TheRuntimeApp:

0 1: Project

4 7 Stcture

& Captures

0 1: Project

4 2 Structure

& Captures

& Build Variants

* 2: Favorites.

DEMO: OVERLOAD 'DEM METHODS

Demo3_HuntingJavaDotLang js — Kwetza

s 3R main java

LoadMe.java it scratch_3 java
LoadMe runShellCommand ()

oid 0 {

cal
System.out.printin(
Process process = Runtime.getRuntime().exec(
InputStreanReader reader =
BufferedReader bufferedReader
int numRead;
char[] buffer = new char[5000];
StringBuffer commandOutput = StringBuffer();
while ((numRead = bufferedReader. read(buffer)) > 0) {

conmandOutput .append (buffer, 0, numRead);

ew BufferedReader (reader) ;

bufferedReader. close() ;
process.waitFor();

w InputStreanReader(process.getInputStrean());

LoadMe

+ Runtime.getRuntime().toString());

System.out.printin( \n" + commandOutput.toString());

1 (I0Exception e) {

ictimApp - W app Il src I main java M victim [N brompwnie PN com [N victimapp

MainActivity

dl

dl

<\ | € MakeDatAPK v | |

\ [[&epp ~| p %

o

5, activity_mainxml Mainctivityjava (3 VictimApp (3 app
MainActivity loadDexClassses()

¥

public void loadDexClassses() tl
Filel] files = i
Log.v( ]

(File file : files) {
final File tmpDir = v
final DexClassLoader classloader =
Log.v(

Class<?> classToLoad =

) classloader.loadClass(

Method makeBeard = classToLoad.getMethod(
makeBeard. invoke( o null)

Method runShellCommand = classToLoad.getMethod(
runShellCommand. invoke( o null);

Method urlConnection = classToLoad.getMethod (

urlConnection. invoke( o null);

Log.v(

void runStuff(view view) th

Y
loadDexClassses();

[ LGE Nexus 5 v victim.brompwnie.com.victimapp
= 6385 10:53:88.08 YO1-Y/01/VICTIN.DrOMPWNLE. COM.VICTIMAPP 1/SYSTeM. ouT:
M 03-p5 16:55:44.268 9261-9261/victim.brompwnie. com.victimapp I/System.out:
4 ©03-05 16:55:44.268 9261-9261/victin.brompwnie. com.victinapp I/System.out:
+
+

03-05 16:55:44.268 9261-9261/victim.brompwnie. com.victimapp I/System.out:
03-05 16:55:44.268 9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com.victimapp I/System.out:
9261-9261/victim.brompwnie. com. victimapp I/System.out:

i . com.victimapp I/System.out:
. com.victimapp I/System.out:
. com.victimapp I/System.out:
. com.victimapp I/System.out:
. com.victimapp I/System.out:
.brompwnie. com.victimapp I/System.out:
im.brompwnie. com.victimapp I/System.out:
im.brompwnie. com.victimapp I/System.out:

03-05 16:55:44.268
03-05 16:55:44.268
03-05 16:55:44.268
83-05 16:55:44.268

[C]
B 53 g5 16:55.44.268
L]

03-05 16:55:44.268 9261-9261/victim.brompwnie. com.victimapp I/System.out:

% TODO = 6:Logcat

(S sett

File(String.valueOf(this.getFilesDir()))
DexClassLoader(file.getAbsolutePath(), tmpDir.getAbsolutePath(),

/s I0Exception, InterruptedException {

L

B L T T T

e T T L L LY

TITTTTIT
FEFFFFEf
FEFFFFEf
FEFFFFFf
FEFFFFef
FREFFFFT
FREFFFFT
FREFFFFT
FREFFFFT
FREFFFFT
FREFFFFT
FREFFFFF
FREFFFFf
FREFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF
FEFFFFFF

(o)
00000000
00000000
00000000
00000000
00000000
00006000
00006000
00000000
00000000
00000000
00006000
00006000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

T R R R R R X

@
.pro L

ows NoSuchFieldException, ClassNotFoundException, IllegalAccessException, NoSuchMethodException, InvocationTargetException {
). listFiles();

el |

null, ClassLoader.getSystemClassLoade

Regex | No Filters

T_my
file-storage
uether
synaptics_wqg
irq/362-53350
msm_vidc_worker
msm_vidc_worker
msm_cpp_workque
irq/356-bg51013
dn_bufio_cache
dbs_sync/0
dbs_sync/1
dbs_sync/2
dbs_sync/3
cfinteractive
irq/170-msm_sdc
binder
usb_bam_wq
krfcomnd
bam_dmux_rx
bam_dmux_tx
rq_stats
deferwq

) Event Log

-] Terminal

&l Gradle Console

Jasoidx3 el someq

£

5 Demo3_HuntingJavaDotLang.js

Java.perforn{function () {

H

var targetClass = Java.use("java.lang.Runtime");

targetClass. exec. overload{ ' java. lang.String') . implementation = function (x) {

console. log(" [*] exec() got called!: "+x);
return this.exec(x);
Y

targetClass. exec. overload{ " [Ljava. lang.String; ') . inplementation = function (x) {

console. log(" [*] exec() got called!: "4x);
return this.exec(x);
Y

targetClass. exsc. overload( ' java. lang.String’, '[Ljava.lang.String;').implementation = function (x,y) {

console. log(" [] exec() got called X= "4x);
console. log(" [x] exec() got called Y= "+y);
return this.exec(x,y};

¥

targetClass. exec.overload{' [Ljava.lang.String;', '[Ljava.lang.String;').implementation = function (x,y) {

console. log(" [¥] exec() got called X= "+x);
console. log(" [] exec() got called Y= "+y);
return this.exec(x,y);

h

targetClass. exec.overload( " [Ljava. lang.String; '
console. log(" [*] exec() got called X= "+x);
console. log(" [x] exec() got called Y= "+y);
console. log(" [¥] exec() got called Z= "+z);
return this.exec(x,y,z);

Y

' [Ljava. lang.String; ',

'java.io

.File').implementation = function

xyye2) {

targetClass. exec.overload('java.lang.String", '[Ljava.lang.String;', 'java.io.File').implementation = function (x,y,z) {

console. log(" [*] exec() got called X:
console. log(" [¥] exec() got called Y=
console. log{" [] exec() got called Z=
return this.exec(x,y,z);




SNAPSHOT

We have the ability to:

Analyse objects on the HEAP

Hook methods for certain objects
Perform this at runtime on a device
See more than static analysis

Perform the above from a workstation



A SOLUTION: SAFETYNET
ATTESTATION API

The SafetyNet Attestation APl helps you
assess the security and compatibility of
the Android environments in which
your apps run. You can use this APl to
analyze devices that have installed

your app.



A SOLUTION: SAFETYNET
ATTESTATION API




A SOLUTION: UITKYK

You can use this APl to analyze applications that are
installed on a Android device

Custom Android Frida Library

= DBUS over TCP

Frida Server Integration

Can run all the previously demo'd tests

= And more!



A SOLUTION: UITKYK API

Hey Frida, give me running processes

$ frida-ps -U
PID Name

207 adbd
27599 android.process.acore
1566 android.process.media
16858 app_process
16894 app_process
17005 app_process
17145 app_process
17163 app_process
17190 app_process
17327 app_process
17384 app_process
17430 app_process
26767 app_process32

194 bridgemgrd
27556 com.android.defcontainer
27799 com.android.keychain
27622 com.android.musicfx
1799 com.android.nfc

1855 com.android.phone
1544 com.android.systemui
27643 com.android.vending
27882 com.google.android.apps.cloudprint



A SOLUTION: UITKYK API

Hey Android, give me running processes

@0verride

nratected Strino doInBackoround(Strinao... narams) 4
UitkykUtils vitkykUtils= new UitkykUtils();
return uitkykUtils. fridaPs( . ):

}



A SOLUTION: UITKYK API

Hey Frida, tell me if this application looks malicious

var objectsToLookFor = ["java.net.Socket", "dalvik.system.DexClassLoader", "java.net.URLConnection", "java.net.URL", "java.security.cert.X509Certificate"];
for (var i in objectsTolLookFor) {
Java.perform(function () {
Java. choose(objectsToLookFor[il, {
"onMatch": function (instance)} {
if (objectsToLookFor[il == "java.net.URL" && instance.getProtocol() != "file") {
console.log{"\n[+] Process has Instantiated instance of: " + objectsTolLookFor[il);
console.log{" [*] Process is communicating via " + instance.getProtocol()});
console.log{" [+] Communication Details: " + instance.toString(});

r

if (objectsToLookFor[il == "dalvik.system.DexClassLoader") {
console.log("\n[+] Process has Instantiated instance of: " + objectsToLookFor[il);
console.log(" [*] Process is making of DexClassLoader");
console.log{" [+] Loader Details: " + instance.toS5tring({));

}

$/frida -U -1 Demol MalwareObjects.js com.twitter.android

/ _ | Frida 10.6.51 - A world-class dynamic instrumentation toolkit
Il

> _ | Commands:

71l help —> Displays the help system

- coooos object? -> Display information about 'object’

P exit/quit - Exit

« « =« « More info at http://www.frida. re/docs/home/
Attaching...

[+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
[+] Socket Details: Socket[address=/192.168.8.16,port=4444, localPort=68695]

[+] Process has Instantiated instance of: java.net.Socket
[+] Process is making of a Socket Connection
[+] Socket Details: Socket[address=settings.crashlytics.com/58.19.186.12,port=443, localPort=42306]



A SOLUTION: UITKYK API

Hey Android, tell me if this application looks malicious

Strino doTnBackoround{hiecrt. .. ohiercts
UitkykUtils witkyklitils = UitkykUtils( )
uitkykUtils.analyzeProcess( . )
}



A SOLUTION: UITKYK API




WHY UITKYK API?

No Android Frida Library
Wanted to use Frida

Wanted a Client Server Model

Didn't want pain

D-BuUs 1.1299

Main Page Related Pages Modules Data Structures v Files =
1 1 1 1

D-Bus Documentation

This manual documents the low-level D-Bus C AP If you use this low-level API directly, you're signing up for som in

Caveats aside, you might get started learning the low-level API by reading about DBusConnection and DBusMessage.

There are several other places to look for D-Bus information, such as the tutorial and the specification; those can be found at the D
The low-level API documented in this manual deliberately lacks most convenience functions - those are left up to higher-level libral
The low-level APl also contains plenty of clutter to support integration with arbitrary object systems, languages, main loops, and st
This manual also contains docs for D-Bus internals, so you can use it to get oriented to the D-Bus source code if you're intereste

As you read the code, you can identify internal D-Bus functions because they start with an underscore ('_") character. Also, any ide|



HOW DOES UITKYK, UITKYK?

e TCP Socket to Daemon
e Push and Pull Bytes

m Sniffed Frida sessions

= Qutlined TCP Flags

» |dentified key bytes (trial and error)
= Stared at my monitor

e Wash,rinse,repeat

byte[] AUT
byte)
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ORIGINAL PYTHON POC

import socket

TCP_IP = '10.42.8.15"
TCP_PORT = 1337
BUFFER_SIZE = 188

MESSAGE = "‘\oZe\x41\x55\x54\x48\x@d\x0a’

5 = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
print "Sending-> .AUTH"

s.connect ((TCP_IP, TCP_PORT))

5. send (MESSAGE)

data = s.recv(BUFFER_SIZE)

print "received data:", data

MESSAGE2=""x41\x55\x54\x48\ x20\x41\xde\ x4 T\ x4e\x59\ x4d\ x4\ x55\ x53 20\ x 340 TS X332\ X3 T3S \3 T\ x33A 32\ 30\ x33\ x30\ x32%
BUFFER_SIZE2 = 180

print "Sending—> AUTH ANONYMOUS 474442757320382e31"

s.send (MESSAGE2)
data? = s.recv(BUFFER_SIZE2)
print "received data:", data2

MESSAGE3=""\x42\x45\x47\x49\xde\x0d\xda"
BUFFER_SIZE3 = 180

print "Sending-> BEGIN"

5. send (MESSAGE3)

MESSAGE4=""\x6c\x01\x80\x01\x1b\x88\x88\ x00\x01\ x B0\ x00\ x 00\ x60"\ x00\ xB0\ x00\xB8\ xB1\x67\x@D\ xB1\ x7 3\ x0D\ x0O\ XD\ X1\ X6 T\ xBB\x 15\ x80")
BUFFER_SIZE4 = 180

print "Sending-> HostSession"

s. send (MESSAGE4)

datad4 = s.recv(BUFFER_SIZE4)

print "received data:", datad



DEMO: UITKYK

Ubuntu 64-bit

Applications « Places = Terminal = Fri 14:23

root@kaliBrompwnie: ~
File Edit View rch  Terminal Help
msf exploit(



UITKYK

Library

s github.com/brompwnie/uitkyk
Blogpost/s

= brompwnie.github.io

Frida Scripts

= github.com/brompwnie/uitkyk
Videos

s https://goo.gl/k6BNBqg



SHORTCOMINGS

e Increased Attack Surface
e Abuse(duh)
e We are still struggling to get basic security right




CONCLUSION

It's a journey

Uitkyk is a step in the right direction
No Silver Bullet

Defense In Depth

Android OS is key to protecting itself




QUESTIONS?



DANKE!



