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Securing	Europe’s	Information	society

https://www.enisa.europa.eu/
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Expertise

https://www.enisa.europa.eu/topics
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Community

https://www.europeancybersecuritychallenge.eu/

https://cybersecuritymonth.eu/

https://www.enisa.europa.eu/topics/cyber-exercises/	https://www.enisa.europa.eu/trainings
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Capacity



Threat	
modelling	and	
security	
measures	

x
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Internet	infrastructure	threats

../internetcii
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Cybersecurity	for	safety
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Everything	is	interconnected
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Inside	and	outside

…/road
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Think	about	your	journey	to	#TR18	
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What	could	possibly	go	wrong?
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Similar	threats…

../air
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…different	infrastructures….

../scada
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../ehealth
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Developing	most	feared	attack	scenarios

…/iotAttack	3	– IoT Botnet	/	Commands	injection	
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…/road



19https://resilience.enisa.europa.eu/



Facilitate	information	
exchange,	collaboration	and	
incident	response
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CSIRTs	in	Europe		

../csirts-map
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• Everybody	is	talking	about	incidents:
• Incident	handling	
• Incident	reporting
• Cross	border	incidents
• Statistics
• Performance	and	internal	KPI
• Comparison	with	other	entities
• Trends
• Global	/	annual	overview
• Explanation	of	external	report
• Media	outreach
• Policy	discussion

272	CSIRTs	teams	in	EU
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ALEF-CSIRT		

BSI/CERT-Bund														

CaixaBank

CCN-CERT

CERT-HR							

CERT.AT

CERT.be														

CERT.LV/TF-CSIRT									

CERT-BDF

CERT-LT

CERT-PT																	

CERT-SE		

CERT-XLM

CESNET-CERTS

CIRCL

DFN-CERT											

Eurocontrol /	EATM-CERT

EC3

EGI-CSIRT

ENISA

FIRST

Gemalto

GOVCERT	–AT

GOVCERT.LU	

INCIBE

IRIS-CERT

KBC	Group	CERT															

Reference	Taxonomy	Task	Force
LITNET	CERT

NTF	CIRT

Open	Systems	

SCOMM-TECH

S-CURE														

SI-CERT																								

Siemens

SOCA	

SWITCH	CERT

Tallinn	University

Telia CERT	

UK	MOD	/	University	of	Warwick
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Timeline

TF-CSIRT	
Hague	

May	2017

TF-CSIRT	
Stockholm	
Sep	2017

ENISA	
publishes	
status	
report
Q4	2017

TF-CSIRT	
Hamburg	
Jan	2018

TF-CSIRT	
Warsaw	
May	2018

https://tf-csirt.org/groups/	



25

eCSIRT.net	mkVI
(starting	point)

https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf
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Common	Taxonomy	CSIRT-LEA

https://www.europol.europa.eu/publications-documents/common-taxonomy-for-law-enforcement-and-csirts
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Pivot	Mapping	
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Tools		

http://intelmq.readthedocs.io/en/latest/

https://thehive-project.org/

https://github.com/MISP/misp-taxonomies
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Examples	of	online	trainings	available

Mobile	threats	
incident	handling

Network	forensicsDigital	forensics

Identification	and	handling	of	
electronic	evidence

Artifact	analysis	
fundamentals

Advanced	artifact	
handling

Developing	
countermeasures

Large	scale	incident	
handling

Writing	security	
advisories

Triage	&	basic	incident	
handling

Vulnerability	handling

Automation	in	incident	
handling	

../trainings
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https://www.youtube.com/watch?v=hCDOp7_hsjY



Foster	the	growth	of	the	next	
generation	security	talents



34

Lets	go	back	to	April	29,	2014	
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CTF		- Capture	The	Future
How	CTFs	can	foster	the	engagement	of	future	cyber	security	professionals.

©	social-engineer.org
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CTF		- Capture	The	Future

We	need	to	engage	future	cyber	security	professionals

We	need	more	people

We	need	specialized	experts:
• Pen-testers
• Risk	assessment	experts
• Quality	assurance experts
• Reverse	engineers
• Critical	Information	Infrastructure	experts
• Etc
Millennials

• were	born	with	the	Internet	
• have	a	multitasking	and	tech	oriented	way	of	learning



37

Capture	the	Flag
Where
• Hacking	cons	
• Academia
• Onsite
• Online
Sponsored	by	
• Private	companies
• Governmental	orgs	
Scope:
• Train	students
• Use	pro	as	mentors
• Recruit	talents
• Engage	kids

©	UCSB	security	lab
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Reverse	engineering	challenges
Where
• Hacking	cons		
• Online
• Academia
Sponsored	by	
• Private	companies
• Hacking	cons	
• Security	experts	
Scope:
• Engage	new	people
• Train	students
• Recruit	talents	

©	UCSB	security	lab
©	Halvar Flake
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Fast	forward	



40https://www.blackhoodie.re/
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https://www.europeancybersecuritychallenge.eu/



Securing	Europe’s	information	
society:
bridging	the	gap	between	
industry,	security	community	and	
Member	States
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Raise the	level	of	awareness	on	cyber	security	in	Europe

Facilitate information	exchange,	collaboration	and	incident	response

Foster the	growth	of	the	next	generation	security	talents

Enable higher	level	of	security	for	European	citizens
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Wanna help?

Apply	for	ENISA	experts	groups		- https://resilience.enisa.europa.eu/

Register	your	CSIRT	- https://www.enisa.europa.eu/csirts-map

Participate	to	https://www.enisa.europa.eu/topics/cyber-exercises/

Prepare	a	team	for	https://www.europeancybersecuritychallenge.eu/

Organize	an	event	for	 https://cybersecuritymonth.eu/

Check	out	our	events		https://www.enisa.europa.eu/events

Share	your	knowledge,	mentor	others
and	make	the	world	a	safer	place!
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“

”

…We	have	a	lot	of	potential	here,"	primarily	in	that	we	all	like	each	
other	and	that	we're	all	interested	in	similar	things.	And	my	goal	all	
my	life	has	just	been	to	make	a	difference,	so	somehow	have	some	
positive	impact.	That's	where	the	motto	for	the	L0pht	of	make	a	dent	
in	the	universe	came	from.	And	the	first	thing	of	doing	that	is	to	find	
like-minded	folks	and	get	that	movement	going.	It's	really	difficult	to	

do	it	on	your	own.

Mudge
https://duo.com/decipher/tag/l0pht



CSIRT-Relations@enisa.europa.eu

Thank	you

https://www.enisa.europa.eu/


