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C O M P O U N D  F ILE  B IN A RY FO RM A T  (C FBF )

File system in a single file on disk
• Storages (”directories”)
• Streams (”files”)

Used heavily in MS Office
• Default storage format up to 2003 

(e.g. .doc, .xls)
• Vbaproject.bin to store macros 

from 2007 and up 
(e.g. .docm, .xlsm)

• Specified in MS-CFB (46 pages)
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W O R K IN G  W IT H  C FBF

Editing CFBF files from a GUI
• Compound File eXplorer
• FlexHEX (my favorite)

Editing CFBF files using code
• Olefile (Python) - very limited options for writing
• IStorage (native Microsoft interface) – Windows only
• OpenMCDF (.NET / C#) – cross-platform via Mono 

(my favorite, thanks to @monoxgas for the pointer)
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V BA  F ILE  FO R M A T  S T R U C T U R E

MS-OVBA
• 109 pages of complexity.
• Various parts are still undocumented.
• Microsoft does not always stick to its own 

specification (more about this later).

Compression
• A custom compression algorithm is used 

in various sections.
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Macros container
• Contains VBA macro project
• In Excel: _VBA_PROJECT_CUR
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PROJECT stream [ref 2.3.1]
• Contains project information
• Instructs VBA editor GUI
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_VBA_PROJECT stream [ref 2.3.4.1]
• Contains project information
• Instructs VBA engine
• No official documentation
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dir stream [ref 2.3.4.2]
• Project layout
• Whole stream is compressed
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Module streams [ref 2.3.4.3]
• Contain actual code 

(compressed)
• Partly documented J



The fun part

ABUSE!
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S T E P  1  – H ID IN G  V BA  FRO M  T H E  G U I

“PROJECT” stream allows for easy GUI manipulation
• Specified in MS-OVBA section 2.3.1
• Non-compressed stream comprised of ASCII characters
• Each CRLF separated line instructs the VBA GUI editor
• Simply removing the line “Module=Module1” will hide Module1 from GUI
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BU T  N O T  (Y E T )  H ID D E N  FRO M  A N A LY S T  T O O LS

Although hidden from the GUI, various CFBF analysis tools such as 
Philippe Lagadec’s olevba can still extract the VBA code.
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S T E P  2  – C O M P LE T E LY  RE M O V IN G  V BA  
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A BO U T  P - C O D E

PerformanceCache in module streams
• Every module stream starts with PerformanceCache.
• No official documentation available.
• PerformanceCache contains compiled pseudo code (dubbed P-code) for 

VBA stack machine.
• P-code is executed if information in _VBA_PROJECT stream 

(undocumented) matches MS Office version and VBA version.
• Defensive perspective by Walmart: https://vbastomp.com/

IF P-code is present AND version in _VBA_PROJECT stream matches
THEN P-code is executed, VBA source code is ignored

https://vbastomp.com/
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E XT RA C T IN G  P - C O D E  FRO M  C FBF  F I LE S

https://github.com/bontchev/pcodedmp

https://github.com/bontchev/pcodedmp
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S T E P  3  – H ID IN G  FRO M  P C O D E D M P

Two names for the same object…

What could possibly go wrong? J
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S T E P  4  – M A T C H IN G  T A RG E T  O FF IC E  V E RS IO N

Connect a document template
• Can be hosted on a website (https)
• Can be any extension (e.g. lolcats.jpg)
• MS Office sends detailed version info upon retrieval J
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H O W  E FFE C T IV E  IS  T H IS ?



www.outflank.nl 25

H O W  E FFE C T IV E  IS  T H IS ?
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P LE A SE  T RY  T H IS  A T  H O M E

There’s much more evil. Our three step recipe for guaranteed success:

1. Abuse ambiguity in specs
E.g. ASCII and Unicode name fields pointing to same module stream

2. Explore undocumented features
Ctrl-F in specs for “MUST be ignored” and ”MUST NOT be present”

3. Try deviating from specs
MS Office implementation is more robust than most analyst tools



ESCAPING THE 
CHAINS ENFORCED 
BY AMSI FOR VBA
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V BA  &  A N T IM A LW A R E  S C A N N IN G  IN T E R FA C E

Any COM method or 
Win32 API call Specific triggers 

(Shell etc)
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E N A BLE  A M S I  LO G G IN G  &  D E BU G G IN G

1. Enable AMSI logging
2. AMSI events -> Windows eventlog
3. PS1 to read/parse windows eventlog

Enable AMSI logging in PS 

$AutoLoggerName = ‘MyAMSILogger'

$AutoLoggerGuid = "{$((New-Guid).Guid)}”

New-AutologgerConfig -Name $AutoLoggerName -Guid $AutoLoggerGuid -Start Enabled

Add-EtwTraceProvider -AutologgerName $AutoLoggerName -Guid '{2A576B87-09A7-520E-C21A-4942F0271D67}' -
Level 0xff -MatchAnyKeyword 0x80000000000001 -Property 0x41

https://gist.github.com/mattifestation/dfdd41e5020f4286e9b6486545abc359

https://gist.github.com/mattifestation/dfdd41e5020f4286e9b6486545abc359
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AMSI does not work on VBA code you enter 
and execute in a unsaved ‘new document’ 
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A M S I  LO G G IN G
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RE A D IN G  T H E  O FF IC E _V BA  E V E N T S  FRO M  A M SI  LO G  



1: TRUST ME
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A M S I  &  T R U S T  - M A C RO RU N T IM E SC O P E  

Default setting:
AMSI disabled for various 
classes of ‘trusted’ documents 
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M A C RO  T RU ST  BA S IC S

● Macro settings: Disable all, disable with warning, allow all, only signed macros
● Trusted documents: Used in determining which file / macro has already been previously 

approved, avoids requesting approval every time. Stored in a HKCU registry hive 
‘trustrecord’

● Trusted locations: Folders where each file is automatically trusted. Stored in a HKCU 
registry hive.

● “Disable all macros without notification” does NOT disable all macros. Trusted docs & 
locations overrule
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A M S I  BY P A S S  - T RU S T E D  LO C A T IO N S

Con:
• Writable location accessible?
• Can we do this with ‘trusted documents’?

Autoopen=dropper

Saveas dotm in trusted 
location

Saveas docm in original 
location

Create new file based on 
dropped dotm

Autonew = payload, 
AMSI bypass
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TRUSTRECORDS

ApprovedCreate Timestamp ?not a hash?!FILE PATH

READ  & PARSE TIMESTAMP FROM REGISTRY IN PS1

Contents of HKCU\Software\Microsoft\Office\16.0\Word\Security\Trusted Documents\TrustRecords
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A M S I  &  T R U S T E D  D O C U M E N T S

Whatever I do in my lab machine, ‘trusted documents’ are still passing 
through AMSI ?!?

Either MS messed up their documentation or
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T RU S T RE C O RD  A BU S E

This works!

Opportunities:
- Replace  & Timestomp new files based on existing trustrecords
- Replace & Timestomp macro docs on network =  lateral movement

Note: trusted docs on network by default disabled
- Trust records overrule Macro security settings. Predict createtime

timestamp = Long term persistence?
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LO N G  T E RM  P E RS IS T E N C E

1: Predict or preserve the creation timestamp is hard (zip etc won’t do that)
2: Word Templates are incredibly versatile

We can set a trustrecord for the template, this is an online resource 
“internet file system”, ctime= 0 
Requires “allow trusted docs on the network”

.docx file with a 
template reference

HTTP://... dotm



2: INNOCENT COM
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IN N O C E N T  C O M  FU N C T IO N S

Idea
Abuse COM functions that are logged, but not generating a trigger event

Why invent this myself?
There are these nice ASR bypasses that rely on COM
https://gist.github.com/infosecn1nja/24a733c5b3f0e5a8b6f0ca2cf75967e3
https://www.darkoperator.com/blog/2017/11/6/windows-defender-exploit-guard-asr-vbscriptjs-rule

https://gist.github.com/infosecn1nja/24a733c5b3f0e5a8b6f0ca2cf75967e3
https://www.darkoperator.com/blog/2017/11/6/windows-defender-exploit-guard-asr-vbscriptjs-rule
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IN N O C E N T  C O M  FU N C T IO N S

AMSI bypass / non-trigger with WMI process spawninstance

CreateObject “Excel.application” and calling DDEInitialize also works



3: DIDN’T SEE 
THAT
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N O N - A M S I  FU N C T IO N S

Idea
Abuse Word/Excel functions that are not COM and are not hooked by 
AMSI

Method 1: Excel 4.0 macros
- Excel 4 macros (XLM) & In Excel VBA

https://outflank.nl/blog/2018/10/06/old-school-evil-excel-4-0-macros-
xlm/

https://outflank.nl/blog/2018/10/06/old-school-evil-excel-4-0-macros-xlm/
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N O N - A M S I  FU N C T IO N S

Method 2: Sendkeys (AMSI+ASR bypass)



www.outflank.nl 47

N O N - A M S I  FU N C T IO N S

Method 3: Disable AMSI with text files
Have Word Save a reg & .bat in startup folder, disable AMSI

Reg content

Save as .reg, 
fileformat=txt

Bat content

Save as .bat, 
fileformat=txt
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T A K E  A W A Y S

● AMSI bypasses
– AMSI implementation for VBA not very robust, trusted locations, COM 

functions that don’t trigger and non COM functions
– Don’t believe MS docs on AMSI and trusted documents…

● Trustrecords manipulation 
– No integrity checking on document/macro code
– Long term persistence location also bypasses macro security ”High”

● Probably a lot more opportunities for AMSI bypasses…
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