NO MORE DUMB HEX!

RETHINKING BINARY TOOLING

2 RAFAE HTRS! J019/03/21
& ANGE ALBERTINT = TROOPERS, HETDELBERG
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BINARY ANALYSIS 15 STILL PRENISTORLC (NON EXECUTABLES, THAT I9)
SAME OLD BINARY TOOLING. "G L™ BT DUM B!

HERE ARE NEW PERSPECTIVES AND H064#5 messy protstypes
T0 DISSECT, CRAFT OK VISUALLZE FILE FORMATS.
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QURPC(10 MKz, 20 M3 HDD)
WAS INFECTED BY A VIRUS.

HTTPS/ /EN WIKTPEDTA ORG/WIKT/PTNG-PONG VIRUS



https://en.wikipedia.org/wiki/Ping-Pong_virus

REDECOUVRIR
SCIENEE AV MICRS LE LOGICIEL INTEGRE :

TRAVAUX PRATIQUES AVEC WORKS

UNE RENCONTRE DECAPANTE
AVEC BILL GATES,
PATRON DE MICROSOFT

oo Y N MACINTOSH lici
LE N° 1 DE LA PRESSE INFORMATIQUE LE CHEF D’CEUVRE D’APPLE

THAN KF\) 1Y, L'AFFAIRE DES
A TRENCH MAGAZINE EXPLAINED
HOW TO REMOVEIT...

Une hallucination
collective

a I’échelle mondiale, |
ou les prémices
d’une réelle
catastrophe
technologique ?
Une analyse

a la loupe

de la vie

et de la mort
des virus
informatiques

1680 CFA-USANYC § 425 .15

http://fr.1001mags.com/parution/svm/numero-66-novembre-1989/page-146-147-texte-integral



http://fr.1001mags.com/parution/svm/numero-66-novembre-1989/page-146-147-texte-integral
http://fr.1001mags.com/parution/svm/numero-66-novembre-1989/page-146-147-texte-integral

BV YOURSELE,
WITH A HEX EDTTOR!

Dans la série des virus qui sont censés vous sortir de la torpeur inhérente a des heures de travail
fastidieux devant un écran, il y a aussi le Ping-pong (ou lItalian Bouncing) : avec une lenteur
désespérante, une baballe rebondit sur les caracteres, puis elle les efface, puis une autre apparait,
rebondit encore, et le phénoméne continue de se reproduire jusqu'a ce que I'écran ne soit plus que
balles vagabondes. C'est certainement le plus visuel des virus sur compatibles IBM, mais aussi le plus
exaspérant et le plus récurrent. Installé sur un secteur des pistes de démarrage, il occupe deux autres
secteurs qu'il marque comme endommagés dans la table d'allocation des fichiers. Par chance, il
n'attaque que les IBM PC-XT. Pour s'en débarrasser, il faut rétablir les pistes de démarrage dans leur
état d'origine. Avec un éditeur d'octets du type PC-Tools, vérifiez la présence des octets 33 CO dans les
zones 30 et 31 du secteur d'amorgage du disque dur ; s'ils sont bien présents, mieux vaut exécuter la
commande SYS depuis une disquette Systéme saine; a la fin de la premiere table d'allocation des
fichiers du disque dur, remplacez les trois derniers octets (FF 7F FF) par FF OF 00. Puis localisez le code
du virus lui-méme, qui commence par FF 06 F3 7D 8B 1E, et remplacez-le (ainsi que tous les octets qui
suivent, jusqu'a 55 AA) par F6 si le formatage est d0 a la commande FORMAT du systeme, ou par 00 s'il
provient de PC-Tools.

tion des fichiers. Par chance, il n'attaque que
les IBM PC-XT. Pour s'en débarrasser, il faut
rétablir les pistes de démarrage dans leur état
d’origine. Avec un éditeur d'octets du type PC-
Tools, vérifiez la présence des octets 33 CO
dans les zones 30 et 31 du secteur d’amor-
¢age du disque dur ; s'ils sont bien présents,
mieux vaut exécuter la commande SYS de-
puis une disquette Systéme saine ; a la fin de
la premiére table d'allocation des fichiers du
disque dur, remplacez les trois demiers oc-
tets (FF 7F FF) par FF OF 00. Puis localisez le
codedu virus lui-méme, qui commence par FF
06 F3 7D 8B 1E, et remplacez-le (ainsi que
tous les octets qui suivent, jusqu’a 55 AA) par
F6 si le formatage est du a lacommande FOR-
MAT du systéme, ou par 00 sil provient de PC-

_Toals Si l'anération vous semhble tron com. |
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Deluxe R4.11 Label

PC Tools Deluxe R4.30

(C)Copyright 1985,1986, 1987
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PgDn=forward PgUp=back Fl=toggle mode FZ=chg sector num

WITHTHETYPI(AL Offset/Hex/ASCITI Vi

(MY FIRST INTERACTION WITH A VIRUS...)




THE ORA VIEW

[T TAKES L1 CHARACTERS FOR PHILIPP AKE

https://github.com/pakesson/codegolf/tree/master/hexdump

int main(int a, char**v) {
int ¢, n, t=0;
FILE *p=fopen(v[1l], "r");
while (¢ !'= -1){
char 1[81];
sprintf (1, "%08X%*c", t, 72, 0);
for (n=0; n<1l6 && (c=fgetc(p))'!'= -1;++n, ++t) {
sprintf(1 + 9 + n*3, "%02X", c);
1[11 + n*3] = 32;
1[58 + n] = (c>31 && c<124) ? c : 46;
}
puts (1) ;
}

TRIVIAL RELIABLE. DUMS.

550N

$ ./hexdump

00000000
00000010
00000020
00000030
00000040
[...]

0001DA10
0001DA20
0001DA30
0001DA40
0001DA50

TF
03
40
00
06

00
00
54
00
00

/bin/sh



https://github.com/pakesson/codegolf/tree/master/hexdump
https://github.com/pakesson/codegolf/tree/master/hexdump

[T'S GREAT & COOL, BUT..

CAN'T WE DO BETTER!




WHAT DO WE WANT!

VIEW
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- \ DIT
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LIMITATIONS

- EVERYTRING SHOWN EQUAL:
- (OMPRESSED DATAT HUGE BLOCKS 0f @@ |
- WEDON'T NEED HEX & ASCLL SIMULTANEOUSLY
MODERN FONTS MADETT USELESS.
- NO KNOWLEDGE OHH EUNDERNEATH FORMAT: CRITICAL STUFF! COMMENTS!
- WRAPPING AT 1o BY



d:\all.bin
00000 :
00000010
00000020 :
00000030
00000040
00000050
000060 :
000070
00000080 :
000090 :
©000BLAL:
©000eBO :
©00000C0o:
©00000eD0o :
©0OOLPED:
©0BOLOFO:

0L SCHOOLT USEFuL!

COVe+s«Pom3? )
»<lI19§=2T > oAV
LHS%&" () ¥+, -/
0123456789: ;<=>?

@ABCDEFGHIJKLMNO
PQRSTUVWXYZ[\]~_
" abcdefghijklmno
pqrstuvwxyz { | }a

WHAT YOU SEEWITH VARIOUS HEX VIE
(ALL 250 BYTES ARE PRESENT ONCE

[PRANUMERLC < ASCLL € LODEPAG

FIERS
)

all.bin — Okteta 2 o x
File Edit View Windows Bookmarks Tools Settings Help
New ¥ Open Save As Paste »
all.bin X
0000:0000 [ [
0000:0010
0000:0020 20 21 22 24 2526 27 28 2 2B 2C2D 2E2 1 "#$ +
0000:0030 3031 °2 34353637 3 39 3B 3C3D3E3F 0123456789:;<=>
0000:0040 404142 4" 44454647 48494A4B 4C 4D 4E 4F (GABCDEFGHIJKLMNO
0000:0050 50 515253 54555657 58595A58 5C5D5E PQRSTUVWXYZ %
0000:0060 60616263 64656667 6869 6A6B 6C6D6E6F “abcdefghijklmno
0000:0070 70717273 74757677 78797A7E 7CTDTE pqrstuvwxyz{| }~
0000:0080
0000:0090
0000:00A0 AOATA2A3 A4ASAGAT ABAQAAAB ACADAEAF| [¢fn¥|§ 08« ®7
0000:00B0 BOB1B2B3 B4B5B6B7 B8BIBABE BCBDBEBF | °+23 pf. 1oxidd
0000:00CO COC1C2C3 C4C5C6C7 CBCI9CACB CCCDCECF AAAAAM(;EEEEIIII
©000:00D0 DOD1D2D3 D4D5D6D7 D8DIDADB DC DD DE DF | DHNOOOOOxUINTYPR
0000:00E0 EQE1E2E3 E4ESEGE7 ES8E9EAEB ECEDEEEF | adaaaamceééeiiii
0000:00F0 FOF1F2F3 F4AF5F6F7 F8FIFAFB FCFDFEFF | 0M06000+euldiypy
0000:0000 Selection: -
$ xxd all.bin
00000000: 0001 0203 0405 0607 0809 0alb 0cO0d 0e0f ................
00000010: 1011 1213 1415 1617 1819 lalb lcld lelf ................
00000020: 2021 2223 2425 2627 2829 2a2b 2c2d 2e2f TESSE () xH, -/
00000030: 3031 3233 3435 3637 3839 3a3b 3c3d 3e3f 0123456789:;<=>7?
00000040: 4041 4243 4445 4647 4849 4adb 4c4d 4edf @ABCDEFGHIJKLMNO
\OOOOOSO: 5051 5253 5455 5657 5859 5a5b 5c¢5d 5e5f PQRSTUVWXYZ[\]"_
00000060: 6061 6263 6465 6667 6869 6abb 6c6d 6e6f “abcdefghijklmno
00000070: 7071 7273 7475 7677 7879 T7a7b Tc7d Te7f pgrstuvwxyz{|}~.
00000080: 8081 8283 8485 8687 8889 8a8b 8c8d 8e8f ................
00000090: 9091 9293 9495 9697 9899 9a% 9c9d 9e9f ................
000000a0: alal a2a3 adab aba7 a8a9 aaab acad aeaf ................
000000b0: b0bl b2b3 b4b5 beb7 b8b9 babb bcbd bebf ................
000000c0: cOcl c2c3 c4c5 c6c7 c8c9 cacb ccecd cecf ... ...,
000000d0: d0dl d2d3 d4d5 d6d7 d8d9 dadb dcdd dedf ................
000000e0: elel e2e3 edeb5 ebe7 e8ed eaeb eced eeef ................
000000f0: fOfl f2f3 f4f5 fef7 f8f9 fafb fcfd feff ................




Control characters

OBV R4 cOOES 2 ) 131 @ A =P B B B -G <7 ~8 0 =} =B ~C -D-E -F
P ![S=11 | > oAV - B B8ee2e.Q0@69ern=
A 1-?41!!11§-IT‘17++L»17
CliéagadceeeiiiaAh - | 2

EeEd60Uuy0UEc L YR f Extension: Code Page 437
4106UNN?°;—ts; «» 0-1-2-3-4-5-6-7-8-9-A-B-C-D-E-F
— TR 8- Ci 6 adadcéceiiindhs
;EEIE:::::::I::::E!‘|=!'||'|1=|L-|| |!ﬂ | "‘I - £ 2 f 60 d00yOUCE *¥ERSF:
IIILI=I|=||'LI|_I|F|| I ;\aé%‘l‘::i}:;ﬁ:j;j’“
- B ‘ mial o 1
Lﬁ |=|'|_|'|-=|=-||-HF C-"J'T|'—'|'|="EITL1T|%=#£E~’
oARTIZOUTPORO>@eN Lol d 4t cBel 1™
=4><[|+x°. -\n2@m CX
t - _— E—ﬂ“FnEﬂptﬁ)BﬂﬁmmzniE
(ET THESE CHARACTERS STILL EYIST IN UNICODEL £ £4 ¢ = = - - i n e o




Select
difficulty







CURRENT VISUALISATIONS: NAVIGATION MA

https://github.com/katjahahn/PortEx

ORTEX, BINVI

[ binvisio - examples/tcpviewexe. X+
& C @ Notsecure | binvis.io,
42 binvis.io  about  changelog  help examples/icpview.exe.bin ~
[ hex ] dec] : > > PPC code 0TF font
0000000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 80 MZ...... ........ = : : -
b3 @0 00 60 00 00 00 00 40 00 00 00 00 00 00 68 . ....... B shiot

00 00 90 OO 00 00 00 PO 00 OO ©0 ©0 9@ 00 00 @@ ........ ........
00 00 00 90 00 00 00 00 00 00 00 00 e@ GO 0B @0 ........ ........

e 1f ba @e @0 b4 @9 cd 21 b8 01 4c cd 21 54 68 ........ Lok lTh
69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 1is progr am canno
74 20 62 65 28 72 75 6e 208 69 6e 20 44 4f 53 20 t be run in DOS

6d 6f 64 65 2e ©6d @d @a 24 @0 00 90 00 o0 00 00
€7 40 70 55 83 21 1e 96 83 21 le 86 83 21 le 06
8a 59 8b 06 94 21 1e 06 8a 59 8d 06 98 21 le @6
83 21 1f 06 94 20 1e 06 8a 59 9d 86 @9 21 1le @6
8a 59 9a @6 c5 21 1e @6 8a 59 8a 86 82 21 1le @6
8a 59 8f 06 82 21 1e @6 52 69 63 68 83 21 1le @6
00 00 ©0 00 00 00 00 00 ©O 00 00 60 00 00 00 e
50 45 00 00 4c 01 94 @@ 8b bl d3 4d 0@ e ee ee
00 00 00 00 0 0@ 03 01 ©b @1 09 00 00 a0 03 08 .. i .
00 d8 00 00 00 00 00 P@ d8 49 01 00 @8 10 @@ 6@ ........ AR b

- o,
00 bd ©3 00 00 00 40 00 00 10 00 00 00 02 @0 80 ...... @. ..o..enn iy
05 00 ©0 00 00 00 00 P00 ©5 00 00 60 60 00 e0 ee .. “ee . o tar header ARM (Thumb) code webm header TTF font
00 d0 04 00 00 ©4 G0 @@ 6C dc 04 00 ©2 00 @0 80 ........ loiwainn

https://github.com/FireyFly/pixd



https://github.com/katjahahn/PortEx
https://github.com/FireyFly/pixd

OR WELRD STUFF ..

File Help
DEIE]EL doom.wad - Hex
doom.wad - Visualisation

doom.wad - Visualisation

2D 3D &b

Sampling method:
Uniform random sampling
Sample size (KB):

1024

Brightness:

v Automatically adjust brightness

O a @

0x00370034 : 0x00543786




DUMB COLORING

89 50 4e 47 0d Oa a | 0d 49 48 44 52 |[xPNG : IHDR

4¢ i cb 25 aa X D § X %

3e c2 49 ; 54 78 5e ed d4 81 c3l > . I[)AET)(“ XX * X
30 40 dl1 b7 34 dd ff { ff 6f b3 74 56 ea 89 0+ @xx4xx | xoxtVxx

| 87 d6 fe d8 7b 89 bb 52 |1(sxx4I+xxxx{xxR

6c 28 73 e2 aa 34 49
3d 3b 87 fe 80

40
5e b6a 64 4b 94 f5 9¢ ;
3f 73 71 58 5f af 8b 79 |
dl ce b6 e3 75 3b e6 b9 |
6 33 93 7b 66 37 cf ab | b
40 ’

20 8c 37 db |
49 45 4e 44 ae |

DON'TWE KNOW SOMETHING ABOUT THIS FORMAT...{



ING DISSOCTAT
CONTENT rROM
ANING.

File:
major brand: mp4?2
minor version: 0
compatible brand: isom
compatible brand: mp4?2
fast start: yes

Movie:
duration: 277223 ms
time scale: 1000
fragments: no

Found 2 Tracks
Track 1:
flags: 3

IS
major brand: mp42
minor version: 0
compatible brand: isom
compatible brand: mp42

fast start: yes
Movie:
duration: 277223 ms

time scale: 1000
fragments: no

Found 2 Tracks

Track 1:
flags: 3 ENABLED IN-MOVI|
id: 1
type: Video

duration: 277160 ms
language: und
media:

sample count: 6929

gura@lon: !Eiig!g megla‘ imescale units)

duration: 277160 (ms)
bitrate (computed) : 598.126‘Kbps
display width: 480.000000
display height: 360.000000
frame rate (computed): 2%.000
Sample Description 0

Coding: avcl (Hﬁ64)

Width: 480

Height: 360 ¥

Depth: 24/

AVC Profile: 66 (Baseline)
AVC Profile Caspat: c0

AVC Level: 21

AVC NALU Legfth Size: 4

AVC SPS:

[6742c015da07g2ff97011000OOOSOOIOOOOOOSOSZOflSZea]
AVC PPSg [68ce3c80]
Codecs ®tring: avcl.42C015

Track 2: &

flagsy 3 ENABLED IN-MOVIE
id: 2
type: Audio

durhtion: 277223 ms

id:
type:
duration
language

1
Video

277160 ms
und

Xnguage: und
edia:

media:

sample count: 6929

'3 sample count: 11939
timescale: 44100
/ duration: 12225536 (media timescale units)
duration: 277223 (ms)
M bitrate (computed): 96.002 Kbps
/ Sample Description 0
Coding: mpd4a (MPEG-4 Audio)
I3 Stream Type: Audio
Object Type: MPEG-4 Audio
/ Max Bitrate: 0
Avg Bitrate: 0
¢ Buffer Size: 0
/ Codecs String: mp4a.40.2
MPEG-4 Audio Object Type: 2 (AAC Low Complexity)

MPEG-4 Audio Decoder Config:
Sampling Frequency: 44100
Channels: 2

Sample Rate: 447100



STANDARD IDEA:
ASSOCTATE UhtA WITH PARSING

Kaitaili - IceBuddha
010 editor - Synalyze



[ Kaitai Web IDE

@ https://ide kaitai.io

object tree S e

-magic = [137, 80, 78, 71, 13, 10, 26, 10] hex viewer

-ihdrLen = [0, @, @, 13]

-ihdrType = [73, 72, 68, 82]
-ihdr [IhdrChunk]

-width = @x1

-height = @Ox1

-bitDepth = @Ox8

-colorType = TRUECOLOR_ALPHA
~-compressionMethod = 0x@

-filterMethod = Ox@
-interlaceMethod = @x@

-ihdrCrc = [31, 21, 196, 137]

-chunks

4.0 [Chunk] formats/image/png.ksy

-len = @xA :

-type = IDAT : png

-body = [120, 156, 99, 0, 1, -

i.crc = [13, 10, 45, 180] 4 be
[Chunk]

-len = Ox0

-type = IEND

~body = []

-crc = [174, 66, 96, 130]

—
=
=
=
4
4
& fo
=
E Y
=
=

ihdr_len
[@
ihdr_typ

THE AMAZING KAITAL IDE s,

ihdr_crc

1

(SERTOUSLY, DON'T MISS T1) i

chunk
until

N




WATTAL

+ AWESOME TBH. MANY GRAMMARS.
+ | KATTAT GRAMMAR TS EASTER/FASTER THAN MOST SPECS.

- A GRAMMAR MIGHT DIFFER FROM ANOTHER PARSER
- STILL A GENERTC VIEW.
- NOTRING FOR EDTTING.



[ Kaitai Web IDE

C & https:/idekaitai.io

object tree S e
-magic = [137, 80, 78, 71, 13, 10, 26, 10] hex viewer
sihdrLen = [0, @, @, 13]
LihdrType = [73, 72, 68, 82]
kihdr [IhdrChunk]
-width = Ox1

-height = @Ox1
-bitDepth = @Ox8

-colorType = TRUECOLOR_ALPHA
~-compressionMethod = 0x@
-filterMethod = Ox@
-interlaceMethod = @x@
ihdrCrc = [31, 21, 196, 137]
-chunks

4-0 [Chunk] formats/image/png.ksy
-len = @xA :
-type = IDAT : png
-body = [120, 156, 99, 0, 1, @, @, 5, ...
i.crc = [13, 10, 45, 180] 4 be
[Chunk]
-len = Ox0
-type = IEND
~body = []
-crc = [174, 66, 96, 130]

—
=
=
=
4
=
T fo
4
i.
=
=

ihdr_len
[0, o, o
ihdr_typ

DIFFERENT DIRECTIONS:

ihdr_chunk
ihdr_crc

HARD TO FOLLOW.

chunk
until

i |

18|




HEx+ ASCLL = wENLL

INSERT ASCILIN THE HEXADECIMAL

00: 89 50 4E 47 0D OA 1A OA 00 00 00 OD 49 48 44 52 EPNG)HIe-E »IHDR
10: 00 00 00 01 0O OO 00 01 08 06 00 OO0 OO0 1F 15 C4 © ©ne VS—
20: 89 00 00 00 OA 49 44 41 54 78 9C 63 00 01 00 OO0 & @IDATxLC ©
30: 05 00 01 OD OA 2D B4 00 00 00 00 49 45 4E 44 AE & ©ﬁ@—+ IEND«
40: 42 60 82 B é

00: 89 .p .N .G OD OA 1A OA 00 00 00O OD.I .H .D .R

10: 00 00 00 01 OO OO 00 01 08 06 00 OO OO 1F 15 C4

20: 89 00 00 00 OA.I .D .A .T .x 9C .c 00 01 00 00

30: 05 00 01 OD OA 2D B4 00 00 00 00.I .E .N .D AE

40: .B . 82




HERLL TS STILL A GENERTC VIEW

00: 89 .P .N .G 00 00 00 OD .I .H .D .R
10: 00 00 OO0 01 OO0 OO OO 01 08 Oe6e 00 00 OO0 1F 15 C4
20: 89 00 00 00O OA .I .D .A .T .x 9C .c 00 01 00 QO
30: 05 00 01 OD OA 2D B4 00 00 OO OO0 .I .E .N .D AE
40: .B . 82

LTS MORE COMPACT, WE DON'T HAVE TO SWITCH BACK AND FORTH,
BUT TS STILL STUPTD. SOME ASCIL TS MISLEADING AND ALSO SOME



NEXT STEP: CONNECT WITH A PARSER TO INDICATE THINGS.

00:
10:
20:
30:
40

89 .P .N .G \r \n “Z \n 00 00 OO OD .I .H .D .R
00 00 00 01 00 OO 00 O1 08 06 OO0 00 00 1F 15 C4
89 00 00 00O OA .T .D .A .T 78 9C 63 00 01 00 00
05 00 01 OD OA 2D B4 00 00 00 OO .I .E .N .D AE

42 60 82

ASCII (signature/types)
LENGTH CRC

THE PARSER SAYS WHAT'S ASCLL OR NOT, AND INDICATES BOUNDARIES.
FEELS LIKE ASSOCTATED QA



WHY WRAP AT OF10]

00:

08:
1D:

21:
33:

37:
3F:

89 .P .N .G \r \n *Z \n

00 00 00 OD .I .H .D .R 00 00O OO0 01 OO 00 OO0 01 08 06 00 0O OO

1F 15 C4 89

00 00 00 Oa
OD OA 2D B4

00 00 00 OO
AE 42 60 82

.I .D .A .T 78

.I .E .N .D

9C

63 00 01 00 00 05 00 01

ASCII (signature/types)
LENGTH CRC

SUDDENLY, THE STRUCTURE BECOMES REALLY 0BVIOUS.
BUT IT LACKS CONTINUTTY BETWEEN LINES.



LETS CREATE A HEXTOOL!

THE USUALLOGLCTS « FILE -) HEKTOOL -) HEK VIEW
-) THE "VIEW' RESTRICTED T0 A GUL/CLL <
=) NEED NEW PARSERS <

=) FILE-) TOOLS -) RENDERERS-) (REUSABLE) HEX VIEWS

Cf:
https://qithub.com/kaitai-io/kaitai_struct/issues/143
https://github.com/kaitai-io/kaitai struct visualizer/blob/master/bin/ksdump



https://github.com/kaitai-io/kaitai_struct/issues/143
https://github.com/kaitai-io/kaitai_struct_visualizer/blob/master/bin/ksdump

R E N D E RI N (:] S HERE'S WHAT NTCE TEKT OUTPUT CAN LOOK LIKE.

ablbeefe 1010101100011011 211111110

ababeeff 1010101110101011 911111111

aeabeeff 11010101011 : 1111

=====-=-\=\VV="=AXXX=XXX ANV

aeZb@off 1010111000101011 / 711111111

- ab2e00ff 101100101110 11
. ae2e@0fd 10 11000101110 101

76543210765432107654321076543210

J- GRAPHI(S.

3= INTERACTION/ANIMATION (NOT YET)


https://github.com/samyk/samytools/blob/master/diffbits

Lo SSBUD: DISsecron & DATwwisuase

DIS: A PARSER THAT OUTPUTS DAT-COMPATIBLE JSON

DAT: TAKES JSON, RENDERS T

- DATPY ) ANSTOUTPUT =) HTMU/RTE/TEX VIA CONVERTERS (EX: ANSTHLLTER)
-DAT]S ) SVG - PD%

(DTS AND DAT DON'T REQUIRE EACH OTHER)

https://github.com/corkami/sbud



https://github.com/andre-simon/ansifilter
https://github.com/corkami/sbud

WARNING:

80D 1S
AN EXPERTMENTAL SUGGESTION )

A PERMANENT PLAYGROUND:
DESCRIPTIVE PARSERS - INTERMEDTATE JSON -) VISUALTSATION




D15 FROM FILETO JSON

"ASCII": true,
"name": "signature",
"offset": 0O,

"size": 8,

JUST THE BASTCS O SLICE AND DESCRIBE THE HEX.

’ {
10 UNDERSTAND WHAT'S NEEDED FOR DAT.
File F, Parser P, @
File F, Parser P, DatJs
File F5 Parser P,
(dosed;\\\//”' jm————————
+ | ANSI |
instrumentation | DatPy 2 HTML !
| N
////////’ AR BIE_)
cli/text
Files — Dis

value": "\\x89PNG\\r\\n\\xla\\n"

"name": "Chunk: Image Header",

"offset": 8,

"subEls": [

{
"ASCII": false,
"name": "length",
"offset": 8,
"size": 4,
"value": "13"

¥

{
"ASCII": true,



Type:Png [file] Field Value
000: 89 .P .N .G \r \n 1la \n +00 signature \x89PNG\r\n\xla\n
© 1 2 3 45 6 7 8 9 a b c d e f

Chunk: Image Header [chunk] Field Value
000: 00 00 00 @D .I .H .D .R +00 length 13
010: 94 82 83 +04 type IHDR
020: E3 +15 crc-32 0x948283e3

© 1 2 3 45 6 7 8 9 a b ¢ d e f

Chunk: Image Data [chunk] Field Value
020: 00 00 00 15 .I .D .A .T +00 length 21
030: E9 32 +04 type IDAT
040: 61 ES5 +1d crc-32 ©xe93261e5

© 1 2 3 45 6 7 8 9 a b c d e f

Chunk: Image End [chunk] Field Value
040: 00 00 00 00 . .D AE 42 60 82 +00 length ©
@ 1 2 3 4 5 9 a b c d e f +04 type IEND
+08 crc-32 0Oxae426082

o H
N m
0 =2

DAT?Y: FROM JSON TO ANSTTELT



it LONG QU TTOWARD

\/I JALLS AHON

ni/status/517031673574477824

e @an?ezafertini M
—HKZ? DS ? RAPHAH? | hate JavaScript as much as | can, but I'm

PANGO- CATROY TABRIC) | S s s s
(SCREENSHOTS SUCK) regenerates itself !

12:22 PM | 30 Sep 2014



https://twitter.com/angealbertini/status/517031673574477824

AKA

R s 2 Az# @angealbertini - 30 Jan 2018 v

« A

E E 1 Anyone knows a library like Fabric.js that enables to draw on Canvas, save as
SVG, without the need of Node.js?

Q 2 n Q
Rafat Hirsz "
@HDevo

Replying to

It's worth mentioning that Node is only
required for building a bundle, you can
download a prebuilt one here:

1:41 PM - 30 Jan 2018




40: 61 E5:00 00 00 00 .I

© 1 2 3 45 6 7 8 9 A B CD E F

00: 89 .P .N .G @D ©A 1A 0A|00 00 00 @D .I .H .D .R
10: 00 00 00 01 08 02 00 00 00 94 82 83

20: E3:00 00 00 15 .I .D .A .T 08 1D ©1 ©A 00 F5 FF
30: 00 FF 00 00 00 FF 00 00 00 FF OE FB 02 FE E9 32

.E

.N .D AE 42 60 82

[TTAL GOA

FIELDS VALUES
SIGNATURE ssemee 27
\r\n \x1a \n
size 0x0000000D
id IHDR
height 0x00000001
HE ADER bpp 0x08
color ox02RGB
compression ox0oDEFLATE
filter 0x00
interlace 2x00
CRC32 0x948283E3
size 0x00000015
id IDAT
ZLIB|window size Ob00001000
method 0be0ee 1000 EFLATE
DATA level / dict. 0boo011101
checksum ox081D % BEI;AE
last block 0b0000001
DEFLATE block type 0b0000eo1RAN
data length OX000A
!length OXFFF5
P|XELSI:line filter  oxooNONE
L»FF 00 00 00 FF 00 00 00 FF
adler32 OXOEFBO2FE
CRC32 OxE93261E5
size 0x00000000
EHD id IEND
CRC32 OxAE426082




o HAS SOME SPECTFIC REQUTREMENTS

100%

O

00:
10:
20:
30:
40:

50%

e 1 2 3 4 5 6 7 8 9 A B CDE F

89 .P .N .G @D 0A 1A OAIOQ 00 60 @D .I .H .D .R
€ 03 00 00 00 01 08 02 00 00 00 94 82 83

E3 00 00 00 15 .I .D .A .T 08 1D @01 OA 00 F5 FF
00 FF 00 00 00 FF 00 00 00 FF OE FB 02 FE E9 32

61 E5'00 00 00 00 .I .E .N .D AE 42 60 82

FIELDS VALUES
SIGNATURES- ity 1001
\r\n \x1a \n
size 0x0000000D
id IHDR
_ height 0x00000001
HEADER:- =
color ox02RGB
compression ox0oDEFLATE
filter 2x00
interlace 2x00
CRC32 0x948283E3
size 0x00000015
id IDAT
LIB|window size Ob00001000
method 0b00e01000 EFLATE
DATAE= level / dict. 0booo11101
checksum ox081D % BEI;AE
last block 0b0000001
DEFLATE block type 0b0000eo1RAN
data length OX000A
!length OXFFF5
P|XELS|:li”e filter  oxooNONE
L_FF 00 00 00 FF 00 00 00 FF
adler32 OXOEFBO2FE
CRC32 OxE93261E5
size 0x00000000
ENDE EE
CRC32 OxAE426082




THE SOLUTION: CASSOWARY



OWARY 15 A BTRD

‘f'ﬂ{‘*l, ; .

Attribution: Summerdrought [CC BY-SA 4.0 (https://creativecommons.org/licenses/by-sa/4.0)]




LASSOWARY TS A b CONSTRAINT SOLVING ALGORITHM

MORE TNFO: HTTPS://CONSTRATNTS.CO WASHINGTON EDU/CASSOWARY/



https://constraints.cs.washington.edu/cassowary/

MANY TMPLEMENTATIONS AVAILABLE

-, Ce+ PYTHON, JAVASCRIPT, RUST, NIM, HASKELL, SWIFT...
- DEDICATED COMMUNTTY AT HTTPS://OVERCONSTRAINED 10/

THAT WOULD SETTLETT, RIGHT!



https://overconstrained.io/

SETTING RAW CONSTRAINTS IS NOT INTUTTIVE

- {OU MANUALLY SET (INJEQUALITIES BETWEEN NUMERICAL VARTABLES
- NO VISUAL CONNECTION
- [T'S HARD TO KEEP TTIN YOUR HEAD



TTING RAW CONSTRAINTS IS NOT INTUTTTV

// Add constraints to keep midpoints at line midpoints cle = c.Expression.fromConstant(db[3].x).plus(db[@].x).divide(2);
cleq = new c.Equation(mp[3].x, cle);

cle = c.Expression.fromConstant(db[@].x).plus(db[1].x).divide(2);

cleq = new c.Equation(mp[@].x, cle); solver.addConstraint(cleq);

solver.addConstraint(cleq); cle = c.Expression.fromConstant(db[3].y).plus(db[@].y).divide(2);

cleq = new c.Equation(mp[3].y, cle);
cle = c.Expression.fromConstant(db[@].y).plus(db[1].y).divide(2);

cleq = new c.Equation(mp[0].y, cle);
a q J y solver.addConstraint(cleq);

solver.addConstraint(cleq);
cle = c.plus(db[@]l.x, 20);

cle = c.Expression.fromConstant(db[1].x).plus(db[2].x).divide(2);
cleq = new c.Equation(mp[ll.x, cle); solver.addConstraint(new c.Inequality(cle, c.LEQ, db[2].x))
.addConstraint(new c.Inequality(cle, c.LEQ, db[3].x));
solver.addConstraint(cleq);
cle = c.plus(db[1].x, 20);
cle = c.Expression.fromConstant(db[1].y).plus(db[2].y).divide(2);
cleq = new c.Equation(mp[1l.y, cle); solver.addConstraint(new c.Inequality(cle, c.LEQ, db[2].x))
.addConstraint(new c.Inequality(cle, c.LEQ, db[3].x));
solver.addConstraint(cleq);
) s cle = c.plus(db[o]l.y, 20);
cle = c.Expression.fromConstant(db[2].x).plus(db[3].x).divide(2);

cleq = new c.Equation(mp[2].x, cle);
solver.addConstraint(new c.Inequality(cle, c.LEQ, db[1].y))

solver.addConstraint(cleq); .addConstraint(new c.Inequality(cle, c.LEQ, db[2].y));
cle = c.Expression.fromConstant(db[2].y).plus(db[3].y).divide(2); cle = c.plus(db[3].y, 20);
cleq = new c.Equation(mp[2].y, cle);

solver.addConstraint(new c.Inequality(cle, c.LEQ, db[1].y))
solver.addConstraint(cleq); .addConstraint(new c.Inequality(cle, c.LEQ, db[2].y));

https://github.com/slightlyoff/cassowary.js/blob/master/demos/quad/quaddemo.js



https://github.com/slightlyoff/cassowary.js/blob/master/demos/quad/quaddemo.js

WHAT TF WE

LASSOWARY (0

AND COMBINED Tt

VG BUTLDE

100K

\STRAL

M WNH A

\ 1)

\



THAT'S US TWHAT%\ ID!
MEET

ABERT

https://github.com/evolL/albert



https://github.com/evoL/albert

ALBERT

VEL SVG BUTLDER

- CASSOWARY CONSTRALNT SOLVING BUTLT-IN

- JAVASCRIPT. CLIENT-SIDE. STANDALONE.

- (NE DEPENDENCY: CASSOWARY IS

-) BROWSER RENDERING. -) STATLC SVG.
NO C5S5/75 FOR FULL SVG COMPATIBLLITY -) INKSCAPE AND OTHERS.
PDETTUST PRINT AS PDE TN YOUR BROWSER



HOW DOES IT WORK!

Albert positions SVGs

Rafat Hirsz

const rootEl = document.getElementById("svg");
const svg = new albert.Svg(rootEl);
const { align, eq, geq } = albert;

const title = new albert.Text(
"Albert positions SVGs",

{"font-family": "monospace"});
const author = new albert.Text("Rafal Hirsz",
{"font-family": "sans-serif",

"font-weight": "bold"});
const url = new albert.Text(
"https://hirsz.co",
{"font-family": "sans-serif", fill: "#99c"});
const group = new albert.Group([author, url]);

svg.append(title, group);

svg.constrain(
// Group constraints
group
.spaceVertically()
.egAll(child => child.width)
.forEach(child => geq(child.fontSize, 12))
.constraints(),
align(group.rightEdge, svg.rightEdge, -20),
align(group.topEdge, svg.topEdge, 20),
// Title constraints
align(title.leftEdge, svg.leftEdge, 20),
align(title.topEdge, svg.topEdge, 20),
align(title.rightEdge, group.leftEdge, -20),
eq(title.centerY, group.centerY)
)

svg.render();



L} -
). ) o e_magi
D:\>mini.exe S f
OVO | C:\>echo zerrorlevelz
- - ~ 1z H 3 \0\
€ L ; Signature PE\@\®
B HE B S R B e R Machine exl4c [intel 386]
00 00 00 00 00 00 00 00 00 00 00 00 00 00 Characteristics @x02 [executable]
00 00 00 00 00 00 00 00 Magic ox1eb [32b]
00 00 00 00 F 3
hmtie bt Bl e botdat s s AddressOfEntryPoint  ©x140
00 00 00 00 )
00 00 00 00 00 40 01 00
00 00 1 00 0 SectionAlignment ©x00000001
00 00 00 00 00 00 00 00 00 00 00 00 F gnment 2
00 00 00 00 00 00 MajorSubsystemVersion 4 [NT 4 or later]
C3 00 00 00 00 00 00 00 00 00 00 SizeOfImage ox160
150: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 size0FHeaders ox140
Subsystem 3 [CLI]
value: 42 mov eax, 42
D:\omini.exe CODE
return retn

C:\>echo zerrorlevelx
12

40 00 00 00 [rasasstasantnasne s enashsniee)

THEY DON T SCALE WITH FILE STZE

OPTIONAL HEADER

04 00 it's a ‘modern’ binary




TYPEPNG

000 89 .P .N .G \r \n 1a \n +00 signature \x89PNG\r\n\x1a\n
@ 1 2 3 4 5 6 7 8 9 A B € D E F

CHUNK: IMAGE HEADER

000 00 00 00 @D .I .H .D .R  +00 length 13
010 94 82 83  +04 type IHDR
020 E3 +15 crc-32 0x948283e3

@ 1 2 3 456 7 8 9 ABCODEF
CHUNK: IMAGE DATA

020 00 00 00 15 .I .D .A .T +00 length 21
030 E9 32  +04 type IDAT
040 61 E5 +1d crc-32 @xe93261e5

@ 1 2 3 4 5 6 7 8 9 A B C D E F

CHUNK: IMAGE END

040 00 00 00 00 .I .
@ 1 2 3 4 5 6

2 +00 length ©
D E F +04 type IEND
4+08 crc-32 0xae426082

~ m
00 =
ol

B

DAT)S: FROM JSON T0 SVG VIA ALBERT




[ dathtmlsvg

[O M PATIB I-E \/ & C @ dathtmlsvg
Print EPNG.
89 .P .N .G \r \n 13 \n
Total: 1 page
HUNK: IMAGE HEADE
0 Cancel
\IOT RESTRI(TED TO BROWSERS Destination ﬁ Save as PDF
Change... chrome-print.pdf - Adobe Acrobat Reader DC
File Edit View Window Help
Home Tools chrome-print.pdf %
Pages O i
4 “dathtmlsvg - Inkscape ® 1 TYPE PHG
File Edit View Layer Object Path Text Filters Extensions Help ’
mononoki, Consolas, monospace | |~ | Normal v|| M|225 |v| & [125 % Layout Landscape v o 89 P -
k LR P P TP AU (/N TP TP TP RPN L. T TP TP - TR RO T . U R SO P .
e ] More settings v CHUHK 'MAG[
& _] :
&5 TYPEPNG | ew
Q] AnAlGe s S edona E3
'y 000 89 .P .N .G \r \n 1a \n
gy
- 721 I FNV7 INAA T




TYPEPNG

0@9 89 P .N .G \r \n 13 \n
@ 1 2 3 4 5 6 7

CHUNK: IMAGE HEADER

0@@
010
020 E3
e 1 2 3 4 5 6 7

CHUNK: IMAGE DATA

020 00 00 00 15 .I .D .A .
030
040 61 E5

9 1 2 3 4 5 6 7

CHUNK: MAGE END

040 00 00 00 00 .I .
@ 1 2 3 4 5 6

~J m

8 9 A B

00 00 00 0D

8 9 A B

0 =

B—o+00
C D E F

.I .H .D .Re—m+00

94 82 83 +04
+15

C D E F
B—o+00
E9 32 +04
+1d

C D E F
0 82 o—o+00
C D E F +04

4+08

signature \x89PNG\r\n\x1a\n

length 13
type IHDR
crc-32 0x948283e3

length 21
type IDAT
crc-32 9xe93261e5

length @
type IEND
crc-32 0xae426082




for (var i=0; i < fieldvals.length-1; i++) {
[ONSTRAINTS svg.constrain(

eq(fieldvals[i].topEdge, hexlines[i].topEdge),
align(hexlines[i].topEdge, headers[i].baseline, .5),
align(fieldvals[i].leftEdge, hexlines[i].rightEdge, 2),
align(hexlines[i].leftEdge, headers[i].leftEdge, 2),

eq(headers[i].leftEdge, headers[i-1].leftEdge),
align(headers[i].topEdge, hexlines[i-1].bottomEdge, 1),
)
}

TYPEPNG
’ 89 .P .N .G \r \n 1a \n B—a+00 signature \x89PNG\r\n\x1a\n

-
CHUNK: IMAGE HEADER

00 00 00 0D .I .H .D .Re—@+00 length 13
94 82 83 +04 type IHDR
E3 +15 crc-32 0x948283e3

i
CHUNKI: IMAGE DATA
- 90 00 00 15 I .D .

2
L

b—o+00 lenath 21




G e wn 1a AN signature “x89PNGxrwnxxiaxn

+00 signature \x89PNG\r\n\x1la\n

TYPEPNG
)00 89 .P .N . AP Ay 13 \n | +00 signature \x89PNG\r\n\x1a\n

TYPEPNG
CH

89 .P .N .G \r \n 1a \n signature \x89PNG\r\n\x1a\n

00 00 00 oD .I .H .D .R length 13

NN F o o A o T N @ o ) D TIIM\D



ALBERT TS NOT JUST ABOUT REX AND HACKERS

- [T WAS THE MISSING GEAR TN OUR TOOLBOX.
- "PURE" SV MEANS ALWAYS COMPATIBLE.
- (AN BE APPLIED TO MANY THINGS:

- DTAGRAMS (SYNTAX, UML...). DIFF'ING. TABLES.




X0 X1 X2 X3 x4 X5 x6 x7 X8 x9 XA xB xC xD xE xF
OX © @ ¥ ¢ & &4 o p o @ I Q0 A
Ix > 4 ] !!ﬂ§—l T ] o« L > AV

7X table.addRows(...list);
8X Q U é é a é é table.setSpacing({ x: 0.3, y: 0 });
2 n - . . | table
OX E & £ O O O U | .getAllcells()
Ax A 0 6 U A N 2 | )
table
San  ED i .getColumn(@)
BX R gg -l | .setAttributes({
CX L J_ _I_ I — : font,
D J.I. J. I: fill: color
X =T })
T TI- I= T .alignTo( );
Exa B I m 2 oy
Fx =+ 2< [ | +=° - - n 2 g



ORJUST PRETTY PTCTURES

XOX



https://hirsz.co/albert

RILLING THE OHA VIEW




e IN TS

IMULATING ARCADE VIDED GAMES

MORE DETATLS @ https://speakerdeck.com/ange/preserving-arcade-games-31c3 | m

ANGE ALBERTINI
31C3



https://speakerdeck.com/ange/preserving-arcade-games-31c3

TARTED T0 PATCH TH MULATOR: CA

Game CPU Settings VYideo Sound Net Heb Game CPU Settings Video Sound Net Help
BU(J{];XES TREET FIGHTER ZERO

JAPAN

PPORT FOR CONTROLLERS
IR EG6S ;

53

Game CPU Settngs VYideo Sgund Net Help Game CPU Settings Video Sgund Net Hap
)

Jan 2001: first cps2 emulation

INSERT 2 COINS

CONTINLE REGUIRES ONLY 1 COIN

Original: HCAPCOM Co Ltd. 1905

f8bcle970a59fab36c50ceb6d52¢c906daddad98704dcb2dclab7026dccab4b3fa cls042w.zip
Final patch:
£4d01d3£fdf674d854048164762fal4232bc736b047281d9dd1212£17£35b3e5b cls95p24.zip

\Syslem reset




CALLUSPATCH STARTED AS A PURE HEX PATCH...

THE PLAN WORKED...
NTIL AN EXTRA NT NEEDED T0 BE INSERTED...
AND RE-ADJUSTING TO0 MANY POINTERS/LENGTHS/ !

File Edit Navigate Uiew Options
=

text :00404CO1

04
©0404COB
00404COC

TTER SOLUTLON FOR A COMPLEX PROJECT: -

Copyright (c) 1998 by DataRescue sa/nv
E-mail: idaedatarescue.com

align 8
data:004 b M5 UCe+’ ,0
00455098

1
Search direction: up
Help C Code D D:




NJECT A BIG CRUNK 0

File Edit PEInfo Action Help

~No Project —
£ About Snippet Creator X
Code Snippet Creator 1.05 Build 2
THE tool you need to create custom code shippets
Coded by Iczelion  Copyright [c] 1999-xxxx
"The RawW Power of Win32asm!"
Exit
Tool:

002647061c938994¢c102978523fbed670c476d%6bclba2f0f%edladl6897e334 sc.zip

sectionl:00784000
sectionl:00784000
sectionl:00784000
sectionl:0078400A
sectionl:00784014
sectionl:0078401E
sectionl1:00784028
sectionl:00784032
sectionl:0078403C
sectionl:00784043
sectionl:0078404D
sectionl:00784057
sectionl:0078405E
sectionl1:00784068
sectionl:0078406F
sectionl:00784079
sectionl:00784082
sectionl:00784089
sectionl:00784093
sectionl:0078409D
sectionl:007840A4
sectionl:007840AE
sectionl:007840B8
sectionl:007840C2
sectionl:007840CC
sectionl:007840D6
sectionl:007840E0
sectionl:007840EA
sectionl:007840F4
sectionl:007840FE
sectionl1:00784108
sectionl:0078410F
sectionl:00784116
sectionl:0078411D
sectionl:00784124
sectionl:0078412E
sectionl:00784138
sectionl:00784142
sectionl:0078414C

[...1
sectionl:00785621
sectionl:0078562B
sectionl:00785635
sectionl:0078563E
sectionl:00785648
sectionl:00785652
sectionl:0078565C
sectionl:00785665
sectionl:0078566F
sectionl:00785674
sectionl:00785679
sectionl:0078567E
sectionl:00785680
sectionl:00785685
sectionl:00785685

start

start

public start
proc near

mov ds:off 4394B8, offset aStrider32 ; "strider.32"
mov off 46DBF3, offset dword 78AB38
mov off 46DCéB, offset dword 78AB38
mov off_46F9BB, offset sub_78AE3A

mov off 46F943, offset sub_78BlA8

mov off 4700AB, offset sub_78AFDE

mov ds:byte_ 402795, 0B8h ; 'A "'

mov ds:off 402796, offset loc_784DAC
mov ds:dword_40279A, 9090EOFFh

mov ds:byte 40279E, 90h

mov ds:off 40277F, offset aExtraSettingsS 7 "\r
mov ds:byte_438C40, 0B8h ; ' '

mov ds:off 438C41, offset sub_786DB0
mov ds:word_438C45, OEOFFh

mov ds:byte_438D3E, 0B8h ; 'A '

mov ds:dword 438D3F, offset sub_786DD3
mov ds:dword_438D43, 9090EO0FFh

mov. ds:byte_438D47, 90h

mov ds:off 43F5D5, offset aParentS s\r\n"
mov ds:off_ 438C4D, offset aSsf0l ;
mov ds:off 438C64, offset aSsfQ0l1 ;
mov ds:off 438C74, offset aSsfQ02

mov ds:off 438C9C, offset aSsfQ03

mov ds:off 438CB9, offset aSsfQ04

mov ds:off 438CC9, offset aSsfQ05

mov ds:off 438CFl, offset aSsfQ06

mov ds:off 438DOE, offset aSsfQ07

mov ds:off 438D1E, offset aSsfQ08

mov byte 46CCC2, OBFh ; 'A:

mov byte 46CBDE, 55h ; 'U’

mov byte 46CB3C, 5Dh ; '1°

mov byte 46CBBD, 0

mov ds:off 43B6AD, offset aKrO9Rom
mov ds:off 43B6C4, offset aKrl8Rom ;
mov ds:off_ 43BéD4, offset aKrl9Rom ;
mov ds:off_ 43A994, offset a3wondersls
mov ds:off 43A9A4, offset a3wondersl9
mov dword ptr ds:loc_432E46, offset sub_7866DF
mov dword ptr ds:loc_432E4A, 9090EOFFh
mov. word ptr ds:loc_432E4A+ 4, 9090h
mov ds:dword_43F6E5, 90909090h

mov ds:dword_43F6E9, 90909090h

mov ds:dword 43F6ED, 90909090h

mov ds:word_43F6F1, 9090h

mov ds:dword_43F6F9, 8B909090h

mov ecx, 56h ; 'V'

mov esi, offset off 785687

mov. edi, offset off 4703E0

rep movsd

mov eax, offset OEP

Smp eax

Cal




LETS BE A% EFFICIENT!

DON'TR

NVENT THE WREEL

DENTLEY REAL LIMITATIONS

HO\J STANDP\RDS PROUFERA
(e A/C O INSTANT MESSAGIG, )

IM?! RiDICULOLS!
WE NEED To DEVELOP

ONE UNIERSAL STANDARD :
SITUATION: THAT COVERS EVERYONE'S SITUATION:
THERE ARE USE CASES. YEAH THERE ARE
4 COMPETING \ O 5 COMPETING
STANDPRDS.

AR




WENEED A LANGUAGE...

- QUTPUT BYTES, DATA, STRUCTURES, BLOCKS
- MACKDS, LOOPS...

- STANDAKD AND AVATLABLE EVERYWRERE

- WELL DOCUMENTED

-) NASM

(NO [INKER, 0PCODES OPHONAL)
https://nasm.us/

the
netwide
assembler



https://nasm.us/doc/nasmdoc0.html
https://nasm.us/

S TTS NOT YOUR TYPTCAL ASSEMBLY SOURCE.

LTS JUST THATTTS PRE-PROCESSOR
[ REALLY CONVENTENT




ASSEMBLER - (RADY
S NOT ABOUT TALKING TO A CPU:

REASM IS JUST LOW-LEVEL ENOUGH.

http://twitter.com/angealbertini/status/1

888888888888888888

rrrrrrrrr

662 votes - Final results



http://twitter.com/angealbertini/status/1088866350095835136

RAW ASM == NO LINKER, NO CODE TO EXECUTE

EM PTY SOURCE -) EMPTY BINARY WebAssembly, for comparison:

(module
(func (result i32) (i32.const 42))
(export "HelloWorld" (func 0))

)

$ cat hello.asm
db 'Hello World!'

$ nasm -o hello.bin hello.asm

$ xxd hello.bin
000000V : 4865 6¢C6C 6720 576F 726C 6421 Hello World!




ASM PRE-PROC 101

db © — 00
dw 9 — 00 00
dd 9 — 00 00 00 00

label db ‘some string...’, ©@Dh
.LENGTH equ $ - 1label

\

Defines local 1label.LENGTH as
<currentaddress> - offset label



SC0PEIN ASM

label: Value Name
.locall db $ 00001234 1label.2.end.1.3
.local2 db $ 00005678 1label.1.3
.1.1 db %
.2.1 db % Add. Name
=:> 00 label
label3: 00 label.locall
db $ o1 label.local2
label.2.end db $ 02 label.1.1
.1.3 EQU 0x01234 03 label.2.1
.1.3.1 db $ 04 label3
label.1.3 EQU 0x05678 05 label.2.end
06 label.2.end.1.3.1

S0URCE SYMBOLS



BINARY BLOBS

incbin “1mage.png”

incbin <file>

Includes a binary file — great to ‘collapse’ data incbin <file>, <start>
incbin <file>, <start>, <size>

db 89h, “PNG”,0Dh, OAh,1Ah, OAh

incbin “image.png”, 8



MACRDS

gmacro pngsig 0
db 89h, “PNG”,0Dh, 0Ah,1Ah, OAh

$endmacro

Number of arguments

D16 ENDIANNESS:

smacro dd 1
db (51 >> 8 * 3) & O0ffh
db (%1 >> 8 * 2) & 0ffh
db (%1 >> 8 * 1) & 0ffh
db (51 >> 8 * 0) & Offh

$Sendmacro



ADD SOME STRUCTURE

BLOCKS OF DATA ARE COLLAPSED.

(NO MATTER THELR S1Z¢)
WE CAN EASLLY EDIT, DIFF..

signature db 89%h, 'PNG', 0dh, Oah, lah,
chunk 1:
.length dd .crc32 - .data
.type db 'IHDR'
.data
incbin 'png-transparent.png', 010h,
.crc32 dd 01F15C485%h
chunk 2:
.length dd .crc32 - .data ; 0Oah
.type db 'IDAT'
.data
incbin 'png-transparent.png', 029h,

.crc32 dd ODOA2DB4h

chunk 3:
.length dd .crc32 - .data
.type db 'IEND' ; Image End
.data

.crc32 dd 0AE426082h

00: 89 50 4E 47 0D OA 1A 0A 0O
10: 00 00 00 01 0O OO 00 01 08
20: 89 00 00 00 0OA 49 44 41 54
30: 05 00 01 OD OA 2D B4 00 00
40: 42 60 82

00 00
06 00
78 9C
00 00

0D
00
63
49

49 48 44 52 &PNG)®-@  JIHDR

00 1F 15 C4 © ©ns  VS—

00 01 00 00 & @IDATxfcC ©

45 4E 44 AE & O)@— TEND«
B é

Oah

0Dh

0Ah




ANNOTATE WITH COMMENTS

10 HELP WITH DEBUGGING, EDITING,
REMINDING.. /00008

chunk 1:

.length dd .crc32 - .data ; 0Odh
.type db 'IHDR' ; Image Header
.data

incbin 'png-transparent.png', 010h, 0Dh
;db '\x00\x00\x00\x01\x00\x00\x00\x01\x08\x06\x00\x00\x00"'...
;db 0, 0, O, 1, 0, 0, O, 1, 8, 6, O, O, O...

.crc32 dd 01F15C48%h

;0x0021

chunk 2:

.length dd .crc32 - .data ; 0Oah
.type db 'IDAT' ; Image Data
[...]




0ST-PROCESSING: ADLER, CALS, HASHES...

GENERATE SYMBOLS: ADD [map symbols symbols.map]

- NASM Map file

ADD SPECTFLC COMMENTS TO BE PARSED

I/ YOUR 0WN POST-PROCESSOR 23 5

---- Section .text

37 37 chunk.

37 37 chunk.
3B 3B chunk.
3F 3F chunk.
3F 3F chunk.

.length
.type
.data
.crc32

Real Virtual Name
0 0 signature
chunk.1: 8 8 chunk.1l
8 8 chunk.1l.length
.length dd .crc32 - .data c c ch\mk.l.typz
.type db 'IHDR' 10 10 chunk.l.data
data 1D 1D chunk.l.crc32
-aa 21 21 chunk.2
incbin 'png-transparent.png', 010h, 0Dh 21 21 chunk.2.length
.crc32 dd 0 ;> chunk.l.crc32=CRC32(chunk.l.type, chunk.l.crc32) 25 25 chunk.2.type
— 29 29 chunk.2.data
[' .. ] 33 33 chunk.2.crc32
3
3
3
3
3




STRUCTURES

FIIED SLE

MUCH CLEARER - TF YOU NEED DETALLS,
NULL VALUES CAN BE SKIPPED

[T JUST DEFINES A RELATIVE OFFSET
FEEL FREETO ABUSE

db 0,0,0,1,0,0,0,1,8,6,0,0,0

definition

struc IH
.Width sd 1
Height sd 1
.Bit depth sb 1
.Color type sb 1
.Compressio sb 1
LFilt sb 1
.Interl sb 1

ndstru
declaratio

iiiiii IHDR
at IHDR.Width, ~dd 1
at DR.Height, ~dd 1
at DR.Bit depth, _db 8
at IHDR.Color type ~db 6
at IHDR.Compressio ~db O
at IHDR.Filte ~db 0
at Interl ~db 0
nd




CONSTANTS  somstonia

[...]
colorRGBA
colorALPHA

SELF EXPLANATORY.

interlaceNO equ

equ
equ
equ

O O DN

at IHDR.

at IHDR.

at IHDR.

at IHDR.
; at IHDR.
; at IHDR.
; at IHDR.
iend

; declaration
istruc IHDR

width,

Height,

Bit depth,

Color type,
Compression method,
Filter method,
Interlace method,

dd
dd
db
db
db
db
db

1

1

8

colorRGB + colorALPHA
compDEFLATE

filterNO

interlaceNO

db 0,0,0,1,0,0,0,1,8,6,0,0,0




ASM ¢-) (A

LOMPACT AND MEANINGFUL

MUCH EASTER TO READ, DIFF,
VERSTON, TWEAK...

signature db 89h, , 0dh, 0Oah, lah, Oah

chunk 1:
.length _dd .crc32 - .data
.type db
.data
istruc IHDR
at IHDR.Width,
at IHDR.Height,
at IHDR.Bit depth,
at IHDR.Color,
at IHDR.Compression,
at IHDR.Filter,
at IHDR.Interlace,
iend
.crc32 _dd 01F15C489h

d1l

d1l
8
colorRGBA
cOompDEFLATE
filterNO
interlaceNO

BEEE B

chunk 2:

.length dd .crec32 - .data
.type db

.data:

00: 89 50 4E 47 OD OA 1A OA 00 00 00 OD 49 48 44 52

€PNG) @@ )IHDR

10: 00 00 00O 01 00O OO OO 01 08 06 00 00 OO0 1F 15 cC4 © ©ne VS—

20: 89 00 00 00 OA 49 44 41 54 78 9C 63 00 01 00 00 e

30: 05 00 01 OD OA 2D B4 00 00 00 00 49 45 4E 44 AE & O)@-
40: 42 60 82

@IDATxfc ©
IEND«
B é




WHY NOT CREATE A NEW LANGUAGE!

NASM/TASM TS ALMOST PERFECT FOR THE TASK.
WORKS FOR MOST FILE FORMATS (EXCEPT TEXT/BIT ONES)
SOME THINGS ARE MISSING BUT TS THERE TO STAY.



; a simple PE (a normal PE with many removed elements)

e v WETRD FILES TN RAW ASM

org IMAGEBASE
bits 32

SECTIONALIGN equ 1000h
FILEALIGN equ 200h

%include

DIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIY

; MZ header (start of the file)
istruc IMAGE_DOS_HEADER

at IMAGE_DOS_HEADER.e_magic, db

at IMAGE_DOS_HEADER.e_lfanew, dd NT_Signature - IMAGEBASE
iend

DIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIY

;5 PE header

NT_Signature:
istruc IMAGE_NT_HEADERS

at IMAGE_NT_HEADERS.Signature, db , 0, 0

iend

istruc IMAGE_FILE_HEADER
at IMAGE_FILE_HEADER.Machine, dw IMAGE_FILE_MACHINE_I386
at IMAGE_FILE_HEADER.NumberOfSections, dw NUMBEROFSECTIONS

at IMAGE_FILE_HEADER.SizeOfOptionalHeader, dw SIZEOFOPTIONALHEADER

SINCE 200%)

1d9f4c0c171417583d91caf6142905dcabf1ae

at IMAGE_FILE_HEADER.Characteristics, dw IMAGE_FILE_EXECUTABLE_IMAGE | IMAGE_FILE_32BIT_MACHINE

1Tand


https://github.com/angea/corkami/commit/fd1d9f4c0c171417583d91caf6142905dcabf1ae

BITS 32

; Symantec/Norton Antivirus ASPack Remote Heap/Pool memory corruption Vulnerability.
; Tavis Ormandy <taviso@google.com>, April 2016

; When parsing executables packed by an early version of aspack, a buffer

overflow can occur in the core Symantec Antivirus Engine used in most Symantec
and Norton branded Antivirus products. The problem occurs when section data is
truncated, that is, when SizeOfRawData is greater than SizeOfImage.

VirtualAddress equ 0x10000-0x08 ; VirtualAddress of section data, offset where q
SizeOfImage equ 0x12000-0x0C ; Size you want to allocate.
SectionPadding equ 0x2000 ; SizeOfImage-VirtualAddress (but ignoring overH
mzhdr:

dw "ZM" ; e_magic, "MZ" also works.

dw 0 ; e_cblp

dw 0 ; e_cp

dw 0 ; e_crlc

dw 0 ; e_cparhdr

dw 0 ; e_minalloc

dw 0 ; e_maxalloc

dw 0 ; e_ss

dw 0 ; e_sp

dw 0 ; e_csum

dw 0 ; e_ip

dw 0 ; e_cs

dw 0 ; e_lsarlc

dw 0 ; e_ovno

times 4 dw 0 ; e_res

dw 0 ; e_oemid

dw 0 ; e_oeminfo

times 10 dw 0 ; e_res2

dd pesig ; e_lfanew
pesig:

dd "PE"

PE PoC by Tavis Ormandy

https://googleprojectzero.blogspot.com/2016/06/how-to-compromise-enterprise-endpoint.html

; The ultimate abstract ZIP
; by gynvael.coldwind//vx

[bits 32]
; Let's make a ZIP! :)

; Note: how to calculate crc-327? easy! just try to unpack the file
; with commandline unzip, it shows the good crc ;p

; Loose file FILE HEADER

; This file has no entry in the Central Directory.

; It will be seen only by stream readers, and never by readers that
; interpret ZIP by the book.

file loose:

dd 0x04034b50 ; local file header signature 4 bytes
dw 0x000a ; version needed to extract 2 bytes
dw 0 ; general purpose bit flag 2 bytes
dw 0 ; compression method 2 bytes
dw 0 ; last mod file time 2 bytes
dw 0 ; last mod file date 2 bytes
dd 0xe82330fb ; crc-32 4 bytes
dd file_loose_data_e - file loose_data_s ; compressed size

dd file_loose_data_e - file loose_data_s ; uncompressed size

dw 17 ; file name length 2 bytes
dw 0 ; extra field length 2 bytes

(0x04034b50)
(1.0)

(0 - store)

4 bytes
4 bytes

ZIP PoC by Gynvael Coldwind
https://gynvael.coldwind.pl/?id=523



https://gynvael.coldwind.pl/?id=523
https://googleprojectzero.blogspot.com/2016/06/how-to-compromise-enterprise-endpoint.html
https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs

; a binary that is a valid JAR, PE, ZIP, HTML
; mixed version

Y (J OT ;Ange Albertini, BSD Licence, 2012

[...]

CORKAM
1 CONCAT SOURCES

- MOVE ELEMENTS AROUND N intlypong)
HIDE ONE'S INTO ANOTHER'S S

_dd 9 ; Llength of bytecode
GETSTATIC 8
LDC 14
INVOKEVIRTUAL 16
RETURN
_dw @ ; exceptions_count
_dw @ ; attributes_count

https://github.com/corkami/pocs/blob/master/poly/CorkaMIX/corkamix.asm



https://github.com/corkami/pocs/blob/master/poly/CorkaMIX/corkamix.asm

ADD A PAYLOAD TN A PN
JUST COPY/BASTE A CHUNK STRUCTURE

chunk:

.length dd .crc32 - .data
.type db 'fAKE'

.data

db '“><script>alert (l)</script>"
.crc32 dd 0 ;> chunk 2.crc32=CRC32 (chunk 2.type,chunk 2.crc32)




DIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

1 COLLISION

http://github.com/corkami/collisions

DIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIY

filel:
istruc filerecord
at filerecord.frSignature, db , 3, 4
at filerecord.frVersion, dw @ah
at filerecord.frCompression, dw filel.compression
at filerecord.frCrc, dd filel.CRC32

at filerecord.frCompressedSize, dd filel.compsize

at filerecord.frUncompressedSize, dd filel.decsize

at filerecord.frFileNamelLength, dw lfhnamel.len

at filerecord.frExtraFieldLength, dw extral.len
iend

1fhnamel:
filel.name
1fhnamel.len equ $ - lfhnamel

file2:
istruc filerecord
at filerecord.frSignature, db , 3, 4
at filerecord.frVersion, dw @ah
at filerecord.frCompression, dw file2.compression
at filerecord.frCrc, dd file2.CRC32
at filerecord.frCompressedSize, dd file2.compsize

at

at filerecord.frFileNamelLength, dw 1fhname2.len
at filerecord.frExtraFieldLength, dw extra2.len
iend
1fhname2:

file2.name
1fhname2.len equ $ - 1lfhname2

extra2:
field2:

filerecord.frUncompressedSize, dd file2.decsize

id dw ©
len dw extra2.len - 4

J STRUCTURES TN PARALLEL:
INDENTATION FTW

—



http://github.com/corkami/collisions

db " \x89PNG\r\n\xla\n"

chunk1:
ddbe 13
;ddbe (chunkl.crc32 - chunkl.data)
.type db “IHDR®
.data:
incbin ‘'rgb.png', ox1e, oxd
5}
.crc32 ddbe 0x948283e3
;> chunk1.crc32=CRC32(chunkl. type, chunkl.crc32)

5}

chunk2:
ddbe 21
;ddbe (chunk2.crc32 - chunk2.data)
.type db "IDAT"
.data:
incbin 'rgb.png', @x29, @x15
5}
.crc32 ddbe 0xe93261e5
;> chunk2.crc32=CRC32(chunk2. type, chunk2.crc32)

5}

chunk3:

ddbe ©

;ddbe (chunk3.crc32 - chunk3.data)

.type db “IEND"

.data:

.crc32 ddbe 0xae426082

;> chunk3.crc32=CRC32(chunk3. type, chunk3.crc32)

5}

J

J

J

s

o DTRECT ASM OUTPUT FROM DIS

signature ,0000: 89 50 4e 47 od 0a la oa (+8)

chunkl { //Image Header

Length ,0008: 00 00 00 od (+4)
type ;000c: 49 48 44 52 (+4)
Data {
,0010: 00 00 VO O3 O V0 PO ©1 08 V2 PO V0 00 (+
} //Data
crc-32 ;001d: 94 82 83 e3 (+4)
} //chunk
chunk2 { //Image Data
Length ;0021: 00 00 00 15 (+4)
type ;0025: 49 44 41 54 (+4)
Data {
;0029: 08 1d 01 @a ..... 00 ff Oe fb 02 fe (+21)
} //Data
crc-32 ;003e: e9 32 61 e5 (+4)
} //chunk
chunk3 { //Image End
Length ,0042: 00 00 00 00 (+4)
type ;0046: 49 45 4e 44 (+4)




PECIFLC
\*@\ DTT: POWRRFUL

O(U TEXTETW



LONC

Iype:Png [file

000: 89 .P .N .G \r \n 1la \n
6 7 8 9 a b c d e f

e 1 2 3 4 5

Chunk: Image Header [chunk
000:

00 00 00 @D .I .H .D .R

Field Value
+00 signature \x89PNG\r\n\xla\n
Field Value

+00 length 13

[ON

010: 94 82 83 +04 type IHDR
020: E3 +15 crc-32 0x948283e3
TYPEPNG
Chuy 000 89 .P .N .G \r \n 1a +00 signature \x89PNG\r\n\x1a\n
2 0N 1283 A5 DERESE
%)
e4 CHUNK: IMAGE HEADER
000 H .D .R +00 length 13
010 94 82 83 +04 type IHDR
Chut 920 E3 +15 crc-32 0x948283e3
1 @ 1 2 3 4 5 D E F
CHUNK: IMAGE DATA
020 00 00 00 15 .I +00 length 21
030 E9N 32 +04 type IDAT
040 61 E5 +1d crc-32 @xe93261e5
e 1 2 3 4 5 6 7 8 9 A B C D E F
CHUNK: IMAGE END
040 00 00 00 00 .E .N .D AE 42 60 82 +00 length @
e 1 2 3 456 7 8 9 AB CDEF +04 type IEND
+08 crc-32 0xae4t26082

db " \x89PNG\r\n\xla\n"

chunk:
ddbe 13
;ddbe (chunki.crc32 -
.type db " IHDR'
.data:
incbin ‘rgb.png’,
i}

chunk1.data)

ox1e, oxd

.crc32 ddbe 0x948283e3

;> chunkl. crc32=CRC32(chunkl. type, chunk1. crc32)
i}

chunk2:

ddbe 21
;ddbe (chunk2.crc32 -
~type db " IDAT'
.data:

incbin ‘rgb.png’, 029, @x1S

chunkz2. data)

.crc32 ddbe @xe93261e5

;> chunk2. crc32=CRC32(chunk2. type, chunk2. cre32)

i}

chunk3:

ddbe @

;ddbe (chunk3.crc32 -
.type db "TEND®

.data:

.crc32 ddbe 6xaed26082
;> chunk3.crc32=CRC32(chunk3. type, chunk3. crc32)
i}

chunk3. data)

; signature

; chunkl { //Inage Header
; Length

; type
; bata {

} //pata
; crc-32

5} 4

5 d

5 ch
;L

ty)

5 crc-32

; } //chunk

;0000:

;0008:
;000c:
;0010:

;001d:

;0021:
50025:
;0029:

;003e:

;0042:
;0046:

;604a:

89 50 4e 47 ed @a 1a ea (+8)

00 00 00 od (+4)
49 48 44 52 (+4)
00 00 00 03 00 00 00 01 03 02 00 00 00 (+13)

94 82 83 e3 (+4)

00 60 00 15 (+4)
49 44 41 54 (+4)
08 1d 01 6a ..... 00 ff 0e fb 02 fe (+21)

€9 32 61 e5 (+4)

00 60 00 00 (+4)
49 45 de 44 (+4)

ae 42 60 82 (+4)




THE

N
IM

UFFS

ET/HERPASCIT VIEW TS USEFUL

HANCE TT WITH INFORMATION FROM PARSERS.
ENDERINGS:

- TET OR GRAPHICS

- (COMPATIRILITY

- REUSABLLLTY

PROVE

Field
+00 signatur

Field \2

00:
10:
20:
30:
40:

89 50
00 00
89 00
05 00
42 60

4E
00
00
01
82

47 OD OA 1A OA 00 00 00 OD 49 48 44 52
01 00 00 00 01 08 06 00 00 00 1F 15 c4
00 OA 49 44 41 54 78 9C 63 00 01 00 00
OD OA 2D B4 00 00 00 00 49 45 4E 44 AE

+00 sign

+00 leng
+04 type
+15 crc-

+00 leng
+04 type
+1d crc-

Type:Png [file]
000: 89 .P .N .G \r \n 1la \n
© 1 2 3 45 6 7 8 9 a b c d e f
Chunk: Image Header [chunk]
000: 00 00 00 oD .I .H .D .R +00 length
e10: 94 82 83  +04 type
020: E3 +15 crc-32
A 1 2 3 A 5 6 7 & 9 a h ¢ d e f
_— TYPEPNG
Chunk: |
89 P N G 1
020: \r \n 2 \n 9 9 A B D E
030:
040: CHUNKIMAGEHEADER
00 00 00 oD .I .H .D .R
010 94 82 83
Chunk: | 920 E3
040: o 1 2 3 5 6 7 8 9 A B CDEF
CHUNK: IMAGE DATA
020 00 00 00 15 .I .D .A .T
E9 32
éPNG)®-® JIEDR [
© ©Cne VS§S— G
é...@IDATxfc © END
;\?ﬁ@‘4~ - - - IEND« 00 00 00 .1 .E .N .D AE 42 60 82
é 3 4 56 7 8 9 AB CDEF

+00 leng
+04 type
+08 crc-




THE OFFS

DISSECT BINARY FLLES AS RAW ASSEMBLY:
EASY TO READ, EDTT OR DIFF.

ET/RERZASCITVIEW TS DUMB

signature db 89h, 'PNG', @dh, ©@ah, 1lah, @ah
chunk_1:
.length _dd .crc32 - .data

.type db 'IHDR' ; Image Header

.data
istruc IHDR
at IHDR.Width, _dd 1
at IHDR.Height, _dd
at IHDR.Bit depth, db 8
at IHDR.Color, db
at IHDR.Compression, db compDEFLATE
at IHDR.Filter, db
at IHDR.Interlace, db interlaceNO
iend
.crc32 _dd @1F15C489h ;>.crc32=CRC32(.type,.crc32)
chunk_2:

.length _dd .crc32 - .data
.type db "IDAT' ; Image Data

00: 89 50 4E 47 OD OA 1A OA 00 00 00 OD 49 48 44 52
10: 00 00 00 01 08 00 00 1F 15 c4
20: 89 00 00 00 OA 49 44 41 54 78 9C 63 00 01 00 00
30: 05 00 01 OD OA 2D B4 00 00 00 00 49 45 4E 44 AE

€PNG)@-@

e.
L

©

.@MIDATxfc ©
. . IEND«

@ @ .

.data:
'png-transparent.png’', 029h, O©Ah
»IHDR d @ODOA2DB4h ;>.crc32=CRC32(.type,.crc32)
vS§S—

dd .crc32 - .data
'IEND' ; Image End

.crc32 _dd OAE426082h ;>.crc32=CRC32(.type,.crc32)
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ALBERT
AN SVG LIBRARY WITH A TWEST, TALLORED FOR HACKERS

LIGHTWETGHT, LOW LEVEL, CLLENT-SIDE, NO DEPENDENCES.
LONSTRAINT-BASED DRAWING.

NOT LIMITED TO HEXADECLMAL REPRESENTATION.

https://github.com/evol/albert



https://github.com/evoL/albert

PERSONAL CONCLUSTONS - #1

LEAVING YOUR COMFORT JONETS HARD.
BUT BRINGS EXCEPTIONAL RESULTS,

Faster alone, further together.



it KEEP TRYING

MORE TRIES MEANS MORE FAILS, BUT ALSO MORE OPPORTUNTTLES TO EXPLORE.

B, YOU RE TOTALLY HOPELESS!
(THAT'S WHAT &) THOUGHT, AT LEAST)

-) KEEP RAVING FUN,
NOW THAT YOU HAVE NOTHING TO LOSE!




100 SMALL, THEN T0O AMBLTLOUS, THEN ..

SRD ATTEMPT IS THE RIGHT ONE!
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https://i.imgur.com/ReRkXjt.png
https://web.archive.org/web/20161211205329/http://owlturd.com/post/154247077094/vertical-square
https://web.archive.org/web/20161220111115/http://owlturd.com/post/154549097274
https://www.monkeyuser.com/2018/architecture/
http://bonkersworld.net/building-software

WHAT'S (LIKELY) NEIT!

- LORKAMT: GOOD FILE FORMAT SPECS, FILE CORPUS,

-3BUD:
- WEB INTERFACE (INTERACTIVE DISSECTION W/ RENDERING = D15+DAT)
- DT5: PARSERS THAT DESCRIBE OR EXPLAIN FILES.
- DAT: STRUCTURE MAPS, DEDTCATED FORMAT VIEWS, INTERACTIVITY

- NBERT:
- JSED TN DIFFERENT PROTECTS (TABLES, SYNTAY DIAGRAMS, PROTOCOLS)
- DEBUGGABLLITY AND TOOLING



THANKS.
EEDBACK!

! N povucrion
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8 ~afot Hirsz

ANGE ALBERTINI

reverse engineering
VISUAL DOCUMENTATIONS

@angealbertini 4z
ange@corkami.com :
http://www.corkami.com “



http://www.corkami.com
http://www.corkami.com
https://hirsz.co/
https://hirsz.co/

AMPLE OF A PDT POC: CVE- 2018514
Y185/ /BUGZILLA MOTILLA ORG/SHOW_BUG C6I1D-14500)5

.....
/FunctionType 4

/////////

SSSSSS

eeeeeeeee
endob]

/////////////
/DeviceCMYK
111111
endob]
.....

.....

//////////////

1S ALLTENT!


https://bugzilla.mozilla.org/show_bug.cgi?id=1452075

H)RMATS CAN Bt VERY DIFFERENT

A GENERIC VIEW GAN'T BE OPTIMAL



+0 +1 +2 +3 +4 +5 +6 +7
00: 42 5A 68 31 31 41 59 26
01000010 01 01101000 00110001 00110001 01000001 01011001 00100110
"h"uffman 3" 0x314159265359 (m in BCD)
ccompress. length huffman block signature
08: 53 59 03 EF 35 6B 00 00

CRC32: 3EF356B BWT pointer
[randomized block: NO|

HUFFMAN USED MAPS & BITMAPS —————-----
80 00 - 10 60

01010011 01011001 00000011 11101111 00110101 01101011 rrBOBOOO 00000000

10: o1 D7 00 00
00000001 11010111 10000000 00000000 ) 01100000 00000000 00000000
used map used bitmap 3 used
18: 40 00 80 06 04 90 00 20
01000000 00« 00 00000110 00000100 10010000 000000 100000
bitmap 5 used bitmap 7 used bitmap 8 |groups: 2
06 8D 32 10 03

20: 00
1000000 910 00000110 10001101 00110010 00010000 00000011 00001

initial value: 4 initial value: 4

A:0000 -1+410-1+1-10+1 200000000 -1000

LENGTHS (DELTA-ENCODED) LENGTHS

selector list
BLOCK —
c5 DC 91

90101 11011100 10010001
final block marker

28: 44 62 2D 88 6B
01000100 01100010 00101101 10001000 ©1101011

— DATA STREAM (HUFFMAN-ENCODED)

30: 4E 14 24 00 FB cD 5A co
01001110 00010100 00100100 00000000 11111011 11001101 01011010 13090001

0x177245385090 (Vr) final CRC32 @3EF356B [pyte alignment

HEADER

DICTIONARY
<< [ID VALUE]* »>

BODY

STRING

CROSS

X R E F REFERENCE
TABLE

TRAILER

%PDF-1.1 SIGNATURE & VERSION INFORMATION

10 obj OBJECT REFERENCE:

<< /<OBJECT NUMBER- <REVISION NUMBER- R
/Pages 2 @ R

»> . “—IDENTIFIER (WITH /)

endob j

2 8 obj

<«
/Type /Pages
JCount 1 ARRAY
/Kids [3 8 R]

>

>
endobj
3 8 obj
<<

/Type /Page
/Contents 4 8 R
/Parent 2 8 R
/Resources <<
/Font <<
JF1 <<
/Type /Font
/Subtype /Typel
/BaseFont /Arial
>
>
>

>>
endobj

STREAM PARAMETERS:
4.0 obj /LENGTH, COMPRESSION...
<< /Length 58 >>
stream
BT BEGIN TEXT

/F1 110 Tf FONT F1 (ARIAL) SET TO SIZE 110

16 488 Td MOVE TO COORDINATE 10. 400

(Hello World!)Tj OUTPUT TEXT "HELLO WORLDI"
T

END TEXT
endstrean
endob j
xref CROSS REFERENCES
85 5 OBJECTS, STARTING AT INDEX 0

6000600060 65535
6060000010 00000

f  (STANDARD FRST EMPTY OBJECT 0

n
6000000047 00008 n

n

n

OFFSET TO OBJECT 1.REV 0
TO OBJECT 2

6000600111 60008
6600600313 00008

trailer
<«

/Root 1 @ R
>

M

startxref
413

%%EOF




0000

0000

0000:
0000:

0000:
0000:

Offset: 0000:0038

©New - &3 Open | Save Al Save As
hello.bz2 %
0000:0000 01000010010110100110100000110001

B Z h 1

:0008 0101001101011001 00060601111101111

S ¥ ; i
0010 0000000111016111 10000000 OEOOOOEO

: X : ,
0018 01000000 00000000 10000000 0000110

10020 60000000@0100010@0000110iOOOllOl

0028 01000100 01100010 00101101 10001000
D b : :

0030 01001116 00010100 00100160 60000000
N g $

Selection: -

o%

00110001 01600001 01011601 00160116

1 A Y &
00110160101101011 00000000 0EOOOOOO
5 k

00010000 01100000 00000000 00000000
00000100 10010000 00000000 00100000

00110010 00010000 00000011 00001011
2 , . .
01101011i1000101;10111@010010001
K U :
1111101111601101 01011010 1100000
{ i z A

tjgygiﬁ

X hello.bz2 - Okteta

>»

OKTETA HAS A BIT-LEVEL VIEW! BUT TS STILL HARD TO EDIT (INSERT, DELETE...)



D:\Omini.exe

C:\>echo Zerrorlevelx 5
“© e_magic Mz

TYLE DRAWING TS ADDICTIVE.. - i

AddressOfEntryPoint 0x140

ageBase 0x400000
40 01 00 00

00 00 40 00 01 00 00 00 01 00 00 00

SectionAlignment 0000001

FileAlignment ox1

Subsystem 3 [CLI)

value: 42

return

D:\>mini.exe Fields Values
C:\>echo zerrorlevelx DOS Header
42 it's a binary ox40
PE\@\@
PE HEADER @x14c [intel 386]
executable information L ]
Characteristics 0x02 [executable]
Magic ox1eb [32b]
AddressOfEntryPoint ox140
00 00 40 00 SectionAlignment 9x00000001
= OPTIONAL HEADER
it's a'modern’ binary
Major 4 [NT 4 or
SizeOfImage 0x160
SizeOfHeaders ox148
Subsystem 3 [CLI]
value: 42 mov , 42

CODE

return retn




WHICH ONES ENABLES MORE CREATIVITY!
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LACH LIBRARTES COMES WITH CONTROLS AND RESTRICTIONS.
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WHAT COMPLEX FILE MANTPULATION FEELS LIKE.




GIFBOUNTY @ FACEBOOK

SIMILAR IN PRINCIPLES,
BUT NO DISSECTION.
=) ASMTS A COMMON GROUND.

https://www.vulnano.com/2019/03/facebook-messenger-server-random-memory.html

import struct

screenWidth = 640
screenHeight = 480

f = open('test.gif', 'wb')

# Offset Length Contents

# 0 3 bytes "GIF"

# 3 3 bytes "87a" or "89a"
f.write (b"GIF89%a")

=

6 2 bytes <Logical Screen Width>
f.write(struct.pack('<h', screenWidth))

# 8 2 bytes <Logical Screen Height>
f.write(struct.pack('<h', screenHeight))

# 10 1 byte bit 0: Global Color Table Flag (GCTF)
# bit 1..3: Color Resolution

# bit 4: Sort Flag to Global Color Table
# bit 5..7: Size of Global Color Table: 2"/(
bits = int ('00000010', 2)

f.write(struct.pack('<b', bits))

# 11 1 byte <Background Color Index>
f.write(struct.pack('<b', 0))

# 12 1 byte <Pixel Aspect Ratio>
f.write(struct.pack('<b', 1))


https://www.vulnano.com/2019/03/facebook-messenger-server-random-memory.html

Mo« more «duwmg




