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WHAT IS HDMI?

▸ HDMI is provided for transmitting digital television 
audiovisual signals from DVD players, set-top boxes and other 
audiovisual sources to television sets, projectors and other 
video displays. 

▸ HDMI can carry high quality multi-channel audio data and can 
carry all standard and high-definition consumer electronics 
video formats. Content protection technology is available. 

▸ HDMI can also carry control, status and data information in 
both directions.

�5INTRODUCTION

HDMI(High-Definition Multimedia Interface)
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WHY HDMI?

▸ Usage of HDMI is high 

▸ Various functions other than video transmission are provided 

▸ Study of attack vector not considered well

�6INTRODUCTION
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PREVIOUS TALK

▸ Black Hat Europe 2012 - Andy Davis 

➡ Hacking Displays Made Interesting 

▸ 44CON 2012 - Andy Davis 

➡ What the HEC? Security implications of HDMI Ethernet 
Channel and other related protocols 

▸ Defcon23 (2015) - Joshua Smith 

➡ High-Def Fuzzing: Exploring Vulnerabilities in HDMI-CEC

�7PREVIOUS RESEARCH
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1-DAY

▸ HDMI CEC Protocol 

▸ CVE-2017-9689 

➡ HDMI CEC 

➡ Stack Memory Corruption 

▸ CVE-2017-9719 

➡ HDMI CEC 

➡ Stack Memory Corruption

�8PREVIOUS RESEARCH

▸ HDMI DDC Protocol 

▸ CVE-2017-9722 

➡ EDID 

➡ Memory Corruption
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HDMI Communications Channels
▸ 4 separate channels: TMDS, DDC, and the optional CEC and HEAC.

HDMI PROTOCOL

HDMI 
TRANSMITTER

detect

HEAC

CEC

HDMI 
RECEIVER

HEAC

CEC

EDID ROM

TMDS CHANNEL 2
TMDS CHANNEL 1
TMDS CHANNEL 0 VIDEO

AUDIO

CONTROL/ 
STATUS

CONTROL/ 
STATUS

AUDIO

VIDEO

TMDS CLOCK CHANNEL

DISPLAY DATA CHANNEL 
(DDC)

CEC LINE

UTILITY LINE

HPD LINE HIGH / LOW
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17 DDC/CEC Ground 18 +5V Power 19 Hot Plug Detect
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HDMI Communications Channels

HDMI PROTOCOL �11

1 TMDS DATA2+ 2 TMDS DATA2 Shield 3 TMDS DATA2- 4 TMDS DATA1+

5 TMDS DATA1 Shield 6 TMDS DATA1- 7 TMDS DATA0+ 8 TMDS DATA0 Shield

9 TMDS DATA0- 10 TMDS Clock+ 11 TMDS Clock Shield 12 TMDS Clock-

13 CEC 14 Utility 15 SCL 16 SDA



▸ DDC stands for Display Data Channel. 

▸ DDC is used by the HDMI Source to read Sink’s E-EDID in 
order to discover the Sink’s configuration and/or 
capabilities.

H(ack) DMI

WHAT IS DDC?

�12HDMI PROTOCOL - DDC

*E-EDID(Enhanced Extended Display Identification Data), 
* sink(A device with an HDMI input),  source(A device with an HDMI output)

HDMI SINK 
(TV)

HDMI SOURCE 
(COMPUTER)

E-EDID
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WHAT DATA DOES DDC SEND?

▸ EDID vs E-EDID 

➡ EDID: for PC monitors 

➡ E-EDID: extension of the EDID used to illustrate        
more advanced features 

▸ E-EDID = EDID1.3 + first CEA Extension(CEA-861-D)

�13HDMI PROTOCOL - DDC

*E-EDID(Enhanced Extended Display Identification Data), 
CEA Extensions: A 128 byte extension block designed to allow declaration of 
audio formats, additional video formats and other characteristics of the Sink.
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WHAT DATA DOES DDC SEND?
▸ EDID 1.3

�14HDMI PROTOCOL - DDC

▸ CEA-861-D

0-7 Header

… …

21 Horizontal Size(cm)

22 Vertical Size(cm)

23 Display Gamma

25-34 Color Characteristics

… …

126 Extension Flag

127 Checksum

0 Always “2”

1 Revision number

2 Pointer to detailed timing 
descriptors “d”

3 Number of detailed timing 
descriptors “n” (lower 4bits)

4 to (d-1) CEA data block collection

d to (d+18n-1) Detailed Timing Descriptor

(d+18n) to 126 “0” padding

127 Checksum



▸ Ubuntu 
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WHAT IS DDC?
▸ Windows 

▸ macOS

�15HDMI PROTOCOL - DDC
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HOW TO SEND E-EDID DATA?
▸ I2C is a serial computer bus invented in 1982 by Philips 

Semiconductor(now NXP Semiconductors). 

▸ It is widely used for attaching lower-speed peripheral ICs to 
processors and microcontrollers in short-distance, intra-board 
communication. 

▸ I2C uses only two bidirectional open collector lines, SDA and SCL, 
pulled up with resistors. Typical voltages used are +5V or +3.3V, 
although systems with other voltages are permitted. 

➡ SDA is the data line. 

➡ SCL is used to synchronize data transfer.

�16HDMI PROTOCOL - DDC

*I2C(Inter-Integrated Circuit),  SDA(Serial Data),  SCL(Serial Clock)
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HOW TO SEND E-EDID DATA?

�17HDMI PROTOCOL - DDC

SCL

SDA

VCC
HPD

Ground
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HOW TO SEND E-EDID DATA?

▸ Wire Library 

➡ allows you to communicate with I2C devices. 

➡ uses a 32 byte buffer, therefore any communication should 
be within this limit. Exceeding bytes will just be dropped. 

➡ Wire.begin(): Initiate and join the I2C bus as a master or 
slave. 

➡ Wire.onRequest(),  Wire.onReceive() 

➡ Wire.read(),  Wire.write() 

�18HDMI PROTOCOL - DDC
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HOW TO SEND E-EDID DATA?

▸ Wire/src/Wire.h

�19HDMI PROTOCOL - DDC

▸ Wire/src/utility/twi.h

128 128

▸ Wire Library 

➡ uses a 32 byte buffer, therefore any communication should be 
within this limit. Exceeding bytes will just be dropped.
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HOW TO SEND E-EDID DATA?

�20HDMI PROTOCOL - DDC

▸ Wire Library
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WHAT IS CEC?

▸ How many remote controls do you need to control the 
devices connected by HDMI? 

▸ The answer is in the HDMI CEC protocol.

TV HDMIHDMI

HDMI

PHONE

HOME THEATER

STB

�21HDMI PROTOCOL - CEC



▸ CEC is a protocol that provides high-level control functions 
between all of the various audiovisual products in a user’s 
environment. 

▸ CEC provides a number of features designed to enhance the 
functionality and interoperability of devices within an HDMI system. 

▸ Anynet+(Samsung), EasyLink(Philips), EZ-Sync(Panasonic) rather 
than CEC can be more familiar.

H(ack) DMI �22HDMI PROTOCOL - CEC

WHAT IS CEC?

AOC: E-link Hitachi: HDMI-CEC LG: SimpLink Loewe: Digital Link

Panasonic: EZ-Sync Philips: EasyLink Pioneer: Kuro Link Runco: RuncoLink

Samsung: Anynet+ Sharp: Aquos Link Sony: BRAVIA Link Toshiba: CE-Link

*CEC(Consumer Electronics Control)
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▸ Physical Address is allocated through the DDC protocol. 

▸ CEC devices: have both a Physical and Logical Address 

▸ non-CEC devices: only have a Physical Address. 

▸ 4 digits long (like n.n.n.n) 

▸ 5-device-deep hierarchy 

▸ Then, allocate Logical Address

�23HDMI PROTOCOL - CEC

PHYSICAL ADDRESS

TV 
0.0.0.0

1.0.0.0
AMPLIFIER 

2.0.0.0

DVD 
2.1.0.0

STB 
2.2.0.0

PVR 
2.2.1.0
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▸ Logical Address defines a device type 

▸ Logical Address is allocated through Polling Message. 

➡ 1. Takes first address and sends a polling message. 

➡ 2. If Polling is acknowledged, takes the next address. 

➡ 3. If not, stops the procedure and retains that address.

�24HDMI PROTOCOL - CEC

LOGICAL ADDRESS

TV: 0 RECORDING DEVICE: 1, 2, 9 TUNER: 3, 6, 7, 10 PLAYBACK DEVICE: 4, 8, 11 ETC.
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CEC MESSAGE FRAME

▸ CEC message = Start bit + Header Block + Data Block(s) 

➡ Start bit is a special bit which means start. 

➡ Header and Data block(10bits) 

        = information bits(8bits) + control bits(2bits).

START BIT HEADER BLOCK DATA BLOCK1 
(OPCODE)

DATA BLOCK2 
(OPERAND)

�25HDMI PROTOCOL - CEC
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CEC MESSAGE - HEADER BLOCK

▸ Information bits 

➡ Initiator and Destination: logical address 

▸ Control bits 

➡ EOM: 0(1 or more Data Blocks follow), 1(message is complete) 

➡ ACK: acknowledge the data or Header Block

START BIT HEADER BLOCK DATA BLOCK1 DATA BLOCK2

�26HDMI PROTOCOL - CEC

INITIATOR(4) DESTINATION(4) EOM(1) ACK(1)

Information bits(8bits) Control bits(2bits)

*EOM(End of Message), ACK(Acknowledge)
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CEC MESSAGE - DATA BLOCK (OPTIONAL)

▸ Data Block1: Opcode              

▸ Operand is depending on Opcode. 

➡ ex) Opcode: Set Menu Language(0x32) 

         => Operand: the language you want to set. 

▸ Maximum message size = 16 Blocks(160bits) 

     => Header(1 Block), Data Block1(0 or 1 Block), Data Block2(0 ~ 14 Blocks)

�27HDMI PROTOCOL - CEC

START BIT HEADER BLOCK DATA BLOCK1 DATA BLOCK2

OPCODE(8) or OPERAND(8) EOM(1) ACK(1)

Information bits(8bits) Control bits(2bits)

▸ Data Block2: Operand             
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HOW TO SEND CEC MESSAGE?

▸ LibCEC 

➡ USB CEC Adapter communication Library 

➡ https://github.com/Pulse-Eight/libcec 

➡ Supported H/W 

▸ Pulse-Eight USB - CEC Adapter 

▸ Raspberry Pi 

▸ etc.

�28HDMI PROTOCOL - CEC
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HOW TO SEND CEC MESSAGE?

▸ With libCEC 

➡ But this library is so well 
made that it can drop our 
fuzzing data as well. 

▸ With pySerial (we will use it)

�29HDMI PROTOCOL - CEC

▸ https://github.com/Pulse-Eight/libcec
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WHAT IS ARC?

▸ If you need an audio cable or several HDMI to use a home 
theater, another inconvenience arises. 

▸ ARC protocol solved this inconvenience. 

▸ If you have seen the word “ARC” on the back of your TV, 
you may already be benefiting from this protocol.

�30HDMI PROTOCOL - ARC

OR



▸ ARC function allows delivery of an audio signal from an 
HDMI Sink to an HDMI Source in the reverse direction to 
the TMDS signal.
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WHAT IS ARC?

�31HDMI PROTOCOL - ARC

*ARC(Audio Return Channel)

HDMI SOURCE 
(HDMI REPEATER) 

ARC Rx device

TMDS SIGNAL
HDMI SINK 

ARC Tx device

AUDIO AMPLIFIER TV

CEC

ARC
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HOW TO USE ARC?

�32HDMI PROTOCOL - ARC

▸ In order to use the ARC feature, it is necessary to discover 
and control the capabilities of the devices in the respective 
paths, using CEC.

<REPORT ARC INITIATED>
<INITIATE ARC>

<TERMINATE ARC>
<REPORT ARC TERMINATED>

Activate ARC Rx 
functionality

De-activate ARC Rx 
functionality 

(option)

Activate ARC Tx 
functionality

De-activate ARC Tx 
functionality

ARC Rx deviceARC Tx device
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<REPORT ARC INITIATED>
<INITIATE ARC>

<REQUEST ARC INITIATION>

<REQUEST ARC TERMINATION>
<TERMINATE ARC>

<REPORT ARC TERMINATED>

Activate ARC Rx 
functionality

De-activate ARC Rx 
functionality 

(option)

Activate ARC Tx 
functionality

De-activate ARC Tx 
functionality

ARC Rx deviceARC Tx device

▸ In order to use the ARC feature, it is necessary to discover 
and control the capabilities of the devices in the respective 
paths, using CEC.

HOW TO USE ARC?
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<Feature Abort>[“Invalid Operand”]

<Request Short Audio Descriptor>[0][AAC]

HDMI

<Request Short Audio Descriptor>[0][AC-3][0][DTS][0][MPEG1]

<Report Short Audio Descriptor> [AC-3][DTS]

TV sends AC-3 or DTS audio stream via 
Audio Return Channel

Amplifier does not 
support AAC

Amplifier supports 
AC-3, DTS and does 
not support MPEG1

TV tries first format

AmplifierTV

TV tries three formats

Both TV and amplifier 
support these formats

▸ When using the ARC, TV wants to find which audio formats are 
supported by Amplifier. 

▸ It also done through the CEC.

DISCOVER AUDIO FORMAT SUPPORT



HDMI FUZZER DESIGN 

- DDC 
- CEC 
- ARC



▸ HDMI Source devices can be your target. 

➡ Desktop or Laptop Computers 

➡ Set-top Box 

➡ Smartphone 

➡ etc.

H(ack) DMI

TARGET DEVICES

�36HDMI FUZZER DESIGN - DDC

PHONESTBCOMPUTER

HDMI SINK 
(TV)

HDMI SOURCE 
(COMPUTER)

E-EDID

DDC PROTOCOL REMIND
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PREREQUISITES

▸ Arduino MEGA2560 

➡ Wire Library 

▸ We cut and soldered the HDMI cables for more reliable 
data transmission.

�37HDMI FUZZER DESIGN - DDC



H(ack) DMI

PREREQUISITES

�38HDMI FUZZER DESIGN - DDC
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PREREQUISITES

�39HDMI FUZZER DESIGN - DDC
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HDMI FUZZER DESIGN - DDC

�40HDMI FUZZER DESIGN - DDC

0-7 Header

… …

21 Horizontal Size(cm)

22 Vertical Size(cm)

23 Display Gamma

25-34 Color Characteristics

… …

126 Extension Flag

127 Checksum

0 Always “2”

1 Revision number

2 Pointer to detailed timing 
descriptors “d”

3 Number of detailed timing 
descriptors “n” (lower 4bits)

4 to (d-1) CEA data block collection

d to (d+18n-1) Detailed Timing Descriptor

(d+18n) to 126 “0” padding

127 Checksum

▸ CEA-861-D▸ EDID 1.3
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HDMI FUZZER DESIGN - DDC

▸ Data to mutate 

▸ Each structure of EDID 

▸ Random among structures that are likely to cause 
vulnerabilities. 

▸ Random 

▸ Mutation method 

▸ Bit flip, Swap, shift, etc.

�41HDMI FUZZER DESIGN - DDC
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HDMI FUZZER DESIGN - DDC

▸ To fuzz through the HDMI cable, the process of connecting 
and disconnecting HDMI should be repeated. 

▸ This is confirmed by the HPD signal. 

▸ So we repeatedly send low and high to HPD pin, giving 
the same effect as connecting and disconnecting HDMI.

�42HDMI FUZZER DESIGN - DDC

*HPD(Hot Plug Detect)
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TARGET DEVICES

▸ Any devices that support CEC can be your target. 

➡ Smart TV, Beam Projector 

➡ Set-top Box, Blu-ray 

➡ Smartphone: Need to purchase additional converters(adapters). 

➡ Game Controller 

▸ Make sure that the product supports CEC rather than the type of device.

�43HDMI FUZZER DESIGN - CEC

TV PHONESTB
Game Controller
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PREREQUISITES

▸ Python 2.7 

➡ pySerial 

▸ Pulse-Eight USB - CEC Adapter 

▸ HDMI cable

�44HDMI FUZZER DESIGN - CEC
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TO USE THE CEC ADAPTER

▸ Do you remember the CEC message frame?

�45HDMI FUZZER DESIGN - CEC

START BIT HEADER BLOCK DATA BLOCK1 DATA BLOCK2

INFORMATION BITS(8BITS) CONTROL BITS(2BITS)
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TO USE THE CEC ADAPTER

▸ MSG_START(\xff) 

▸ MSG_CODE => cec_adapter_messagecode(Control Bits) 

▸ MSG_VALUE  => Information Bits

�46HDMI FUZZER DESIGN - CEC

START BIT HEADER BLOCK DATA BLOCK1 DATA BLOCK2

INFORMATION BITS(8BITS) CONTROL BITS(2BITS)

MSG_START 
(8BITS)

MSG_CODE 
(8BITS)

MSG_VALUE 
(8BITS)

MSG_END 
(8BITS)

▸ MSG_END(\xfe)
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FUZZING DATA (1) - OPCODE

▸ Iterate Opcode from ‘\x00’ to ‘\xff’. 

➡ ‘\x36’ was excluded because it is a opcode to power off 
the device.

�47HDMI FUZZER DESIGN - CEC
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FUZZING DATA (1) - OPCODE

▸ Iterate Opcode from ‘\x00’ to ‘\xff’. 

➡ ‘\x36’ was excluded because it is a opcode to power off 
the device.

�48HDMI FUZZER DESIGN - CEC

▸ MSG_CODE (libCEC)
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FUZZING DATA (2) - OPERAND

▸ Send 14 blocks of Operand into random values between 
0x00 and 0xff. 

▸ To increase the probability of a crash, we used a list of 
Opcodes that are likely to cause vulnerabilities.

�49HDMI FUZZER DESIGN - CEC
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FUZZING DATA (3) - MESSAGE LENGTH

▸ Send 1 to num blocks of Operand. 

▸ Maximum message size = 16 Blocks(160bits) 

     => Header(1 Block), Opcode(0 or 1 Block), Operand(0 ~ 14 Blocks)

�50HDMI FUZZER DESIGN - CEC



▸ Devices that support ARC can be your target. 

➡ Home Theater 

➡ Sound Bar 

➡ etc.

H(ack) DMI

TARGET DEVICES

�51HDMI FUZZER DESIGN - ARC



▸ Vulnerability may exist in the area where the audio signal 
is returned via ARC. 

▸ Since devices that support ARC use lower versions of 
codecs, the audio codec 1-day vulnerability is likely to 
work.
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WHAT IS INTERESTING ABOUT ARC?

�52HDMI FUZZER DESIGN - ARC

HDMI SOURCE 
(HDMI REPEATER) 

ARC Rx device

TMDS SIGNAL HDMI SINK 

ARC Tx device

AUDIO AMPLIFIER TV

ARC



FUZZING RESULT 

- DDC 
- CEC 
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REPORT VULNERABILITIES

▸ 1) [DDC] Denial of service : Confirmed 

▸ 2) [CEC] Information leak: Confirmed 

▸ 3) [CEC] Denial of service : Ignored

�54FUZZING RESULT



▸ After shutdown due to kernel panic caused by sending 
EDID data, reboot fails.
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FUZZING RESULT - DDC

�55FUZZING RESULT - DDC



▸ Memory leak caused by one-byte stack overflow of 
memcpy().

H(ack) DMI

FUZZING RESULT - CEC

�56FUZZING RESULT - CEC
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android:: 
Parcel:: 

readInt32( )

android:: 
Parcel:: 

readInt32( )

android:: 
Parcel:: 

readInt32( )

android:: 
Parcel:: 

readCString( )

Src / Dst Msg_len Msg body8

DST Msg body

libhdmicec.so - onTransact( )

libhdmicec_jni.so - onEventUpdate( )

=> printCecMsgBuf(v2, &v8)

V3 V3+8 V3+c V3+10

V8 V8+1 V8+Msg_len+1

FUZZING RESULT - CEC
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UBUNTU DDC FUZZER

�58ADDITIONAL WORK

▸ Fuzzing with a ‘real’ HDMI cable creates a problem of 
speed and stability. 

▸ The graphics driver vulnerability is highly influential. 

▸ So we made a graphics driver fuzzer of HDMI on Ubuntu.
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UBUNTU DDC FUZZER

�59ADDITIONAL WORK

▸ linux/drivers/gpu/drm/drm_edid.c

▸ ftrace

▸ Hooking & Mutation

Step 1

Step 2

Step 3

Step 4
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SUMMARY

▸ Vulnerability assessment with eARC protocol added in HDMI 2.1. 

▸ Find vulnerabilities of HDMI on graphics driver to save the world :) 

▸ Study more about attack vector not considered well

�60

FUTURE WORK

HDMI SINK 
(TV)

HDMI SOURCE 
(COMPUTER)

TMDS SIGNAL HDMI SINK 
ARC Tx device

E-EDID

ARC

DDC

ARC CEC

TV

PHONE

HOME THEATER

STBcontrol

control

control
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THANK YOU 
CONTACT: MORAEH23@GMAIL.COM 

TEAM singiHAjin


