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Medical Device Security: Please (don‘t) be patient!
Julian Suleder, jsuleder@ernw.de
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Who Am I
o M.Sc. & B.Sc. Medical Informatics

o Heidelberg & Heilbronn University
o Master Thesis @ DKFZ Heidelberg
o Teaching: IT-Security Lab @ Heilbronn University

o SIG Consumer Health Informatics (CHI), GMDS e.V.
o Security Analyst & Researcher @ ERNW Research
o Twitter: @jsuleder
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Agenda

o Anamnesis: 
o The State of IT Security in healthcare
o Medical device regulations

o Diagnostics: 
o Examples of insecure medical devices

o Therapy:
o Recommendations
o Outlook & Future Research
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Disclaimer

o All products, company names, brand names, trademarks and 
logos are the property of their respective owners!

o Opinions expressed belong solely to the author and not 
necessarily to the author’s employer or organization.
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Anamnesis
The Environment

Image by marionbrun on Pixabay
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The Environment – Health
Delivery Organizations (HDO)

o Highly-specialized, not comparable to
industry environments

o Various audiences with individual 
backgrounds, expectations and needs

o Continuously changing IT systems landscape
o Business processes are to be digitized
o Financial pressure
o Operations is key

Image by mohamed_hassan on Pixabay
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The perfect target?

o HDOs rely on digital health records to provide their
health services

o Healthcare is behind other industries in protecting
its infrastructure: 
o Outdated technology
o Insecure network-enabled medical devices
o Adoption of digital patient records
o Manufacturers push security problems to the provider

Photo by Annie Spratt on Unsplash
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NHS 2017: WannaCry

o Vor dem Vorfall: 
o Security Assessment von 88/236 NHS Trusts
o Keine einzige hat bestanden

o Auswirkungen
o Störung in mindestens 34% der Trusts in England
o 1.220 infizierte Diagnosegeräte
o Geräte wurden entweder infiziert oder isoliert
o 6.912 abgesagte Termine
o 139 dringende Überweisungen für potenzielle 

Krebserkrankungen abgesagt

Photo by Annie Spratt on Unsplash
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The State of IT Security in Germany
o Federal Office for Information Security (BSI)
o 2018:

o More smart devices marketed every year
o Attacks with potential threats to patient safety 

increase
o Key Observations:

o Missing or weak authentication mechanisms
o Weak or no encryption used to communicate 

and store data
o Operation is key: Medical functionality vs. Security

[https://www.bsi.bund.de/EN/Publications/SecuritySituation/SecuritySituation_node.html, 2019-02-19]
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Statistics provided by the BfArM

o Risk reports increase 
o 2017: 20 reports/day
o Bias:

o Changes in the 
environment?

o More in-depth 
investigations?

o Awareness to report?

[https://www.bfarm.de/DE/Service/Statistiken/MP_statistik/AllgStatAngaben/Anzahl-Risikomeldungen/_node.html, 2019-03-10]

https://www.bfarm.de/DE/Service/Statistiken/MP_statistik/AllgStatAngaben/Anzahl-Risikomeldungen/_node.html
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Anamensis
Medical Device Regulations
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Medical Device Classification

o In the European Economic Area directives and 
legal regulations classify medical products
o Depending on their intended use (primary) 
o Possible harms to patients (secondary)

o Depending on the classification MDMs must:
o Implement processes for quality/risk 

management, SDL and usability for products 
including software

Photo by rawpixel on Unsplash
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What is a medical device?

o Basically everything intended by the manufacturer to be used for 
human beings for the purpose of: 
o diagnosis, prevention, monitoring, treatment or alleviation of disease,
o diagnosis, monitoring, treatment, alleviation of or compensation for 

an injury or handicap, 
o investigation, replacement or modification of the anatomy or of a 

physiological process,
o control of conception

See: Council Directive 93/42/EEC of 14 June 1993 concerning medical devices
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Mobile Apps & Fitness Trackers

o Apps that meet the definition of a medical 
device are considered SaMD

o Future developments of health apps and 
fitness trackers may show how this will 
affect certification requirements

o Apple introduced health records in iOS (US)
o Apps for the Apple Watch Series 4 with ECG 

sensor will get FDA certification

Photo by rawpixel on Unsplash• DEN180044
• DEN180042
Apple Watch Apps:

https://www.accessdata.fda.gov/cdrh_docs/pdf18/DEN180044.pdf
https://www.accessdata.fda.gov/cdrh_docs/pdf18/DEN180042.pdf
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Medical Device Regulation (MDR) – 2020/05

o Supersedes EU- and most nation-specific legal regulations
o Implications:

o More controls for the identification and tracking of defective devices
o More critical classification of medical devices and SaMD
o Demands much more effort on software design, software lifecycle 

processes and risk management
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Medical Device Regulation (MDR) – 2020/05

o Supersedes EU- and most nation-specific legal regulations
o Implications:

o More controls for the identification and tracking of defective devices
o More critical classification of medical devices and SaMD
o Demands much more effort on software design, software lifecycle 

processes and risk management

Effective since May, 25 2017!
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Diagnostics
Examples of insecure Medical Devices

Photo by Sara Bakhshi on Unsplash
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Defects in Medical Devices

o Vulnerabilities in healthcare are sensitive
o Disclosures should be very well thought-out 

and coordinated à may expose patients to risks
o A concealment of vulnerabilities and incidents 

means that those affected cannot themselves 
estimate the risk

o There should be a public chronology in which all 
measures are documented in a transparent way
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Where to get information from?

o Named authorities ensure the central analysis and evaluation of 
risks arising from medical devices
o Germany: Federal Institute for Drugs and Medical Devices (BfArM)
o US: Food and Drug Administration (FDA)

o Incidents and risks must be reported by users and manufacturers
o Incidents that have led, or could have led to the death or serious 

deterioration in the state of health of a patient or another person 
must be reported
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Where to get information from?

o No manufacturer is going voluntarily endanger his market situation
o The ICS-CERT (USA) publishes detailed advisories:

o Explanation of the vulnerabilities, incl. CVE, severity rating, ...
o Section of mitigations and recommendations by the ICS-CERT
o Measures taken by the manufacturer
o https://ics-cert.us-cert.gov/advisories (search for ICSMA)

o Since 2018: German authorities try to actively improve the situation 
with recommendations for MDMs, funded research, ...

https://ics-cert.us-cert.gov/advisories
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https://ics-cert.us-cert.gov/advisories/ICSMA-18-240-01
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https://ics-cert.us-cert.gov/advisories/ICSMA-18-240-01
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Target: Endoscope (2017)
Software 
Updates?
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Target: Ultrasound Scanner (2017)

Software 
Updates?



25

Target: Patient Monitor
Unreasonable
Configuration!
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Target: Image Management System
o Most run on Windows 7 workstations with “special” 

user account
o Updates intensively tested by manufacturers à delays
o Vulnerability: Logging domain authentication credentials

o Unauthorized access to sensitive information such as
o Health information
o Modify device configurations
o Attack secondary systems

o Prerequisites: User privileges on the OS
o Credentials on post-it on screen
o Remote access using an unpatched vulnerability... 

Photo by Owen Beard on Unsplash
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Target: Infusion Pump 
o Moved on demand within the hospital
o Intravenous delivery of nutrients or medications
o Often controlled by a central managing software in 

the hospital wireless or wired LAN
o Receive drug libraries, software updates, pump 

commands and configuration data over the 
network
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Unauthenticated open Port 23/Telnet
o Root privileges on Port 23/TELNET (user: root, pw: <empty>)
o Can be discovered by a low-skilled attacker
o Prerequisites: Access to device’s network using e.g. bedside LAN sockets
o Having different LAN sockets for entertainment systems and medical 

devices does not limit the access
o All the pumps are in the same (flat) managing network

o An attacker will discover all pumps
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https://ics-cert.us-cert.gov/advisories/ICSA-15-125-01B
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Target: Magnetic resonance imaging (MRI)

Really cool! J
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Target: Magnetic resonance imaging (MRI)
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Target: Magnetic resonance imaging (MRI)

Host system...
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Target: MRI

114 Open Ports...
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Target: Magnetic resonance imaging (MRI)

After portscan...
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Target: Magnetic resonance imaging (MRI)

Guest
WiFi
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Collection of manufacturer‘s statements

“We don’t know what we are

going to do with the network

plug on the machine, it came

with the board we used …”

“We only need to make

sure that there are

proper authorization

mechanisms.“

“… a hacker will always find a way …”

„… if we do not use
encryption we can‘t

do it wrong…“

„We know that telnet is
insecure, so we implemented

a custom telnet command
interpreter…“

„Our device will only be operated

in secure environments…“

„The system cannot be patched because

we need to get the certification first…“



36

Therapy
Recommendations

Photo by Joshua Coleman on Unsplash
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https://www.fda.gov/medicaldevices/digitalhealth/ucm373213.htm
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FDA: Content of Premarket Submissions for 
Management of Cybersecurity in Medical Devices

o Following recommendations increases the chance that the device 
passes FDA review

o Audience: Medical Device Manufacturers
o Differences to version from 2014: 

o Detailed documentation for design and implementation
o Medical device security is a shared responsibility
o Assess risks and mitigations throughout the product’s lifecycle
o Cybersecurity Bill of Materials (CBOM)

[https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM623529.pdf, 2019-03-10]

https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM623529.pdf
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FDA: Content of Premarket Submissions for 
Management of Cybersecurity in Medical Devices

o Cybersecurity Bill of Materials (CBOM)
o Listing commercial, open source, OTS software & hardware
o Enable users (= patients, providers, HDOs) to:

o Effectively manage their assets
o Understand the potential impact of vulnerabilities to the device
o Deploy measures to maintain essential device performance

o Effect: Medical Devices are no black boxes anymore

[https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM623529.pdf, 2019-03-10]

https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM623529.pdf
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CS-132: Cyber Security Requirements for 
Network-Connected Medical Devices

o 2018/05: German Federal Office for Information Security (BSI)
o Best practices for manufacturers of network-connected medical 

devices
o Intention: 

o Accompany regulatory requirements
o Support implementation and maintenance with focus on security
o Assistance on how to reduce security issues from the risk analysis

[https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-CS_132E.html, 2019-03-10]
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CS-132: Cyber Security Requirements for 
Network-Connected Medical Devices

o Distinction of the modes of operation:
o Medical operation mode: Used for its intended medical purpose
o Device configuration (incl. patient-specific parameters)
o Technical maintenance (Updates + basic calibrations or adjustments)

o The required security measures must not have a negative impact 
on the safety functions of the medical devices and therefore on 
the lives of patients

[https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-CS_132E.html, 2019-03-10]
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Outlook & Future Research
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Challenges & Further Research

o Risk Scoring in medical environments
o CVSS does not reflect the clinical environment + patient safety impacts
o Approaches:

o Rubric for Applying CVSS to Medical Devices 
https://www.mitre.org/publications/technical-papers/rubric-for-
applying-cvss-to-medical-devices

o Risk-Scoring System for Medical Devices (RSS-MD) 
https://riskscoringsystem.com/medical/

o Raising awareness in the medical community

https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-devices
https://riskscoringsystem.com/medical/
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Funded Research: Project „ManiMed“

o German Federal Office for Information Security (BSI)
o Manipulating Active Medical Devices (ManiMed)

o Collection of recent marketed ”smart” medical devices
o Security assessment of networked medical devices (e.g. pacemakers, 

insulin pumps, patient monitors, syringe pumps)
o Publication of the security analysis and outlook for the medical care
o Planned with a duration of 1.5 years
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Photo by Mathew Schwartz on Unsplash

https://ernw.de/en/whitepapers/issue-66.html
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www.ernw.de

www.insinuator.net

Thank you for your Attention!

jsuleder@ernw.de

@jsuleder

For information on risks and side-
effects of this presentation please

ask your doctor or pharmacist.


