


Security Vulnerabllities of
Autonomous, Unmanned
and Driverless Vehicles










Origins

Germany 1986

Ernst Dickmanns,VaMoRSs
1995: Munich to Copenhagen Iin regular traffic, up to 175kph, vision only!



curope

connectec
automatec
driving.eu
e UK: Nissan testing autonomous LEAFs in London since 2017
® Jaguar Land Rover testing on public roads
e Government promises £200 million research fund
e Sweden: Gothenburg driverless Volvo trials started Dec 2017 through 2018

® AUTONOMOUS bus In northern OCckKnholm approved 201c




The Revolution Is Coming

QAdvantages: D



The Revolution Is Coming
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Civil Applications
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Civil Applications

e Unmanned cargo shipping




Civil Applications

Zero Emission . Yara Birkeland

(0

YARA

e Kongsberg Yara Birkeland
® /ero emissions, autonomous capable
® Replaces 40,000 annual truck trips
e 2020: Manned operation & testing
e 2021: Downcrewing

e 2022: Fully autonomous operation



Civil Applications

® Priorities:
® Precision Agriculture
e Self-Driving Cars

e Roadblocks:

® Shared Infrastructure 1oatl

(Alrspace, Roads)

® Acceptance (Safety,






Classic Fallures

. -

Fatal Tesla Autopilot Accident
US-101, March 2018

® Dynamic cruise control + autosteer lane following
e 120 kph impact with previously damaged crash attenuator
® \ehicle selected poor lane markings over lead vehicle

® Fragile decision making & edge cases abound



Autonomous Vehicle Logic Structures

Activity Hierarchy

U U \VUIUCO c



Autonomous Vehicle Logic Structures

Examples

Lifesaving Drone Pizza Delivery

Dynamic “bombing run”

Reasoners planner, impact point estimator

GPS waypoint circuit

Dispense pizza to credit card

Reasoners

Route planning from SLAM-
generated sensor map

Dynamic obstacle
discrimination & avoidance

Nonel!




® Active vs Passive
® Common sensors:
® GPS
e LIDAR
® Cameras

e Millimeter Wave Radar

e Ultrasonic Transducers

e Digital Compass
IMU



Sensors

® Sources of uncertainty:

® Noise
e Drift

e Latency & update rate

e Uncertainty must be modeled under assumptions

® Sensor fusion:
e Fused/registered data can be more useful than separate
e \What to do when sensors disagree?

® Robot robustness may come down to:

e How smart is it at discounting 1 bad/spoofed sensor?



Sensor Attacks

® 2 kinds




GPS




UT Austin Radionavigation Laboratory
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UT Austin Radionavigation Laboratory



® | ow Cost GPS Simulator Using BladeRF SDR
® Qihoo360 Unicorn Team Huang & Yang, DEF CON 23



UAYV Takedown!







® 2D sensor highly orientation dependent

® Inclines can look like obstacles

e May miss low obstacles & discontinuities



LIDAR
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LIDAR
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Use of reflective materials
to thwart laser designators



LIDAR
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LIDAR

STRONG

Induced fake dots

\
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Penimeler
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Shin, Kim, Kwon, Kim, KAIST, 2017

® Spoofing: weaker sources cause false returns

e Can exploit curved glass refraction to alter location of false returns

® Depends on source strength



LIDAR

Room
Penmeter

(L Multiple pulses
received due 1o divenpe
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Induced Fake Dots

‘si‘:unllr l.ocation
Shin, Kim, Kwon, Kim, KAIST, 2017 /

® Spoofing: Relay attack i,umr Location

® Timing Is critical for placement of fake returns



Tesla Autopilot




Cameras

Specialized object detection (including signs and lane markings)
Sometimes stereo for (noisy!) depth map
Colorizing LIDAR
Denial:
e Easily dazzled
Spoofing:
e Camouflage techniques
e Color assumptions

e Repeating patterns



Cameras

(b) Prediction

Fischer et al., 2017

! F?“rh ed

Athalye et al., 2018

e Spoofing deep learning recognition models

® Crafted adversarial examples
e So far generally white box technigues

e Do not currently work reliably in face of parametric distortions
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VIMW RADAR

(a) Drive gear. () Autopilot. (e) Januned.

e Jamming: Contactless Sensor Attacks
® Liu,Yan, Xu, DEF CON 24

® Spoofing & relay attacks theorized but not performed

Oscilloscope

Signal Analyzer

Signal Generator

Harmonic Mixer
Frequency Multiplier



IMU & Compass

BRNRERAANL
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e Primary navigation sensor for some systems

e High fidelity models available

e Typical cumulative error:0.1% of distance traveled
e Denial/spoofing:

e Extremely difficult to interfere with

e Physical attacks with magnetic fields, thermal drift



||-.L_if'|‘.' Corvived e -

Meauiement -
it ument !

Son et al., KAIST, 2015

e MEMS gyroscope vibrates & has resonant frequency
® Can be perturbed with external acoustic source
e Similar to well-known attacks on spinning hard disks

e Successfully POC'd by crashing flying multirotor UAV
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Ultrasonic Sensors

Audi Normal Audi la.

Contactless Sensor Attacks (Liu,Yan, Xu, DEF CON 24)

e Automated parking sensor

® Only used at low speed
e Attacks:

® Jamming

e Spoofing

e Cancellation



Bond vs Robots

® GPS Jammer

® Smoke/Dust/Vapor

® Lightweight decoy obstacles
e Chaff

® Glass caltrops

e Oil slick



Bond vs Robots

® Active LIDAR Jammer/Spoofer
® Active Radar Jammer
® Acoustic Blaster

e Adversarial Turtle Dispenser



The Map

e (Great emphasis on preacquired map data
e Often considered to be reference ground truth
® Reduces recognition load

e Traffic lights

® \/egetation

e Other speed control & traffic management features



® Traffic lights
® Camera knows where to look

® Difference Iin robot vs human assumptions



The Map

— = Grass Length
— I:‘-;-.\‘ deviation
SN YN detectes,
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e \egetation
e Colorized LIDAR

® Transmission classifier

e Overhanging foliage

e Map dependence may exacerbate brittleness of discrimination rules



The Map

Peter Stone, UT Austin

e Map requires constant updates
e Local map:

® \ulnerable to unexpected real world features
® Remote map:

® \ulnerable to denial (4G jamming)

® \ulnerable to spoofing (MITM attack, standard cellular intercept techniques)



Exploiting the Logic Structure

e Goal: Maximize uncertainty

e Requiring manual assistance

e Confusing/annoying occupants

® |[nconveniencing other road users
® Concentrate on fragile maneuvers

® Attacker has access to map too



Trapping/Redirecting
< |16 TG N




Clobbering

Goal: make robot run into something
Subvert collision avoidance
® [ncapacitate vehicle
e Damage/remove sensors
Subtle map deviations
Imitate light vegetation
Simulate obstacles at speed
Disguise entrance walls with reflective/absorbent material within GPS noise

Dynamic obstacles under overhead signs



Would you buy a self-driving car that couldn’t
drive itself in 99 percent of the country?
Or that knew nearly nothing about parking,
couldn’t be taken out in snow or heavy rain, and
would drive straight over a gaping pothole?

If your answer is yes, then check out the




V2V

U.S. Department 0. 8.0.0.0.¢

of Transportation

National Highway NHTSA
Traffic Safety Eeeaaua—a—o
Adminisiration = 0000000000000 wewmwea

DOT HS 812 014 August 2014

Vehicle-to-Vehicle Communications:
Readiness of V2V Technology for
Application




Components

Scenario and waming type ' Scenario axample

Forward collision warning

Apprnaching a vehicle that 1s
decelarating or stopped
Rear end
collision
sCenaros
Emergency electronic
brake light waming

Approacaing a vahicle
siepped in roadway bt not
visible dus to obstiuclions

8lind spot waming

Beowming lane departure that
could sncrozch on the traved
lane of another vehicla lreveling
In the sama direction; can getect
vanicles not vet in Blnd spot

W — T ——————

Lane change
scenarios

Fncroaching oo the travel : ‘ IR m

- i . y '7._*—‘f" f.'_ -.

tane of another \.eh,cl':_: & gmw-mm
fravaling \n opposie girection . ) N [ —- -

can detact moving vehicles nol
yet In blingd spot,

Do not pass waming :

giind intarsection weming

Encroacting onte the ravel lana
INtarsection  of apntiiar vehice wih whom
sconarin drivei 15 crossng paths al a blind
misrsscion ar a0 rilsrsechon
without a traffic siona

® Just warnings for now!



V2V Components

Sacurity system
low mrdd eeifga VIV securty coriicales (0 ersute Tusl Detween vehucies

In-vehicle componants

= Frowrdos vehiCle Domilon
aivd b 30 DSHC adic
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Saloty apglication ehicie's inlernal
| slactronic control unit COMUTIUMCATONE (e ltwork

Rurs safely sappdcrsm | Evming metacew thal
| IFieECtnrbi i SOmponeTT

® Both on-board and roadside communicators
® DSRC: Omnidirectional, 300m range, 200-500 bytes
® Basic Safety Message (BSM) protocol

e Not encrypted

e PKI authenticated (signed via certificates)



V2V Transmissions

e Part |: Core
e Part Il.: Appended when changed, vehicle-specific
e Note unencrypted GPS
e Spoofing feedback?



V2V Security

SEMS Manager

‘ Misbehavior Authority

3t 8 : |
Certification Lab~ +  : | Intermediate CA | internal Glabal CRL
3 . . | Blacklist |  Detection | Generator
| Manager

Enrollment CA Peeudonym C&

Linkage
Avtharity 1 | | Authorityz B - Store

Request l__ Registration
Coordination | Buthority

Device Config.
ianager

Intrinsically Central by

; ; E Central Chodcn

m Regular Communication
Device 1 Device 2 Device 3







Traffic Sensor Flaws
_W"

e \V2V/V2l aims to avoid mistakes of current traffic sensors
e Hacking US Traffic Control Systems, Cesar Cerrudo @IOActive, DEF CON 22
® No encryption/authentication, wireless transmission in cleartext
® Firmware updates neither encrypted nor signed

® No doubt will make others!



\ 20 Hacked
- Vehicles/km/lane

20% Hacked at
rush hour




Remember...
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Driverless vehicles are cool!
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The ca dfives
itself while
you "SHAG!









