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Basics of Offline Finding



Oh no I lost my MacBook, but where? —1 = =

SECURE MOBILE NETWORKING

In the office!

At the café? In the train? In the gym?
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Find My SEs(TIe
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iPhone

Connected to the
same iCloud account
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—
MacBook
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Find My SEs(TIe
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MacBook iPhone
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Find My SEs(TIe
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MacBook iPhone
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Find My Network

SEs(TIe

SECURE MOBILE NETWORKING

8

iPhone

Download encrypted

Apple’s servers
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MacBook
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location reports

Broadcast public key

over BLE

AAA

Upload encrypted
location reports

=

Get GPS location

> and encrypt it

=

Finder Devices (iPhones)
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Bluetooth Low Energy Communication SEs(Tl=
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Public Key byte [0]

Hint

Public Key bytes [6..27]
Satus Byte

BLE Address
Public Key bytes [1...5]
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Key generation
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Private (decryption) key
di — (do * l/ti) + Vi

Public (advertisement) key
pi=d*G

l

“diversify”

“update”
(every 15 min)
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End-to-End-Encrypted Location Reports

Finder generates
ephemeral key pair

(d,p’)

Advertised public key

ECDH

» shared secret —»

KDF

Location (+ accuracy)

}
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> Key, IV —>

AES-
GCM
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Encrypted report

+ timestamp
+ Hash(p))

/

+p
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Apple’s Cloud database SEslTl=
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A s Cloud database SEslTE
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Public Key ID Date Published Location report

G1lrfbUicM6QSH... 2022-06-29 09:30  XXXXXXXXXXXXXXXXXXX<Finder public key>
G1rfbUicM6QSH... 2022-06-29 09:32  XXXXXXXXXXXXXXXXXXX<Finder public key>

d8tzwKrhT+Veéw... 2022-06-29 09:35 XXXXXXXXXXXXXXXXXXX<Finder public key>

d8tzwKrhT+Vew... 2022-06-29 09:38 XXXXXXXXXXXXXXXXXXX<Finder public key>
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Security of Find My



Encrypted Location reports SEslTl=
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Finder’s public key is
attached to location report

/

pP
l e Private key d; needed
ECDH e Depending on NIST-P224 Curve
Owner devices gets security o
private Key T e No security issues detected
(d;,p)
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Secure Key Storage SEs(Tl=
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Encryption Keys Master Beacon Keys Precomputed keys

Cache file for pre-calculated

Stored in Keychain Keys only stored encrypted key pairs
Synced over Decryption keys stored
E2E encrypted in Keychain No access protection /
iCloud Keychain encryption
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Unauthorized locaiton access SEelTC
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Attacker controlled environment

Victim device (macOS)
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Unauthorized locaiton access SEelTC
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Apple’s server DB Attacker controlled environment

v 7] UL
W—0 B B F
- . ! 7 ? 7
Victim device (macOS) — —J  UJ U

MacBook iPhone iPad Watch
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Identifying the victim SEs(Tl=
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Home -
.é Office -
§ Partner -
— Friends -+
oY
= Sport -
Family -
| | | | |
0 5 10 15 20
Hour of day
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Is it fixed?

SEslT

SECURE MOBILE NETWORKING

Precomputed keys

macOS 10.15.7 (2020)
macOS 11.0 (2020)

Cache file for pre-calculated
key pairs

Access protected through an
entitlement
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AirTags and Find My



AirTags SE=[Tlc
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AirTags

SEs(TIe

SECURE MOBILE NETWORKING

411

Market Street

Superette|128
migo's Market

st
£ddy S Carl's Jr.

Cadillac Market Turk St

Maryland Market El Doradb MarKet

b Golden Gate AR
DhakaMarket

McAllister St

S

X
3
&

carriage/inn

Items

.
Alan’s KeyS With You
3531 Jessie St

Alan’s Bike

5251 Market St - Now

Alan's Umbrella
6000 Mission St - Now

Alan's Backpack
4G7?2 7th St « Now

People Devices
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W
hat should go wrong?
SEs(TILE
Am I "ln:_‘ . s rNIE-J umg

Ehe New Nork Times

I

Are Apple AirTags
Being Used to Track
People and Steal Cars?

groups sounded alarms about the coin-
cation-tracking devices when they were
Now people are concerned those fears

are being realized.

Privacy
sized lo
introduced.
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Protection mechanisms SEslTE
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Protection mechanisms SEelTC

EEEEEEEEEEEEEEEEEEEEEE

AirTag Release
P Pl ) 3:25/538 April 30, 2021

Howto remove the speaker coil from th

49 368 views *
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10S Tracking Detection



SEs(TIe

SECURE MOBILE NETWORKING

Protection mechanisms for

&)

Proximus

s

Friday) 13 May,

AirTag Found Moving With You

The location of this AirTag can be seen by
the owner.

00:01

&
3
2

Marin Headlands

GOLDEN 6,
BRIDG

SargFrancisco
Lastseen @
9:41 AM

ODaly City H

South san !

Francisco_x«

ce

\

Pacifica, \,.
San Bruno®

San Francisco
International
Airport,(SFO)

oJBurlingame

X

AirTag Detected Near You
First seen with you at 8:50 AM

(>

Play Sound
Locate AirTag

()

Pause Safety Alerts
Don't notify me about this AirTag

Swipe uplto open
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Event collection SEslTC
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Detection Algorithms SEs(Tl=
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Visit @ Coffee place Visit @ Pharmacy
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Detection Algorithms SEs(Tl=
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Visit @ Coffee place Visit @ Pharmacy
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Detection Algorithms

EEEEEEEEEEEEEEEEEEEEEE

1. Has the tracker been seen
in the last 5min

2.Did the tracker travel with
the user for more than 420m

3.Did the tracker travel with
the user for at least 5min
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Suspicious Device = Notification? SEelll=

Suspicious device ‘

\ 4
Send a notification
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Suspicious Device = Notification? SEelll=

— Suspicious device ‘

@ home ?

Yes No Wait ®

~ 4h

0

Send a notification
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AirGuard



Protection mechanisms for Android SEslTE

SECURE MOBILE NETWORKING

( 331m00 - @ NARO37%8 \ . Ty
( | ] > el f 323m00 - [ X DO 38%a

Tracker Detect : Unknown AirTag

First seen 17 minutes ago

Scanning...

<
2~ !

Tracker Detect looks for item trackers that are I I I
separated from their owner and that are Eoknowniailag
compatible with Apple’s Find My network. sissetiamiiics 202 °
Play Sound

These item trackers include AirTag and
compatible devices from other companies.

1 Item Tracker Found Locate this item tracker

. . N . You can play a sound on this AirTag after it's been near you for
If you think someone is using AirTag or another 10 mmufesy ¢ y
device to track your location, you can scan to

try to find it.
rytofindi Learn About This Item Tracker

Instructions to Disable

\ J \ y \ y
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( °

Dashboard

No risk

9 No trackers found during the last 14

{EVS

@ Last scan: May 11, 2022 18

How does AirGuard work?

@ AirGuard uses Bluetooth to scan for
devices that follow you.

With the help of location information
AirGuard can detect if a tracker is
following you to multiple locations!

You get a notification when a
potential tracking device is following
you! The card above will then change
its color to orange or red.

| got a notificatio
should | do?

Thu, May 12

Device control Media output
A AirGuard-Dev ~
An Apple Device follows you 03:04 v

Open the notification to get more info. The Apple De..

An Tile follows you 03:04 v
Open the notification to get more info. The Tile has ..

An Apple Device follows you 5/11/22 v
Open the notification to get more info. The Apple De..

An Tile follows you 5/11/22 v
Open the notification to get more info. The Tile has ..

B Update postponed. v
5 USB for file transfer v
% Cable charging (13 m until full) v

Notification settings  Clear

k Dashboard Ignored Settings )

\ No SIM | Emergency calls only

09:06 BN RO 95%a

669@6"

( M ( M

< Device Bluetooth address: CE:5... < Risk evaluation

Tracker detected ) Locations tracked

2 759

Other devices found »

212

Dates detected

May 11, 2022 14:44:55
May 11, 2022 14:27:27

© OpenStreeiMap contribl]torsj‘?' e ot

Last scans
Apple Device 1784 Beacon May 11, 2022 14:44:58
Discovered: 4/21/22 09:24 3‘] 8 WAL 1y AV VT

Last seen: 5/11/22 14:27 May 11, 2022 14:11:22
May 11, 2022 13:54:40
,'._\\ May 11, 2022 13:37:04

Ignore Device

Mute notifications for this device

Find and deactivate an AirTag

&) Play a sound and find it

5 = e - = o)

280,000 downloads on Google Play

k Dashboard Ignored Settings ) k Dashboard Ignored Settings )

GETITON - GET IT ON

| }’ Google Play F-Droid



Tracking Detection SEs(Tl=

SECURE MOBILE NETWORKING

MAC Addresses
Device Types
Current location
>

Distance >= 400m
Time >= 30min
# detections >=3

(@
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Supported Trackers SEslTl=
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Risk Levels

SEs(TIe

SECURE MOBILE NETWORKING

Dashboard

No risk

9 No trackers found during the last 14
days

@ Last scan: May 11, 2022 18:12:05

How does AirGuard work?

@ AirGuard uses Bluetooth to scan for
devices that follow you.

With the help of location information
Q AirGuard can detect if a tracker is
following you to multiple locations!

You get a notification when a
potential tracking device is following
you! The card above will then change
its color to orange or red.

| got a notificatio
should | do?

( M N

\ Dashboard Ignored Settings )

r

@ Manual Scan
| got a notification, wha

Dashboard

Medium risk

9 Detected 3 tracker during the last 14
days

® Last tracker discovered at May 12,
2022 23:03:21

@ Last scan: May 12, 2022 23:03:25

How does AirGuard work?

AirGuard uses Bluetooth to scan for
devices that follow you.

With the help of location information
AirGuard can detect if a tracker is
following you to multiple locations!

You get a notification when a
potential tracking device is following
you! The card above will then change
its color to orange or red.

L = o

Dashboard

High risk

° Detected 2 tracker during the last 14
EVES

® Last tracker discovered at May 11,
2022 14:44:55

(@ Last scan: May 11, 2022 14:44:58

How does AirGuard work?

@ AirGuard uses Bluetooth to scan for
devices that follow you.

With the help of location information
AirGuard can detect if a tracker is
following you to multiple locations!

You get a notification when a
potential tracking device is following
you! The card above will then change
its color to orange or red.

@ Manual Scan
| got a notification, wha

L = o

\ Dashboard Ignored Settings )

( ® N\

\ Dashboard Ignored Settings )
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Manual scans SEsITIS

SECURE MOBILE NETWORKING

( M

< Manual Scan

Apple Device Q oowm

CB:55:7C:7C:1B:8C

=

AirTag 9 0.0 M @

DF:DF:47:57:E7:7F

FindMy Device 9 01 M @

FF:6F:23:DA:93:2F

=

Apple Device Q om

CE:59:6E:E1:BF:45

=

Tile 9 1.0M

F5:9C:54:12:78:93

=

= = &

k Dashboard Ignored Settings J
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Evaluation and
Observations



Evaluation SEslT2

SECURE MOBILE NETWORKING

Coat Backpack Car
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Evaluation SEslT2

SECURE MOBILE NETWORKING

B Coat Backpack B Car

5 hours

4 hours

3 hours

2 hours

Time to notification

1 hour

O hours
AirGuard iPhone

2 TECHNISCHE
UNIVERSITAT
DARMSTADT

AirGuard | Troopers | June 2022 43


https://www.seemoo.tu-darmstadt.de/

Self-made trackers SEslTC

EEEEEEEEEEEEEEEEEEEEEE

Self-made trackers may not be detected by iOS

Replicate the Offline Finding of Apple Devices

Actively ignored for tracking detection in iOS

Generally easy do detect
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Real-World Observations SEslTE
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* Voluntarily share anonymous data with us
« 38,000 participants until March 2022

« About 11 million BLE advertisements
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Device Distribution SEslTE
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@® Apple Devices Find My Trackers

All devices found Devices with a
tracking notification
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RSSI Levels SEsITIS

SECURE MOBILE NETWORKING

Find My Devices B Apple Devices

-25

-50

-75

-100
Notification No Notification
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Real world observations SEslTE

EEEEEEEEEEEEEEEEEEEEEE

Did exactly what it was supposed to do!!! I
used this app today to locate the air tag my
ex put in my car to track me...

It took a little while though, like a day, but
it detected an Apple Air tag 5 that was hid
in my car. Fortunately the app allowed me
the capability of playing a sound from
within it and locating it.

Somone had my location and I even found
it in my bag!!!
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Feedback over the app

, 1N

Clothes Backpack / Bag Bike Car
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The Solution? SEslTS

EEEEEEEEEEEEEEEEEEEEEE

* Apps cannot be the solution
* OS-level integration necessary
» Support for all trackers

* Minimum standards for trackers
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What comes next? SEslTC

SECURE MOBILE NETWORKING
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Thanks to... SEslT2
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Milan Stute Jiska Classen Niklas Bitther Tim Kornhuber
PostDoc @ SEEMQO PostDoc @ SEEMOO Student Student
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Q&A


https://github.com/seemoo-lab
mailto:aheinrich@seemoo.de

