
Azure AD native 

Cert Based Auth



Smartcard / certificate authentication required

SSO scenarios on mobile devices

3rd party MDM scenarios





Microsoft Azure 
Active DirectoryOn-

premises 
(ADFS)

Cloud workloads 

Today CBA / SmartCard (CAC/PIV) 
authentication for Azure AD requires 
federated ADFS



Unblock new & existing customers with CBA requirements

Reduce cost and on prem footprint for customers

Extending Azure AD to support CBA for all accounts





How to configure CBA in 

Azure AD?



IT admin configuration

Upload the root,  

intermediate and issuer 

certificates. Configure 

Certificate Authority(CA)

Configure authentication 

bindings (MFA). All certs bind 

to single-factor auth by default

Configure username 

binding. Binds Principal 

name to UPN by default

Enable Certificate-based

authentication
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End user 

experience

JaneDoe@contoso.com



End user 

experience





Revocation



Logging:

Single Factor



Logging:

MFA requested



Logging: 

Additional 

Information



Supported 

Scenarios



Q&A



Twitter: @azuread / @wiele


