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•Security of medical
devices

• Vulnearbility analysis
• Projects
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Section DI 24

•Security incidents

• Cooperation with
Federal Institute for
Drugs and Medical 
Devices (BfArM)

• Situation room

•IT-Security 
requirements

• Technical directives
• Test specifications
• Protection profiles
• Test procedures

•Security of payment
procedures

• Credit
• Debit
• CBCDs

•Know Your
Customer (KYC)-
procedures

• Expert groups
• Money laundering

•Requiremtens for
special methods of
authentication

• Biometric
• Multi factor

•(european) 
workinggroups

• Secure 
Element/eUICC

• Hardware-
sicherheitsanker

•Telematik-
infrastruktur (TI)

• Health insurance
card

• Electronic 
prescription

• Electronic patient
record



Timeline
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Corona-Warn-App (CWA)



Corona-Warn-App

11.07.22 8

• Developers: SAP & Telekom

• German App for Contact Tracing

• Pan-Eurpopean Privacy-Preserving Proximity
Tracing (PEP-PT)
vs. 
Decentralized Privacy-Preserving Proximity Tracing
(DP^3T)

• Open source
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CovPass-App



CovPass-App
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• Developer: IBM & Ubirch

• German app for Digital Covid Certificates (DCCs)

• EU-wide Public Key Infrastructure 

• Dezentralized data storage
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Assessments



Assessments
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• Assignment via BMG/RKI

• Sprints 

• 5- to 7-day pentest and code reviews (biweekly)

• White Box 
—Threat modelling workshops



What is special?
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• Evolving subject

• Frequent and close collaboration with 
stakeholders
—Periodic assessment 
—Weekly meetings

• Changing Requirements

• Process vs. product
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Technical Approach
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Assessment Approach per Iteration

Deployment

• Dedicated Testing 
Environment

• Testing-Apps
• APK
• TestFlight

• Source Code (GitHub and 
GitLab)

• Version info and commits

Diffing

• Source code diff between 
current and previous version

• Mark interesting and 
important parts for later

• Mark interesting and 
important parts based on 
changelog

Testing

• Thorough assessment of new 
functionality (penetration 
test, source code audit, …)

• Thorough assessment of 
parts marked in diffing phase

• Automated and recurring 
tests (dependency scans, 
source code queries, …)

Reporting

• General rating and evaluation 
of the current state of the 
iteration

• List and detailed description 
of all findings

• Details about tested versions 
and covered commits
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Assessment Approach: Deployment

iOS TestFlight deployment

CovPass Iteration documentation

github.com/corona-warn-app/cwa-app-ios/releases/tag/v2.22.0-rc.3
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Components Covered

Corona-Warn-App CovPass

Mobile apps 2 4

Web interfaces 3 2

Backend systems 9 13

Total 14 19
On average. Some iterations require testing dedicated other components.
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https://github.com/corona-warn-app/cwa-server/blob/main/docs/ARCHITECTURE.md



CovPass Backend Components
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• Lots of microservices with separated responsibilities:
– Vaccination Certificate Issuance
– Signing Service
– Point-of-Certification Management
– Credential-Management Servers
– Reissuance Servers
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Programming Languages and Technologies

Corona-Warn-App CovPass

Kubernetes

Java

JavaScript / TypeScript / React

Swift

Kotlin

Kubernetes

Scala
Java
Go

Rust
NodeJS

TypeScript / Angular

Swift
Kotlin

Excerpt, not a complete list of languages and technologies used.
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Assessment Approach: Diffing

• Diffing provides only little 
context

• Can only show what changed

• Challenge: what is important, 
what isn’t (e.g., UI code)

Diffing also possible on GitHub:
github.com/corona-warn-app/cwa-app-ios/compare/v2.20.1...v2.21.1

https://github.com/corona-warn-app/cwa-app-ios/compare/v2.20.1...v2.21.1
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Assessment Approach: Reporting
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• About 80 reports in the last two years

• Lots of monotonic and recurring work → automate things!

auto-bsi iteration new --start 2022-06-13 --end 2022-06-15 v1.27 

auto-bsi commits new ios-covpass abcd1234 
auto-bsi commits diff 
auto-bsi depscan scan 

auto-bsi report finish



Assessment Approach: Reporting
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Vulnerability Examples



CWA iOS: SQL Injection
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• During downloading and storing keys from the 
server

• Found and mitigated prior to the public release of 
the app version

• Publicly documented on GitHub 
https://github.com/corona-warn-app/cwa-app-
ios/issues/1533

https://github.com/corona-warn-app/cwa-app-ios/issues/1533
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etags array originates from server

Will be placed in SQL query string



CovPassCheck iOS: Logic Bug
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• Missing validation of the certificate after tapping 
“scan another certificate”

• Found and mitigated prior to the public release of 
the app version
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func scanNextCertifcate() {
firstly {

router.scanQRCode()
}
.map {

try self.payloadFromScannerResult($0)
}
.then {

self.process(payload: $0)
}

[…]
}

private func process(payload: String) -> Promise<CBORWebToken> {
return parser.parse(payload)

}

func startQRCodeValidation() {
firstly {

router.scanQRCode()
}
.map {

try self.payloadFromScannerResult($0)
}
.then {

self.process(payload: $0)
}

[…]
}

func process(payload: String) -> Promise<CBORWebToken> {
repository.checkVaccinationCertificate(payload)

}

First Scan Next Scan

Certificate is validated Certificate is only parsed



CWA Backend: Log Upload XSS
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• The mobile apps allow uploading logs in case of
errors

• This logfile (ZIP archive) can be downloaded by
developers

• Stored XSS in the uploaded file
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CWA Backend: Log Upload XSS
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• First fix incomplete

• No XSS but still allowed HTML injection (violates
integrity of the page)
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CWA Backend: Log Upload XSS
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• First fix incomplete

• No XSS but still allowed HTML injection (violates
integrity of the page)

• Lastly it was refactored to completely rule out the
issue (filename is not displayed at all)



Both: Log Injection
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• Violate integrity of server logs

• Interesting bug class especially for CovPass audit 
logging (who issued which certificate)
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Vulnerabilities in Third Party Components
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• Third party components are not explicitly in scope

• However during testing we came across multiple 
vulnerabilities in different types of third party 
components

• These were communicated to BSI which initiated a 
CVD (coordinated vulnerability disclosure) with the 
vendor



Vulnerabilities in Third Party Components
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• Examples
—Local privilege escalation via exploitation of an 

SUID binary
—DoS in parsing library
—RCE, SQLi and partial authentication bypass in 

server component
—RCE in client software
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Conclusion



Conclusion
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• Very good state of security on both 
projects (despite difficult circumstances)

• Testing is sometimes hard:
• Changing requirements
• Short timeframes for testing
• Unexpected changes in schedule or 

implementation

• Developers are supportive

• Also: don’t underestimate third party 
components!
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• Very good state of security on both 
projects (despite difficult circumstances)

• Testing is sometimes hard:
• Changing requirements
• Short timeframes for testing
• Unexpected changes in schedule or 

implementation

• Developers are supportive

• Also: don’t underestimate third party 
components!

• Digitalization must consider security 
aspects – also in volatile projects

• Security begins by design

• In-house reviews and pentests must be 
performed

• External reviews/examinations help 
(certification)
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BSI	as	the	Federal	Cyber	Security	Authority	shapes	information	
security	in	digitalization	through	prevention,	detection	and	
response	for	government,	business	and	society.

Guiding principle



Thank you for your attention!
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