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Whot the Firmwore onolysis

* Firmware is the operating system
* Linux analysis techniques can be used quite often and are well known
 Commercial tools are available, but they are expensive and limited

* EMBA has no limits, costs no money and gives the best results



vlian2hwname=et@
pppoe2_flag_Smin=@
wlan_acl_macé=
wlan_acl_mac7=

The typicol workFldw S
—

http_passwd=passwi
wl_wpa_psk=ap_d-1link&4
http_rmstartip=0.08.8.8
WEERR T E
pptp_localip=0.9.08.80
wlan_acl_mac9=

* Do some strings

Entropy

e Do some binwalk

* Do some find

* Do some regex

Do a lot google

= )-[~/git-repos/sniffROM]
yinwalk putput.bin

* Load something into IDA/Ghidra

DECIMAL HEXADECIMAL DESCRIPTION
30964 Ox78F4 LZMA compressed data, properties: ©x5D, dictionary size: 65536 bytes, un
compressed size: 195236 bytes

131072 0x20000 TRX firmware header, little endian, image size: 3047424 bytes, CRC32: @x
BE9437E2, flags: @x@, version: 1, header size: 28 bytes, loader offset: @=1C, linux kernel offset: @x=9
2EEC, rootfs offset: 0x0

.
. DO SO m et h I n 131100 @x2001C LZMA compressed data, properties: @=5D, dictionary size: 65536 bytes, un
compressed size: 1658880 bytes

732908 @=B2EEC Squashfs filesystem, little endian, non-standard signature, version 3.0,
size: 2443177 bytes, 653 inodes, blocksize: 65536 bytes, created: 2013-04-19 @9:04:43
3964944 0=3C8010 gzip compressed data, maximum compression, from Unix, last modified: 197

0-01-01 00:00:00 (null date)
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Get the firmwocre

» Updates from vendor / web site
* Shell access — copy the filesystem
* Other vulnerabilities e.g., comma
* JTAG/SWD

 Communication sniffing (e.g., SPI

* Desolder Flash memory and extr




The eosiest woy

Binwalk all the things

— )-[~/git-repos/testimages
—$ binwal DIR30@BS FW214WwB01.bin

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 DLOB firmware header, boot partition: "dev=/dev/mtdblock/2"

108 0x6C LZMA compressed data, properties: 0x5D, dictionary size: 33554432 bytes, uncompressed size: 3479564 bytes

1179756 0x12006C PackImg section delimiter tag, little endian size: 10495232 bytes; big endian size: 2465792 bytes

1179788 0x12008C Squashfs filesystem, little endian, version 4.0, compression:lzma, size: 2463195 bytes, 1479 inodes, blocksize: 131072 bytes,
6 06:18:46

— )-[~/git-repos/testimages |

—% 1s _DIR3@OB5 FW214wwB@1.bin.extracted/squashfs-root
Goroie | adaric-  ([ENED

— )-[~/git-repos/testimages’

sep 2021 ¥4 1,233 commits




The EMBA extroction process
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Finolly, we hove something extrocted

Which files and directories are there? Which kernel?

Which binaries, configuration files, ... <= ( \ ___— Are there hard-coded passwords?

| |

analyzer

l
l
\_ modies _,

Which binary protections are in use? / \ Insecure permissions?
Which Software versions in use? Weak configurations?
Is some outdated software in use? Public exploits?

<+

Which architecture are we dealing with? | = Scripting issues (shell, python, php, ...)?

Which areas are from the vendor, which are open source? Dynamic analysis?

Where are possible weak spots or interesting functions used? Reporting



oNn't reinuent the wbeel

Multiple Linux tools Docker

binwalk Radare?

Freetz—-NG fdtdump

Checksec.sh linux—-exploit-suggester
CVE and CVSS databases OpenSSL

CVE-Search uboot mkimage
CVE-Searchsploit objdump

cwe—checker pixd

GHIDRA bandit

progpilot

See also: https://github.com/e-m-b-a/emba/wiki/Installation##dependencies

Qemu
shellcheck
sshdcc

Lree

unzip

sudo parser
sshdc

Yara

and others ..
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Whot the Odo

e Oday — unknown vulnera
* You have to find the vuln
* The goal of every penetr

e 1day — already known Vv

* You have to identify the
match it against a vulnes

* The goal of every penetk
waste time with it

* Itis also an interesting th
purchasing department




Weok Linory Functions

When using legacy C functions such as strecpy, it’s up
to the developer to make sure the size of the buffer
to be written to is large enough to avoid buffer

overruns. If this is not done properly, it can result in
a buffer overflow, causing the program to crash at a
minimum. At worst, a carefully crafted overflow can

cause malicious code to be executed.

Source: https://rules.sonarsource.com/c/RSPEC-1081

1414141 HEHORY :41414141
B1819141  HEHORY -41414141
B1819141  HEHORY z41414141
1419141 HEHORY z4141 4141
414141 HEHORY s 41414141
1818141 HEHORY -41414141
1819141 HEHORY -41414141
818141 HEHORY z41414141
MMM HEHORY z 41414141
414141 HEHORY s 41414141
1818141 HEHORY -41414141
B819141  HEHORY -41414141
BA1815141  HEHORY z41414141
AN HEHORY t 41414151
1814141 HEHORY -41414141
1818141 HEHORY -41414141
B1819141  HEHORY z41414141

BS1H141 G HEMORY 41414141
B1818141 & HEMORY 41414141
NS & HEHMORY - 41410141
BM1H141 & HEMORY - 41414141
B1818141 & HEMORY 41414141
NS & HEHMORY - 41410141
BM1H141 & HEMORY - 41414141
0800800F ' MEMORY : 0800800F
408889F0 b HEMORY:408889F0
90000868 & HEMORY :dword_0

B00ARBBE % HEMORY :dword_@
8641A41CA & HEMORY :BB41A1CH
LOgOAOA478 w MEMORY 48800478
418141 w HEMORY - 41414141
41415141 4 MEMORY - 41414141
aae1pBe2

ogeea898
41414148 4 MEMORY :41414148




Ldentify intecesting spots

Create disassembly 585254 : 8fbc0028 lw gp,40(sp)
585258: 27bl04es addiu  s1,sp,1252
58525c: 8f99al5c lw t9, -
285260: 2202021 move a@,sl
585264 0320809 jalr t9

: 585268: 27a50728 addiu  al,sp,1832

Objdump radare2 58526¢C: 8fbcoo28 1w gp,40(sp)

s ’ 585270: 2684a87c addiu ad,s4,-22404

Weak fct counter

Found 498 (88%) binaries without enabled stack canaries in 563 binaries.
Found 536 (95%) binaries without enabled RELRO in 563 binaries.

Found 22 (3%) binaries without enabled NX in 563 binaries.

Found 211 (37%) binaries without enabled PIE in 563 binaries.

Found 537 (95%) stripped binaries without symbols in 563 binaries.

+ 4+ + + +

e e et e

Check network functionality
Check binary protection mechanisms

Common Linux file



Ldentify intecesting spots

[+] Found 3042 usages of strcpy in 324 binaries.
+] STRCPY - top 10 results:

1576 : setup.cgi : common linux file: no | No Symbols | No Networking
244 : setupwizard.cgi : common linux file: no | No Symbols | No Networking
96 : rc_apps : common linux file: no | No Symbols |
95 : minidlna : common linux file: yes | No Symbols |
84 . Zip : common linux file: yes | No Symbols | No Networking
57 : busybox : common linux file: yes | No Symbols |
51 : leafp2p : common linux file: no | No Symbols |
-4 : afpd : common linux file: no | No Symbols |
34 : iptables-multi : common linux file: no | No Symbols | No Networking
32 : libuClibc-0.9.3 : common linux file: no | RELRO No Networking
] SYSTEM - top 10 results:
236 : rc_apps : common linux file: no | No Symbols |
216 : setup.cgi : common linux Tile: no | No Symbols | No Networking
202 : scfgmgr : common linux file: no | No Symbols |
152 : setupwizard.cgi : common linux file: no | No Symbols | No Networking
114 : multi pb app : common linux file: no | No Symbols | No Networking
165 : wizard : common linux file: yes | No Symbols |
101 : generate cert f : common linux file: no | No Symbols | No Networking
95 : led switch : common linux file: no | No Symbols | No Networking
93 : dnrd : common linux file: no | No Symbols |
91 : httpd watchdog : common linux file: no | No Symbols | No Networking

See also: by @stereotype32



https://flattsecurity.medium.com/finding-bugs-to-trigger-unauthenticated-command-injection-in-a-netgear-router-psv-2022-0044-2b394fb9edc




Whot the ldoy?

e 1day — already known vulnerability (Patches are in theory available)

* You have to identify the components with exact version details (SBOM) and
match it against a vulnerability database

* The goal of every penetration tester is to do this automagically and do not
waste time with it



Whot's the problem?!?

GNU bash, Version 5.1.4(1)-release

* We are working on the compiled/packed firmware Conveti (e aetencelon el

* Mostly no source code with component versions available

£ openssl version

* No standardised format of version details W

* No standardised mechanism/parameter on how to get version details

—% perl B ' ;
Summary of my perl5 (revision 5 versionm 32 subversion 1) configuration:



HYLrid version detection in EMBA

Static analysis Dynamic analysis

Output generation with string
analysis, kernel modules, path
details

Output generation with Qemu

EMBA database with version identifiers



[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

[ |

Uersion detectio

Match the output against a version

Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version

| N B B

information
information
information
information
information
information
information
information
information
information
information
information

= _E_ ____a=_

found
found
found
found
found
found
found
found
found
found
found
found

£____ 2

BusyBox v1.12.1 1in binary /bin/busybox (license: gplv2) (emulat
BusyBox wl.12.1 (2013-12-11 14:05:50 CST) multi-call binary in I
BusyBox wvl1.12.1 (2013-12-11 14:05:50 CST) in binary /bin/busybo;
Dnsmasq version 2.41 in binary /sbin/dnsmasq (license: gplv3) (¢
Easy Cast du Multi Hub (ecmh) 2005.02.09 by Jeroen Massar <jero

igmpproxy, Version ©.1 in binary /bin/igmpproxy (license: unkno
ip6tables v1.4.10 in binary /bin/ip6tables (license: unknown) (¢
iptables v1.4.10 in binary /bin/iptables (license: gpl) (emulat:
iproute2-ss1101607 in binary /bin/ds (license: gplv2) (emulation

iptables v1.4.10 in binary /bin/iptables (license: gpl) (emulat:
iwevent Wireless-Tools version 29 in binary /bin/iwevent (lict
iwconfig Wireless-Tools version 29 in binary /bin/iwconfig (1li¢

B _\mAaAAATT L . A TR S R . ) kI L

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Software inventory initial overview:

Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found

Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version

details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details
details

(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical
(statical

(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):
(emulator):

(kernel):

check): busybox:1.12.1
check): dnsmasqg:2.41
check): gnu:sed:4.0
check): igmpproxy:0.1
check): libpcap:1.0.0
check): mailsend:1.15b5
check): mini httpd:1.19
check): minidlna:1.0.25
check): miniupnpd:1.7
check): openssl:0.9.8e
check): pppoe-discovery:3.3
check): samba:3.0.24
check): udhcp:1.12.1
check): z1lib:1.2.3
check): zlib:1.2.5

busybox:1.12.1
dnsmasqg:2.41
ecmh:2005.02.09
igmpproxy:0.1
iproute2:110107
iptables:1.4.10
mailsend:1.15b5

mini httpd:1.19
minidlna:1.0.25
mtd-utils:1.1.1.1
ntfs-3g:2012.1.15
openssl:0.9.8e
point-to-point protocol:2.4.4
pppoe-discovery:3.3
ralink-dotlx:2.6.0.0
rdnssd:1.0.1
roaring_penguin:pppoe:3.10
udhcpc:0.9.9
watchdog:5.6
wireless_tools:29
xlink:15.0
kernel:2.6.36



We lDue exploits

», Sl

[+] WARNING: Vulnerability CVE-2021-22600 is a known exploited [*] Exploitability notes:
[+] WARNING: Vulnerability CVE-2019-13272 is a known exploited - remote exploits
[+] WARNING: Vulnerability CVE-2016-5195 is a known exploited local exploits
DoS exploits

R
L
D
G
X

setinfopolicy heap

Lsa_addprivs_heap

cve 2020 1472 zerologon

PoC code found on Github (unknown exploit vector)
Vulnerability is known as exploited



Uersion detection in EMBA

[*]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

[+]

Identified the followin

Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found

version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version
version

Identified 29

Identified 1701 CVE entries.

software inventor

vulnerabilities and exploit
details: :
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details:
details: H
software components with version details.

Identified 936 Medium rated CVE entries / Exploits: 286

553 possible exploits available

Identified 348 Low rated CVE entries /Exploits: 91
_/ Local exp101!5: !! i !u! exp!01!5: 69 / Github PoCs

53

: 512
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