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About

● Matthias Meidinger
● Software Engineer,

Red Hat ACS
● Community Manager, 

StackRox
● Fun: Photography,

Honeypots, Threat Hunting
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Target Audience

● Kubernetes: Basics recommended
● Programming / Honeypots: No knowledge required
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We’re all standing on the 
shoulders of giants
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Kubernetes
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Kubernetes

7

https://twitter.com/surajincloud/status/1467961773068328960 

https://twitter.com/surajincloud/status/1467961773068328960


Kubernetes - Flavors

● Platform for containerized workloads
● Modern Kubernetes: Ecosystem
● Many offerings

○ Cloud 
○ On Prem/Hybrid 
○ Developer/Edge
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Kubernetes - Parts

- A k8s Cluster consists of
- Control Plane

- API-Server
- >=1 node (worker machine)

- Runs workloads
- kubelet
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(Honey-)Pots
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Pots - What?

„A honeypot is a (…) system intended to mimic

likely targets of cyberattacks”[1]

12[1] https://us.norton.com/internetsecurity-iot-what-is-a-honeypot.html 

https://us.norton.com/internetsecurity-iot-what-is-a-honeypot.html


Pots - What?

Can simulate a server...
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https://www.reddit.com/r/techsupportgore/comments/aenq1f/what_could_possibly_go_wrong/ 
https://www.reddit.com/r/techsupportgore/comments/3wss8j/she_dropped_it_while_on_the_stairmaster_and_it/ 

                                                                                   
… or a client

https://www.reddit.com/r/techsupportgore/comments/aenq1f/what_could_possibly_go_wrong/
https://www.reddit.com/r/techsupportgore/comments/3wss8j/she_dropped_it_while_on_the_stairmaster_and_it/


Pots - What?

● Low 
○ Credential Logger

● Medium
○ (Some) Simulation

● High
○ Full System (MitM Proxy)
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Interaction Type



Pots - k8spot

● Medium Interaction
● Written in Go
● Emulates Minikube & 

Kubelet
● Interacts w/ kubectl

● Collects
○ User Agents
○ API Calls
○ Container cmd exec & 

creation
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Pots - Viz Data
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Pots - Viz Data
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Data & Learnings 
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Data 

● Analysis: Last 60 days
● Mostly data collection, r/o, occasional deletion
● Many Web exploits / OWA
● Crypto-Mining
● Botnets 
● Few k8s-specific attacks
● No wide scale automated attacks (yet?)
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Data…? 

● Mimics Minikube, no prod k8s
● Small German hosters, not on AWS/Azure/GCP
● No juicy payloads, mimics bare Minikube
● Pots aren’t changing
● k8s is complex, no low hanging fruits
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k8s Learnings

● Kubernetes has a lot of specific surface 
● Highly distributed, dynamic, and ephemeral 

○ Hard to monitor by hand/humans
● Increased operational complexity 
● Broader impact due to orchestration and automation
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k8s Learnings

● System
○ Stay up to date (~ 3 releases / year)
○ Secure Cloud metadata access
○ CIS/NIST/MITRE
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k8s Specifics

● Config
○ Enable RBAC 
○ Close ports
○ Auditing
○ PodSecurity Admission Controller

■ Pod Security Policies
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k8s Specifics

● Workloads
○ Network Policies & Admission Controllers
○ Sign & Scan images
○ Namespaces for boundaries
○ Separate sensitive workloads
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Bonus Round

25

Fun things I found in the pots



Tomcat Bypass
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Visits by the big scaners
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ASN Distribution
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Minikube-Traffic
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Kubelet - Traffic
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Key Takeaways
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If you see something,
say something
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Native > 3rd Party
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Thanks!
Questions?

https://github.com/Maddosaurus/k8spot
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Additional Reading
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- OWASP Security Cheat Sheet 
https://cheatsheetseries.owasp.org/cheatsheets/Kubernetes_Security_Cheat_Sheet.html 

- Config Best Practices 
https://kubernetes.io/docs/concepts/configuration/overview/

- Securing a Cluster 
https://kubernetes.io/docs/tasks/administer-cluster/securing-a-cluster/ 

- 9 Security Best Practices
https://www.cncf.io/blog/2019/01/14/9-kubernetes-security-best-practices-everyone-must-follow/ 

- Mitigating Kubernetes Attacks (CNCF Webinar)
https://www.cncf.io/wp-content/uploads/2020/09/StackRox-CNCF-Mitigating-Kubernetes-Attacks
-2.pdf 

- General k8s documentation
https://unofficial-kubernetes.readthedocs.io 

https://cheatsheetseries.owasp.org/cheatsheets/Kubernetes_Security_Cheat_Sheet.html
https://kubernetes.io/docs/concepts/configuration/overview/
https://kubernetes.io/docs/tasks/administer-cluster/securing-a-cluster/
https://www.cncf.io/blog/2019/01/14/9-kubernetes-security-best-practices-everyone-must-follow/
https://www.cncf.io/wp-content/uploads/2020/09/StackRox-CNCF-Mitigating-Kubernetes-Attacks-2.pdf
https://www.cncf.io/wp-content/uploads/2020/09/StackRox-CNCF-Mitigating-Kubernetes-Attacks-2.pdf
https://unofficial-kubernetes.readthedocs.io

