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* Me, Myself And ! semperis

. Jorge de Almeida Pinto

Senior Solutions Architect
Product Manager Semperis ADFR
Incident Response Team Member

LinkedIn http://tiny.cc/JorgeLinkedIn
Blog http://tiny.cc/JQFKDblog
~ Twitter http://tiny.cc/JQFEKtwitter

i - ‘ Website https://www.semperis.com/
Semperls M Giog https://www.semperis.com/blog/

Most Valuable Podcast https://hipconf.libsyn.com/
Professional _ _
Contact jorged@semperis.com
Architecting, designing, implementing and maintaining secure identity solutions

Technology Focus: Identity, Security And Recovery
Product Focus: AD, ADFS, AAD Connect, FIM/MIM, Azure AD Technologies.
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* Agenda semperis

Securing & Protecting AD

AD DR Plan - Whyz

AD DR Plan - Options

Real Life AD Incident/Reg@very Scenario
Take Aways!
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* Securing And Protecting AD semperis

Pro-Actively - Search And Fix

By looking for Indicators ofggxposure (loEs)
Account Hygiene - Settings'and“Passwords
Security Related Configurations in/AD
“Invisible” attack paths

By looking for Indicatorsiof Compromise (loCs)
DC Shadow
Kerberoasting
...and many more

THINK and LOOK AT your (AD) environment as an attacker would




++++++++++ STATISTICS FOR JAMTEC.NET ++++++++++

AD 5can Report Includes Wil Include

Defoult Report Details,

Details Abour Last Logon Per DC,

Details About Kerberos Delegation, . a . A . - ) -
Details About Control Access Rights At AD Domain NC Level,

Details About Explicit Permissions At Object And AdminSDHolder Level,

Details About Account Security And Password Hygiene (Without ReUsed Hashes Displayed!)

Domain FQON |AMTEC.NET ay . OTE () - 9]0 = ' ~ 0l

> Start Date/Time Script 2019-12-06 16.45.33
> Start Date/Time This AD Domain 2019-12-06 16.47.59
= End Date/Time This AD Domain 2019-12-06 16.49.38
> Time Spent For This AD Domain {Minutes)} 1,65

= Total Accounts 322

> Total Enabled Accounts 256

> Total Disabled Accounts 66

> Total Locked Accounts 1

> Total Accounts With Pwd Never Expires 183

> Total Accounts With Admin Count Stamp ] DomanFaDN__| Domain NBT - Domain ON g ContainerioU 1+ Sam Account Name - ‘AccountName |~ AccountType = UserPrincipal Name [l
T n oot s o e
= Toral Accounts As Delegarable Admin i EME o e SeTEC DT e Comp TS aecpesroras o ot conrcuned
= Total Accounts With No Pre-AuthN Required 1 E“ EWWGE;?D’"“‘“"“ B e " o rtonns B T — ————
> Total Accounts With siDHistory 0 : n:;ii&éﬁiﬁim e e s -fx o o Frty ven
o T ST T U e z 1 T CoNeUTED 1 Pwd Never Expires - lnsllng(:‘n“i‘l::?im'\pﬂy - Last Logon (Per awglcslm; Has. Adm:“n;:m Stamp - Delega;:jb!e ‘Adm ~ Does Not b:ig:re-nth - Has 5;::;5107‘/ - Has ::Tj:ash
| TECHET T NA’ | ADSite NA") "RISCRWDC2 FALSE FALSE FALSE FALSE FALSE
Erecier Bl orcowcureo B ek Ap sy o st e
= Total Accounts With Default Pwd 0 o TR G T B et e e - e e N Lot e TR B T S S
: T B et Tast Tase fase st e fase s
> Total Accounts With Blank Pwd & = [ 8 fase rase
= Total Accounts With DES Keys Only 1 EEEEEEV MostUsed Hash (Goun) -] _ Servics PrncpalName(s) - AcoBscedosleg e - AccBasedDeleglo - ResSaedDelegFor | DSReplChngPems -  DSReplChngAllFems - igrid i
> Total Accounts With Missing AES Keys o = Ft o ses oDz No Delegored s NoResDeles o perms Nopems o perms
> Total Accounts With Pwd Rev En-c'r}-'pr .STomge 1 ;EEEEEE Ezggzgéjz: Prot Group Membership - ACEOnAummhﬁmder - Powerful ACEs On Objects
o o mcor ey e e e
B e e
= Toral Accounts With Pwd Not Reguired 11 | Ee o e e e P e [Tt AT e e
. :: :::::EE :E, NoAces. ‘Object CN: AMTEC NET/Org-Use /Locked Account] |ACE Through 'AuthEd Users'| | RIGHT: GenericAll:All| INHERIT ne:This Object
= Total Accounts With Shared Pwds 106 o e E (i It e
= Total Accounts With Compromised Pwds 107 - e — - e O ANTEC Y/ T3 et oA Trougn ot U RGHT Gemesea] NHERTIE e i O e AMTEC T r g S 11
Bl AMTECNET No ACEs. ne:This Object
= Total Accounts With Most Used Hashes 112 . e o,
> Total Accounts With SPNs 38 Blimoer Bl sumeonecty s toxes T
X . 5 i ‘:35@;:: Ty aces NoneThi ObjectO0jec CI: IAMTEC NET/Users/krotat_8s1s1 Dire
> Total Accounts With Acc Based Unconstrained Deleg 5 [ i - e i oacts
' : : ; rocommuseroiEs ol o ez o
> Total Accounts With Acc Based Constrained Deleg 5 ouscoroianes i I
X 5 6 ;:ZE:;::::E: T | :ziczz ‘Object CN: IAMTEC NET/Org- 7: GenericAllAll | INHERIT ne:This Ooject
> Total Accounts With Res Based Constrained Deleg 4 o O . AMTEENE e b E et o v i et G Gefil Al NHERTTYOE e o
5 , R iy - | o rect AC " INHERITTYPE: Object O - WriteOuner m
> Total Accounts With 'DS Repl Changes' Permissions B i< o ) S i S
ol i e o |t cenetea
> Total Accounts With 'DS Repl Changes All' Permissions (] oaes e O HTEC Yo e TS o ecou) ACE g A U [IGHT: GenencA AT IHERT
> Total Accounts With "Migrate SidMistory” Permissions 7 o Py At T Gy e
. . [ vo memberships lo ACES.
> Total Accounts With ‘Protected Group' Memberships 18 -
. 5 . , i Blvovem: Noaces
> Total Accounts With ACE On AdminSDHolder 5 e
= Toral Accounts With Powerful ACE(s} On Objects 322 e e

o temberanips Noaces Objec i AMTECNET/0r.s:

> Total Accounts With Processed Changes ] ; j— e a o




Securing And Protecting AD semperis

How? - You ask? — Threat Detection Response (TDR) Tools!

ADDITIONAL IOEs FOUND

o CRITICAL IOEs FOUND

Adrmins with old passwords Read More

Warning

A Certificate templates that allow requesters to spe... A Non-default principals with DC Sync rights on the ...

This indicator checks if cert

requesters to

cate templates are enabling Any security principals with Replicate Changes All and
AltName in the CSR Replicate Directory Changes permissions on the domain ..

n domain Administrator
unt used within the last two

Warning Read More

cify a sut

Read More Read More
A Print spooler service is enabled ona DC A Privileged Users with Weak Password Policy

Read More

This indicator looks for Domain Controller:
spooler service running. This service is enabled by

hat have the print This indicator looks for privileged users in each domain that
ault don't have a strong password policy enforced, according to ...

Read More

Warning

Read More Read More

membersh

Check if legacy authentication is Warning Read More

allowed
A Users with permissions to set Server Trust Account
Checks for permissions on the domain NC head that enables a * Computer or user accounts with AAD Warning -— Read More
o 2 unconstrained delegation
user to set a UAC flag - Server_Trust_Account on computer.
Read More * Comp jith password last AAD Warning - Read More
T _ x O
PURPLE KNIGHT (Community edition) x o SECURITY INDICATOR >
$ pathsexp Evidence of Mimikatz DCShadow attack IOE Found
Agreement  Environment Progress Summary s 0=

1 2 3 4 (5]

ttribute Se

Critical — 10 Defense Evasion

Description

——— DCShadow attacks enable attackers that have achieved privileged domain access to inject arbitrary changes into AD by replicating from a
“fake” domain controller. These changes bypass the security event log and can't be spotted using standard menitoring tools. This
indicator looks for evidence of a specific implementation of that attack by the popular Mimikatz tool.

Likelihood of Compromise

A ACTIVE DIRECTORY < AZURE AD

The Mimikatz tool is widely used by legitimate pen-testers as well as nefarious hackers. The criticality and impact of such an attack

necessitate further investigation to ensure that no serious compromise has occurred.

A Forsst iamtec.net IAMTEC
[ No. of Domains 3 -4d53-9e1b-7bd28c232391 Result
on %8 @ indicaors 10 Found 1 objects that indicate DCShadow may have been used to compromise your environment.
Q POWG rfu | U I _tool for eVaI u ati n g SeC ) Pessed 52 @ Pased 8 Managedsy DistinguishedName LastModified
. © ©sfouns 43 @ s 2 CN=R1CLNTADM,OU=Computers,0U=NO-5YNC-TO-AAD,0U=0rg-

posture of AD forest & AAD Tenant - L e : —

© Duration 00:08:53 @ Duretion 00:03:31 i

@ Continuously updated with new

If a host has been detected that has been used to launch Mimikatz DCShadow attacks, the host should be taken offline to prevent further

Vu I n e rab I | Ity C h eC kS e o compromise, and its 10gs reviewsdl 1o determine the attacking User,




* Securin g b s e i i et e e semperis

nse (TDR) Tools!

@ Do-It-Yourself i

U

@ Powerful Ul-tool for evaluating
security posture of an AD forest

@ Continuously updated with new
vulnerability checks




 Securing And Protecting AD semperis

How? - You ask? - Threat Detection Response (TDR) Tools!

& X

2LOODHOUND
@ Extraction of AD data through
SharpHound command-line tool
@ Imported/Processed by BloodHound
Ul-tool to visualize attack-path(s)




* Securing And Protecting AD semperis

How? - You ask? - Threat Detection Response (TDR)

Tools!

A -

@ Do-It-Yourself in PowerShell @ ...and many other free/paid TDR tools

Y &

PING Feres
2LOODHOUND
@ Powerful Ul-tool for evaluating @ Command-Line tool for evaluation @ Extraction of AD data through
security posture of an AD forest security posture of an AD domain SharpHound command-line tool
@ Continuously updated with new @ Imported/Processed by BloodHound
vulnerability checks Ul-tool to visualize attack-path(s)
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* AD DR Plan - Why? semperis
AD Has The Keys To The KINGDOM!

® ©.6 @
fy

If Active Directory Isn’t
secure, nothing is!

80% of all breaches involve eredential

abuse

Systematic/historical weakness make AD
a soft target

Cloud identity extends from AD

Zero trust model assumes hybrid AD
Integrity (@—">For 90% of enterprises, IDENTITY starts with AD




* AD DR Plan - Why? semperis

Business Reasoning

Regulations:
Business continuity (e.g., banks, health care, utility, etc.)

Complexity:
May look simple, difficultin‘practice!

Reinstalling/recoveringd DC is easy! Recovering many, in
distributed environment? What about outsourcing?

Risk Management:
Previous: “unlikely”; Now: “very common” & very high impact
No AD? & Acceptable follow-up risks and costs?




* AD DR Plan - Why? semperis

Business Reasoning
Probability/Impact.effSeenarios

DC Failure

Networking Failure Other Malwafe

Malicious Jnsider Power Failure
Admin Error (Fat Fingers) Bugiin WinfAD Code Wiperware Attack
Admin Errer (Bad Script) External Comms Failure

Int./Ext. Sabotage Environmental Factors
UnAuthZ Physical Access Physical Attack Bad Schema Extensions
Revert FL Increase Bad Domain Ren/Repos
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* AD DR Plan - Options SEIEEIE

MSFT Default AD DR Plan Customized AD DR Plan Customized AD DR Plan
-= Manual =- -= Semi Automated, a.k.a. D-I-Y =- -= Fully Automated =-

Focus Core only, no dependencies Commis, logistics, pre/post, core, dependencies

Text/Tools High/None Medium/E.g. PowerShell Low/Commercial tool (AD focussed)
Risk Mitigation/Pre/Post-Tasks Not described Described

Core Tasks Described, unclear sequence Described, clear sequence

Orchestration Backup/Rstre/AD ~ Backup: Auto | Restore: None | AD: None  Backup: Auto | Restore: None | AD: Semi  Backup: Auto | Restore: Auto | AD: Auto

Backup Type (Size) WSB (Large) + Custom (Large) (AD Integrated?! -> L) Propriety (Small) + Non-AD-

T
I
E
N




* AD DR Plan - Options Semperis

MSFT Default AD DR Plan Customized AD DR Plan Customized AD DR Plan
-= Manual =- -= Semi Automated, a.k.a. D-I-Y =- -= Fully Automated =-
High Level Way Of Working Restore initial RWDC, clone, redeploy Whatever you choose

Security Assessment None or Separate Integrated or Separate

Skills Required

Complexity DR Plan/Test

Recovery Time Objective (RTO)

Have you also thoughtfabout:
Where to store your plan/code/tools?

Credentials required during recovery?
Impact of recovery on Hybrid connections? (AuthN/Sync)
AuthN method for AAD - Fed, PTA or PHS?
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Isolated Network

Real Life AD Incident/Recovery Scenafieemperis

D)\
A\axXh
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Compromised
AD

AD Forest
Recovery

=

Re-Start of ALL Systems so they [/ \ |

. would safely re-connect to the clean AD! UIF ‘ .

Shutdown of

ALL PROD DCs Clean &
secured AD

Decision

‘Q Brought back

AD obijects still to Production
»contaminated” Privileged Groups
Tiering-Model
OU Permissions
GPO Adaptations
Etc.

New Servers
& clean OS




, Real Life AD Incident/Recovery Scenario
= oSt eV BecaFBIREAGHIERIIE

semperis




, Real Life AD Incident/Recovery Scenario
> PHASE | - SAFETY NET For AD

semperis

! 4
‘, 6‘4\ o®
ADFR
AD Backup

2
ADFR

AD Backup

d
y ‘
y
4




, Real Life AD Incident/Recovery Scenario :
> PHASE | - SAFETY NET For AD iy b

| Active Directory
‘,ih4 ADFR vs. other Domain
h-' . Controller backups

A . ~ Active Directory
AD Backup bR -

"'SOOMB { _Active Directory Boot File g
uuuuu éressed) Boot File system,
2

other volumes
ADFR ADFR backups

Contain no OS = no OS-resident malware in recovery Oge;:::g
AD BaCkUp Remove dependence on source hardware =2 recover anywhere y
v Are significantly smaller
y v/ Provide faster backup and recovery
‘ v Require less storage




, Real Life AD Incident/Recovery Scenario

> PHASE Il — AD Vulnerability Analysis iy

l Tr\‘l °® Vulnerability-Analysis ‘

DeC|S|on
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, Real Life AD Incident/Recovery Scenario

> PHASE Il - AD Vulnerability Analysis i

Y

y
t‘hx >
.’:/ b"l\ e® Vulnerability-Analysis



http://www.purple-knight.com

, Real Life AD Incident/Recovery Scenario
> Dubious Permissions & >1 Attacke[s

semperis

SECURITY INDICATOR

Dangerous control paths expose certificate templates

Domain Computers were allowed to change certificate
Wi | : templates — which allows intruders to create their own

sl L authentication certificates for any user!
MITRE ATT&CK

® Credential Access

A special helpdesk account was granted the rights to
reset the password of everyone in the domain.

And EVERYONE was permissioned to reset the password of
the helpdesk account!

Analysis of EDR Team showed that MULTIPLE attackers were active in the environment at the
SAME time (four different “fingerprints” were found) — intruders were happily re-using the
existing Domain-Admin accounts whenever one of the AD admins changed their password!




, Real Life AD Incident/Recovery Scenario

> PHASE Il — AD Vulnerability Analysis iy

l Tr\‘l °® Vulnerability-Analysis ‘

DeC|S|on
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, Real Life AD Incident/Recovery Scenario

> PHASE Ill - Devide And Conquer! iy

Decision

Continued use of
compromised AD

3 4

)\
. 4 d\ala
AD Hardening _—




, Real Life AD Incident/Recovery Scenario

> AD Hardening Speedway... il

1.5 days available to harden AD
Tiering-Model (w/o MFA) &5
Cleaned up Privileged Groups

NEW accounts in inleged
Groups -

Protected Users group <
No Privileged Accounts with SPNs
OU/AdminSDHolder Permissions
GPO Adaptations




, Real Life AD Incident/Recovery Scenario

> PHASE Ill - Device And Conquer! iy

Decision

Continued use of
compromised AD

3 4

)\
. 4 d\ala
AD Hardening _—




, Real Life AD Incident/Recovery Scenario

> PHASE IV - Hardened AD Back To Prod il

= &
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, Real Life AD Incident/Recovery Scenario
> This Experience Felt Like...

semperis

Saudi's Again Changing Wheels Tyres while driving!




, Real Life AD Incident/Recovery Scenario

> Coordinated Efforts For Cut Over iy b

Tough decision: take down ALL existing
(compromised) AD DCsgofiforest in all data-centers

Change of VLAN and IP-addresses of recovery AD DCs
Were also acting asiDNS servers ...

Fully working AD brought back online in 30 min




, Real Life AD Incident/Recovery Scenario

> Coordinated Efforts For Cut Over iy b

Fully Automated Recovery
Restored DCs + Repromi@ted DCs + AD Service Steps

EDR Team had in parallel taken down more than 20 C2

(!) systems and blocked 100°s of external IPs

Rebooted all servers and clients to ensure killing any
existing process and to re-create secure channel with
recovered AD




, Real Life AD Incident/Recovery Scenario

> In The End — They Survived! J el

e

‘ 4 Continued use of
1r\ °® Vulnerability-Analysis ‘ compromised AD
ADFR

AD Backup DeC|S|on Cut Over

2 3
ADFR

AD Backup

AD Hardening




, Real Life AD Incident/Recovery Scenario

semperis
> Key Outcome... P

Very FAST recovery of a FULLY FUNCTIONAL and
SAFE Active Directory

NO more owned privilegedjaccounts available

anymore for the attackers to'leverage!

All existing Apps even including AAD Pass-Through
Authentication (PTA) for 0365 continued to work

\g v

seamlessly AFTER recovery
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* Take Aways! semperis

Please INVEST in:

PROactively securingyo@bsenvironment with (TDR) tools
...for both on-premAD, Azure AD and other clouds
...that assess security posture@and monitor real-time
...that support praventive and detective controls
...thatincorporate'guidancge.g.: MITRE ATT&CK, ANSSI, etc.

REactively being able'to recover (DR Plan)

Prepare for the unexpected: new zero-day exploits against AD
will be discovered from time 2 time

Although tech-focused, in the end, it is about your business!
Logistics, communications and technology and more




* Take Aways! semperis

SEEK HELP if needed, BEFORE attack/breach

AUTOMATE as much as possible

AD recovery is more thanirestoring single/multiple DCs
Consider 3" partyatool (ZBEST Insurance, Fastest RTO!)

Have Quality AssuranceCheck on DR plan!
It is NOT just about recovery, it needs to be secure too!
Perform periodic DR drills
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" Questions? — Get In Touch! semperis

QUESTIONS

LinkedIn  http://tiny.cc/JorgeLinkedIn
Blog http://tiny.cc/JOFKblog a I l O l I
Twitter http://tiny.cc/JQFKtwitter L A u

Jorge de Almeida Pinto

Contact jorged@semperis.com
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