
Fact Based Post Exploitation



• Melvin «Flangvik» Langvik🇳🇴
• Former Integration Developer (C# 

Azure) turned Red Teamer
• Targeted Operations @TrustedSec🇺🇸
• TeamFiltration, AMSI.fail, CobaltBus, 

SharpCollection
• Live on Twitch every Sunday 6 PM UTC
• Creator of OK content on YouTube
• NANO > VIM

Whoami?



Red Team Kill Chain



O365 Kill Chain (?)



Initial Access in O365
• Password Spraying
• Credential Phishing
• Device Code Phishing
• Post-Compromise

• Token Exfiltration
• In memory
• Token Cache/WAM

• Cookie Exfiltration
• Credential Exfiltration
• PRT (Primary Refresh Token)



JWT Tokens
• JSON Web Token
• Authorization: Bearer eyJhbGciOiJ….
• Base64 Encoded (head,payload,signature) https://jwt.io



O365 JWT Tokens
• «Refresh Tokens» vs «Access Tokens»
• What to look for inside an Access Token token?



ROADtools by @_dirkjan
● #1 tool for dealing with AAD 

authentication
● ROADtools Token eXchange
○ Interactive browser session -> 

Token
○ PRT -> Interactive browser

Session
○ KeePass based authentication
○ Devices registration/enrollment

-> PRT
○ Enriching a PRT with claims





O365 Toolchain





Microsoft Teams
• Endpoint: https://api.spaces.skype.com
• Undocumented 👀

• Chat Logs
• Passwords
• Personal Identifiable Information
• Certificates
• API keys
• Internal infrastructure

• Contact List
• Who does what?
• Who talks to who?
• Who works under who?



Graph API(s) 
• Endpoint: graph.<windows.net|microsoft.com>
• Documented: “Graph REST API endpoint reference”
○ Directory Information
■ Groups
■ Users
■ Tenants 
■ Calendar
■ Emails
■ Files
■ Soooo much more!



Legacy Outlook
• Endpoint: https://outlook.office365.com
• Documented: “[DEPRECATED] Use the Outlook REST API”

○ Emails + Attachments
■ Passwords, Secrets, recovery Information ++
■ Internal documentation -> screenshots ++
■ Personal Identifiable Information
■ Internal Communication -> Context

○ Calendar
■ Meetings
■ Company travel?
■ Vacation? Paid time off? 
■ Operational Opportunities





OneDrive “Files”
• Endpoints

○ https://graph.microsoft.com (Documented)
○ https://tenant_name-my.sharepoint.com (Documented)
○ https://tenant_name.sharepoint.com (Documented)

• Company internal files
○ Service XYZ Documentation
○ Onboarding information

• OneDrive Synchronization
○ “Desktop” folder
■ Backdooring files
■ Host system enumeration
■ Social Engineering



TeamFiltration
• TeamFiltration is a cross-

platform toolkit for attacking
AAD / Office365

• «Taking a Dump In The Cloud» , 
DEFCON 30, 2022

• Modules:
○ Enumeration
○ Spraying
○ Exfiltration
○ Backdoor
○ Database

• “Quality of Operator”



TeamFiltration



Exfiltration



Database

















https://github.com/imartinez/privateGPT



Ingesting Company Data



Querying Company Data
• Summarize the technologies used within company X?
• What users within the domain have elevated

privileges?
• What systems can user X access?
• How do users in this company store passwords? 
• How do users in this company contact IT support?



Ingesting User Data



Querying User Data
• As user A, write a message to user B asking for C
• As user A, please respond to this message
• Show me possible sensitive data shared by user A
• When does user A usually start working?
• What system and services can user A access? 
• How does user A access system B?



Does it work?



Thank you!


