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Take-home message:
Transformers can model (and understand) system logs!
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Roadmap

Malware detection with machine learning

Main advances in Al that lead to GPT success

Behavior malware modeling with Transformers

Preliminary Results and Explainability
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(Static) Malware Classification with ML Models

v [@E dfa8cc7d647443dac5ccd.
DOS Header
@ DOS stub
> NT Headers

Section Headers Statlc features . .
v Sections — (import’ exportsi ‘ I ‘ p(rI\a“CK)US)
> B text . =(0.951

& s sections...)

ok .data

:::::ta Supervised ML

Overlay / \

Human or Malici Beni
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(Static) Malware Classification with ML Models

71  class ByteEntropyHistogram(FeatureType):

72 "'' 2d byte/entropy histogram based loosely on (Saxe and Berlin, 2015).
v [ dfa8cc7d647443dac5ccd. 73 This roughly approximates the joint probability of byte value and local entropy.
.ggz '1ezder 74 125 class SectionInfo(FeatureType):
Stu
> NT Headers 75 126 '** Information about section names, sizes and entropy. Uses hashing trick
Section Headars 76 127 to summarize all this section info into a feature vector.
v Sections 128 T
> 3 text 77 159 195 class ImportsInfo(FeatureType):
& .rdata 78 13 196 "'*'* Information about imported libraries and functions from the
o4& .data 131 197 import address table. Note that the total number of imported
# .ndata 198 functions is contained in GeneralFileInfo.
o .rsrc 199 iR
Overlay

[*] Anderson, H. S., & Roth, P. (2018). EMBER: An Open Dataset

for Training Static PE Malware Machine Learning Models.
Troopers DE, June 2023 D. Trizna, L. Demetrio https://doi.org/10.48550/arXiv.1804.04637



Limitations of Static Analysis

v B dtaBeciasiTiti dncsced. Meaningful but not complete

6 sy PE structure is informative, but it provides limited information on
@l DOS stub the real functionality of the analysed sample (and there are plenty
> | NT Headers of ways to execute code not contained in PE files)
Section Headers
v Sections
' ﬁfj’:ta Why is it malicious?
& s Extracted features are not human-readable (think about
+# ndata histograms), decisions are difficult to explain
o .rsrc
Overlay

Easy to restructure at will

Plenty of tools for packing and obfuscating to avoid detection
(also, someone said minimal adversarial attacks?)
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AV/EDR
vendors
& DFIR only

Living-off-The-Land

5

Linux OS

Detection Engineering
System Logs ’ SOC, SIEM

{
I "process": {
"UserName": "NT AUTHORITY\\NETWORK SERVICE", - =
"ParentProcessId": "10504", parent®: {
"ProcessId": "2780", "process": {
"ProcessLuid": "{824a@ble-b9f6-481lc-af@9-cebobf6414f9}", “pid™: ®23463",
"CommandLine": "\"\"C:\\ProgramData\\Microsoft\\Windows Defender\\platform\\4.18.2207." current folder. "title": "/bin/bash/<appcontainer>",
"ParentProcess": "MpCmdRun.exe", " ". "phash"
"Process": "MpCmdRun.exe", A galtt .
"SubjectLogonId": "996", p://7-zip.org/ "exx::‘cutable": "/bin/bash”,
ESessionTdi:Eor; "ppid": "23459",
"ProcessStartTime": "2022-10-26T15:40:33.7455147", "start time": "2022-06-13T07:37:19.1800000Z"
"ParentProcessLuid": "{67c36c2b-aala-4eld-b4bf-1alla9afls6f}", } -

"Sha256Hash": "749FA9AC3B7DD44938983FD04E01870181E88D5BB65CB1322BF4867A7C23B453"
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Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and Exfiltration

Escalation Access Movement Control
9 techniques 14 techniques 19 techniques 13 techniques 42 techniques 17 techniques 31 techniques 9 techniques 17 techniques 16 techniques 9 techniques
Drive-by Cloud Account Abuse Abuse Elevation Adversary-in- u Account Discovery (4 | Exploitation of Adversary-in- Application Automated
Compromise Administration Manipulation (s) || Elevation Control Mechanism (4 the-Middle (3 Remote Services [l the-Middle (3 Layer Exfiltration (;
Command Control Application Window Protocol (4 -
Exploit Public- " po——— BITS Jobs Mechanism (a) Access Token | Brute Force (4) | Discovery Internal Archive Data Transfer
Facing NAarmarmaan A AnAd Manimiilatine CrAanen hinkhin~ Nallantad NDAarmarmaiininatiann Cima | lenitn
Applicatic -
Most Relevant Data Componenets (Top 15)

gy Enterprise Technigues :
Services

Command Execution A |

Process Creation 119
File Modification 66
File Creation 54 A
Network Traffic Content 49
Network Traffic Flow 45 |
05 APl Execution 38
Windows Registry Key Modification 37 /
Module Load 5

We lack proper datasets in OS logging

lication Log Content .
m:';"cmnectjcmm . space (sysmon, auditd)
File Access 24
g Sl Comaien 2 .. but we have labeled malware that
File Metadata N 20 can act as a proxy task.

User Account Authentication { 13

? : ¥ Countof Subechnkues 0 & MITRE | ATT&CK

Troopers DE, June 2023 D. Trizna, L. Demetrio [*] https://github.com/mitre-attack/attack-datasources



https://github.com/mitre-attack/attack-datasources

Dynamic analysis on the rescue

&)

TrustMie.exe Chain of events
Run program inside protected isolated environment, take note of
u every observable action of the program
. J
Human-readable reports
X The analysis outputs a textual report that specifies the timeline of
all the triggered events

Lo

open file A

Circumventing obfuscation

Even if samples are packed or obfuscated, at some point the
functionality will be manifested through interactions with the
underlying OS

@ Troopers DE, June 2023 D. Trizna, L. Demetrio
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v [ dfa8cc7d647443dac5ccd.

DOS Header
@ DOS stub
> NT Headers
Section Headers
v Sections

> 3K .text
% .rdata

ok .data
% .ndata

o .rsrc

Overlay
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Behavioral Properties

mmm) Sandbox =)

mss) Emulator =)

Summary |

103 calls | 46 KBused |

» 3 | 5

regsvr32.exe

I L0~ (T

(M Process Hacke

Module API (Q, Return Value
;j'c"er View Tool 4 roNELBASEII LdrLoadDIl (1, §x04daf790, 0x04daf7a0, 0x04daf794 ) STATUS_SUCCE
> Refresh 7 Opt
Processes SEIUN regsvr32.exe GetProcAddress |( 0x77310000, "ZwQuerySystemInformation” Ox7737eae0
Name KERNELBASEdII LdrLoadDIl ( 1, §x04daf790, 0x04daf7a0, 0x04daf794 ) STATUS_SUCCE
> W System Idle regsvr32.exe ww (0x77310000, "ZwQuerySystemInformation” 0x7737eae0
]
N CSISSeXe | reNELBASEGI LdrLoadDIl ( 1, 0x04daf790, 0x04daf7a0, 0x04daf794 ) STATUS_SUCCE
> W wininit.exe
W csrss.exe | regsvr32.exe GetProcAddress ( 0x77310000, "ZwQuerySystemInformation" 0x7737eae0
> 8 lwinlogon.e KERNELBASEI LdrLoadDIl ( 1, 0x04daf790, 0x04daf7a0, 0x04daf794 ) STATUS_SUCCE
‘B csrss.exe
> @ Jwinlogon.e regsvr32.exe GetProcAddress ( 0x77310000, "ZwQuerySystemInformation" 0x7737eae0
v 1 explorer.exe 2684 ASLR I\;Iedium
2072 ASLR  Medium Command line: "C:\ProgramData\PDFXCview.exe'|
v [l cmd.exe 6568 ASLR  Medium
i - | C:\ProgramData\
Ml conhost.exe 6412 ASLR Medium Current directory ¢
v E¥ powershell.exe 5792 ASLR  Medium Started: \ a minute and 32 seconds ago (8:18:57 A
ﬁpm"ie‘”’exe Medium PEB address: | 0x214000 (32-bit: 0x215000) |

Process Name

Operation

Path

“PDFXCview.exe 0 EBfRegOpenKey
“/PDFXCview.exe 0 EBfRegOpenKey
“«/PDFXCview.exe 0 «®Process Creat
“/PDFXCview.exe 0 EBfRegOpenKey
“JPDFXCview.exe 0 BfRegOpenKey

D. Trizna, L. Demetrio

HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\BAM
HKLM\System\CurrentControlSet\Control\Session Manager\BAM

C:\WINDOWS\SysWOW64\regsvr32.exe
HKLM\System\CurrentControlSet\Control\Session ManagenAppCertDlls
HKLM\System\CurrentControlSet\Control\Session ManagenAppCertDlis



Speakeasy Dataset

Emulation at its core
Speakeasy is a great product from Mandiant
with ongoing R&D

THREAT RESEARCH

Emulation of Malicious
Cheap, fast, and precise Shellcode With Speakeasy

Emulation is fast thanks to Unicorn and QEMU, #vorew oavs

that leverage native implementations. AUO 28, 2020 1 16 MIRERD | LASTUPDATED: 00125, 20
Also, results are very close to real execution,

with low error rate

Perfect tool for creating a dataset of behavioral traces!

@ D. Trizna, L. Demetrio



Our data — behavior reports of:

~70k malware samples over 7 malware types

~25k clean samples

Emulation success and error counts per malware family

HEl success

25000

mmm errors
20000
15000
10000
I
5000 -
o I

benign trojan backdoor ransomware rat

. Troopers DE, June 2023

dropper coinminer keylogger

D. Trizna, L. Demetrio

Ratio
1.0
— mandiant /
- O speakeasy Q +- 0 1B/
0.8
<> Code ( lssues 32 1 Pullrequests 1 () Actions
0.6 Edit <> Code ~ Jump to

Added multiple simple anti-debugging /
enumeration API calls often seen in
ransomware, droppers, etc. #194

}~ Merged

0.4

0.2

0.0

total

https://www.kagagle.com/datasets/dmitrijstrizna/quo-
vadis-malware-emulation



https://www.kaggle.com/datasets/dmitrijstrizna/quo-vadis-malware-emulation
https://www.kaggle.com/datasets/dmitrijstrizna/quo-vadis-malware-emulation

How data looks like with Speakeasy

"traffic": [ "apis": [

{

{
"www.iuqerfsodinfjapodejhgosurijfaewrwergwea.com",] "pc”: "ex4lecsf”,

"server":
"proto pbhiton.
"port” "args": [
el "Ox1211fd8"
! . b
] "registry_access": [ } SR ST
"event"[—U'D'HCl?éy 5 { "pc": "©x4lec9b",
"path": "HKEY_LOCAL_MACHINE\\Software\\Microsoft\\IE4ﬁ] "api_name": "KERNEL32.GetCurrentProcessId",
} rargst: [,
15 ;%ile ey ] "ret_val": "©xe8bdc"
{ },

"event": "write",

"path": "C:\\Windows\\temp\\golfinfo.ini",

1, "data": "sqyyr83/zv/H/9H/yv/L/9H/zP/0O/9H/zv/3/8r/////////////,

"access_flags": [ size : 512,
"GENERIC_READ" "buffer": "©x9000"

] b

"path": "C:\\Windows\\temp\\golfinfo.ini",
"open_flags": [
OPEN_EXISTING™

}s
. Troopers DE, June 2023 D. Trizna, L. Demetrio [*] https://github.com/mandiant/speakeasy




Human readable != Easy to model

{
"pc": "0x411c3c",

::ngigTime": "KERNEL32.GetProcAddress", co m p I ex l‘l a ngu age” to I ea rn

"0x77000000",
"EncodePointer"

]

e Tight structure, many “words”, mixing data
A types like strings, int, and pointers

{

"pc": "0x411c5a",
"api_name": "kernel32.EncodePointer”,
"args": [

"Oxfeee0003" N o .
1’ret_val“: "0xfeee0004" Data Is Stl I I n o I Sy
b
U e onttaptar, Activities can be numerous, and real
"api_name": "KERNEL32.InitializeCriticalSectionAndSpinCount", . . .
R " behavior is hidden among them
! "Oxfa0"
"ret_val": "0x1"
b o o
o, Not everything is necessary
":?glgT:za[me : "KERNEL32.InitializeCriticalSectionAndSpinCount", P I e nt Of ((WO rd SH th at a re n Ot rea I I u SEfU I
"Ox4e4580", . .
oo to machine learning models
"ret_val": "Ox1"

h
@ D. Trizna, L. Demetrio



Does progress in Al
provide techniques for cyber-
security telemetry modeling?

D. Trizna, L. Demetrio



Let me tell you

a story of
how GPT works...

D. Trizna, L. Demetrio



Al advancement Nr.1:

Neural Network Architectures

Troopers DE, June 2023 D. Trizna, L. Demetrio



Al in 2010s:

Convolutional NNs and Recurrent NNs

1989
(LeCun et al.)

%

ﬁ

1997: LSTM
(Hochreiter and Schmidhuber)

. Troopers DE, June 2023

2010-2017:

CNNs and RNNs dominate Al

this —»
movie —»
has —»
amazing —»
diverse —»

characters —

02 | 04 | -03
01| 02 | 06
-0.1 | 04 | -01
07 | -05| 04
0.1 | -0.2 | 0.1

06 | -0.3 | 0.8
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Al 2020s:
Attention and Transformers

Output

2017: Google Probabilities

“Attention is All You Need”

[

«“ ”
Releases “Transformer” model o)

Feed
Forward

1 I Add & Norm ;

-
r—>| Add & Norm | Mult-Hoad

Feed Attention
Forward 7T 7 Nx
N Add &lNorm
Masked
Multi-Head Multi-Head
Attention Attention
o \_ — )
Positional Positional
Encodi P ¢ i
ncoding Encoding
Input Output
Embedding Embedding
Inputs Outputs

(shifted right)
Troopers DE, June 2023 D. Trizna, L. Demetrio
Figurg 1: The Transformer - model architecture.




Al advancement Nr.2:

Self-Supervised
Language Modeling

1 ]
Troopers DE, June 2023 D. Trizna, L. Demetrio




Jun 2018: GPT (OpenAl)
M %

Oct 2018: BERT (Google)

GPT-like — Autoregressive Text Corpus

Task: Predict from past

* Predict what comes next based on context: Nothing
Nothing is impossible.

Even the word —_— Nothing is @
impossible

says I'm possible Nothing is impossible <=

BERT-like — Masked Language Model (MLM)

* Predict what tokens are masked: l
Randomly

e A quick [MASK] fox jumps over the [MASK] dog

W, |

predict A quick brown fox jumps over the lazy dog

Nothing is

[img source] https://amitness.com/2020/05/self-supervised-
Troopers DE, June 2023 D. Trizna, L. Demetrio learning-nlp/



https://amitness.com/2020/05/self-supervised-learning-nlp/
https://amitness.com/2020/05/self-supervised-learning-nlp/

Unlabeled corpus:
books, wiki, reddit

Labeled data:

4 o )
Pre-Training
via
Self-supervised
learning
g /

@ Troopers DE, June 2023

=
-@ |

- Question-Answering
- User recommendations
- Malware & benign-ware

Fine-Tuning
via
Supervised learning

\_

J

D. Trizna, L. Demetrio

Application,

e.g.
p(malware) =?
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Al 2020s:

Attention and Transformers
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2018-2023:
Scaling up +
Engineering
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How this applies to security?
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Behavioral Log Modeling with Transformer
p

(- Application )
Dynamic Analysis Modeling f(x)
Sandbox Data Cleaning Feature Extraction ——— l,( Transformer Encoder \| N
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Emulator 1 5 : 1
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\_ -/
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Data Cleaning — Filters

Too many fields:

"ep_type": "module_entry",
P_tYpP e 1. lengthy sequences —too much data for model

"start_addr": "ex409ale6",

"ep_args": |
"BX482@"’ R | ! L ] ' o Trrrey T R | v L | M | N rorrTrrT
"0x4030", 107 —— API call names 1
ngg‘:g’ —— File access
X
] —— Network traffic
2 5 N - .

"apihash": "fb8c@6ac28f07f903alea7a2450f5e86: _ 10 Registry access
"apis": [ < —— All fields above
{ = Raw JSON

o)

"pc": "@x409a49", S 103k (no filters)
"apli_name": "MSVCRT._ _set_app_type", -
"args": [

"elel

101 n

1,
"ret_val": null

100 101 102 103 104 10° 106

Unique Tokens
. Troopers DE, June 2023 D. Trizna, L. Demetrio




Data Cleaning — Filters

"ep_type": "module_entry",
"start_addr": "ex409ale6",

"ep_args": | h
"Ox4020" , *
"9x4030"
"Ox4040" ,

"0x4050"

1,
’ "apihash": "fb8c@6ac28f07f903alea7a2450f5e86:

"apis": |
{ "4
"pc": "©x409a49",
"apli_name": "MSVCRT._ _set_app_type",
"args": [
"ox2"
1,

"ret_val": null

. Troopers DE, June 2023

Too many fields:

1. lengthy sequences —too much data for model
2. non-essential values —irrelevant for task (overfitting)

1.0F°
_ 0.8}
=
aaf
E 0.6
;%
R~ 0.4+ )
= o Raw JSON
- L (no filters)
0.21 L —— Filters applied |
N Random guess
0.0 0.2 0406 08 10

False Positive Rate

D. Trizna, L. Demetrio



Data Cleaning — Filters

Too many fields:

"ep_type": "module_entry",
P_tYpP e 1. lengthy sequences —too much data for model

"start_addr": "ex409ale6",

"ep_args": [ 2. non-essential values —irrelevant for task (overfitting)
"Ox4020"
"ox4030", 46  SPEAKEASY RECORD_FIELDS = [
"Ox4040", D . .
. . 41 file_access.event', We preserve only:
Ox4050 o AP| I
1, 42 ‘file_access.path’, ' calls
"apihash": "fb8c@6ac28f07f903alea7a24t 43 ‘network_events.traffic.server’, ® File access
"apis": [ B e Network events
44 ‘'network_events.traffic.port', .
{ ® Registry access
"pc": "Ox409a49", 45 ‘registry_access.event',
"api_name”: "MSVCRT.__set_app_ 46 'registry_access.path’',
rares”: | 47 ‘apis.api_name’
"ox2" pPis.api_ ’
1, 48 ‘apis.args’,
‘ret_val®: null 49 ‘apis.ret_val’,
50 ]

. Troopers DE, June 2023 D. Trizna, L. Demetrio



Data cleaning — Normalization

"api_name": "KERNEL32.GetModuleFileNameA",

"args": [
"9x400000" ,
"C:\\Windows\\system32\\45eda9efc948db2506eed18ec2b9387e4117d87933df49a9elbf8a3852ce9685.dat",
"Ox104"

1,

"ret_val": "0x58"

"<drive>\windows\system32\<sha256>.dat"

"network_events": {

"dns": [ "dns": [

{ ! -
"query”: "4wf4791276.qicp.vip", "query": "4wf4791276.qicp.vip",
"response": "185.212.33.4" "response”: "<public_ip>"

s ) ],

{ {

"query": "work.contoso.com", "query": "<domain>",
"response”: "127.0.0.1" "response”: "<lopback ip>"
} }

. Troopers DE, June 2023 D. Trizna, L. Demetrio



Behavioral Log Modeling with Transformer
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Figure 1: The Transformer - model architecture.



Tokenization & Encoding

B  pontx 10000 | tenension 784

Input text is first split into pieces. Can be characters, word, "tokens":

"The detective investigated" -> [The ] [detective_ ] [invest] [igat] [ed ] m‘;,.'. -

nkens are indices into the "vocabulary":

[detective_] [invest] [igat] [ed ] -> 721 68 1337 42]

Each vocab entry corresponds to a learned multi-dimensional vector.
721 68 1337 42] -> [[[0.123, -5.234, ]] [...1, [...1, [...1, [. .é,f"l

projector-tool.html

. . img source] https://ai.googleblog.com/2016/12/open-sourcing-embedding-
. Troopers DE, June 2023 D. Trizna, L. Demetrio [ & ]



https://ai.googleblog.com/2016/12/open-sourcing-embedding-projector-tool.html
https://ai.googleblog.com/2016/12/open-sourcing-embedding-projector-tool.html

Tokenization & Encoding

t ,, Whitespace tokens:
file_access"a
[ [ 'kernel32.getprocaddress', 'ex1000', 'null’', '©x77000000',
{ :
"event! : "open‘s B 'kernel32.isbadreadptr', '@xfa@', 'Oxfeee000l’,

: ARSI VE S NGRS VY e aecnean 'kernel32.tlsgetvalue', 'kernel32.initializecriticalsectionex',

{ “open”, 'kernel32.flsgetvalue', 'kernel32.heapalloc', '©x1e0',
"event":"read", =P cdrive>", . e i ; - SR 7 2
"path": "<drives\\windows\\system32\\<sha256>.dat" "windows” kernel32.leavecriticalsection', 'kernel32.entercriticalsection’,

i } Syitz’gzzd . 'kernel32.getlasterror', '@x46f@', 'kernel32.setlasterror’,
P <sha >.dat",

"network_events.traffic": "read", 'Ox45f0', 'kernel32.encodepointer', '0x46d0’]

[ “"<drive>",

{ ‘ windows", . .
"server":"www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com , "system32", Byte-Palr Encodlng (BPE)
"port":80 "<sha256>.dat",

} "network_events.traffic", R

1, "www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com", tOkenS.
"apis": 8",
[ "apis", (] 1 L] " ] ] L) ] ] ] ] ] ] ] L] ] (] [}

{ "msvert. set_app_type”, lhep g @8, ne, 39, 039 . o =200 epne . kepne
--apl_na?e":"MSVCRT._set_app_type”, "gx2", ‘_kerne132.', '_0)(1', '_OXG', 'et‘, 'ad', 'al', 'ti', 'get',
"args”: "null",

"@x2" "msvcrt. p_ fmode", 100D bl rediiiiac o BN S o e Pell i Soe i O]k
]J s, -1 1 1] 1] 1 1] 1] 1] ] L] 1 1] " L] ]
et YAl anull ita ., 'ea'. | Oxfea 1 Oxfaee . Ss’ .. ppr i one’. TR
s 'PpAe . "proc) . ter ;. datppoc. . sec.. dre: cal . on
{

"api_name":"MSVCRT. p_ fmode", ‘secrl’ . addre.. caddress:. g@getpbrocaddress. . riti.. pitical |

‘rifticalsecty . 1o
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Behavioral Log Modeling with Transformer

(- Application )
Dynamic Analysis ( Modeling f(x) \
Sandbox | _ _ o= = \
Data Cleanin Feature Extraction N
— g Embedding |‘ f Trans.former Enco'der \ :
\ / |Behavior Field Filters Tokenization ] b | MUIt"HeaEI Attention x 21
I Lad
(‘Operating System ) —A— —h— % | Feed Forward 1
] Normalization Encoding " . v Y
Logging Agent Positional ]l - N — |
: Encodin ayer Normalization
Auditd - - g \\\ _____ g_ X Y,
Sysmon K j
\ — ) Pr(?t;ggillfltios

Add & Norm

Add & Norm

Multi-Head
Feed Attention

Forward Nx
Add & Norm
(Add & Norm ]
Add & Norm e
Muiti-Head Multi-Head
Attention Attention
A ) A 73
| —
Positional A Positional
Encoding Encoding
Input Output
Embedding Embedding
Inputs Outputs
(shifted right)

Figure 1: The Transformer - model architecture.
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Evaluation — How Well
Self-Supervised Pre-Training Works?

1. Choose large part of training dataset
to act as unsupervised corpus

2. Pre-train model using
Masked Language Model (MLM)

@ Troopers DE, June 2023 D. Trizna, L. Demetrio
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Masked Language Modeling (MLM)
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1] : 1] —Add & Norm
N
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n, = " Multi-Head Multi-Head
wiln d OWS 7 Attention Attention
ntemp n , At At
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Figure 1: The Transformer - model architecture.
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Evaluation — How Well
Self-Supervised Pre-Training Works?

~

1. Choose large part of training dataset
to act as unsupervised corpus

2. Pre-train model using
Masked Language Model (MLM)

3. Fine-tune model on small supervised
dataset

4. Evaluate how well it performs on test data
compared to model with no pre-training

@ Troopers DE, June 2023 D. Trizna, L. Demetrio
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Preliminary results on pre-training:

TPR at FPR 0.001

035
10 T T
5%(1-exp(-x*1)) —
0.30 - s | |
0 -
025 -
-5 4
-10 1 1 1 1 1
-1 0 1 2 3 4 5

015
_ The way to utilize Tera-Bytes of
Mon-pretrained
010 ~-- Full data unlabeled system logs!?
=== LR approximation
== Pretrained
]_I:III:: ]_é: I-I;le I-IS: 3.EJ:~: 3.'Ij:: 4.&]:-: 4.%:: 5.&]::

Unlabeled dataset size x fine-tuning dataset
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Comparison with Existing Techniques:

1.0
| —— Neurlux |
' l
3 0.8 — Gated CNN :
@ | = QuoVadis — — — -
= - — Nebula
°>’ 0.6
'4!:1,’ ________
.g |
0.4+
O |
= |
= ] |
F10.2¢ :
'
0.0x

0+ 10 162 1o 100
False Positive Rate
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Explainability (1/3):

Transformer Attention Show What It Learns

dil dil

~ write ~ write @ 54 security vendors and no sandboxes flagged this file as malicious
_cd _cd 54
- : /69 0009064322cdc719a82317553b805¢chbbc64230a9212d3b8aad1ea1b78d3bf10a
exedows | exedows
_temp _temp nyxuy.exe
_hgdraw __hgdraw .
peexe  ovElslelel| (DWORD dwNativeElapsed)
dll dil
_apis _apis SN acote DWORD dwStart = GetTickCount();
_kernel32. _kernel32. // ... some work
mtimeasfiletime getsystemtimeasfiletime rule: (GetTickCount() - dwStart) > dwNativeElapsed;
_0x1211fd8 _0x1211fd8 meta:
_hone —hone name: check for time delay via
7kerne|3€2. _kemel32. . namespace: anti-analysis/anti-debugging/debugger-detection
HiteHiprocessid gHltdiTeiipRgeseld author: michael.hunhoff@fireeye.com
_Ox7e _Ox7e .
148 148 scope: function
_ kernel32. _ kernel32. lele
-currentthreadid getcurrentthreadid - Anti-Behavioral Analysis::Debugger Detection::Timing/Delay Check GetTickCount [B0©©1.032]
_0Ox7e _Ox7e examples:
15¢c 15¢c - Practical Malware Analysis Lab 16-03.exe_:0x4013d0
kernel32. larmnal22, features:
gettickcount

- and:

_0x5265¢c14 _UXo2boCT14 t(api(} 132.GetTickCount)): 2
= r 3 : r
oy T count(api(kerne etTickCoun or more
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Explainability (2/3):

Explanation Consistent Between Various Techniques

SHapley Additive exPlanations (SHAP) N P
temp temp
gt NN ]
olf f ] -9
iqfq - g olf
i — - - info
drive | — -
windglxri 3 — o
system32 F open
sha256f NG =
read | ] _drive
drive f E _
windows | I —————\windows
system32 F E
sha256 | o _system32 \ _system32
O

create f 3 sha256 _sha256
-0.002 -0.001 0.000 0.001 0.002 0.003 0.004 _read

_drive _drive
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Explainability (3/3):

Can Yield Indicators-of-Compromise (loC) ?

__kernel32. __kernel32.
chartomultibyte l widechartomultibyte
_Ox4e4
_0x0 _0x0
_ 0x12114b8 ~ 0x12114b8
ox1oc Syntax
~ 0x1211¢ccO ~ 0x1211cc0 Ciy D Copy
_ 0x100
int WideCharToMultiByte(
_0x0 ([in] UINT CodePage, \
~0x0 [in] DWORD dwFlags,
0x100 [in] _In_NLS_string_(cchWideChar)LPCWCH lpWideCharStr,
- [in] int cchWideChar,
_kernel32. _kernel32. [out, optional] LPSTR 1pMultiByteStr,
getlasterror getlasterror [in] i ot Byte
[in, optional] LPCCH lpDefaultcChar,
_0x0 _0x0 [out, optional] LPBOOL 1pUsedDefaultChar
~ kernel32. _kernel32. \L j
tisgetvalue tisgetvalue
_0x0 _0Ox0
_ Oxfeee0001 _ Oxfeee0001
__kernel32. ~Kernel3Z.
flsgetvalue flsgetvalue
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Summary

* Realistic exploitation detection considers wide
scope of attack vectors through log analysis FINAI.I.Y!!!
* Industry lacks efficient Al modeling of this data

* Transformer architectures rivals Convolutional Neural Networks in
this domain:

* Global vs Local semantics

* Unsupervised pre-training in this domain has huge potential
e Now: Security industry relies on manual / supervised methods
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Thank you for your attention!
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