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Hold me closer … tiny dancer?? 

http://www.youtube.com/watch?v=4o2u2RjEFHo&t=3


Who are we
Reagan Short

● Technical Director at BlueVoyant
● Operations Innovation
● Focused on supporting eradication of evil 

over millions of endpoints by enhancing 
detection, processing, and communications

Justin Ibarra

● Threat Research and Detection Engineering 
team lead at Elastic

● Threat research primarily on endpoint, 
cloud, and web

● Build detection and prevention capabilities 
for EDR, SIEM, and other features at scale

@ReaganShort

Pronounces “regex” as: R EH1 G EH1 K S

@br0k3ns0und

Pronounces “regex” as: R EH1 JH EH1 K S

https://twitter.com/ReaganShort
https://twitter.com/br0k3ns0und
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Overview and Motivation
● The continuous integration of language-based “human-machine interaction” 

increases the impact and urgency of this issue
● Speech-to-text and text-to-speech is resurging with LLMs like ChatGPT
● Highly prevalent risk



Origin Story
● 2016: Parody domain registered as part of a local SOC training/”crack me” site.
● Catch-all email address created to fwd to personal gmail
● Almost immediately, “oopsies” started flowing in (will showcase some receipts at 

end)
● Turned into a mutual-interest research project



Origin Story



Origin Story



Determining (near) homophones



What’s a homophonic collision?
Homophonic collision: a scenario where two or more words or phrases, despite being 
spelled differently, share the same (or similar) pronunciation, referred to as 
homophones (or near-homophones).

● This can often cause confusion in both spoken and written language if the context 
doesn't make it clear which word is being referred to. 

■ In spoken language, context usually clarifies the intended meaning. 
■ In written language, correct spelling is essential to avoid misunderstandings.



Major levels of linguistic structure



Coils of Communication Chaos
● Phishing

○ Reset bank of america pin to receive funds
● Homoglyph attacks / domain 

squatting
○ Bankofarnerica dot com

● Homophonic collisions / 
soundsquatting
○ Bankofamiracle dot com



Composition of an audible word
● Phonetic pronunciation comprised of phonemes
● Phonemes represent distinct phones (audible sounds or gestures)

○ abstractions of speech sounds that are perceived as equivalent to each other in a given language
● B | IH0 | S | AY1 | D | Z - besides
● B | IY2 | S | AY1 | D | Z - besides, bsides
● B | EH1 | D | S | AY2 | D | Z  - bedsides 
● T | R | UW1 | P | ER0 | Z - troopers
● T | R | UW1 | P | ER1 | S - true purse



Composition of homophones
● A homophone is two or more words having the same pronunciation but different 

meanings, origins, or spelling
● D | IH1 | R - deer, dear
● N | UW1 - new, knew
● N | Y | UW1 - new, knew

● Phonemes are identical
● Sometimes across multiple pronunciations (new, knew)



Composition of near-homophones
● A near-homophone is pronounced almost the same as another word but has a 

different spelling and meaning
● P | EY1 | JH - page
● R | EY1 | JH - rage
● D | R | AY1 | V | ER0 - driver
● D |      AY1  | V | ER0 - diver

● There is correlation across phonemes, but not completely



Determining near-homophones
● Multiple approaches and algorithms
● Heavily leveraged the Natural Language Toolkit (NLTK)
● CMUdict module - Carnegie Mellon pronunciation dictionary
● Phonemic transcription via the ARPABET

 

https://www.nltk.org/
https://www.nltk.org/api/nltk.corpus.reader.cmudict.html#module-nltk.corpus.reader.cmudict


Determining near-homophones - syllabic partitioning
● AO2 | R | G | AH0 | N | AH0 | Z | EY1 | SH | AH0 | N - organization
● Can leverage phonemic patterns to make assumptions such as syllabic partitioning

○ English’ many exceptions make this difficult

● [R | IY0], [T | R | AE1], [K | SH | AH0 | N] - retraction
● [R | IH1], [CH | UW0], [AH0 | L] - ritual
● [EH0], [N | JH | OY1], [M | AH0 | N | T] - enjoyment (should be eN-joy-ment)
● [IH0], [N | F | L | EH1], [K | SH | AH0 | N] - inflection (should be iN-fle-ction)
● [AO2], [R | G | AH0], [N | AH0], [Z | EY1], [SH | AH0 | N] - organization



Determining near-homophones - splitting
● Splitting the word is imperative to isolate discrete phonemic chunks
● IH0 | R | OW1 | ZH | AH0 | N - erosion

○ Sub words
■ ER0 - er
■ AA1 | N, AO1 | N - on
■ AY1 | AH0 | N, AY1 | AA2 | N - ion

○ Syllabic partitioning
■ [IH0], [R | OW1], [ZH | AH0 | N]
■ Reassemble chunks across all combinations
■ Reverse lookup (phoneme to grapheme)
■ [R | OW1] - reaux, rheault, rho, ro, roe, roh, rohe, row, rowe, wroe

● e-roe-sion, e-rowe-sion, e-row-sion, etc.



Qualifying near-homophones
● Not all near-homophones are equal, so relative value (scoring) is important
● Several algorithms

○ Absolute phoneme correlation
○ Contiguous relative phoneme correlation
○ Phoneme Levenshtein distance (x2)

● Potential Model Approach
○ Using state of the phonemic representation for training models
○ Convert phonemes to numeric representation (also a potential for Levenshtein approach)

● Future Research around Acoustic Approach
○ Audio Samples
○ Fast Fourier Transforms



Challenges and opportunities
● Tech lexicon

○ Fun words: colorama, asciimatics, 
○ Tech speak and colloquialisms: bsides (besides) 
○ Abbreviation pronunciation: io (eye oh, ee oh)

● Dialects
○ Cultural, regional, familial

● Language-specific exceptions
○ English



Homophonic collisions in the wild



Finding vulnerable domains
● Filtered Alexa top 1000 to 

US-based .com
● Determined homophones 

and near-homophones 
(similar to DNSTwist) 
and scanned all 
combinations:
○ Is registered?
○ Is connected?
○ Is suspicious (VT)



Vulnerable domains: Walmaret .com



Vulnerable domains: bankofamericay .com



Vulnerable domains
● Webex: webbex 

● Wells fargo: wellesfargo

● Youtube: yootube



Finding vulnerable packages
● Took most popular pypi package downloads list
● Determined homophones and near homophones and scanned
● Validated against DataDog GuardDog malicious software data set
● Homophonic collision packages;

○ aiiohttp
○ coloroma
○ colouramas
○ colurama
○ dequests
○ fequests
○ gequests
○ requesfs
○ requeste

https://docs.google.com/presentation/d/1cJ1WGH2lyv71g2XbDxQZg_lvG5UJ1pu4_YOaRyfMJa0/edit#slide=id.g2224760648a_0_109
https://github.com/DataDog/malicious-software-packages-dataset


Other risks and threat vectors
● Speech2Text / Text2Speech

○ Wrappers around LLMs like ChatGPT
○ Assistants like Siri and Google

● Other “registered namespaces”
○ Social media handles / usernames
○ Email addresses (soundalike@gmail.com)

mailto:soundalike@gmail.com


Super official in-the-wild examples
● Examples of real world sensitive data collected from homophonic collision 

incidents



Super official in-the-wild examples
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Super official in-the-wild examples



Super official in-the-wild examples



Super official in-the-wild examples



Super official in-the-wild examples



Defensive opportunities



Detection methodologies and opportunities
● API lookup for real-time lookup or pre-emptive preparation

○ Real-time/event-driven processing
○ Preprocessing known namespaces of interest

● Detection rule looking for all homophones from explicitly defined words
● Subscribe to domain registration and SSL certificate registration
● Expose resources to pypi and other package ecosystems to detect



Detection methodologies and opportunities
● Generate homophones and near homophones list
● Explicitly alert on domain collisions connection attempts



Detection methodologies and opportunities
● Generate homophones and near homophones list
● Explicitly alert on domain collisions successful connection



Detection methodologies and opportunities
● Generate homophones and near homophones list
● Explicitly alert on domain collisions successful connection downloading a file



What’s next?



phonemenal
● Phonemenal.io (coming soon)

○ API, near-homophone lookup, etc.
● Python package

○ pip install phonemenal (coming soon)
○ A phenomenal toolkit for having fun with phonemes and homophonic 

collisions



Thank you

@br0k3ns0und | @ReaganShort 


