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Me

• Dominick
– 15+ years consulting and project work in the identity space
– co-creator of IdentityServer & IdentityModel OSS projects
– co-Founder of Duende Software

slides https://speakerdeck.com/duendesoftware
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OAuth Bearer Tokens

• Caller needs access token to call API
– transmitted via Authorization header using the Bearer scheme

Authorization: Bearer <token>

GET /service/resource

https://tools.ietf.org/html/rfc6750
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High Security OAuth

FAPI/FAPI2
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Do you remember?
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WS-Security Proof of Possession

generate secret

WS-Trust request for service
contains secret encrypted for STS

WS-Trust response
contains SAML assertion that
contains secret encrypted for service

Encrypted SAML assertion +
XML body signed with secret

1
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3
4

STS

Service

decrypt secret
validate signature
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What about OAuth 1.0?
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…defaulted to signature-bound tokens

https://www.rfc-editor.org/rfc/rfc5849#section-3.4

https://www.rfc-editor.org/rfc/rfc5849
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What about OAuth 2.0?

https://web.archive.org/web/20120730164629/http://hueniverse.com/2012/07/oauth-2-0-and-the-road-to-hell/
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…specified bearer tokens only

https://vimeo.com/52882780 #fuckoauth
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Postponing PoP

https://datatracker.ietf.org/group/oauth/documents/
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Attempt #1: OAuth PoP
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Attempt #2: Token Binding
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Then FAPI comes along…
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PoP at the Transport Layer
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Mutual TLS

TLS Tunnel

server certificateclient certificate

• authentication
• proving to know a secret

(private key)
• validate chain of trust

(optional)
• negotiate key material

• sign & encrypt traffic

https://www.youtube.com/watch?v=YteUqj1mmo0

https://www.youtube.com/watch?v=YteUqj1mmo0
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MTLS PoP

generate/use
 X.509 certificate + private key

Token request using
MTLS and X.509 certificate

Token response
contains acess token with hash
of the X.509 certificate

API call using MTLS 
and X.509 certificate
and access token
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3 4

STS

Service

validate token
compare hashes
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Example Access Token

{
header

}.
{ 

"iss": "https://server.example.com", 
"client_id": "client1", 
"exp": 1493726400,

"cnf": { "x5t#S256": "bwcK0esc3ACC3DB2Y5_lESsXE8o9ltc05O89jdN-dg2" } 
}.
signature

https://tools.ietf.org/html/rfc7800
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Creating an X.509 Client Certificate
static X509Certificate2 CreateClientCertificate(string name)
{

var distinguishedName = new X500DistinguishedName($"CN={name}");

using (var rsa = RSA.Create(2048))
{

var request = new CertificateRequest(
distinguishedName, rsa, HashAlgorithmName.SHA256,RSASignaturePadding.Pkcs1);

request.CertificateExtensions.Add(
new X509KeyUsageExtension(X509KeyUsageFlags.DataEncipherment | X509KeyUsageFlags.KeyEncipherment |  

X509KeyUsageFlags.DigitalSignature, false));

request.CertificateExtensions.Add(
new X509EnhancedKeyUsageExtension(

new OidCollection { new Oid("1.3.6.1.5.5.7.3.2") }, false));

return request.CreateSelfSigned(
new DateTimeOffset(DateTime.UtcNow.AddDays(-1)), 
new DateTimeOffset(DateTime.UtcNow.AddDays(10)));

}
}
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MTLS Summary

• Pros
– easy to use if infrastructure exists already
– proven technology
– can be also combined with special hardware (e.g. smartcards)

• Cons
– not always easy (or possible) to deploy

• especially for internet connected scenarios
– not suitable for browser-based clients



21@duendeidentity

PoP at the Application Layer
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DPop Token Request

POST /token

grant_type=authorization_code
code=xyz
redirect_uri=https://…

Dpop: eyJ0…3Lg
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DPop Proof Token (Token Request)

{ 
"typ": "dpop+jwt", 
"alg": "ES256", 
"jwk": { 

"kty": "EC", 
"x": "l8tFrhx-34tV3hRICRDY9zCkDlpBhF42UQUfWVAWBFs", 
"y": "9VE4jf_Ok_o64zbTTlcuNJajHmt6v9TDVrU0CdvGRDA", 
"crv": "P-256" 

} 
}.
{ 

"jti": "-BwC3ESc6acc2lTc", 
"htm": "POST", 
"htu": "https://server.example.com/token", 
"iat": 1562262616 

}.[Signature]

public key

unique ID
HTTP method
HTTP URL

signature proves knowledge of private key
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DPop Token Response

• Access token contains the public key as confirmation method

{ 
"iss": "https://server.example.com", 
"client_id": "client1", 
"exp": 1493726400,

"cnf": { "jkt":"0ZcOCORZNYy-DWpqq30jZyJGHTN0d2HglBV3uiguA4I" } 
}

Base64url encoding of the JWK SHA-256 Thumbprint of the public key (RFC 7638)

https://tools.ietf.org/html/rfc7638

https://tools.ietf.org/html/rfc7638
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Resource Access

GET /resource

Authorization: Dpop ey…MQ
DPop: ey…bQ
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DPoP Proof Token (Resource Access)
{

"typ": "dpop+jwt", 
"alg": "ES256", 
"jwk": { 

"kty": "EC", 
"x": "l8tFrhx-34tV3hRICRDY9zCkDlpBhF42UQUfWVAWBFs", 
"y": "9VE4jf_Ok_o64zbTTlcuNJajHmt6v9TDVrU0CdvGRDA", 
"crv": "P-256" 

} 
}.
{ 

"jti": "e1j3V_bKic8-LAEB", 
"htm": "GET", 
"htu": "https://resource.example.org/resource", 
"ath": "lcuNJajHmt6v9TDVrU0Cd",
"iat": 1562262618 

}.[Signature]

same public key

resource must 
create jkt and
compare with
access token

signature proves knowledge of private key

hash of
access token
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DPoP

generate a key pair
and use it to sign a proof token

Token request + 
proof token

Token response
return acess token containing hash
of the public key used to
sign the proof token

API call with access token
and proof token using 
same public key

1

2

3 4

STS

Service

validate both tokens
     check linking
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Sometimes "simple" is too simple

• Might need to sign more request data than URL and method
– implementation and canonicalization format is up to you

• Proof token receiver needs to determine their own acceptance policy
– "issued at" timestamp + replay cache

• Client generated time stamp has potential issues
– allows generating tokens for future use
– clock skew
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Mitigation: server-issued nonces
{ 

header
}.
{ 

// other claims 
"iat": 1562262616 

}.[Signature]

HTTP/1.1 400 Bad Request DPoP-Nonce: eyJ7S_zG.eyJ 
{ 

"error": "use_dpop_nonce
}

{ 
header

}.
{ 

// other claims 
"nonce": eyJ7S_zG.eyJ 

}.[Signature]



30@duendeidentity

DPoP Summary

• Pros
– does not need special infrastructure
– can be implemented with widely available tooling (JWT, crypto etc.)

• Cons
– new technology
– requires code changes everywhere

• proof token creation and validation
• replay caches
• nonce handling
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Summary

• Sometimes bearer tokens are not secure enough
– sensitive data
– traversing untrusted networks
– defense in depth needed

• PoP increases security guarantees considerably
– does not come for free
– infrastructure vs application complexity


