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Agenda

● Research assumptions

● OopsSec meter

● 5 nation State Sponsored APT Threat Actor
 
a. Bad Patch
b. PoweShort shell 
c. Rampant kitten
d. Sharp Panda
e. Moses Staff (time permitting)

● Large Scale Cyber Crime Threat Actor in Iran

● Infy - Nation state -The best opsec 
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Research Assumptions

Attackers are humans 
and prone to mistakes
Advanced APT != Advanced OpSec

1

Threat actors won't 
necessarily fix OpSec 
holes even if they suffered 
from a past takedown or 
data leak. 

2 3

We can learn new 
techniques, current 
targets, plans, damage 
control and a additional 
valuable data.
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OopsSec Meter
OopsSec Category Partial Moderate Complete

Victim’s HeatMap Location 1 Industry 5 Identity 10

Attack Vectors mapping 1 5 10

Access C2 backend code 3 5 10

Achieve victims exfiltrated data 5 7 10

Attacker malicious techniques 5 7 10

Built-in sinkhole capabilities 6 8 10

Attackers communication channels 7 8 10

Attribution - identity Origin 3 Partial - 7 Identity - 10

Disinformation attack 5 7 10

Take-Down Temporary - 5 Partial - 8 Complete - 10

100 bad points

100                               0
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Bad Patch - Palestinian Threat Actor 

● Android and Windows state-sponsored long term targeted campaign, active since 2012.
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● Disclosed by Palo Alto Networks at 2017.

● Bad Authentication process - Navigate directly to inner pages without authentication

● Navigating directly to “/lms/index.php” not redirecting to  the user to login.php, but 
instead granted authenticated access to the system - keylogger exfiltration screen

Bad Patch - Palestinian Threat Actor 
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● 2023 Android Malware - masquerading as Google play ssl app

● Certificate locality and upload origin to Virustotal is from Gaza
 

Bad Patch - Palestinian Threat Actor 
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● 2023 Android Malware - Plenty of collection capabilities

● Exfiltrates victim data to a C2 server using POST - systembackups.info
 

Bad Patch - Palestinian Threat Actor 
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● Handling of PHP errors  - sending HTTP GET request to /api/v6/data. 
● Expecting a POST request, it will print the DB name user name and password!!! 

Bad Patch - Palestinian Threat Actor 
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● Handling of PHP errors  - all c2 servers are vulnerable

Bad Patch - Palestinian Threat Actor 
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● Still bad in 2022 - All victim’s exfiltrated data is open
 

                          2017                                                      2022
Malware down and execute code

Bad Patch - Palestinian Threat Actor 



13

● All ~7800 Android Victim’s sensitive exfiltrated data is open and downloadable

● Including in and out calls recording, microphone hijack, Android WeChat, CV files, images

● 50 GB compressed 470M compressed average per day.
 

●

 

Bad Patch - Palestinian Threat Actor 
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● C2 Open dir - https://trackmobi.live/ 

Bad Patch - Palestinian Threat Actor 

https://trackmobi.live/
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● Still bad in 2022 - Full backend (server side) in a zip file - available from C2 - also in VT

Bad Patch - Palestinian Threat Actor 
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Bad Patch - Demo

https://docs.google.com/file/d/1dP4b-9W60cVQjRg_xUZNlh9l0sGyiswE/preview
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Bad Patch - still bad in 2023

● Still active, using the same domain pal4.net 

● Three weeks after my DEF CON talk, they replaced sub-domain from
 
app.pal4.net to i2c.pal4u.net

● Moved the  domain to Amsterdam instead of the Palestinian Authority

● The C2 IP was changed to 178.162.148.164

 

The C2 server is still operating 

● HTTP POST to /api/v6/types will return the allow list of supported extensions
Of exfiltrated data
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Bad Patch - still bad in 2023

● HTTP POST to /api/v6/key with “mac” and “app_id” parameters will  return ok. 
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Bad Patch - still bad in 2023

● HTTP POST to /api/v6/key without “mac” and “app_id” parameters
 
Returns a stack trace, failed on “keyLogger” function
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Bad Patch - still bad in 2023

● HTTP POST to /api/v6/key with invalid “app_id” integer  parameter: reveal sql table: 
phones   
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Bad Patch - still bad in 2023

● They fixed the ccc open dir and Laravel exposure … so are they untouchable ?
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Bad Patch - still bad in 2023

● fixed the “open dir”, but the uploaded file names and location remain the same :)

● “Guessing”: users-2023_04_23_04_00.zip - Zero randomization  
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Bad Patch - still bad in 2023

● Same encryption password
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OopsSec Meter - BadPatch - 47/100

OopsSec Category Partial Moderate Complete

Victim’s HeatMap Identity 10

Attack Vectors mapping 10

Access C2 backend code 10

Achieve victims exfiltrated data 10

Attacker malicious techniques

Built-in sinkhole capabilities

Attackers communication channels

Attribution - identity Partial - 7

Disinformation attack

Take-Down

100                               0
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Power Short Shell

● Iranian threat actor infects Farsi speaking victims (Windows machines)

● The threat actor also used Phishing campaign for collecting Gmail and Instagram Credentials



26

● CWE-434: Unrestricted Upload of File with Dangerous Type

Upload a webshell via HTTP, execute it via HTTP.

● Write where what - No validations - combine untrusted file name param

○ All file types allowed => what => aspx backdoor

○ Directory traversal on fileName + No unique file names = > Where

Power Short Shell

https://cwe.mitre.org/data/definitions/434.html
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● Phishing - store stolen credentials in clear text file out.txt on the C2 web root 

Power Short Shell
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All backend code is available for download
Implements browser automation for phishing 2fa of Apple icloud
The Check function logs the credentials to a downloadable file in clear text

Power Short Shell
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● Iranian threat actor - malware and phishing on organizations
which the Iran Islamic regime sees as a threat

● FTP exfiltration

○ Files were exfiltrated to the C2 FTP incoming directory.

○ Web server was installed and the webroot directory
was configured to the same FTP incoming directory. 

○ Theoretical exploitation vector based on server config:
Upload a webshell via FTP, execute it via HTTP.

Rampant Kitten  - Iranian Threat Actor
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● Credential theft via Rouge Telegram installer 

Exfiltration files in clear text open for browsing

Rampant kitten  - Iraninan Threat Actor
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● Telegram code was open to download 
● includes the threat actor credentials for sending the victim’s data by mail

Rampant kitten  - Iraninan Threat Actor
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● Chinese APT Group Targets Southeast Asian Government

● Office document exploits cve-2017-0199

● connects to C2server http://office.oiqezet.com/portals/office/fav.ico

Sharp Panda Threat Actor

https://www.virustotal.com/gui/file/341dee709285286bc5ba94d14d1bce8a6416cb93a054bd183b501552a17ef314
http://office.oiqezet.com/portals/office/fav.ico
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● June 2021 - opendir C2 server,main.php wrote victims data to log.txt:

● January 2022 - Exfiltrated victims data is textual and downloadable
no open directory, victim’s data is still written to same textual file name: log.txt

Sharp Panda Threat Actor
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Infection chain - 5 steps process

Finding victims

Send sms 

Step 1 Step 2

Step 4

Step 5

Step 3

SMSspy Threat Actor 
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SMSspy Threat Actor 

● Full backend (server side) in a zip file - https://adl-iiran.ga/pay.zip 

https://adl-iiran.ga/pay.zip
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STEP1 - searching for victims (phones)
● The left script extracts phone numbers from published ads on Divar.ir.

● The script on the right will send them a threat\phishing text message via Telegram 

SMSspy Threat Actor 
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STEP1 - Victims
● Full Victim list is textual and downloadable 

phone are available in users.lst file

● C2 server Internal files are exposed 
bash history command is available for download

SMSspy Threat Actor 
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STEP2 - SMiShing - Examples
 

SMSspy Threat Actor 
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STEP 3 - Install Fake Android Payment App
 

● Download an Android payment app malware 
This is a dual attack - spy on SMS to get 2fa codes and also phish for the victim’s credit card

SMSspy Threat Actor 
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STEP 4 - SMS Theft
● Android malware decompiled

SMSspy Threat Actor 
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STEP 4 - SMS Theft
● The PHP page uploads the victim’s SMS messages to a C2 server using a hardcoded text 

file name.

● Exfiltrated SMSs are textual, predictable and downloadable

SMSspy Threat Actor 



42

STEP5 - Credit Card theft
● Fake payment site

Legit site
c2 server

SMSspy Threat Actor 
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STEP5 - Credit Card Theft
● credit card details and user credentials are collected and sent to the attacker’s telegram 

channel

SMSspy Threat Actor 
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STEP5 - Credit Card Theft
● user credentials are collected and sent to the attacker’s telegram channel

SMSspy Threat Actor 
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Telegram Group
● Exposed exfiltrated data in open Telegram group with valid invite links

https://api.telegram.org/bot5134494401:AAE8P1dCCdbXL-Rdjz4D0UaBRWpintyDyxw/get
updates?chat_id=-1001574570310

SMSspy Threat Actor 

https://api.telegram.org/bot5134494401:AAE8P1dCCdbXL-Rdjz4D0UaBRWpintyDyxw/getupdates?chat_id=-1001574570310
https://api.telegram.org/bot5134494401:AAE8P1dCCdbXL-Rdjz4D0UaBRWpintyDyxw/getupdates?chat_id=-1001574570310
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Hacker’s Identity
● The data Telegram group is misconfigured to display all 

group members/hackers without even joining the group

SMSspy Threat Actor - Attribution 
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● Card Group  - 14 members   

SMSspy Threat Actor - Attribution 
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● The SMS and Data group are not private, all_members_are_administrators
everybody is welcome to join … 

● But without access to messages …

SMSspy Threat Actor - Attribution 



49

● I joined with my real name to both groups :)

● But there was no access to messages by new members…

SMSspy Threat Actor - Attribution 
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● The Card group is not private, all data is accessible via the Bot API function - getUpdates 

SMSspy Threat Actor - Attribution 
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● “So…Good” - seems like the main group

SMSspy Threat Actor - Attribution 
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● The group allows access to all messages without being required to join first

Hundreds of credit cards are listed

SMSspy Threat Actor - Attribution 
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Hundreds of malware samples and c2 servers infrastructure

SMSspy Threat Actor - C2 infrastructure
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● Those Telegram groups are just the tip of the iceberg

SMSspy Threat Actor - C2 infrastructure
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● LydiaTeam - active in the Professor phishing Telegram group with 15k members

SMSspy Threat Actor - Lydia team
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● Searching for “newCard recived”  (intentional typo) in Google, returned with Zalm_phishing
Group - stolen card data

SMSspy Threat Actor - C2 infrastructure
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● Baba_zorro - owner of Zalem phishing Telegram group with 30k members

SMSspy Threat Actor - C2 Attribution
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SMSspy Threat Actor - C2 Attribution

356

17K 20K
27K

62K

83K
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SMSspy Android Malware
● Lets decompile the malware

SMSspy Threat Actor - Android malware
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● The exfiltrated SMS messages were uploaded to c2 server.

● The randomization was done on the malware side! No victim’s unique data were used.

● http://<c2 domain>/uploads/<rand 11111-99999.txt>

SMSspy Threat Actor - Android malware
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● Android C2 server - developed in python

based on fire_base api and Telegram bot api

SMSspy Threat Actor - C2 server
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● One of the attackers is “Amin Ranjbar” 

● One of the SMSs is from the hosting provider’s, confirming his newly registered domain: 
sana-Iran.xyz 

SMSspy Threat Actor - Attribution
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● “Amin Mohammad Ranjbar” - National Bank of Iran - 
account number,  phone numbers and full address. 

SMSspy Threat Actor - Attribution
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● “Amin Mohammad Ranjbar” published services

SMSspy Threat Actor - Attribution
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● Phishing As A Service

It appears that Lydia Team
is selling and promoting their services

SMSspy Threat Actor - business model
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● Offers 60 phishing theme options

SMSspy Threat Actor - business model
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● Pyramid structure - the commission is 20% of the collected credit cards

SMSspy Threat Actor - business model
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● May 2023 - They no longer use the Telegram groups.

● But we can still  get all source code including malware and C2 server backend code.

SMSspy Threat Actor - 2023

step 1



69

● May 2023 - 3 clicks to get all source code including malware and C2 server backend code.

SMSspy Threat Actor - 2023

step 2

step 3
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● May 2023 - replaced group, token is still available
https://api.telegram.org/bot5639328712:AAGNa3MEY7hSErXWND9RAV
-4fQEdR8oHV4c/getchat?chat_id=1913698908

● Invite link: https://t.me/+kqWBG5ZRM9w4MTE1

SMSspy Threat Actor - 2023

https://api.telegram.org/bot5639328712:AAGNa3MEY7hSErXWND9RAV-4fQEdR8oHV4c/getchat?chat_id=1913698908
https://api.telegram.org/bot5639328712:AAGNa3MEY7hSErXWND9RAV-4fQEdR8oHV4c/getchat?chat_id=1913698908


71

● May 2023 - still working with no changes

SMSspy Threat Actor - 2023
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● May 2023 - All C2 php code, Android malware source, admin python scripts, etc

SMSspy Threat Actor - 2023
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● Movie clips educating on how to attack victims using

The tools we captured. 

SMSspy Threat Actor - 2023
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Infy Threat Actor - background - 2007-2015

● First campaign started in 2007 and its still active today

May 2015

Infy malware was discovered
Targeted attack against 
“threats” to the Islamic regime 
of Iran - 350 victims
In 35 countries. 

Jule 
2015

Infy take down
Using sinkhole
The malware used Hard Coded 
domain names
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● The lesson was learnt - After 2015 takedown 

● 2 step infection chain

○ Foudre  - first stage malware called Foudre (Lightning in French) 
checking if the victim’s machine is a valuable machine

○ Tonnerre - 2nd stage - only for valuable victims - Fully Undetectable in 2018
full surveillance capabilities screen captures, audio recording, etc.

   

Infy Threat Actor - background - 2017
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● Foudre and Tonnerre implement two anti takedown capabilities:

1. DGA = DOMAIN GENERATION ALGORITHM - every week 101 new C2 domains are 
generates using a DGA algorithm

         ToHex(CRC32(“NRV1” + year + month + week_number)) + (“.space”|”.net”|”.top” | “.dynu”)

         The date is derived from RSS feed of legit worldwide news site:
    

Infy Threat Actor - background - 2017
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2.    C2 signature verification

○ downloads signature file decrypt it using RSA public key
 

○ verifying that the domain is a legit c2 server 
and not a taken over domain.  

    

Infy Threat Actor - background - 2017



78

● Anti-takedown is done across all communications with all C2 servers and protocol

● Example: The HTTP C2 updates the Tonnerre with the current FTP C2 server IP address
 

Obfuscate IP - 185.136.163.158
The RSA signature

FTP ports 69,1512,443

Public socks proxy’s IP address 

Infy Threat Actor - background - 2017
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● The implications of the very strong opsec security are that security researchers in the last 
five years don't have ability to:

● Sinkhole is not useful - only victim’s ip address may be collected.

● No access to exfiltrated data  - encrypted with private key and uploaded securely

● Strong opSec prevent take down even if a research will be given access to the original 
C2 server 

○ Sinkhole is not effective due to DGA

○ Send kill command/update malware version to non malicious - not possible

● Only option is to publish ioc’s (malware hash, malware signature) - short term solution. 

Infy Threat Actor - background - 2017-2022
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2017

New developed tools:
Foudre 1 and Tonnerre were 
found - DGA + C2 RSA 
signature validation

2021

February - Foudre V. 2-22, Tonnerre 11

March - Foudre V. 23 + macro

June - Foudre V. 24 + macro

October - Foudre V.26 DGA + Tonnerre 15

May 2015

Infy malware was discovered
Targeted attack against 
“threats” to the Islamic regime 
of Iran - 350 victims
In 35 countries. 

July 
2015

Infy take down
Using sinkhole
The malware used Hard Coded 
domain names

MaxPinner 4-5V

Telegram Exfil - execute by 
Foudre if Tonnere is not running

2018

2022

Infy Threat Actor - background - 2017-2022
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● weakest link in Infy chain: the transmission of files from the C2 server to Iran

● INFY C2 server contains two backend domains which are not part of 
Foudre and Tonnerre DGA domains.

● Log1host.info.gf is used for Foudre backend and f1host.info.gf for Tonnerre (f for files)

Infy Threat Actor - 2022
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● C2 server used as an infection server for the 2nd stage of the attack.
We guessed the predictable name of Tonnerre new versions binaries

● The decryption password was the same password used in previous version of Foudre. 

● Conclusion: the two backend domains are not used by the newest version of Tonnerre.

t00015-6.tmp-

Infy Threat Actor - 2022
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● log1host.info.gf and f1host.info.gf are used by the attackers to download and delete 
exfiltrated victims files.

● The C2 server includes a php backend script protected by a guessable password. 
The script provide a dirlist of the exfiltrated files directory and also ability to delete them

● We were able to download all Tonnerre and Foudre  exfiltrated files over a period of 4 
month and save them automatically sorted by victim.

Infy Threat Actor - 2022
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● Tonnerre files includes obfuscated metadata which is not encrypted 

Infy Threat Actor - 2022
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User name

machineGuid

Host Name

Path to store on C2 server

Tonnerre Version
Screen Capture file

● Interesting Victims - located in Sweden, first infection in March 10

● Victim is a Windows server hosting a Titan ftp server and mini-httpd web server
 

 

Infy Threat Actor - 2022
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● Attacker machine in Iran probably used for testing infected malicious Word file with macro.

● Word filename “mollajoon_sarbazi_” is an opposition leader to the Iranian Islamic regime

● We found files from computer name test and user test2 which were used by the attackers.

Tonnerre version
Machine GUID

Infy Threat Actor - 2022
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● Victim in Iran - first infection June 27, 2022

● Activist against violation of human rights in Iran
http://www.asre-nou.net/1384/azar/1/m-gozaresh-aban.html 

● 1800 files were exfiltrated on the first day. 

Infy Threat Actor - 2022

https://translate.google.com/website?sl=fa&tl=en&hl=en&prev=search&u=http://www.asre-nou.net/1384/azar/1/m-gozaresh-aban.html
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All Research Assumptions confirmed

Attackers are humans 
and prone to mistakes
Advanced APT != Advanced OpSec

1

Threat actors won't 
necessarily fix OpSec 
holes even if they suffered 
from a past takedown or 
data leak. 

2 3

We can learn new 
techniques, current 
targets, plans, damage 
control and a additional 
valuable data.
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Go Hack Yourself - 10M legit sites do the same mistakes
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