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About me

- Live in Tel-Aviv, Israel
- B.SC computer science
- 4+ years in the Israeli air force as a security researcher
- 1+ year @ Semperis as a security researcher

Love to write stuff for fun
- AADInternals function
- Android Application
- NN models
- ChatGPT Plugin/Tools
- Reportly



Agenda

• Azure SMTP(soft) match abuse

• IR in Azure AD

• Reportly –Goal

• Reportly – Examples

• Reportly - Future features

• Questions



SMTP/Soft match

Source: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/whatis-azure-ad-connect

UPN
ProxyAddresses



Synchronized user



On-Premises attributes



Eligible roles



Eligible roles activation (PIM)



Limitations on user synchronization(soft match)

• AAD existing user , New AD user

• UPN and Proxy address are matched 

• AAD user’s password is overwritten

• Original MFA remains

• It's not possible to synchronize users from AD to high privileged Azure AD users



Original abuse by Dirk-jan



Bypass synchronization to an administrative 
account

1. Find Azure AD non-synced user with eligibility to high privileged 
role

2. Create On-Prem user with correlating ProxyAddress and UPN

3. Overwrite the user's password

4. Login as the user

5. Activate high privilege role



Azure – squid.ward.com
On-Prem – sponge.bob



The problem



















The problem
• There is no convenient way to understand what a user has done 

over time

• A lot of information can be missed in the form of "scrolling logs"

• The information about the user is scattered 

• Authentication logs and user activity logs are on different pages

All these reasons are only a small part of the description of the 
difficulty of investigating and responding to an incident quickly 

and effectively





Example – normal report

talk pics/report_lee.html


• User-friendly interface

• Provide a concise and easily interpretable overview of suspicious user 

• Creating a user timeline to paint a more coherent picture

• Highlighting more suspicious events tied to the user for further investigation

What have we learned from the example report?



Application administrator Privileges escalation

Application administrator can’t grant admin consent to an application



Application administrator Privileges escalation
Application administrator can add a secret to an existing application 
(And by doing that, using the application – already consented -
permissions)



Example – privileges escalation report + BF

talk pics/report_BF_appSecret.html


Example – eligible sync abuse report

1. Find Azure AD non-synced user with eligibility to high 
privileged role

2. Create On-Prem user with correlating ProxyAddress and 
UPN

3. Overwrite the user's password
4. Login as the user
5. Activate high privilege role

talk pics/report_sync.html


Future features 

• Highlighting more suspicious events

• More information about the user

• A more convenient way to authenticate when using the tool

• Improving the visual interface

• Support for additional events



Reportly will be available here:

https://github.com/sap8899/reportly



Questions
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