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Disclaimer
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This publication contains references to the products of SAP AG. 

SAP, R/3, SAP NetWeaver, Duet, PartnerEdge, ByDesign, SAP BusinessObjects Explorer, StreamWork, and 
other SAP products and services mentioned herein as well as their respective logos are trademarks or 
registered trademarks of SAP AG in Germany and other countries. 

Business Objects and the Business Objects logo, BusinessObjects, Crystal Reports, Crystal Decisions, Web 
Intelligence, Xcelsius, and other Business Objects products and services mentioned herein as well as their 
respective logos are trademarks or registered trademarks of Business Objects Software Ltd. Business 
Objects is an SAP company. Sybase and Adaptive Server, iAnywhere, Sybase 365, SQL Anywhere, and 
other Sybase products and services mentioned herein as well as their respective logos are trademarks or 
registered trademarks of Sybase, Inc. Sybase is an SAP company. 

SAP AG is neither the author nor the publisher of this publication and is not responsible for its content. SAP 
Group shall not be liable for errors or omissions with respect to the materials. The only warranties for SAP 
Group products and services are those that are set forth in the express warranty statements accompanying 
such products and services, if any. Nothing herein should be construed as constituting an additional 
warranty.
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Focus topics:
• SAP Ecosystem
• Penetration Testing
• Security Assessments
• Vulnerability Research

Responsible Disclosure Record @ SAP:

CVE-2020-6262, CVE-2020-6318, CVE-2020-26808, 
CVE-2020-26832, CVE-2021-21465, CVE-2021-21468, 
CVE-2021-21466, CVE-2021-21473, CVE-2021-27610, 
CVE-2021-33677, CVE-2021-33678, CVE-2021-33684, 
CVE-2022-27668, CVE-2022-35295, CVE-2023-0014, 
some without CVE assignment
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Background and Motivation
SAP® Software: Remote Function Call (RFC) and Type ‘3’ 
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[1] SAP SE, ”SAP Help Portal: Components of SAP Communication Technology - RFC”, sap.com. 
https://help.sap.com/docs/ABAP_PLATFORM_NEW/753088fc00704d0a80e7fbd6803c8adb/4888068ad9134076e10000000a42189d.html (accessed Jun. 4, 2023).
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Background and Motivation
RFC Nowadays

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[2] SAP SE, ”SAP Help Portal – WebSocket Remote Function Call”, sap.com. https://help.sap.com/doc/34796706f38646f68d51a0fa0d4636e4/100/en-
US/8cc8cc6198fd416bb368d7fe34e30d81.html (accessed Jun. 4, 2023).

• Connectivity between central hubs and 
managed satellite systems (e.g. SolMan, 
CUA, GRC)

• Connectivity within SAP transport 
domains (TMS)

• Connectivity for front-end systems with 
back-ends in the SAP Fiori infrastructure

• Connectivity in Internet-facing scenarios 
incl. B2B/B2G via SAProuter, SAP 
Business Connector, or other middleware

RFC over HTTP/WebSockets: 
“RFC is now internet-enabled [...] Therefore, 
VPN connections are no longer required for 
calling remote-enabled function modules 

(RFMs) across company networks.” [2]

• Connectivity in hybrid architectures and 
multi-cloud environments via the RFC 
Receiver Adapter of SAP Cloud 
Integration

• Connectivity in hybrid architectures and 
the Business Technology Platform (BTP) 
using the SAP Cloud Connector (SCC)

Traditional and continuing use cases More modern use cases
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Background and Motivation (16 Years Later)
RFC Security and Previous Research

2007: M. Nuñez Di Croce, 
“Attacking the Giants: Exploiting 
SAP Internals”

2010: E. Arsal, “Rootkits and 
Trojans on your SAP Landscape”

2012: A. Polyakov, 
“Top 10 most 
interesting SAP 
vulnerabilities”

2012: M. Gallo, “Uncovering 
SAP Vulnerabilities: 
Reversing and Breaking the 
Diag Protocol”

2012: B. Brencher, “SAP 
Runs SAP – Remote 
Function Call: Hacking 
and Defense”

2014-today: SAP SE, 
“Securing Remote 
Function Call (RFC)” 
Whitepaper

2014: D. Chastuhin, “All Your 
SAP Passwords Belong to Us”

2015: E. Fausto, 
“Recovering SAP RFC 
Credentials from 
Network Traffic”

2019: D. Chastuhin and M. Geli, 
“SAP Gateway to Heaven”, 
results integrated into pysap 
(M. Gallo)

2017: J. Czarny, “Holy 
crap I need to pentest
SAP from Citrix”

2015: H.C. Esperer and F. 
Weidemann, “A 
Backdoor in 
Wonderland”

2012: D. Hartley, 
“SAP Slapping”

2012: M. Nuñez Di 
Croce, “SAP 
(In)Security - Attacks, 
defenses and current 
state of the art”
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2014: M. Gallo, “SAP’s 
Network Protocols 
Revisited”

2007 2010 2012 2014 2015 2017 2019
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Research Objectives
Scope and Goals

Server-Side Implementation in 
AS ABAP
Re-assessment of the RFC 
interface for server-to-server 
communications of type ‘3’ with 
a combination of static/ 
dynamic analysis techniques 

Vulnerabilities
Centering on high-
impact 
implementation 
bugs

Offensive Security Research
Inspired by the work of E. 

Arsal 2010 [3] and
M. Nuñez 2007 [4]

[3] E. Arsal. (2010). Rootkits and Trojans on Your SAP Landscape. Presented at the Chaos Communication Congress (CCC) 27C3 Conf.
[4] M. Nuñez. (2007). Attacking the Giants: Exploiting SAP Internals. Presented at the Black Hat Europe 2007 Conf.
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Number of 
vulnerabilities 
registered in 

NVD

Undocumented, 
large and aged 

codebase?
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Research Objectives
The Extended Backstory

Transaction STAUTHRACE: No S_RFC check?

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[5] SEC Consult Vulnerability Lab, A. Meier and F. Hagg, ”Multiple Critical Vulnerabilities in SAP® Application Server ABAP® and ABAP® Platform”, sec-
consult.com. https://sec-consult.com/vulnerability-lab/advisory/critical-vulnerabilities-in-sap-application-server-and-platform/ (accessed Jun. 4, 2023).

Previous project: Large-scale analysis of remote-enabled ABAP function modules [5]

• Focused on functions without explicit authorization checks (ABAP coding) 
• Focused on functions without implicit checks (kernel side) except S_RFC 



© 2023 SEC Consult | All rights reserved
10

Set the Pieces

[Protocol Dissection of the Historical Type ‘3’] 
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• RFC Connection and RFC Conversation
• NI/RFC Handshake
• Conversation ID (CONVID)

• RFC Conversation Packets
• Used by calling instance to perform 

function calls (payload)
• Used by server to deliver its results

• RFC Data Containers
• Simple Tag, Length, Value (TLV) pattern
• Large number of data containers
• Nested more complex data structures
• Container chains

Server-to-Server RFC Communication of Type ‘3’
Protocol Dissection – RFC Connection, Conversation, and Container

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public



© 2023 SEC Consult | All rights reserved
12

Server-to-Server RFC Communication of Type ‘3’Server-to-Server RFC Communication of Type ‘3’
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• Includes logon material and user information
• parsed by disp+work!ab_isignon
• inserted into internal data struct ‘SIGNONCNTL‘
• stored in shared memory (em/private heap)
• utilized by disp+work!ab_xsignon during 

orchestration of authentication
• Carries several scrambled RFC data containers

Server-to-Server RFC Communication of Type ‘3’
Protocol Dissection – RFC_SIGNON_DATA Segment

Containers parsed by disp+work!ab_isignon

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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ab_scramble - Proprietary obfuscation routine
• Discussed by E. Fausto at Ekoparty 2015 [6]

How does it work?
• Scrambling seed

• another 4-byte in the TLV pattern
• used to find index for XOR pool

• XOR pool
• uses a 64-byte long hard-coded 

conversion map (XOR alphabet kt)
• XOR schedule

• translates each byte of secret
• performs symmetric XOR operation
• incorporates seed value in calculation 

process (to increase entropy?)

Server-to-Server RFC Communication of Type ‘3’
Protocol Dissection – Routine disp+work!ab_scramble

def scramble_secret(secret, length, seed): 
msg = bytearray.fromhex(secret.hex()) 
pk = -1 
j = (seed >> 5 ˆ seed * 2 ˆ seed) % 64 
# Hard-coded XOR alphabet kt 
xorpool =  b"\xf0\xed\x53\xb8\x32\x44\xf1\xf8\x76\xc6\x79\x59\xfd\x4f\x13\xa2" \

b"\xc1\x51\x95\xec\x54\x83\xc2\x34\x77\x49\x43\xa2\x7d\xe2\x65\x96" \
b"\x5e\x53\x98\x78\x9a\x17\xa3\x3c\xd3\x83\xa8\xb8\x29\xfb\xdc\xa5" \
b"\x55\xd7\x02\x77\x84\x13\xac\xdd\xf9\xb8\x31\x16\x61\x0e\x6d\xfa" 

# XOR schedule: loop over each byte of secret and perform mapping 
for i in range(0, length): 
msg[i] = msg[i] ˆ ((pk * i ˆ xorpool[j]).to_bytes(8, "little", signed=True)[0]) 
j = (j + 1) % 64 
pk += seed 

# return translated secret 
return ‘ ‘.join(format(byte, ‘ 02x‘) for byte in msg)

[6] E. Fausto. (2015). Recovering SAP RFC Credentials From Network Traffic. Presented at the Ekoparty Security Conf. 2015 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Kernel Catacombs – disp+work
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Kernel Catacombs – disp+work
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1. e4 e5: From Reflection to Deflection

[Logon Artefacts and Design Flaws] 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Alternate Logon Material – Overview
Internal and Trusted Conversations

Used to identify RFC partner in special conversation scenarios
• ab_xsignon->disp+work!CheckTicket for passwordless logons on AS ABAP
• Internal Conversations

• Implicit trust for communication within the same system and without user context switch

• Trusted Conversations
• Explicit trust for communication with external systems 
• Foundation for the trusted/trusting architecture (transaction SMT1/SMT2)
• Security methods 1 and 2

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Internal Ticket – IntTicket
Implementation and Cryptographic Routines
Pre-Shared Secret intkey
• 64-byte long message digest using PRNG
• Stored in Secure Storage in the Database

• Studied by several other researchers                  
[7, 8, 9, 10]

• Custom 3DES-EDE encryption

• Base64 encoded

Message String msg
• Caller SID and Installation Number
• Request Timestamp
• Null-padded

Algorithm
• HMAC-SHA256

disp+work!ab_MakeTicketRcvInternal

[7] D. Chastuhin. (2014). All Your SAP Passwords Belong To Us. Presented at the Confidence Security Conf. 2014.
[8] Cert Devoteam, Y. Genuer, ”The Security of ’SAP Secure Storage’”, cert-devoteam.fr. https://www.cert-devoteam.fr/en/the-security-
of-sapsecure-storage/ (accessed in 2022, not available anymore).
[9] O. Veyisoglu, “Evaluation of SAP Security with a Black-Box Approach”, M.S. thesis, École Polytechnique Fédérale de Lausanne, 2022.
[10] SecureAuth Innovation Labs, M. Gallo, “SecureAuth Innovation Labs Sheds Light on Protecting Credentials in SAP HANA: The Client 
Secure User Store”, secureauth.com. https://www.secureauth.com/blog/secureauth-innovation-labs-sheds-light-on-protecting-
credentials-in-sap-hana-the-client-secure-user-store/  (accessed Jun. 4, 2023).
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Internal Ticket – IntTicket
Python3 PoC ab_TicketInt.py
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Internal Conversation (State I)
Authentication Workflow # cat /usr/sap/<SID>/D00/work/dev_wN

[...] 
A RFC SignOn> CheckTicket
A RFC SignOn> CClient 000 (leng: 3) 
A RFC SignOn> WhoAmI ALICE (leng: 5) 
A RFC SignOn> Client 000 (leng: 3) 
A RFC SignOn> User ALICE (leng: 5) 
A RFC SignOn> SystemID NPL (leng: 3) 
A RFC SignOn> TransactionID SE37 (leng: 4) 
A RFC SignOn> TimeStamp 20230502231419 (leng: 14)
A RFC SignOn> TicketInt (leng: 32) 
A RFC SignOn> TicketExt (leng: 24) 
A RFC SignOn> LicenseNr DEMOSYSTEM (leng: 10) 
A RFC SignOn> Information (leng: 0) 
A RFC SignOn> call from client with same sysid. 
A RFC SignOn> Check internal RFC ticket 
[...] 
N RSEC: --> "rsecxdb__ReadEncryptedContents" 
[/bas/753_REL/src/krn/... 
N In: pIdentifier = 
/HMAC_INDEP/RFC_INTERNAL_TICKET_4_TRUSTED_SYSTEM 
[...] 
A RFC SignOn> [1] ab_MakeTicketRcvInternal (buffer leng: 
58, sum leng: 0, ... 
A RFC SignOn> Check internal RFC ticket successful.
A RFC SignOn> Single signon successful (internal ticket) 
[...] 
A RFC SignOn> RFC type I
M ThSetRfcType: set rfc type DP_INTERNAL_RFC for T2

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Internal Conversation (State I)
Authentication Workflow # cat /usr/sap/<SID>/D00/work/dev_wN

[...] 
A RFC SignOn> CheckTicket
A RFC SignOn> CClient 000 (leng: 3) 
A RFC SignOn> WhoAmI ALICE (leng: 5) 
A RFC SignOn> Client 000 (leng: 3) 
A RFC SignOn> User ALICE (leng: 5) 
A RFC SignOn> SystemID NPL (leng: 3) 
A RFC SignOn> TransactionID SE37 (leng: 4) 
A RFC SignOn> TimeStamp 20230502231419 (leng: 14)
A RFC SignOn> TicketInt (leng: 32) 
A RFC SignOn> TicketExt (leng: 24) 
A RFC SignOn> LicenseNr DEMOSYSTEM (leng: 10) 
A RFC SignOn> Information (leng: 0) 
A RFC SignOn> call from client with same sysid. 
A RFC SignOn> Check internal RFC ticket 
[...] 
N RSEC: --> "rsecxdb__ReadEncryptedContents" 
[/bas/753_REL/src/krn/... 
N In: pIdentifier = 
/HMAC_INDEP/RFC_INTERNAL_TICKET_4_TRUSTED_SYSTEM 
[...] 
A RFC SignOn> [1] ab_MakeTicketRcvInternal (buffer leng: 
58, sum leng: 0, ... 
A RFC SignOn> Check internal RFC ticket successful.
A RFC SignOn> Single signon successful (internal ticket) 
[...] 
A RFC SignOn> RFC type I
M ThSetRfcType: set rfc type DP_INTERNAL_RFC for T2
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Internal Conversation (State I)
Authentication Workflow

IntTicket Capabilities and Additional Use Cases
• arbitrary user impersonation
• bypasses S_RFC authorization check when

• Profile parameter auth/rfc_authority_check != 2
• Profile parameter auth/rfc_authority_check != 9
• Kernel default = 1

Re-Check on Kernel Release 777
• New sanity checks

• External Ticket ExtTicket
• Extra validation of Installation Number

# cat /usr/sap/<SID>/D00/work/dev_wN
[...] 
A RFC SignOn> cmp license |DEMOSYSTEM|DEMOSYSTEM| 
A RFC SignOn> call from client with same license number. 
A RFC SignOn> Check internal RFC ticket 
[...] 
A RFC SignOn> [1] ab_MakeTicketRcvInternal (buffer leng: 
58, sum leng: 0, ... 
A RFC SignOn> Check internal RFC ticket successful. 
A RFC SignOn> cmp client |000|000| 
A RFC SignOn> cmp user |ALICE|ALICE| 
[...] 
A RFC Signon> ab_MakeTicketRcvExternal key (1) 
RFC_EXTERNAL_TICKET_4_TRUSTED_SYSTEM (rc: 0 len 64) 
A RFC SignOn> [1] ab_MakeTicketRcvDBKey (buffer leng: 
134, sum leng: 138, ... 
A RFC SignOn> Single signon successful (internal ticket) 
[...] 
A RFC SignOn> RFC type I 
M ThSetRfcType: set rfc type DP_INTERNAL_RFC for T2
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External Ticket – ExtTicket (Security Method 2)
Implementation and Cryptographic Routines

Pre-Shared Secret extkey
• 64-byte long message digest using PRNG
• Trusted System: Stored in Secure Storage in  

the Database (3DES-EDE & base64 encoded)
• Trusting System: Stored in RFCSYSACL record 

Message String msg
• Caller and destination user information 
• Caller Transaction ID and SID
• Request Timestamp

Algorithm
• Custom SHA ab_sha with 46 rounds total
• SHA(msg || extkey || padding), post-calculation 

padding

disp+work!ab_MakeTicketRcvExternal
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External Ticket – ExtTicket (Security Method 2)
Python3 PoC ab_TicketExt.py

Single Logon Flag Container
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Trusted Conversation (State E)
Authentication Workflow # cat /usr/sap/<SID>/D00/work/dev_wN

[...] 
A RFC SignOn> Trusted Relationship X 
[...] 
A RFC SignOn> User Check 2 (new trusted method) 
A RFC SignOn> CheckTicket
A RFC SignOn> CClient 001 (leng: 3) 
A RFC SignOn> WhoAmI BOB (leng: 3) 
A RFC SignOn> Client 000 (leng: 3) 
A RFC SignOn> User ALICE (leng: 5) 
A RFC SignOn> SystemID NPL (leng: 3) 
A RFC SignOn> TransactionID SE37 (leng: 4) 
A RFC SignOn> TimeStamp 20230502224502 (leng: 14) 
A RFC SignOn> Ticket (leng: 24) 
A RFC SignOn> TicketInt (leng: 32) 
A RFC SignOn> TicketExt (leng: 24) 
A RFC SignOn> LicenseNr DEMOSYSTEM (leng: 10) 
A RFC SignOn> Information (leng: 0) 
A RFC SignOn> cmp sysid |NPL|A4H| 
A RFC SignOn> call from client with different sysid. 
A RFC SignOn> Check ext. ticket for trusted system 
between systems with different system ids. 
A RFC SignOn> Use the new ticket 
[...]
A RFC SignOn> trusted/trusting passed (done = e07f9f) 
[...] 
A RFC SignOn> RFC type E 
M ThSetRfcType: set rfc type DP_EXTERNAL_RFC for T11
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© 2023 SEC Consult | All rights reserved
27

Trusted Conversation (State E)
Authentication Workflow # cat /usr/sap/<SID>/D00/work/dev_wN

[...] 
A RFC SignOn> Trusted Relationship X 
[...] 
A RFC SignOn> User Check 2 (new trusted method) 
A RFC SignOn> CheckTicket
A RFC SignOn> CClient 001 (leng: 3) 
A RFC SignOn> WhoAmI BOB (leng: 3) 
A RFC SignOn> Client 000 (leng: 3) 
A RFC SignOn> User ALICE (leng: 5) 
A RFC SignOn> SystemID NPL (leng: 3) 
A RFC SignOn> TransactionID SE37 (leng: 4) 
A RFC SignOn> TimeStamp 20230502224502 (leng: 14) 
A RFC SignOn> Ticket (leng: 24) 
A RFC SignOn> TicketInt (leng: 32) 
A RFC SignOn> TicketExt (leng: 24) 
A RFC SignOn> LicenseNr DEMOSYSTEM (leng: 10) 
A RFC SignOn> Information (leng: 0) 
A RFC SignOn> cmp sysid |NPL|A4H| 
A RFC SignOn> call from client with different sysid. 
A RFC SignOn> Check ext. ticket for trusted system 
between systems with different system ids. 
A RFC SignOn> Use the new ticket 
[...]
A RFC SignOn> trusted/trusting passed (done = e07f9f) 
[...] 
A RFC SignOn> RFC type E 
M ThSetRfcType: set rfc type DP_EXTERNAL_RFC for T11
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Attacks and Vulnerabilities [CVE-2021-27610/CVE-2023-0014]
Design Flaws and Weaknesses in the Architecture of the Ticketing Systems

CVE-2021-27610 (Internal Ticket)

1) Credential Leak of Internal Ticket and Authentication Bypass
• Leak: AS ABAP cannot distinguish between internal and 

external conversation partners in outgoing 
communications

• Recycling: AS ABAP cannot distinguish between internal 
and external conversation partners in incoming 
communications 

2) Weak Message String Used in Internal Ticket Construction
• Inject user context into request w/o invalidating signature

• Escalation of privileges and user impersonation 
works only on older releases (kernel 753) due to additional 
ExtTicket check on newer releases (kernel 777)

CVE-2023-0014 (External Ticket)

1) Credential Leak of External Ticket and Ticket Replay/Relay 
• Leak: AS ABAP cannot distinguish between trusted and 

untrusted conversation partners in outgoing communications
• Recycling: AS ABAP cannot distinguish between trusted and 

untrusted conversation partners in incoming communications

2) Shared Key in Trust Relationships
• Pre-shared secret extkey not unique per trust relationship
• Enables impersonation of trusted systems
• Ticket relay (1) and/or signature forgery by trusting systems

3) Storage of Key in Plaintext Format (on Trusting System Side)
4) Cryptographic Issues in Creation of External Ticket

Cross-Layer (HTTP/RFC/RFC over WebSockets) Lateral Movement in SAP System Landscapes
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Design Flaws: RFC Loopback Attack and SAPass-the-TTicket (SAPtTT)
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Attacks and Vulnerabilities [CVE-2021-27610/CVE-2023-0014]

Cross-Layer (HTTP/RFC/RFC over WebSockets) Lateral Movement in SAP System Landscapes
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Design Flaws: RFC Loopback Attack – Reflection (External Protocol Run HTTP)

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

Attacks and Vulnerabilities [CVE-2021-27610/CVE-2023-0014]

DEMONSTRATION

https://www.youtube.com/@SECConsult/videos
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Attacks and Vulnerabilities [CVE-2021-27610/CVE-2023-0014]
Potential Pre-Auth Vectors

Prerequisite: Unauthenticated Information Leak

(Unlikely)
Obtain Pre-Shared Secrets 

(Likely)
Obtain Newly Crafted Tickets 

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

(Very Likely)
Post-Exploitation 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

Memory Disclosure? Server-Side Request 
Forgery (SSRF)?

Sniffing/MitM
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Segmentation fault triggered by overlong 
data value field in exploitation primitives:

What do these containers have in 
common?

Fuzzing RFC Conversation Packets
Results – The Completely Unexpected

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

• Goes unnoticed for first ~9,000 bytes
• Crash appears to be delayed

• Random/complex stack traces

• Flooding the service leads to DoS
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2. Qh5 Nc6: From OOB Write to SAPSYS

[Antique Bug in disp+work!ab_scramble] 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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disp+work!ab_scramble to recover plaintext
• receives pointer to scrambled password string 

buffer (with fixed size of 80 bytes) in 
‘SIGNONCNTL.password‘ and seed value

• receives effective container size ‘effContSize‘

XOR schedule:
• writes results back into ‘SIGNONCNTL.password‘
• uses index for pointer arithmetic
• attacker-controlled ‘effContSize‘ (without prior 

bounds check) as break condition for loop

Out-of-Bounds Write:
Overlong RFC data container: XOR schedule operates 
on data past the end of ‘SIGNONCNTL.password‘

OOB Write in disp+work!ab_scramble [CVE-2021-33684]
Bug Triage

LAB_0288e30b XREF[1]: 0288e334(j) 
0288e30b LEA R11,[kt] ; hard-coded XOR pool alphabet ’kt’ 
0288e312 MOV R10D,ECX 
0288e315 ADD ECX,0x1 
0288e318 IMUL R8D,EAX 
0288e31c AND ECX,0x3f 
0288e31f XOR R8B,byte ptr [R11 + R10*0x1]=>kt 
0288e323 XOR byte ptr [SIGNONCNTL.password + RAX*0x1],R8B ; trigger
0288e327 ADD RAX,0x1 ; increment loop index 
0288e32b MOV R8D,R9D 

LAB_0288e32e XREF[1]: 0288e309(j) 
0288e32e CMP EAX,effContSize ; fully attacker-controlled 
0288e330 LEA R8,[R8 + RDX] 
0288e334 JC LAB_0288e30b

• Triggered before authentication
• Limited exploitation primitives 
• Combination of primitives with different seed 

values for greater accuracy?
• From OOB Write to RCE? Similarities with [11]

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[11] LEXFO, C. Fol. and D. Bach “XORtigate: Pre-authentication Remote Code Execution on Fortigate VPN (CVE-
2023-27997)”, lexfo.fr.com. https://blog.lexfo.fr/xortigate-cve-2023-27997.html (accessed Jun. 21, 2023).
. 



© 2023 SEC Consult | All rights reserved
35

Bruteforcing seed values with overlong Ticket
• Internal flags of ‘SIGNONCNTL‘ poisoned
• Limited control of ab_xsignon
• Virtual user context: SAPSYS/000 hijacked

Undefined behavior: Attempted start of 
specified ABAP function module as SAPSYS

• Hard-coded into kernel binary
• No user master record (USR02, USR01)
• No authorizations

OOB Write in disp+work!ab_scramble [CVE-2021-33684]
From OOB Write to Authentication Bypass to SAPSYS

# cat /usr/sap/<SID>/D00/work/dev_wN
[...] 
M RstrNotifyUserChange: user/client = (SAPSYS /000)
[...] 
A RFC SignOn> ab_rfc_sign_default
A RFC SignOn> try only 
A RFC Signon> RfcUserChecked 0

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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OOB Write in disp+work!ab_scramble [CVE-2021-33684]
From OOB Write to Authentication Bypass to SAPSYS

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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3. Bc4 Nf6: From SAPSYS to SSRF

[ABAP Relics in the Hidden                     
AutoABAP/bgRFC Interface] 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Verifies S_RFC authorizations of destination user
• Well-known exceptions

• System function modules of group SRFC
• RFC_SYSTEM_INFO
• RFC_PING
• ...

• Identified further hard-coded function names
• Require authentication, but no authorizations 

by default
• Can be called without S_RFC privileges
• High-level ABAP code reachable by 

SAPSYS ( ! )

Kernel Function disp+work!ab_RfcAuthorityCheck
The Hidden AutoABAP and bgRFC Interface

[...] 
025703b9 MOV RDX=>sy[3340],R12 = null 
025703bc MOV RDI,R15 
025703bf CALL isAutoAbapFM 
[...] 
LAB_0257084f XREF[1]: 025701bf(j) 
0257084f MOV RDX,qword ptr [RBP + local_290] 
02570856 LEA RSI,[u_ARFC_DEST_CONFIRM_EXTERN_02f5da60] 
= u"ARFC_DEST_CONFIRM_EXTERN" 
0257085d MOV RDI=>sy[3340],R12 = null 
02570860 CALL memcmpU16 
02570865 TEST EAX,EAX 
02570867 JZ LAB_02570839 
[...]
02570875 LEA RSI,[u_ARFC_DEST_SHIP_EXTERN_02f5da30] = 
u"ARFC_DEST_SHIP_EXTERN" 
0257087c MOV RDI=>sy[3340],R12 = null 
0257087f CALL memcmpU16 
02570884 TEST EAX,EAX 
02570886 JZ LAB_02570839
[...]

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Exposed ABAP Programming Pitfalls [CVE-2021-33677]
Server-Side Request Forgery (SSRF) in Multiple Function Modules

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[12] SAP SE, ”SAP Help Portal: ABAP Keyword Documentation - RFC Destination”, sap.com. https://help.sap.com/doc/abapdocu_750_index_htm/7.50/en-US/abenrfc_destination.htm (accessed Jun. 4, 2023).
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4. Qxf7#: From RFC to RCE

[A Memorable Exploit - SAPMATT] 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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From RFC to RCE

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

DEMONSTRATION

https://www.youtube.com/@SECConsult/videos
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1. Exploit OOB Write to trigger SSRF as SAPSYS
2. Make target connect back to rogue RFC 

server 
3. Perform NI/RFC handshake to open RFC 

connection
4. Target attempts to establish conversation, 

trying to authenticate as SAPSYS:
• Triggers IntTicket Leak
• Triggers ExtTicket Leak

5. Employ tickets in RFC Loopback Attack 
impersonating SAPSYS

6. Achieve code execution as <sid>adm

From RFC to RCE
Exploit Chain

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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ABAP Function Module RS_FUNCTIONMODULE_INSERT
• Already discussed by A. Wiegenstein [13] at

Function lifecycle:
• Received patch with SAP security note 1589919
• Reworked in SAP security note 1826448
• Another note 1980618

From RFC to RCE
Gaining Code Execution

[13] A. Wiegenstein. (2012). Real SAP Backdoors. Presented at the Troopers Conf. 2012. 

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

2012



© 2023 SEC Consult | All rights reserved
44

From RFC to RCE
Gaining Code Execution

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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From RFC to RCE
Gaining Code Execution

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public
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Attack could be automated and is
• remotely exploitable
• no user interaction required
• highly appropriate for lateral movement

Stepping stones
• Table RFCDES
• Table RFCSYSACL

• Central hubs and satellite systems
• RFC links across the perimeter?
• RFC links in hosted environments?
• RFC links into the (public) cloud?

Implications and Aftermath
Wormable Characteristics

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[3] E. Arsal. (2010). Rootkits and Trojans on Your SAP Landscape. Presented at the CCC 27C3 Conf.
[4] M. Nuñez. (2007). Attacking the Giants: Exploiting SAP Internals. Presented at the Black Hat Europe 2007 Conf.
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Payload delivered and executed as SAPSYS
• SAL enabled? Integrated with SIEM? Regularly reviewed?
• Are there even any relevant logs available?
• The official SAP Security Baseline Template in version 2.4 says [14]:

Implications and Aftermath
Detection Challenges

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[14] SAP SE, ”SAP Note 2253549 - The SAP Security Baseline Template”, sap.com. https://launchpad.support.sap.com/#/notes/2253549 (accessed Jun. 4, 2023).
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CVE-2021-27610:

KERNEL 7.21-7.22

KERNEL 7.49

KERNEL 7.53

KERNEL 7.73

KERNEL 7.77

KERNEL 7.81

KERNEL 7.84

KERNEL 8.04

KRNL32NUC 7.21

KRNL32NUC 7.21EXT

KRNL32NUC 7.22

KRNL32NUC 7.22EXT

KRNL32UC 7.21

KRNL32UC 7.21EXT

KRNL32UC 7.22

KRNL32UC 7.22EXT

KRNL64NUC 7.21

KRNL64NUC 7.21EXT

KRNL64NUC 7.22

KRNL64NUC 7.22EXT

KRNL64NUC 7.49

KRNL64UC 7.21

KRNL64UC 7.21EXT

KRNL64UC 7.22

KRNL64UC 7.22EXT

KRNL64UC 7.49

KRNL64UC 7.53

KRNL64UC 7.73

KRNL64UC 8.04

SAP_BASIS 700-702

SAP_BASIS 710-711

SAP_BASIS 730

SAP_BASIS 731

SAP_BASIS 740

SAP_BASIS 750-755

SAP_BASIS 783

SAP_BASIS 804 

EOL versions?

CVE-2021-33677:

SAP_BASIS 700-702

SAP_BASIS 730

SAP_BASIS 731

SAP_BASIS 740

SAP_BASIS 750-755

SAP_BASIS 784

SAP_BASIS 804

SAP_BASIS DEV 

EOL versions?

CVE-2021-33684:

KERNEL 7.21-7.22

KERNEL 7.49

KERNEL 7.53

KERNEL 7.77

KERNEL 7.81

KERNEL 7.84

KERNEL 8.04

KRNL32NUC 7.21

KRNL32NUC 7.21EXT

KRNL32NUC 7.22

KRNL32NUC 7.22EXT

KRNL32UC 7.21

KRNL32UC 7.21EXT

KRNL32UC 7.22

KRNL32UC 7.22EXT

KRNL64NUC 7.21

KRNL64NUC 7.21EXT

KRNL64NUC 7.22

KRNL64NUC 7.22EXT

KRNL64NUC 7.49

KRNL64UC 7.21

KRNL64UC 7.21EXT

KRNL64UC 7.22

KRNL64UC 7.22EXT

KRNL64UC 7.49

KRNL64UC 7.53

KRNL64UC 8.04 

EOL versions?

CVE-2023-0014:

KERNEL 7.22

KERNEL 7.53

KERNEL 7.77

KERNEL 7.81

KERNEL 7.85

KERNEL 7.89

KRNL64NUC 7.22

KRNL64NUC 7.22EXT

KRNL64UC 7.22

KRNL64UC 7.22EXT

KRNL64UC 7.53

SAP_BASIS 700-702

SAP_BASIS 710-711

SAP_BASIS 730

SAP_BASIS 731

SAP_BASIS 740

SAP_BASIS 750-757

EOL versions?

Implications and Aftermath
Affected Releases and Versions

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

[15] SAP SE, ”SAP Security Notes Advisory”, sap.com. https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-
services/sap-security-optimization-services-portfolio/SAP_Security_Notes_Advisory.zip (accessed Jun. 4, 2023).
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Defense and Countermeasures
Coordinated Disclosure and SAP Security Notes

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

SAP Security Note Title Released 

on

Related CVE Patch type

https://me.sap.com/notes/

3007182

Improper Authentication in SAP 

NetWeaver ABAP Server and 

ABAP Platform

2021-06 CVE-2021-27610 Kernel patch

ABAP corrections

https://me.sap.com/notes/

3044754

Information Disclosure in SAP 

NetWeaver AS ABAP and ABAP 

Platform

2021-07 CVE-2021-33677 ABAP corrections

https://me.sap.com/notes/

3032624

Memory Corruption Vulnerability 

in SAP NetWeaver AS ABAP and 

ABAP Platform

2021-07 CVE-2021-33684 Kernel patch

https://me.sap.com/notes/

3089413

Capture-replay vulnerability in 

SAP NetWeaver AS for ABAP 

and ABAP Platform

2023-01 CVE-2023-0014 Kernel patch

ABAP corrections

Manual activities

https://me.sap.com/notes/3007182
https://me.sap.com/notes/3007182
https://me.sap.com/notes/3044754
https://me.sap.com/notes/3044754
https://me.sap.com/notes/3032624
https://me.sap.com/notes/3032624
https://me.sap.com/notes/3089413
https://me.sap.com/notes/3089413
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Defense and Countermeasures
SAP Security Notes Challenges

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

SAP Security Note 3089413 – CVE-2023-0014
- Design Flaw: From Report to Patch Tuesday in > 18 months

1. Kernel and ABAP core components to be patched on all 
ABAP systems in the SAP landscape

• could require system downtime
• could require additional dependencies

2. Post-installation steps
• Migration of all Trusted/Trusting RFC Destinations
• Set profile parameter rfc/allowoldticket4tt
• Complexity depends on customization degree, 

amount of systems, proactive measures

Tool support (e.g. FRUN policy) and FAQ available

No workaround

Monitor and restrict RFCSYSACL access

Monitor and restrict function calls of 

RFC_TRUSTED_SYSTEM_SECURITY

Custom key for Secure Storage types

General rules: 

• Enforce SNC/TLS inbound/outbound

• Remove any unnecessary S_RFCACL 

and S_RFC permissions

• Enable UCON and maintain CA

https://wiki.scn.sap.com/wiki/display/Security/Note+3089413+-+Capture-replay+vulnerability+in+SAP+NetWeaver+AS+for+ABAP+and+ABAP+Platform
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Conclusion
Summary

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality Class: public

Towards a more secure 
RFC interface 16 years later

Research Results

• Basic Protocol Dissection 
of RFC Type ‘3’

• Proof of Concepts
• Internal Conversations
• Trusted Conversations
• Several high-impact 

implementation bugs
• Design flaws going 

beyond research 
objective

• Shared Responsibility

Research Limitations

• Impact analysis 
restricted to specific 
kernel releases (753/777)

• No evaluation of cloud 
appliances
• Steampunk
• SAP S/4HANA Cloud
• ...

• Multiple unknown RFC 
data containers 

Future Work

• Integrate results of low-
level protocol analysis 
with pysap?

• In-depth patch analysis 
(Ticketing Architecture)

• Still uncharted areas
• RFC/WebSockets
• UCON framework
• ...
• Never trust a running 

system
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Any questions?

Don‘t hesitate to contact me: f.hagg@sec-consult.com

www.sec-consult.com

Title: Everyone Knows SAP, Everyone Uses SAP, Everyone Uses RFC, No One Knows RFC | Responsible: F. Hagg | Version/Date: V1.0/2023-06 | Confidentiality 
Class: public

http://www.sec-consult.com/
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