Security Heroes
versus the
Power of Privacy










Protecting
Jour privacy




Proteeting = siomsl

Limiting user privileges!

Finding wealnesses
and coloing them!










nothind
1O hide!



SECRET IDENTITIES

No-Hnina to hide??



‘Tesla workers shared images From
car cameras, ir\cluclinﬁ ‘scenes of
in+imacy“

'Roomba testers Feel misled
after intimate images ended
up oh Facebook'




we don’t have
user secrets!



Personal
data

entails more than you Hhink



Not just’
personal dato

Inf—errina pregnancy
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we dan’t need
privacy!

We have security!
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O Privacy iS NOT confidentiality

Unlinkability Transpareney Intervenahbility

Di«;a;socialaili’ry Pr‘edic’rabi\i‘ry Manageabi\'ﬁ-y
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—  WANT TO KNOW I\/IORE?

We hope you will not read this part because when you click on this link you will sell us you
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SECURITY

Care about
your 9y9+em

PRIVACY

Care about
others

(which will help to take
care of your‘ee\?)




Compan;es don’t
want privacy!

It cOStS t00 much!



nvestment




INsSuranece
For when the house
burns down

Ineidents
Due oliliﬁence protects
agoinst regulatory Fines

Security Breach

Minimizing data reduces
blast r‘ajius ofF breach




we can’t do privacy!

beecause it breaks
everuthing!



Authentication
vSs, anaonymity

How do we restrict entry only
For members, without knowing
who you really are?
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Anonymous
Communjecations

How do we
contact the
Hero when we
need them??







Embed
I privacy




Security isS about
breaking stuff.
madgdik erypto dust
and exploiting
vuins



Security Testing Security Engineering
Applying clesign principles
based on internal details
ond business context

Scanning and validation
to Find lots of problems

More effective Higher value Saves time and Makes system
results effort more secure







Analyzin@ tepteieniaﬂans

6y9+em to hl@h\lﬁth cohcerns

about security and privacy

characteristics

ol Threat
o= Modeling
Manjfesto




What are we What can
wor‘kinﬁ on? g0 wr‘ona?

What wil we DI" Did we do a

do about it? 3ood job?




Secret Map of the Hidden Layer

Al models
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Revealing NefariousS Threats!

Spoofing Tampering Repudiation
Attack. on IDENTITY! Attack on INTEGRITY! Attack on PROVABILITY!

Information penjal of Elevation of

Disclosure Service Privileges
Attack on CONFIDENTIALITY  Attack on AVAILABILITY! Attack of AUTHORITY!




Privacy threats on the individual

L I N

Linking Identifying Non Repudiation
Attack on Attack on Attack on PLAUSABLE
UNLINKABILITY ANONYMITY DENABILITY

D D B

Deteecting Data Unawareness Non

Attack. on Disclosure Attack. on Complianece
UNOBSERVABRILITY Attack on TRANSPARENCY Attack on BEST
MINIMALITY & CONTROL PRACTICES

©




tility belt

B Tampering

Spoofing

Denial of
Servic
Arainc

] Elevation
of Privilege
An attacker can inject 3
‘command that the system il
. o

run at a g

| didn‘t

i ? do that.
w e

Elevation of Priviege www.linddun.org LINDDUN



Powers
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O Diverse team For cross-functional collaboration

SECURITY PRIVACY

strengthens strengthens
privacy security

l_oaical business
Flow

Technical
details and

aottacks User focused =
revenue fFocused




Security

Kinds of data,
S+or'aﬂe +ec|nnoloay

Protocols, encr'ypﬁon,
authentication, etc

Users, roles, attackers

Privacy
More Fine 3rainec|,
Data purpose

Access contro),
consent Flows, PETs

Individuals, Outsiders,
Organization itself



Unanswered guestions &
ExPIicH guesses




Value Driven Threat Mmodeling

THE VALUE

Why are we Iauildinﬁ this?
Why do we need this data?
Why would users care?

What?
COUNTERMEASURES
What do we need to do to

Fix the chain & and ensure

the value?

THE FEATURE

How do we achieve that
value?

How does the value chain
work?




With
great Privacy

COMmES
great Security




Epilogue!



Threat
Model
Everdthing
Prioritize
Privacy

Security +
Privacy
Together



Not r‘eally a CaP+ain!

Dr. Kim Wuuts Avi Doudlen x
Sehior Researcher at CEO Bounce Secur'i+y
DistriNet, KU Leuven Co-author Threat Vice-Chair at OWASP

|__Creator of LINDDUN Modeling Mjni-(:e9+o



Thanks for listening,
true believers!

EXeels;or!

CREDITS: This presentation template was created on slidesgo, includina icons on
Flaticon, and inPoaraPhics & images b\/ Freepik and ilustrations Iay Storyset
Superhero artwork on Sam Vercammen, Cos‘ruming and Flair on Emette Ahava.



http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
https://storyset.com/?utm_source=slidesgo.com&utm_medium=referral-content&utm_campaign=stories-by-freepik&utm_term=stories-by-freepik&utm_content=features
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