


The Power of Coercion Techniques in 
Windows Environments
How to use them to exploit vulnerabilities



Why Are We Here?

Fixes are actually not hard

Finally, a real reason to implement this!

Something that is still a problem?

Yes Taking over systems and the whole domain

Something new?

No
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whoami /all
Martin Grottenthaler @ 

IT Security Consultant

• Penetration testing

• Red teaming

• Trainings

Kind of a Windows person 
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Agenda
1. What the Hack Is Coercion?

2. Hacking Using Coercion Techniques!

3. What to Do About It?
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1. What the Hack Is Coercion?



What Does “Coercion” Mean?
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Coercion in Windows (The Boring Way)
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Coercion in Windows (The Fun Way)
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Coercion Techniques in Detail



Some of the Techniques
1. PetitPotam (MS-EFSR)

2. PrinterBug (MS-RPRN)

3. ShadowCoerce (MS-FSRVP)

4. DFSCoerce (MS-DFSNM)

5. Push Subscriptions

6. “Outlook Elevation of Privileges”
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Generic Machine

Exchange

User

Domain Controller



PetitPotam (MS-EFSR)
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Thank you DALL·E!



What is PetitPotam?
https://github.com/topotam/PetitPotam

by Lionel Gilles

Discovered/Released in 2021
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How Does It Work?
Encrypting File System Remote (EFSRPC) Protocol
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-
efsr/82543317-ac9c-4340-b6a6-8cd5e6ad8215



Example

SBA Research



The Lab
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How Does This Work in Real Life?
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Photo by Markus Spiske on Unsplash



Screenshots
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What Did We Get?
Net-NTLMv2 authentication from DC$ (machine 
account)

Practically impossible to crack

But it can be relayed!

How can we use this? More on this later!
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Sorry, This Has Been Fixed…
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https://www.bleepingcomputer.com/news/security/microsoft-shares-mitigations-for-new-petitpotam-ntlm-relay-attack/



Twice Actually…
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https://www.bleepingcomputer.com/news/security/microsoft-fixes-new-petitpotam-windows-ntlm-relay-attack-vector/



So, It Is Fixed?
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Summary
One (out of 14) RPC methods has been patched

Unauthenticated RPC access is not allowed anymore

We now need an Active Directory user
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Summary
One (out of 14) RPC methods has been patched

Unauthenticated RPC access is not allowed anymore

We now need an Active Directory user

❌ This is sufficient because users generally set 
very secure, unguessable passwords
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Countermeasure:
Use at Your Own Risk

https://twitter.com/gentilkiwi/status/1421949715986403329
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What Now?

• It’s a feature

PetitPotam will not be fixed

• Easy and most probably already in your 
backlog

• More on this later

Countermeasures against the impact
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PrinterBug (MS-RPRN)
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Thank you DALL·E!



What Is the PrinterBug
Discovered in 2018 by Will Schroeder

Possibly the oldest coercion technique (?)

https://fr.slideshare.net/harmj0y/derbycon-the-
unintended-risks-of-trusting-active-directory#47
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How Does It Work?
Print System Remote Protocol (MS-RPRN)

Printer Service needs to be available on the target
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What Is PrintNightmare?
Print spooler vulnerability

• Elevation of privileges

• Remote code execution

Has nothing to do with PrinterBug!

Mitigation removes Print Spooler
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How Does This Work in Real Life?
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Photo by Markus Spiske on Unsplash



Screenshots
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PrinterBug vs PetitPotam
PetitPotamPrinterBug

RPC (MS-EFSR)RPC (MS-RPRN)Type

Net-NTLMv2 authentication Net-NTLMv2 authentication Impact

RequiredRequiredCredentials

Yes (in my experience)Spool Service often disabled 
because of PrintNightmare

Availability 
on servers

NoNoFixed?
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The Others
Yes, there are many!
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ShadowCoerce (MS-FSRVP)
https://github.com/ShutdownRepo/ShadowCoerce

File Server Remote VSS protocol (shadow copies)

✅ Patched! (now only works as backup operator)
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DFSCoerce (MS-DFSNM)
https://github.com/Wh04m1001/DFSCoerce

Distributed File System (DFS) Namespace 
Management Protocol

Only works against domain controllers!
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Exchange Push Subscriptions
https://github.com/dirkjanm/privexchange/

by Dirk-jan Mollema

Only works against Exchange

✅ Patched!
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“Outlook Elevation of Privileges” (CVE-2023-
23397)
Vulnerability in Outlook client itself

• Coercion of a user account

• Not completely fixed
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How Does It Work?
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Relation With Other Coercion Techniques
• User accounts, not machine accounts

o Could be cracked 🙂

• Outlook client vulnerability

• Might actually get fixed 🥺
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Summary:
What the Hack Is Coercion?

Technique

• Many
• Here to stay (won’t fix)

Impact

• So far, not much?
• Stay tuned!
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2. Hacking Using Coercion Techniques!



What Can We Do?

Coerce a computer to 
connect to anywhere

• Using machine 
account

• With AD privileges

Net-NTLM 
authentication

• Cannot be cracked 
(machine account)

• Can be relayed
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What to Exploit With This?

AD Certificate 
Services

Local Admin 
Privileges

Unconstrained 
Delegation

Resource-
based 

Delegation

And more?
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“Certified Pre-Owned”
by Will Schroeder and Lee Christensen

https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-
Owned.pdf

We focus on ESC8
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NTLM Relay to AD CS HTTP Endpoint (ESC8)
• Exploit using coercion techniques

• If you followed security news in 2021, you have 
read about this!
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PetitPotam + ADCS
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PetitPotam + ADCS
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PetitPotam + ADCS
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But It’s 2023

If not yet done, implement mitigations:
https://support.microsoft.com/en-us/topic/kb5005413-
mitigating-ntlm-relay-attacks-on-active-directory-certificate-
services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429



Summary
• PetitPotam != ESC8 (Relay to ADCS)

• PetitPotam is not fixed or mitigated

• But you hopefully implemented mitigations for 
ESC8

• ESC8 can also be exploited with any other 
coercion technique
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Lesser Known Problems
ESC8 is old news
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Machine Accounts That Are Local Admin
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Questions
• Is this a common configuration?

• Why would anyone configure this?
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Answer: Microsoft Configuration Manager
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https://learn.microsoft.com/en-us/mem/configmgr/core/plan-design/hierarchy/accounts



BloodHound Query
MATCH p=(c1:Computer)-[r1:MemberOf*1..]-
>(g:Group)-[:AdminTo]->(c2:Computer)

return p

MATCH p=(c1:Computer)-[:AdminTo]-
>(c2:Computer)

return p
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BloodHound Output (In the Lab)
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Let’s Exploit It!
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Screenshots
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Impact
• We are local admin on a server

• Let’s see where we can go from here

• In the real world there might be hashes! 
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Kerberos Delegation
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General Functionality
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Problem: Unconstrained Delegation
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How Can We Abuse This?
• Normally an attacker would have to wait for a 

domain admin to connect

• Kerberos delegation also works with machine 
accounts
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Exploit
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Exploit
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Vulnerability
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Let’s Exploit It!
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Screenshots
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Impact
We are domain admin!
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Solution: Constrained Delegation
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Other Solutions
❌ “Account is sensitive and cannot be delegated”

❌ Protected Users Security Group

Not applicable in our case: we are using machine 
accounts
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3. What to Do About It?



Summary of the Problem

MisconfigurationexploitsCoercion 
Technique



Coercion Techniques

They won’t 
be fixed

There are 
many Most probably 

not our 
starting point
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Misconfigurations

Also help against 
other attacks

Well established best 
practices

Nothing new

This is where 
we start
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SMB Signing
• Protects against MITM attacks

o Like Net-NTLM relaying!

• Servers (and clients) -> always require signing
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/overview-server-message-block-signing



LDAP Signing and Channel Binding
• Helps against resource-based delegation attacks

• No relaying of LDAP anymore

SBA Research https://support.microsoft.com/en-us/topic/2020-ldap-channel-binding-and-ldap-signing-
requirements-for-windows-kb4520412-ef185fb8-00f7-167d-744c-f299a66fc00a



(Un)constrained Delegation
• Never use unconstrained delegation

• Always use constrained delegation
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https://learn.microsoft.com/en-us/defender-for-identity/security-assessment-unconstrained-kerberos



Audit Local Admin Privileges
• Machines should not be admin to other 

machines
o Only if absolutely required

o SMB signing required!

• Audit this regularly, with e.g. BloodHound
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Network Segregation
• Stops attackers early on

• Network segregation is hard, but helps a lot!
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Are Those New Measures?
Year IntroducedCountermeasure

1998 (Windows 98)SMB Signing

2003 (Server 2003)LDAP Signing

2017 (CVE-2017-8563)LDAP Channel Binding

2003 (Server 2003)Constrained Delegation

Late 80sFirewalls
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Summary

Wait for Microsoft 
to fix coercion

Wait some more…
Understand 

whether you are 
vulnerable

Implement 
“simple” 

countermeasures
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Martin Grottenthaler
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Floragasse 7, 1040 Vienna

mgrottenthaler@sba-research.org


