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I’ve Done 
Some Stuff

• 2015: Published original method to detect Golden Tickets

• 2015: Made Golden Tickets more effective by adding Enterprise Admins to SIDHistory in the ticket 
(extrasids) working with Benjamin Delpy

• 2015: Described what rights were necessary to DCSync, including initial detection guidance

• 2015: Described “SPN Scanning” – identifying services on a network without port scanning

• 2015: Identified how to use Silver Tickets to compromise AD (via DCs) for persistence

• 2015: Described how to pass-the-hash using the DC’s DSRM password (with Benjamin Delpy)

• 2015: Described how to modify AdminSDHolder permissions for persistence

• 2016: Published methods to better detect PowerShell attack activity

• 2017: Published first effective detection of Kerberoasting with no false positives (still effective)

• 2017: Published Password Spray (AD) detection when attackers use Kerberos

• 2017: Discussed how to forge federation tokens (aka “GoldenSAML”) & compromise AD through 
Azure AD Connect (on-prem)

• 2018: Described how most Read-Only Domain Controller deployments are vulnerable & how to 
improve

• 2018: Discussed how to bypass most enterprise password vault security

• 2019: Presented on Microsoft Cloud (Azure AD & Microsoft Office 365) attack & defense at BlackHat 
& DEFCON Cloud Security Village

• 2020: Published info on how to compromise Azure instances (VMs) from Microsoft Office 365

• 2021: 1 of 3 people thanked during CISA Director’s BlackHat keynote for SolarWinds help

• “Stealth” contributor to Bloodhound

• Published lots of AD attack & defense techniques (conference talks & blog posts)Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Agenda
• Introduction
• Active Directory Attack Timeline

• “Baby Steps”(2000 – 2009)
• “The Wonder Years” (2010 – 2014)
• “The Third Age” (2020 – 2023)

• Structuring Effective Active Directory Defenses
• Hybrid Cloud Integration Component Attack & 

Defense
• Entra ID Administrative Security
• Conclusion
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Active Directory Attack 
Timelines

Note that dates may be inaccurate as I used the best available 
information on web sites and github to identify first use/publish date.
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Active Directory Attack Timelines: 
“Baby Steps”(2000 – 2009)

'Pass the Hash' with Modified SMB Client

'Pass the Hash' with Modified SMB Client

'Pass the Hash' with Modified SMB Client

releases SMBRelay and SMBRelay2

releases SMBRelay and SMBRelay2

NBNSpoof tool 

publishes the "Pass-the-Hash Toolkit“ 

publishes the "Pass-the-Hash Toolkit“ 

1997
April: Paul Ashton posted 
to NTBugtraq about “'Pass 
the Hash' with Modified 

SMB Client” leveraging the 
username and LanMan 

hash against NT.

2001
March: Sir Dystic of Cult of 

the Dead Cow (cDc) 
releases SMBRelay and 

SMBRelay2 

2007
NBNSpoof tool created by 

Robert Wesley McGrew 
(LLMNR/NBT-NS)

2008
July: Hernan Ochoa 

publishes the "Pass-the-
Hash Toolkit“ (later called 

WCE)
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Active Directory Attack Timelines: 
“The Wonder Years” (2010 – 2014)

Windows Credentials Editor (WCE)

Windows Credentials Editor (WCE) RootedCon presentation 

Mimikatz Exploiting Windows 2008 Group Policy Preferences 

Exploiting Windows 2008 Group Policy Preferences 

Chris Campbell’s post on GPP Passwords

Chris Campbell’s post on GPP Passwords

Responder v1 Invoke-Mimikatz Abusing Microsoft Kerberos sorry you guys don’t get it

Abusing Microsoft Kerberos sorry you guys don’t get it

Abusing 
Microsoft 
Kerberos 
sorry you 
guys don’t 
get it

PAC Validation, The 20 Minute Rule and Exceptions (BHUSA 2014 part deux) 

PAC Validation, The 20 Minute Rule and Exceptions (BHUSA 2014 part deux) 

PAC Validation, The 20 Minute Rule and Exceptions (BHUSA 2014 part deux) 

KerberoastPowerView

2010

March: Windows Credentials Editor 
(WCE) & RootedCon presentation 

by Hernan Ochoa

2011

May: First version of Mimikatz tool 
released by Benjamin Delpy

2012

Exploiting Windows 2008 Group 
Policy Preferences by Emilien Giraul

May: Chris Campbell’s post on GPP 
Passwords

October: Responder v1 tool 
released by Laurent Gaffie

2013

October: Invoke-Mimikatz 
PowerShell module released by Joe 

Bialek

2014

August: “Abusing Microsoft 
Kerberos sorry you guys don’t get 
it” Black Hat presentation by 
Benjamin Delpy & Skip Duckwell

•Golden Tickets

•Overpass-the-hash

•Pass-the-ticket

September: PAC Validation, The 20 
Minute Rule and Exceptions (BHUSA 
2014 part deux) blog post about 
Silver Tickets by Skip Duckwell

September: Kerberoast released by 
Tim Medin at DerbyCon

December: PowerView tool 
released by Will Schroeder
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2010
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From Pass-the-Hash Toolkit to WCE
• WCE: Windows Credentials Editor v1.0

• Dump in-memory credentials of logon 
sessions
• Lists in-memory logon sessions
• Dumps in-memory username, domain, LM & NT 

Hashes

• Pass-The-Hash
• Change/delete NTLM credentials of logon 

sessions
• Create new logon sessions and associate 

arbitrary NTLM credentials

• No need to run code inside LSASS.EXE

• Locate, list & decrypt Logon Sessions and 
NTLM credentials by reading memory

https://www.ampliasecurity.com/research/
WCE_Internals_RootedCon2011_ampliasec
urity.pdf 
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2011
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Mimikatz
• Mimikatz: The Credential Multi-tool

• Created by Benjamin Delpy

• Dump credentials 
• Windows protected memory (LSASS)
• Active Directory Domain Controller database 

• Dump Kerberos tickets 
• for all users
• for current user

• Credential Injection

• Password hash (pass-the-hash) 

• Kerberos ticket (pass-the-ticket) 

• Generate Silver and/or Golden tickets 

• And so much more!
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Mimikatz 
APT Groups 
Usage
[Mitre]

https://attack.mitre.org/software/S0002/ Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Group Policy Preference Passwords

• Authenticated Users have read access to SYSVOL 

• Configuration data xml stored in SYSVOL

• Password is AES-256 encrypted (& base64)

• Credential Use Cases:
• Map drives

• Create Local Users

• Data Sources

• Create/Update Services

• Scheduled Tasks

• Change local Administrator passwords https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx 
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Exploiting Group Policy Preferences

\\<DOMAIN>\SYSVOL\<DOMAIN>\Policies\
{Groups.xml, Services,xml, ScheduledTasks.xml}

Exploiting Windows 2008 Group Policy Preferences by Emilien Giraul
Chris Campbell’s post on GPP Passwords
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Responder

• LLMNR/NBT-NS responder Tool released by 
Laurent Gaffie

• Leverages LLMNR & Netbios protocol 
weaknesses

• Responds to SMB requests

• Captures password hashes on the network

https://g-laurent.blogspot.com/2012/10/introducing-responder-10.html
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2013
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Invoke-Mimikatz

• Joe Bialek ported Mimikatz to 
PowerShell 

• Invoke-Mimikatz leverages reflective 
DLL injection

• Versions on github only included 
Mimikatz capability as of the publish 
date

• Many just leveraged the PowerSploit 
version (& direct GitHub link)

https://github.com/PowerShellMafia/PowerSploit/blob/
master/Exfiltration/Invoke-Mimikatz.ps1
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Golden Tickets

• Forged TGT created using KRBTGT pw 
hash

• Impersonate any account in the AD 
domain with no restrictions

• User doesn’t have to exist in AD

• Usable until the KRBTGT pw hash is 
changed 2x

• Typically used for persistence

https://www.blackhat.com/docs/us-14/materials/us-14-
Duckwall-Abusing-Microsoft-Kerberos-Sorry-You-Guys-
Don%27t-Get-It.pdf
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Overpass-the-Hash

• Aka “Pass-the-Key”

• Use the pw hash to get a Kerberos ticket

• Protected Users group mitigates by 
preventing keys from being in client LSASS 
memory

https://www.blackhat.com/docs/us-14/materials/us-14-Duckwall-Abusing-
Microsoft-Kerberos-Sorry-You-Guys-Don%27t-Get-It.pdf
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Pass the Ticket

• User Kerberos tickets are in user 
accessible memory

• Kerberos tickets can be passed to 
the server to impersonate the user

• Privileged access (admin) can 
capture any user Kerberos tickets on 
the system

https://www.blackhat.com/docs/us-14/materials/us-14-
Duckwall-Abusing-Microsoft-Kerberos-Sorry-You-Guys-
Don%27t-Get-It.pdf
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Silver Ticket
• Silver Ticket = forged service ticket (TGS)

• Uses the service account for the target 
application

• Can be used against computer accounts

PAC Validation, The 20 Minute Rule and Exceptions (BHUSA 2014 part deux) 

http://passing-the-hash.blogspot.com/2014/09/pac-validation-20-minute-rule-and.html 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Kerberoast
• Request/Save TGS service tickets & crack 

offline

• “Kerberoast” python-based TGS password 
cracker

• No elevated rights required

• No traffic sent to target

https://github.com/nidem/kerberoast 

Detection:
• Detecting Kerberoasting Activity 

https://adsecurity.org/?p=3458 
• Detecting Kerberoasting Activity Part 2 – Creating a 

Kerberoast Service Account Honeypot
https://adsecurity.org/?p=3513 
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Active Directory Attack Timeline Summary (with Mitre ATT&CK): 
“The Wonder Years” (2010 – 2014)

ID: S0005

ID: S0002 ID: S0174

ID: T1552.006

ID: T1550.003ID: T1558.003 ID: T1558.001ID: T1558.002

Tools
Windows Credential Editor (WCE) 

(ID: S0005)

Mimikatz (ID: S0002)

Responder (ID: S0174)

PowerView

Privilege Escalation
Group Policy Preferences password 

(ID: T1552.006)

Pass the Ticket (ID: T1550.003)

Overpass-the-Hash

Kerberoast (ID: T1558.003)

Persistence
Golden Tickets (ID: T1558.001)

Silver Tickets (ID: T1558.002)
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“The Wonder Years” (2010 – 2014) 
Conceptual Overview

Mimikatz
(Invoke-Mimikatz)

ResponderPowerView

GPP Password

PTH/PTT

Kerberoast

DA

Golden Ticket

Silver Ticket

DA
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Active Directory Attack Timelines: 
“The Golden Years” (2015 – 2019)

DSInternals released

Kekeo

PowerSploit

Impacket

Detect Golden Tickets

PowerShell Empire 

DCSync update

Unconstrained Delegation Golden Tickets more powerful

Golden Tickets more powerful Active Directory Persistence using AdminSDHolder

Active Directory Persistence using AdminSDHolder

CrackMapExec v1.0.0 

DerbyCon 2015 
presentation 

DerbyCon 2015 presentation Attacking DSRM

Attacking DSRM

Attacking  Group Managed Service Accounts (GMSAs) 

Attacking  Group Managed Service Accounts (GMSAs) 

Bloodhound

released at DEFCON 23

DNSAdmin to Domain Admin

DNSAdmin to Domain Admin

Death Star python script 

Ntlmrelayx

ACE up the Sleeve Black Hat 2017 presentation 

ACE up the Sleeve Black Hat 2017 presentation 

ACE 
up 
the 
Sleeve
Black
Hat 
2017 
presentation

ACE up the Sleeve Black Hat 2017 presentation 

Sharphound

Bloodhound.py GhostPack

DCShadow attack 

Rubeus

talk at DerbyCon 

Ldapdomaindump

PrivExchangeWagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory

Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory

Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory

Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory

2015

DSInternals tool released by Michael Grafnetter
Kekeo tool released by Benjamin Delpy

PowerSploit toolset released by Matt Graeber
May: Impacket tool released by Alberto Solino 

(asolino)
May: Method to Detect Golden Tickets

August:  PowerShell Empire released by Will 
@Hrmj0y & Justin Warner

August:  DCSync update to Mimikatz by Vincent 
Le Toux & Benjamin Delpy

August: Black Hat 2015 presentation by Sean 
Metcalf:  Unconstrained Delegation &

Golden Tickets more powerful & 
Active Directory Persistence using 

AdminSDHolder

September: CrackMapExec v1.0.0 tool released by 
Marcello aka byt3bl33d3r

September: DerbyCon 2015 presentation by Sean 
Metcalf: Attacking DSRM

December: Attacking  Group Managed Service 
Accounts (GMSAs) by Michael Grafnetter

2016

August: Bloodhound tool 
released at DEFCON 23 

originally written by Will 
Schroeder, Rohan Vazarkar, & 

Andy Robbins

2017

May: DNSAdmin to Domain 
Admin by Shay Ber 

May: Death Star python script 
released by byt3bl33d3r

May: Ntlmrelayx tool released 
by Fox-IT

August: ACE up the Sleeve Black 
Hat 2017 presentation by Andy 

Robbins and Will Schroeder

September: Sharphound tool 
release

2018

February: Bloodhound.py tool 
released by Dirk-jan Molema 
(Python based Bloodhound 

ingester)

July: GhostPack released  as a 
collection of C# ports of popular 

PowerShell tools and collects 
these tools together

August: DCShadow attack by 
Vincent Le Toux & Benjamin 

Delpy

September: Rubeus tool 
released by Will Schroeder 

(port of Kekeo and added to 
GhostPack)

October: “Printer Bug” AD priv
esc talk at DerbyCon by Will 

Schroeder, Lee Christensen, & 
Matt Nelson

Ldapdomaindump tool released 
by Dirk-jan Molema

2019

January: PrivExchange tool 
released by Dirk-jan Molema

January: Wagging the Dog: 
Abusing Resource-Based 

Constrained Delegation to 
Attack Active Directory article 

“Wagging the Dog” by Elad 
Shamir
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DSInternals Tool

• DSInternals tool released by 
Michael Grafnetter 

• Impressive set of PowerShell tools 
for testing Windows & Active 
Directory security

• Capabilities
• Offline DIT editing

• Password auditing

• AD Shadow Credentials Attack

• And more!

https://www.dsinternals.com 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.dsinternals.com/
https://www.dsinternals.com/en/retrieving-active-directory-passwords-remotely/
https://www.dsinternals.com/


Kekeo

• Kekeo tool released by Benjamin Delpy 
(initial Kekeo repository which includes 
separate binaries predates this)

• Capabilities (some):
• Raw TGT request (AS-REQ) for a specific 

user & encryption key (RC4/AES)

• Renew TGT

• S4u – constrained delegation

• And more!

https://www.youtube.com/watch?v=7mLifQiKdfk 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/gentilkiwi/kekeo
https://www.youtube.com/watch?v=7mLifQiKdfk


PowerSploit

• Invoke-Shellcode

• Invoke-TokenManipulation

• Invoke-Mimikatz

• Get-GPPPassword

• Add-Persistence

https://github.com/mattifestation/PowerSploit 

https://exploitmonday.blogspot.com/2015/12/the-
powersploit-manifesto.html 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/mattifestation/PowerSploit
https://exploitmonday.blogspot.com/2015/12/the-powersploit-manifesto.html
https://exploitmonday.blogspot.com/2015/12/the-powersploit-manifesto.html


Impacket

• Impacket tool released by 
Alberto Solino (asolino)

• Capabilities:
• Enumerating Shares with 

SMBClient
• Kerberos activity
• MSRPC Operations
• NTLM Authentication
• Packet Manipulation
• Password Attacks with SMBRelay
• PSExec capabilities over several 

protocol
• And more!

https://github.com/fortra/impacket/releases/ 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/fortra/impacket/releases/tag/impacket_0_9_13
https://github.com/fortra/impacket/releases/


PowerShell Empire

• PowerShell Empire tool released at BSidesLV 
2015

• Pure PowerShell agent with secure comms

• Run PowerShell code without using 
PowerShell.exe

• Wraps functionality of the most popular attack 
PS tools

• Empire server leverages Python

https://github.com/EmpireProject/Empire/

https://www.slideshare.net/slidesh
ow/building-an-empire-with-
powershell/51317220 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/EmpireProject/Empire/
https://www.slideshare.net/slideshow/building-an-empire-with-powershell/51317220
https://www.slideshare.net/slideshow/building-an-empire-with-powershell/51317220
https://www.slideshare.net/slideshow/building-an-empire-with-powershell/51317220


Unconstrained Delegation

• Unconstrained Delegation described at Black Hat 2015 by Sean 
Metcalf (slide 26 – 32) & ADSecurity.org article

• Impersonate users connecting to service to ANY Kerberos service.

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.blackhat.com/docs/us-15/materials/us-15-Metcalf-Red-Vs-Blue-Modern-Active-Directory-Attacks-Detection-And-Protection.pdf
https://adsecurity.org/?p=1667


Active Directory Persistence using 
AdminSDHolder
• Active Directory Persistence using AdminSDHolder described at Black 

Hat 2015 by Sean Metcalf 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://adsecurity.org/?p=1906


Golden Ticket Enhancement
• Golden Tickets more powerful thanks to 

SIDHistory described at Black Hat 2015 by 
Sean Metcalf 

• Original Golden Ticket Limitations:
• Admin rights limited to current domain

• Doesn’t work across trusts unless in EA 

• Mimikatz now supports SID History in Golden 
Tickets

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://adsecurity.org/?p=1640


DCSync
• DCSync update to Mimikatz by Vincent Le Toux & Benjamin Delpy

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://adsecurity.org/?p=1729


Silver Ticket: Domain Controller 
Exploitation

• Attacker dumped AD & has all domain creds.

• Corp IT changed all user, admin, and service account passwords (and 
KRBTGT pw 2x).

• Attacker still has Domain Controller computer account password 
hashes.

   What is possible with these?

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Use Silver Ticket to DCSync!

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Mimikatz DCSync as a User?

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Blue Team Response: Mimikatz DCSync

• Detection: IDS Sig
• “DRSUAPI” “DsGetNCChanges request”

• Source != Domain Controller IP

Sean Metcalf | @PyroTek3 | 
sean@trimarcsecurity.com



DSRM

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



CrackMapExec

• CrackMapExec v1.0.0 tool released by Marcello aka 
byt3bl33d3r

• “CrackMapExec (a.k.a CME) is a post-exploitation tool that 
helps automate assessing the security of large Active 
Directory networks. Built with stealth in mind, CME follows 
the concept of "Living off the Land": abusing built-in Active 
Directory features/protocols to achieve it's functionality and 
allowing it to evade most endpoint protection/IDS/IPS 
solutions.”

• “CME makes heavy use of the Impacket library (developed 
by @asolino) and the PowerSploit Toolkit (developed by 
@mattifestation) for working with network protocols and 
performing a variety of post-exploitation techniques.”

https://github.com/byt3bl33d3r/CrackMapExec/ 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/byt3bl33d3r/CrackMapExec/releases/tag/v1.0.0
https://github.com/byt3bl33d3r/CrackMapExec/


Group Managed Service 
Accounts (GMSAs)

Attacking Group Managed Service Accounts (GMSAs) 
by Michael Grafnetter

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.dsinternals.com/en/retrieving-cleartext-gmsa-passwords-from-active-directory/


2016
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Bloodhound

• Bloodhound tool released at DEFCON 23 
originally written by Will Schroeder, Rohan 
Vazarkar, & Andy Robbins

• “BloodHound uses graph theory to reveal 
the hidden and often unintended 
relationships within an Active Directory 
environment.”

• Captures data points from users, computers, 
groups, group policy objects, etc. from 
Active Directory (Azure recently added too!)

https://github.com/BloodHoundAD/BloodHound 

https://bloodhound.readthedocs.io/en/latest/ 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/BloodHoundAD/BloodHound/releases/tag/v1.0.0
https://www.youtube.com/watch?v=wP8ZCczC1OU
https://github.com/BloodHoundAD/BloodHound
https://bloodhound.readthedocs.io/en/latest/
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DNSAdmin to Domain Admin
• DNS management is performed over RPC (UUID is 50ABC2A4–574D-40B3–

9D66-EE4FD5FBA076) and the transport mechanism is the 
\PIPE\DNSSERVER named pipe.

• According to Microsoft protocol specification, the “ServerLevelPluginDll” 
operation enables us to load a dll of our choosing (with no verification of 
dll path).

• dnscmd.exe already implements this option:

• dnscmd.exe /config /serverlevelplugindll \\path\to\dll

• When executing this dnscmd.exe command as a user that is a member of 
DNSAdmins, the following registry key is populated:

• HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\DNS\Parame
ters\ServerLevelPluginDll

• Restarting the DNS service will load the DLL in this path; however, the DLL 
needs to contain “one of the DnsPluginInitialize, DnsPluginCleanup or 
DnsPluginQuery exports.”

• So, Shay describes how to modify the DLL in order to load properly and 
allow the DNS service to start successfully.

• The DLL simply needs to be available on a network share that the Domain 
Controller’s computer account can access.

DNSAdmin to Domain Admin by Shay Ber
https://medium.com/@esnesenon/feature-not-bug-dnsadmin-
to-dc-compromise-in-one-line-a0f779b8dc83 Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://medium.com/@esnesenon/feature-not-bug-dnsadmin-to-dc-compromise-in-one-line-a0f779b8dc83
https://medium.com/@esnesenon/feature-not-bug-dnsadmin-to-dc-compromise-in-one-line-a0f779b8dc83


Death Star

https://byt3bl33d3r.github.io/automating-the-empire-with-
the-death-star-getting-domain-admin-with-a-push-of-a-
button.html 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html
https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html
https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html


Group Policy Delegation
• Many AD environments have improper GPO delegation where non-ADA accounts 

have modify rights to powerful GPOs
• This enables attackers to compromise AD

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Ntlmrelayx

• Relaying to SMB

• Relaying to LDAP

• Relaying to MSSQL

https://blog.fox-it.com/2017/05/09/relaying-credentials-everywhere-with-ntlmrelayx/ 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://blog.fox-it.com/2017/05/09/relaying-credentials-everywhere-with-ntlmrelayx/


Ntlmrelayx Mitigations

https://blog.fox-it.com/2017/05/09/relaying-credentials-everywhere-with-ntlmrelayx/ 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://blog.fox-it.com/2017/05/09/relaying-credentials-everywhere-with-ntlmrelayx/


AD Permissions

• Black Hat 2017 presentation An ACE Up the 
Sleeve by Andy Robbins and Will Schroeder

• Covers DACL (mis)configurations
• GenericAll & GenericWrite

• WriteDacl & WriteOwner

• User Objects

• Group Objects

• Computer Objects

• Domain Objects

• Group Policy Objects

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors.pdf


An ACE Up the Sleeve Presentation Backdoors

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors.pdf


2018

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



DCShadow
• DCShadow attack by Vincent Le Toux & 

Benjamin Delpy

• Attacker gets AD admin rights

• Add a computer object & use as rogue 
Domain Controller 

• Add a record for the rogue DC in the 
configuration partition 

• Update workstation’s computer object to 
include DC SPNs

• Submits changes for replication which are 
discovered by the other DCs and updated 
on the DCs

• Attacker cleans up the rogue DC

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.dcshadow.com/


The “Printer Bug”

• DerbyCon 2018 talk “The Unintended 
Risks of Trusting Active Directory” 
featuring Lee Christensen, Will Schroeder, 
& Matt Nelson

• Printer Bug involves an interesting 
combination of print notify with 
unconstrained delegation to compromise 
accounts (including a DC) across trusts!

https://www.slideshare.net/harmj0y/derbycon-the-unintended-risks-of-trusting-active-directory#38 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.slideshare.net/harmj0y/derbycon-the-unintended-risks-of-trusting-active-directory#38


2019
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“Wagging the Dog: Abusing Resource-Based Constrained Delegation 
to Attack Active Directory” by Elad Shamir 

TL;DR

1. Resource-based constrained delegation does not require a forwardable TGS when invoking S4U2Proxy.

2. S4U2Self works on any account that has an SPN, regardless of the state of the TrustedToAuthForDelegation attribute. If 
TrustedToAuthForDelegation is set, then the TGS that S4U2Self produces is forwardable, unless the principal is sensitive for delegation or 
a member of the Protected Users group.

3. The above points mean that if an attacker can control a computer object in Active Directory, then it may be possible to abuse it to 
compromise the host.

4. S4U2Proxy always produces a forwardable TGS, even if the provided additional TGS in the request was not forwardable.

5. The above point means that if an attacker compromises any account with an SPN as well as an account with classic constrained 
delegation, then it does not matter whether the TrustedToAuthForDelegation attribute is set.

6. By default, any domain user can abuse the MachineAccountQuota to create a computer account and set an SPN for it, which makes it 
even more trivial to abuse resource-based constrained delegation to mimic protocol transition (obtain a forwardable TGS for arbitrary 
users to a compromised service).

7. S4U2Self allows generating a valid TGS for arbitrary users, including those marked as sensitive for delegation or members of the 
Protected Users group. The resulting TGS has a PAC with a valid KDC signature. All that’s required is the computer account credentials or 
a TGT.

8. The above point in conjunction with unconstrained delegation and “the printer bug” can lead to remote code execution (RCE).

9. Resource-based constrained delegation on the krbtgt account allows producing TGTs for arbitrary users, and can be abused as a 
persistence technique.

10.Configuring resource-based constrained delegation through NTLM relay from HTTP to LDAP may facilitate remote code execution (RCE) 
or local privilege escalation (LPE) on MSSQL servers, and local privilege escalation (LPE) on Windows 10/2016/2019.

11.Computer accounts just got a lot more interesting. Start hunting for more primitives to trigger attack chains!

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html#serendipity
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https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html#case-study-1-mssql-rcelpe
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html#case-study-2-windows-1020162019-lpe
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html


Active Directory Attack Timeline Summary (with Mitre ATT&CK): 
“The Golden Years” (2015 – 2019)

ID: S0194

ID: S0357

ID: S0363

ID: T1003.006

ID: S0488

ID: S0521

ID: S1071

ID: T1207

Tools
DSInternals

Kekeo

PowerSploit (ID: S0194)

Impacket (ID: S0357)

PowerShell Empire (ID: S0363)

DCSync added to Mimikatz (ID: T1003.006)

CrackMapExec (ID: S0488)

Bloodhound (ID: S0521)

DeathStar.py

NTLMRelayX

SharpHound

GhostPack

Rubeus (ID: S1071)

Privilege Escalation

DNSAdmin to Domain 
Admin

AD Permissions

“Printer Bug”

Resource-Based Constrained 
Delegation

Persistence

AD Permissions

DCShadow (ID: T1207)

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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“The Golden Years” 
(2015 – 2019) Tools 
Conceptual Overview

Kekeo

DSInternals

PowerSploit

Impacket

Empire

CrackMapExec

Bloodhound

NtlmRelayX

Rubeus

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



“The Golden Years” (2015 – 2019) Conceptual Flow

DNSAdmin to 
Domain Admin

AD Permissions

Printer Bug
(SpoolSample)

DA

DCShadow

DA

Resource-Based 
Constrained 
Delegation

AD Permissions

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Active Directory Attack Timelines: “The Third Age” (2020 – 2023)

Adalanche

RemotePotato0 articlePetitPotam Certified Pre-Owned whitepaper download

whitepaper download

Certify Kerberos Relay Attack Certipy Is This My Domain Controller

KrbRelayUp tool released 

NetExec

•December: Adalanche tool released by Lars Karlslund

2020

•April: RemotePotato0 tool released by antonioCoco & article by Antonio Cocomazzi and Andrea Pierini

• July: PetitPotam tool released 

•August: Certified Pre-Owned (ADCS Attacks) Black Hat talk by Will Schroeder & Lee Christensen
whitepaper download

•August: Certify ADCS tool released by Will Schroeder & Lee Christensen (in GhostPack)

•October: Kerberos Relay Attack by James Forshaw

•October: Certipy tool released by Oliver Lyak (ly4k) - Python port of the Certify tool

•November: “Is This My Domain Controller” Black Hat talk by Sagi Sheinfeld (@sagish1233), Eyal Karni (@eyal_karni), & Yaron 
Zinar (@YaronZi)

2021

•April: KrbRelayUp tool released by Dec0ne 

2022

•October: CrackMapExec continues as NetExec (nxc)!

2023

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://github.com/lkarlslund/Adalanche/releases/tag/r20201224
https://github.com/antonioCoco/RemotePotato0/releases/tag/0.1
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/
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RemotePotato0 tool 
• RemotePotato0 tool released by antonioCoco & article by Antonio Cocomazzi and 

Andrea Pierini

• Every Windows system is vulnerable to a particular NTLM relay attack that could allow 
attackers to escalate privileges from User to Domain Admin.

• Relaying Potatoes: Another Unexpected Privilege Escalation Vulnerability in Windows 
RPC Protocol
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-
escalation-vulnerability-in-windows-rpc-protocol/
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PetitPotam tool 
• PetitPotam tool released 

• PoC tool to coerce Windows hosts to authenticate 
to other machines via MS-EFSRPC 
EfsRpcOpenFileRaw 

• The tools use the LSARPC named pipe with interface 
c681d488-d850-11d0-8c52-00c04fd90f7e due to 
prevelance 

• Possible to trigger with the EFSRPC named pipe and 
interface df1941c5-fe89-4e79-bf10-463657acf44d 

• No credentials needed for running against a 
Domain Controller 

• Inspired by the previous work on MS-RPRN from 
@tifkin_ & @elad_shamir and others SpecterOps 
guys

https://github.com/topotam/PetitPotam
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Certified Pre-Owned (ADCS Attacks) 
Black Hat Presentation

Certified Pre-Owned (ADCS Attacks) Black Hat 
talk by Will Schroeder & Lee Christensen 
(whitepaper download)

https://i.blackhat.com/USA21/Wednesday-
Handouts/us-21-Certified-Pre-Owned-Abusing-
Active-Directory-Certificate-Services.pdf
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Certified Pre-Owned (ADCS Attacks) 
Black Hat Presentation
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Certify ADCS Tool

• Certify ADCS tool released by Will 
Schroeder & Lee Christensen (in 
GhostPack)

• “Certify is a C# tool to enumerate 
and abuse misconfigurations in 
Active Directory Certificate Services 
(AD CS).”

https://github.com/GhostPack/Certify
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https://github.com/GhostPack/Certify 
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PetitPotam Relay to ADCS

https://www.truesec.com/hub/blog/from-stranger-to-da-using-petitpotam-to-ntlm-relay-to-active-directory 
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Kerberos Relay Attack 
by James Forshaw

https://googleprojectzero.blogspot.com/2021/10
/using-kerberos-for-authentication-relay.html 
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“Is This My Domain Controller” Black 
Hat talk by Sagi Sheinfeld 
(@sagish1233), Eyal Karni (@eyal_karni), 
& Yaron Zinar (@YaronZi)

https://i.blackhat.com/EU-21/Wednesday/EU-21-
Sheinfeld-Is-This-My-Domain-Controller.pdf 
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KrbRelayUp
High-level overview

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

DC
Computer

Created
Computer



KrbRelayUp: Putting It All Together

Stage 1
Attacker gains access to the target 
computer 

Attacker creates a new computer 
object in AD (or ADCS, etc) for 
S4U2Self

Attacker sets AD attribute on 
computer account for RBCD (msDS-
AllowedToActOnBehalfOfOtherIden
tity)

Stage 2
Getting Kerberos tickets (TGT & 
TGS) for impersonation

Leverages computer account SPN 
allowing Kerberos S4U2Self to 
impersonate the user (AD account 
with admin rights on target)

Leverage Kerberos S4UProxy to 
access the target computer account

Stage 3
Leveraging Host SPN to get Silver 
Ticket to authenticate as the 
computer to itself

SYSTEM level access obtained when 
Attacker creates a service as 
System

Attacker now has full admin rights 
on the target computer as SYSTEM
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Detection and Mitigation
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Detection

• Security Event ID 4624 with an elevation 
token=*1842 for Auth package Kerberos and 
UserName= "*$"

• Event ID 5145 Anonymous LOGON for shares

• Network level 445 DCE_RPC connections

• Service Creation EventCode=7045 Service_Name
("KrbSCM")

Mitigation

• Block users from creating computer accounts

• Add “account is sensitive and cannot be delegated” 
on all admin accounts then add to the Protected 
Users group

• Restrict access to sensitive systems (local logon, 
etc.)

• Configure LDAP Signing to “required” on Domain 
Controllers

• Implement LDAP Signing (part 1)

• Implement Channel Binding (part 2)

• Restrict lateral movement with host-based firewall 
(block SMB) 

• Harden ADCS http endpoints (ESC8)



Active Directory Attack Timeline Summary (with Mitre ATT&CK): 
“The Third Age” (2020 – 2023)

Tools
RemotePotato0

PetitPotam

Certify

Certipy

KrbRelayUp

CrackMapExec continues as NetExec 
(nxc)

Privilege Escalation
Certified Pre-Owned (ADCS Attacks)

 Kerberos Relay Attack 

Persistence
Certified Pre-Owned (ADCS Attacks) 
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“The Third Age” (2020 – 2023) Conceptual Overview

PetitPotam

RemotePotato0

Certified 
Pre-Owned 
(ADCS Attacks)

Kerberos 
Relay Attack 

DA

DA

Certify

KrbRelayUp

NTLM 
Relay Attack 

Certified 
Pre-Owned 
(ADCS Attacks)

Certified 
Pre-Owned 
(ADCS Attacks)

DA
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Structuring Effective Active Directory Defenses
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Administrative Group/Account 
Enumeration 

• Remove Authenticated Users from having rights on 
the groups (add a new “auditing” group so it can 
view the members).

• Place admin accounts/groups into secured OU that 
Authenticated Users can’t view.

GPO Security Permission/Setting 
Enumeration

• Remove Authenticated Users (this also prevents 
GPO from applying).

• Add new computer group that needs to apply the 
GPO.
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Allow Blue Team & Auditors Recon/Review 

Ensure there is a custom group that can view all objects where default 
permissions have changed.

Recommend different groups to enable different read access:

• Secure OU

• AD Privileged Groups (AdminSDHolder)

• Local Administrators Group Membership

• GPO View Access

Adding audit accounts to these group enables Bloodhound/Recon type 
access.
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Effective Windows System Defense
• Disable LLMNR via Group Policy

• Disable NetBIOS via Group Policy

• Disable WPAD via Group Policy

• Disable LM & NTLMv1

• Disable SMBv1

• Enable PowerShell constrained language mode

• Control Microsoft Office macros via Group Policy

• Deploy Microsoft LAPS (or similar) to ensure all local Administrator passwords are unique

• Set GPO to prevent local accounts from connecting over network to computers

• Deny access to this computer from the network: Domain Admins, Enterprise Admins, other custom 
admin groups

• Ensure all admins only log onto approved admin workstations & servers

• Restrict workstation to workstation communication with host firewalls  - AD clients don’t need special 
rules, default block All inbound worksSean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Active Directory Administrative Security
• Admin accounts set to “sensitive & cannot be delegated”

• Ensure all Active Directory admin accounts associated with people are 
members of the Protected Users groupComplete separation of 
administration

• ADAs never logon to other security tiers

• ADAs should only logon to a DC from an admin workstation or admin 
server

• Ideally ADAs use time-based, temporary group membership

• Change the KRBTGT account password (twice) every year & when an 
AD admin leaves

• Implement network segmentation
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Service Account Security

• Leverage “(Group) Managed Service Accounts”

• Implement Fine-Grained Password Policies 

• Limit SAs to systems of the same security level, not shared between 
workstations & servers (for example)

• Ensure passwords are >25 characters

• Disable logon interactive capability

• No Domain Admin service accounts on non-DCs
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Domain Controller Security
• Ensure DCs are physically secure
• Ensure the server is fully patched before running DCPromo
• Remove all unnecessary software, agents, and services
• Ensure IIS is not running on any DCs (IIS_USR account)
• Limit admin logon to DCs
• Update all Domain Controllers to a current supported Windows OS version.
• Scrutinize scheduled tasks
• Monitor logon events
• Audit use of backup & restore
• Enable Audit Subcategories
• Regularly change the DSRM account password on all DCs
• Limit management protocol access on DCs to admin subnets (RDP, WMI, 

WinRM, etc.)
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Effective NTLM Relay Defenses

• Configure SMB auditing

• Configure NTLM auditing

• Add all AD Admin accounts to the Protected Users security group 

• Enforce SMB signing 

• Configure LDAP channel binding and LDAP signing 

• Disable NTLM authentication where possible

• Enable Credential Guard
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Hybrid Cloud 
Integration 

Attacks
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Azure AD Seamless Single Sign-On

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Attacking 
Azure AD 
Seamless 
Single 
Sign-On

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

Managed by Azure AD Connect

Compromise the Azure AD Seamless SSO Computer Account 
password hash (“AZUREADSSOACC “)

Generate a Silver Ticket for the user you want to impersonate 
and the service ‘aadg.windows.net.nsatc.net ‘

Inject this ticket into the local Kerberos cache

Azure AD Seamless SSO computer account password doesn’t 
change

“Azure AD exposes a publicly available 
endpoint that accepts Kerberos tickets 
and translates them into SAML and JWT 
tokens” (January 2017)

https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/



Defending Azure Seamless SSO

Treat the Azure AD Connect server, SQL 
server/database, & service account as 

Tier 0 (like Domain Controllers).

Ensure the password for the Azure AD 
Seamless SSO Computer Account 

(“AZUREADSSOACC “) changes regularly 
(Microsoft recommends every 30 days).
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Attacking Federation
DEF CON 25 (July 2017)

https://www.youtube.com/watch?v=LufXEPTlPak

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://media.defcon.org/DEF CON 25/DEF CON 25 presentations/DEF CON 25 - Gerald-Steere-and-Sean-Metcalf-
Hacking-the-Cloud-UPDATED.pdf

https://www.youtube.com/watch?v=LufXEPTlPak
https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20Gerald-Steere-and-Sean-Metcalf-Hacking-the-Cloud-UPDATED.pdf
https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20Gerald-Steere-and-Sean-Metcalf-Hacking-the-Cloud-UPDATED.pdf


From ADFS to Cloud (Golden SAML Attack)

ADFS

AD

Cloud Services

Impersonate any AD Account 
(including Admins)

Attacker 
System

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Federation Server Attack Defense & Detection

• Protect federation certificates.

• Protect federation servers (ADFS) like Domain Controllers (Tier 0).
• Ensure that the ADFS server & SQL server/database is in a top-level admin OU.

• Limit the group policies that apply to ADFS related systems.

• Restrict local admin rights on ADFS related systems.

• Consolidate and correlate federation server, AD, and Azure AD logs to provide insight 
into user authentication to Office 365 services.

• Correlate Federation token request with AD authentication to ensure a user 
performed the complete auth flow.
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Azure AD Connect Permissions

DEF CON 25 (July 2017)
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Azure AD Connect Service Account Rights

Dirk-jan Mollema (@_dirkjan) covers rights that the Azure AD Connect service 
account has to Azure AD: https://dirkjanm.io/talks/ 

DEFCON 27 (2019): https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Dirk-jan-
Mollema-Im-in-your-cloud-pwning-your-azure-environment.pdf 

https://github.com/dirkjanm/adconnectdump Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://dirkjanm.io/talks/
https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Dirk-jan-Mollema-Im-in-your-cloud-pwning-your-azure-environment.pdf
https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Dirk-jan-Mollema-Im-in-your-cloud-pwning-your-azure-environment.pdf
https://github.com/dirkjanm/adconnectdump


Defending Azure AD Connect

Treat the Azure AD Connect 
server, SQL server/database, 
& service account as Tier 0 
(like Domain Controllers).

Ensure that the Azure AD 
Connect server & SQL 
server/database is in a top-
level admin OU.

Limit the group policies that 
apply to Azure AD Connect 
related systems.

Restrict local admin rights on 
Azure AD Connect related 
systems.

Only AD Admins should have admin rights to the Azure AD Connect server
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Microsoft Pass-Through Authentication (PTA)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta


Attacking 
Microsoft 
PTA

Managed by Azure AD Connect

Compromise server hosting PTA 
(typically Azure AD Connect server)

Azure AD sends the clear-text password 
(not hashed!) to authenticate the user.

Inject DLL to compromise credentials 
used during PTA

Adam Chester
https://blog.xpnsec.com/azuread-connect-for-redteam/ 

Defense: 
Ensure Azure AD Connect as a Tier 0 
system (like a DC)

(February 2019) 
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Okta

• Identity & Access Management (IAM) company

• IDP that competes with Azure AD

• AD Integration

• Delegated Access: Allows users to sign into Okta using AD 
credentials

• Okta AD Agent: Sync users & groups with Okta and and also 
answering authentication requests from Okta as users log into the 
portal
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Okta for Red Teamers

Adam Chester (@_xpn_)
https://www.trustedsec.com/blog/okta-for-red-teamers/ 

September 2023
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Attacking Okta: Delegated Access

Adam Chester (@_xpn_)
https://www.trustedsec.com/blog/okta-for-red-teamers/ 

Compromise a User Account in AD

▪ Leverage this to auth to Okta to SSO to 
other systems (typically with no MFA)

Compromise the Okta service 
Account in AD

▪ Auth to Okta as any AD user & SSO 
to other systems

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Attacking Okta: Okta AD Agent

Capture AD Credentials (clear-
text username & password)

• Compromise AD users who are 
authenticating to Okta

Okta Skeleton Key (Fake AD 
Agent)

• Leverage AD Admin rights

• Authentication as any AD 
user to Okta

Adam Chester (@_xpn_)
https://www.trustedsec.com/blog/okta-for-red-teamers/ 
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Lapsus$ (LAPSUS$)

“The potential impact to Okta customers is 
limited to the access that support engineers 
have,” Bradbury said, adding that these 
engineers are unable to download customer 
databases or create or delete users. “Support 
engineers are also able to facilitate the 
resetting of passwords and MFA factors for 
users, but are unable to obtain those 
passwords.” 
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Securing Entra ID 
Administration
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There are   
100 

Entra ID 
Roles!
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Microsoft’s Privileged Entra ID Roles List [PRIVILEGED]
• Application Administrator

• Application Developer

• Authentication Administrator

• Authentication Extensibility Administrator

• B2C IEF Keyset Administrator

• Cloud Application Administrator

• Cloud Device Administrator

• Conditional Access Administrator

• Directory Synchronization Accounts

• Directory Writers

• Domain Name Administrator

• External Identity Provider Administrator

• Global Administrator

• Global Reader

• Helpdesk Administrator

• Hybrid Identity Administrator

• Intune Administrator

• Partner Tier1 Support

• Partner Tier2 Support

• Password Administrator

• Privileged Authentication Administrator

• Privileged Role Administrator

• Security Administrator

• Security Operator

• Security Reader

• User Administrator

26 roles: https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

As of:
4/22/2024
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Trimarc Level 0 Entra ID Roles

• Global Administrator
• Full admin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions

From Azure AD to Active Directory (via Azure) – An Unanticipated Attack Path (2020)

• Hybrid Identity Administrator
• “Can create, manage and deploy provisioning configuration setup from Active Directory to Microsoft Entra ID using Cloud 

Provisioning as well as manage Microsoft Entra Connect, Pass-through Authentication (PTA), Password hash 
synchronization (PHS), Seamless Single Sign-On (Seamless SSO), and federation settings.”
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-
escalation-df9ca6e58360 

• Partner Tier2 Support
•  “The Partner Tier2 Support role can reset passwords and invalidate refresh tokens for all non-administrators and 

administrators (including Global Administrators). “

“not quite as powerful as Global Admin, but the role does allow a principal with the role to promote themselves or any 
other principal to Global Admin.”
The Most Dangerous Entra Role You’ve (Probably) Never Heard Of

• Privileged Authentication Administrator
• Microsoft: “do not use.”

“Set or reset any authentication method (including passwords) for any user, including Global Administrators. …
Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember MFA on 
the device, prompting for MFA on the next sign-in of all users.”

• Privileged Role Administrator
• “Users with this role can manage role assignments in Microsoft Entra ID, as well as within Microsoft Entra Privileged 

Identity Management. …
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator role. “

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Trimarc Level 1 Entra ID Roles (1 of 2)

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Role Microsoft Description

Application Administrator
This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and application 
proxy settings.

Authentication Administrator

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles. Require users 
who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for example, MFA or FIDO), and 
can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.
Perform sensitive actions for some users. 

Domain Name Administrator

This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Can be used in federation 
attacks.

Microsoft Entra Joined Device Local 
Administrator 

During Microsoft Entra join, this group is added to the local Administrators group on the device.

Cloud Application Administrator
This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to manage 
application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application registrations. 

Conditional Access Administrator This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

Directory Synchronization Accounts

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or supported 
for any other use.
Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties on 
policies, & Update credentials of service principals

Directory Writers
This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh tokens, & 
Update User Principal Name of users.

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant
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Role Microsoft Description

Exchange Administrator
Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

External Identity Provider 
Administrator

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity providers. With this role, 
users can add new identity providers and configure all available settings (e.g. authentication path, service ID, assigned key containers). This user can 
enable the Microsoft Entra organization to trust authentications from external identity providers.

Helpdesk Administrator

This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token forces the user to sign in 
again. 

Intune Administrator

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is present. Additionally, this role 
contains the ability to manage users and devices in order to associate policy, as well as create and manage groups. 
Privileged rights: Read Bitlocker metadata and key on devices

Password Administrator
This is a privileged role. Users with this role have limited ability to manage passwords. 

Partner Tier1 Support
This is a privileged role. Do not use. The Partner Tier1 Support role can reset passwords and invalidate refresh tokens for only non-administrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all properties

Security Administrator
This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365 Defender portal, Microsoft Entra 
ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft Purview compliance portal. 

User Administrator This is a privileged role. Can reset passwords for users. 

Trimarc Level 1 Entra ID Roles (1 of 2)
Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant
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https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5 
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• “Directory.ReadWrite.All grants access that is broadly equivalent to a 
global tenant admin.” *

Directory.ReadWrite.All

• Allows the app to manage permission grants for application permissions 
to any API & application assignments for any app, on behalf of the 
signed-in user. This also allows an application to grant additional 
privileges to itself, other applications, or any user.

AppRoleAssignment.ReadWrite.All

• Allows the app to read & manage the role-based access control (RBAC) 
settings for the tenant, without a signed-in user. This includes 
instantiating directory roles & managing directory role membership, and 
reading directory role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory

• Allows the calling app to create, & manage (read, update, update 
application secrets and delete) applications & service principals without 
a signed-in user. This also allows an application to act as other entities & 
use the privileges they were granted.

Application.ReadWrite.All

Trimarc Level 0 Applications
Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Key Cloud 
Administration Security 
Controls

• Use admin systems for cloud 
administration

• Enforce FIDO2 for Trimarc Level 0 & 1 
roles

• Leverage Conditional Access policies to 
enforce MFA for admins from all 
locations

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Conclusion

Slides, Video & Security Articles:  Hub.TrimarcSecurity.com

Sean Metcalf    |    @PyroTek3    |      sean@trimarcsecurity.com

Active Directory has become more challenging to secure 
fully, but the defensive tools and capabilities have improved

Identifying common security issues and resolving them 
improves system security.

Fixing these issues provides improved breach resilience.



Questions?

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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