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Agenda

• ADCS Attack Path Discovery, Analysis, and Execution
○ ESC1

○ ESC3

○ ESC5

○ ESC13
• Visualizing and Auditing the ADCS LDAP Hierarchy
• Practical Remediation Strategies and Examples
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ESC1
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Bob

Domain Controller
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Enterprise CA

Alice

“Please issue an ESC1 certificate 
to me. My subject alternative 
name is bob@contoso.local”

ESC1 Cert Template

Bob

Domain Controller
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Enterprise CA

Alice

ESC1 Cert Template

Bob
EKU: Client Authentication
SAN: bob@contoso.local

Certificate

Domain Controller
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Alice

“Please issue a TGT to me for 
bob@contoso.local. This 

certificate will serve as my 
credential for that user.”

Domain Controller

EKU: Client Authentication
SAN: bob@contoso.local

Certificate

Enterprise CAESC1 Cert Template

Bob
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Alice

Domain Controller

Principal Name: 
bob@contoso.local

Kerberos 
Ticket

Enterprise CAESC1 Cert Template

Bob



https://docs.google.com/file/d/1N45L48ZFe0L4vqZGKvoX2nMBP1ohkw-r/preview
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ESC3



Enterprise CA

Alice

User

Bob

Domain ControllerEnrollmentAgent

ESC3 - Abuse of Enrollment Agent Permissions
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Enterprise CA

Alice

“Please issue an 
EnrollmentAgent certificate to 

me.”

User

Bob

Domain ControllerEnrollmentAgent
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Enterprise CA

Alice

User

Bob

Domain ControllerEnrollmentAgent

EKU: Cert. Request Agent
SAN: alice@contoso.local

Certificate
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Enterprise CA

Alice

“Please issue a User certificate 
on behalf of Bob.”

User

Bob

Domain ControllerEnrollmentAgent

EKU: Cert. Request Agent
SAN: alice@contoso.local

Certificate
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Enterprise CA

Alice

User

Bob

Domain ControllerEnrollmentAgent

EKU: Client Authentication
SAN: bob@contoso.local

Certificate
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Alice

“Please issue a TGT to me for 
bob@contoso.local. This 

certificate will serve as my 
credential for that user.”

Domain Controller

EKU: Client Authentication
SAN: bob@contoso.local

Certificate

Enterprise CA

Bob

UserEnrollmentAgent
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Alice

Domain Controller

Principal Name: 
bob@contoso.local

Kerberos 
Ticket

Enterprise CA

Bob

UserEnrollmentAgent
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ESC3 - What is an Enrollment Agent
● Certificate Request Agent EKU 

(1.3.6.1.4.1.311.20.2.1) → 
Enrollment Agent

● Can enroll on behalf of other 
principals in templates:
○ Schema version 1
○ Schema version 2+ with the 

Certificate Request Agent EKU 
required as Application Policy

https://posts.specterops.io/adcs-attack-p

aths-in-bloodhound-part-2-ac7f925d1547 
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https://posts.specterops.io/adcs-attack-paths-in-bloodhound-part-2-ac7f925d1547
https://posts.specterops.io/adcs-attack-paths-in-bloodhound-part-2-ac7f925d1547
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ESC3 - Enrollment Agents in BloodHound



https://docs.google.com/file/d/1d1mLE_2lAjoWbhDFMefNrhj0I6rOFtso/preview
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ESC3 - Enrollment Agents in BloodHound
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ESC5



ESC5

Abuses the mechanics 
of AD and ADCS, 
combined with 
abusable privileges to 
impersonate any 
principal in AD.

LDAP object 
manipulation

The numerous 
combinations of 
privileges that can 
enable ESC5 make this 
escalation primitive 
particularly difficult to 
manually discover.

An attractive 
backdoor

Due to a quirk in 
Configuration naming 
context replication, 
ESC5 enables turning 
DA in any domain into 
EA at the forest root.

Enables escalation 
from DA to EA
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• ADCS is already installed and 
configured.

• A principal can combine existing 
configurations and privileges to 
create for themselves the ability to 
impersonate other principals.

Two Families of ESC5

• ADCS is not installed nor configured.
• A principal has the privileges needed 

to create and configure specific 
objects in the Configuration naming 
context, such that a functional ADCS 
environment emerges.

Modify existing ADCS objects Full ADCS Bootstrap
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ESC1
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Configuration
Configuration

Configuration

Configuration
Configuration

Configuration

Configuration

Configuration



ESC1
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Configuration
Configuration

Configuration
Configuration

Configuration

Configuration

Configuration



ESC5
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Configuration
Configuration

Configuration
Configuration

Configuration

Configuration

Configuration

Privilege



ESC5
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Privilege
Configuration

Privilege
Configuration

Privilege

Configuration

Configuration

Configuration



ESC5
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Privilege

Configuration

Configuration

Privilege

Configuration

Configuration

PrivilegePrivilege
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Name: NTAuthCertificates
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caCerts: [ ]
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A “deep dive” in Cert Publishers Group by Andrea Pierini (@decoder_it) 

https://decoder.cloud/2023/11/20/a-deep-dive-in-cert-publishers-group/

https://x.com/decoder_it
https://decoder.cloud/2023/11/20/a-deep-dive-in-cert-publishers-group/
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https://docs.google.com/file/d/1-7oXq2cm_oKL-JsAIOaJ_oUPfxt2XwAn/preview
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ESC13



Alice Enterprise Admins

ESC13 - Abuse of OID Group Links

Enterprise CA Domain ControllerEnterprise Admins 
Template

Enterprise Admins 
Policy
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Alice Enterprise Admins

MemberOf

Enterprise CA Domain ControllerEnterprise Admins 
Template

Enterprise Admins 
Policy

48



Alice Enterprise Admins

“Please issue an Enterprise 
Admins Template certificate to 

me.”

Enterprise CA Domain ControllerEnterprise Admins 
Template

Enterprise Admins 
Policy
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Enterprise CA

Alice Enterprise Admins

Domain ControllerEnterprise Admins 
Template

EKU: Client Authentication
SAN: alice@contoso.local
Iss. Pol.: Ent. Admins Pol. 

Certificate

Enterprise Admins 
Policy
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Enterprise CA

Alice Enterprise Admins

Domain ControllerEnterprise Admins 
Template

Enterprise Admins 
Policy

“Please issue a TGT to me. This 
certificate will serve as my 

credential.”
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EKU: Client Authentication
SAN: alice@contoso.local
Iss. Pol.: Ent. Admins Pol. 

Certificate



Principal Name: 
alice@contoso.local
Groups: Enterprise Admins

Enterprise CA

Alice Enterprise Admins

Domain ControllerEnterprise Admins 
Template

Enterprise Admins 
Policy

Kerberos 
Ticket
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ESC13 - OID Group Links in BloodHound

https://posts.specterops.io/adcs-esc13-abuse-technique-fda4272fbd53  

https://posts.specterops.io/adcs-esc13-abuse-technique-fda4272fbd53
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Visualizing and 
Auditing the 

ADCS
LDAP Hierarchy



Visualizing and Auditing the ADCS LDAP Hierarchy

BloodHound provides 
intuitive visuals that 
dramatically simplify 
understanding and 
communicating the 
LDAP and PKI 
hierarchies.

Intuitive 
Understanding

Easily understand 
which principals have 
potentially abusable 
permissions against 
ADCS objects, even 
through nested group 
memberships.

Simple Permissions 
Auditing

Auditors and 
pentesters can use 
these features to 
deliver better, more 
useful reports to their 
customers.

Deliver Better 
Reports
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Calculates for you which templates are susceptible 
to ESC1 based on their version and other properties. 
Displays the principals that have been granted enroll 
rights on each template.
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• Practical 
Remediation 

Strategies and 
Examples



MATCH p = 
(n)-[:ADCSESC1|ADCSESC3|ADCSESC4|ADCSESC6a|ADCSESC6b|ADCSESC9a|ADCSESC9b|
ADCSESC10a|ADCSESC10b|ADCSESC13]->(m)
WHERE "admin_tier_0" IN split(m.system_tags, ' ')
AND (n.system_tags IS NULL OR NOT "admin_tier_0" IN split(n.system_tags, 
' '))
RETURN p
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Find non-Tier Zero principals with ADCSESCx edges



MATCH 
(c:Container)-[:Contains*0..]->(pkiobject)
WHERE c.name STARTS WITH "PUBLIC KEY 
SERVICES"
MATCH p = (pkiobject)<-[r]-(x)
WHERE (
x.system_tags IS NULL
OR NOT "admin_tier_0" IN 
split(x.system_tags, ‘ ‘)
)
AND (x:User OR x:Computer OR x:Group)
AND type(r) <> 'Enroll'
RETURN p
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Find non-Tier Zero principals with ADCS permissions
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ESC1 Remediation

• ESC1: Enrollee Supplies Subject
• If you can, then either:

○ Limit enrollment rights to Tier Zero principals
○ Remove EKUs that enable domain authentication



● Common scenario: 
Helpdesk (NOT Tier Zero) creates 
smart cards on behalf of others

● Solution: Enrollment agents - with 
restrictions

● Example:
○ Yubico - Setting up Smart Card 

Login for Enroll on Behalf of: 
https://support.yubico.com/hc/e
n-us/articles/360015669119-Set
ting-up-Smart-Card-Login-for-Enr
oll-on-Behalf-of   
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ESC1 Remediation

https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of
https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of
https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of
https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of


Be careful with vendor guides though

Authenticated Users

Enroll
(on agent template)
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ESC1 Remediation



Thank you!
Get BloodHoundCE: https://ghst.ly/bh-github 

Join the BloodHound Slack: https://ghst.ly/BHSlack  

Jonas Bülow Knudsen | @Jonas_B_K 

Andy Robbins | arobbins@specterops.com

https://ghst.ly/bh-github
https://ghst.ly/BHSlack
https://x.com/Jonas_B_K

