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Agenda

* Attack Wallet App
* Attack all apps which support adding passes to wallet

 Fun!

DISCLAIMER: All material is for research and educational purposes only. Any actions and or activities related to the material contained within this talk is solely
your responsibility. The authors will not be held responsible in the event any criminal charges resulting from the misuse of this information and for breaking of
federal and local laws.
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What is a Wallet Pass?

Add to

Apple Wallet

* Passes are a digital representation of information that might otherwise be printed on small pieces of
paper or plastic.

* They let users take an action in the physical world.
* Passes can contain images and a barcode, and you can update passes using push notifications.

 The pass library contains the user’s passes, and users view and manage their passes using the
Wallet app
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What’s inside it?

* Passes are created as a package (also referred to as a bundle) containing a pass . json file that
defines the pass, and image assets such as the logo and the icon.

Every pass has a pass type identifier associated with a developer account.

Pass Package
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How does it work?

* Userisredirected to an online service which hosts the
Pass

* They install it via the default Wallet app on i0OS

* They present it whenever they need to utilize a service

Server Client

Create pass = |nstalls via email, URL, or custom app

0 Some time later

Pass updated - Receives push notification

* They live happily ever after - P—

Sends latest version
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How does it ACTUALLY work?

MODE
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If .pkpass is not well formed

15:01:45.543992-0400 Pass Viewer Unable to load object dictionary: Error Domain=PKPassKitErrorDomain Code=1 "Failed to read data

15:01:45.548877-0400 Pass Viewer ERROR: Error Domain=PKPassKitErrorDomain Code=1 "The pass cannot be read because it isn’'t valid

Pass Viewer (PassKitCore)
Subsystem: com.apple.passkit Category: General 2024-05-23 15:01:45.543992-0400

Unable to load object dictionary: Error Domain=PKPassKitErrorDomain Code=1 "Failed to read data" UserInfo={NSLocalizedDescription=Failed to read data,
NSUnderlyingError=0x600002c4ff60 {Error Domain=NSCocoaErrorDomain Code=268 "The file “pass.json” couldn’'t be opened because there is no such file."
UserInfo={NSFilePath=/var/folders/54/mpbb4bhj2872z5bmxp8gry_meeeegn/T/com.apple.Pass-Viewer/com.apple.Passbook/D2821D17-
AB4B8-4C46—8CEA-45A8D9A61362 . pkpass/pass.json, NSUnderlyingError=0x600002c4ff9@ {Error Domain=NSPOSIXErrorDomain Code=2 "No such file or directory"}}}}
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If any file Is tampered

14:58:37.526627-0400
14:58:37.543262-0400
14:58:37.545483-0400
14:58:37.547241-0400

Pass Viewer (PassKitCore)

Pass Viewer
Pass Viewer
Pass Viewer

Pass Viewer

Subsystem: com.apple.passkit Category: General

Verifying structure and signature for pass <private>
Signature validation: succeeded
Invalid data error reading pass pass. S 2 4—-NIGAM/P

ERROR: Error Domain=PKPassKitErrorDomain Code=1 "The pass cannot be read because it isn’t valid

2024-05-23 14:58:37.545483-0400

Invalid data error reading pass pass NG . For file pass.json, manifest's listed SHA1
hash 82e4efd95b76c8da@c55084d53110094cdc93478 doesn't match computed hash, 10f852f7c1bb78e@e95f@f21c3aebe757f0bad39
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Tamper the manifest?

4
=

"icon@2x.png": "3cl17a8785b133dab523153bc145c9b39366068954",
"icon.png": "5e317f12ffbhBeee3df67a3i72ad4fbe923390e15058",
"footer@2x.png": "88eB037381118984992bcdcdd11c8c20f3eb6le2ed”,
"pass.json": "hﬁfEEEf?clbh?Ee@e?EfoIchaebe?E?f@bad39",
"logo.png": "75e217dcad98a648020cT4db818a540388d738c2",
"logo@2x.png": "a752b583a811b5fcb3bf@9%a3fb6catbcedd12dd5™

CO = O W1 B W p

—
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If the hash itself is tampered

15:085:45.448029-0400 Pass Viewer Verifying structure and signature for pass <private>

15:085:45.455248-0400 Pass Viewer CMS verification error: -25293

15:05:45.455359-0400 Pass Viewer Signature validation: sk FAILED sk

15:05:45.455399-0400 Pass Viewer Invalid data error reading pass pass. -NIGAM/P

15:05:45.457236-0400 Pass Viewer ERROR: Error Domain=PKPassKitErrorDomain Code=1 "The pass cannot be read because it isn’t valid

15:45:12.140300-0400 MobileSafari Verifying structure and signature for pass <private>
15:45:12.144584—0400 MobileSafari CMS verification error: -25293
15:45:12.144742-0400 MobileSafari Signature validation: *** FAILED *x**

15:45:12.144790-0400 MobileSafari Invalid data error reading pass pass N N 1GAM/ P

15:45:12.145518-0400 MobileSafari PassBook Pass download failed: Error Domain=PKPassKitErrorDomain Code=1 "(null)"

ERROR: Error Domain=PKPassKitErrorDomain Code=1 "The pass cannot be read because it isn’t valid." UserInfo={NSLocalizedDescription=The pass cannot be read
because it isn’t valid., NSUnderlyingError=ex600002f520a@ {Error Domain=PKPassKitErrorDomain Code=1 "Manifest signature did not verify successfully"
UserInfo={NSLocalizedDescription=Manifest signature did not verify successfully}}}
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So tampered passes cannot be installed

(00 %rﬁm‘{‘ J

oo
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But what happens AFTER the install?

Install Location

drwxr-xr-x 5 mobile mobile 160 Jun 19 15:19 hgxbgqyagOuCYFZL15B3Uk4keKhg\=.cache/
drwx------ 10 mobile mobile 320 Jun 19 15:23 g+1NKwFUhhlz-QLoATzxtpnCXMO\=.pkpass/
drwx-—----- 9 mobile mobile 288 Jun 19 17:34 hgxbqyagOuCYFZL15B3Uk4keKhg\=.pkpass/
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All same files!

mobile
mobile
mobile
mobile
mobile
mobile
mobile

mobile
mobile
mobile
mobile
mobile
mobile
mobile

15:19
15:24 pass.json
19:19 signature

19:19 manifest.json
19:19
19:19
19:19
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Let’s edit and reload?

J

n 1] m, n 1]
5] .

":Not My Name",
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{

descri ptlon : "Boarding pass for October 4, San Francisco to

London",

"formatVersion" : 1,

"passTypeldentifier" : "pass.com.example.boarding-pass”,
"serialNumber" : "123456",

"boardingPass" : {

primaryFields
"label" : "San Francisco",
"value" : "SFO"

ds": [

"key" : "Origin",},

{

"key" : "destination",

"label" : "London",

"value" : "LHR"

1,

-secondaryFields
"key" : "boarding-gate",

"label" : "Gate",

"value" : "F12"

1,

-auxiliaryFields-
"key" : "seat",

"label" : "Seat",

"value" : "7A"

3

{

"key" : "passenger-name”,
"label" : "Passenger”,
"value" : "John Appleseed"

}]!
"transitType" : "PKTransitTypeAir"

1}

Which files/fields
can be tampered?
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Impact

= 9

Loyalty and Coupons Boarding Movie/Event
rewards cards Passes Tickets
*Apple Pay Not Affected

Priyank Nigam | Pwning Apple Wallet Apps | Troopers24, DE




(Live?) Demo
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Impact?
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Case — Boarding Passes Umleitung >

The Bar Coded Boarding Pass (BCBP) standard covers the data and
symbologies for paper or mobile devices to be used as boarding passes.
However, it does not cover the distribution methods (how to send the
barcodes to the devices) or other aspects of the implementation.

The following fields define a unique BCBP, without storing personal data:
* Date of flight (Julian date)

* Operating carrier code

* Flight number

 Check-in Sequence number
* From city/ airport code

/et
Tl L Lt Sl I SARAE

NEWYORK b)- BERLN

e e [l e, L
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T | T

=

E!fﬂ i
LR

11:45
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Encoding Algorithms for BCBP

b

2-D PDF417

Aztec ISO 24778 QR (Quick Response) Code

Data Matrix ISO16022



Case — Boarding Passes — QR Code

BAR CODED BOARDING PASS (BCBP) Structure

MINIGAM/PRIYANK EXXXXXX LHRFRALH 1651 220Y030A0080 15D>018 00

W32XXBXX 2AXXXXXXXXX56270 UA LH LOYATYNO

A"XXOMEQCIAMMA8hDwD+plrdnVY16DesRgBE37R/a0Xsklx9puQ/eAiBXtXAQjuoJdcyrPGtakg
FMErrm3ynbuiA7SSRaFWLInrA==
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Impact depends on the server aka the
“reader”

At the gate

At the Security Check >
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(Typical) Apple Response

“If you are able to demonstrate this issue on a nhon-jailbrok3n device, we'd be
interested in investigating that scenario”
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Me:

Let me reiterate the threat model - The end user is incentivized to jailbreak their device and exploit
this.
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Apple Product S3curity:

“We Apologize for our last messages and thanks for your reply.

Are you able to perform transactions or use any of your modified passes with live
services? If so, which passes were successful and did the transaction use the modified
valu3s?”
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Me:

The signature file is already present within the .pkpass directory, so all that is needed is
validate against it, and bail out on failure.

Apple can only verify the pass at the time it is loaded, since it does do the
validation on pass installation (time-of-check-to-time-of-use); otherwise, the
pass is essentially equivalent to a screenshot or a picture containing the

same information, such as a boarding pass or a store card. Obviously, one is
more credible than the other.
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Ok..?

o We reproduced the issue and are
Investigating.

Our engineers are investigating the root cause of the issue you reported. If
we need more information from you, we'll add a comment and send you an

email.
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Apple Product S3curity:

“We've investigated your report further and have forwarded it to the
engineering team as a po1ential future enhancement.”

Later...

é We're unable to identify a security issue in your report.

We reviewed your report and were unable to identify a security issue. If you have new information that you didn't include in your report, providing it now rmay allow us to review your report further,
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Moving on..

* Apple being apple, has most likely pushed a fix, and will not credit
the researcher.

e But WCGW even if this is fixed?
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Client

Registers for updates

Server

PKPass Updates SN N R

Device library ID  Push token

" Pass data changes

= |Ipdates list of registrations

L m Sends push nolfication
Pass type ID Pass type ID
Push token
Gets changes -
Pass type ID  Device library ID  Update tag
- Lists changed passes
Update
Serial number 9
Gels pass -
Pass type ID Serial number Authentication token
- Sends pass
Pass data
| User deletes a pass or disables updates
Unregisters for updates = |ipdates list of regisirations

Pass type ID  Serial number  Authentication token

Device library ID
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Authentication Token?

e Static for a vendor ®

* The only secret is the serial#
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e UUIDs -> Secure
e Numeric identifier -> Not so much

* Attack the update API?
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Forge the fields

* Can’t access other users’ PKPass but can forge your own?

* Mobile APl to “generate” a PKPass? Obviously signed by the
vendor
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Whatever fields we want..

LEMPLACE LU - S} | Lllloadd SlH SIHUUIS U [ & [alaWw
"barcodeMessage": |
"data":"100EZ11125321",

"altText":"ID:1008Z1112532Z21"

be
"headerFields": [
1.
"secondaryFields": [
{
"key":"sFieldl",
"labkel": "Member Name",
"walue":"Frank Tiramisu",
"align":"PETextAlignmentLeft"
be
{
"key":"sFieldl",
"labhel": "Member ID",
"walue":"1005211129322",
"aligm": "PETextAligmmentLe "
}
1.
"backFields": [
{
"key":"hFieldl",
"label":"EXPRESS (Ilot Reallv)",
"walue":"1l Express Drive Columbus, O0H 43Z230",
"aligm":"PETextAlignmentLeft"
be
{
"key":"hFieldZ",
"labkel":"Inline Customer Serwvice",
"walue":"1-888-EXF-1980",
"aligm": "PETextAligmmentLeft"
be

(=L I R CE T SR e

-]

oo

Pretty Raw Hex

Response

Fender J50ON Decoder =

HTTP,/Z Z0O0 OE

Content-Type: applicationsjson

Content-Length: 15939

Date: Mon, 30 Coct 2023 05:3Z2:05 GMT

M-Ammn-Peguestid: 359402fda-cod7-4873-abT7d-e73%5cTeE5de
H-Amzm-Apigw—-Td: NmbpeGLGoAMEMEw=

H-Amen-Trace-Id: Rookb=1l-g53f3£dE-3d35d1327567e82010£50del
H¥-Cache: Miss from cloudfront

Via: 1.1 5ab88475f9a075d76c332251076341£8e . cloudfront _net
{ClowdFromnt)

H-Amz-Cf-Pop: JFELRO-PE

H-Amm-Cf-Td:

lI7resLan-Thalk lnTOvsIwIivegEFl 7J055cffxSpl8oocDguvT3xA==

" links":z{
"self": |
"href":
"https: f/pass. 3o, n:u:-m,-’pas.f.c,-‘-:lflx_"
}
.
"representation": {
"formatWVersion":1,
"igguedhate":"20232-10-20T0OLl:22:08_972-0400",
"id":"dflxm
"gserialllumber":"elja73dnt
"authenticationToken":"

\n
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Download & Save

Request Response
Pretty Raw Hex o n = Fretty Raw Hex Render = N =
1  GET /pass/dulhnecf HTTE/1.1 1 HTTRs1.1 Z0O QK
2 Host: pass.F 2 Cache-Control: no-cache, no-store, max-—age=0, must-rewvalidate
3 User-Agent: Mozilla/5.0 (iPhone; CPU iTPhone 0F 14 _4 I like Mac 3 Content-Disposition: attachment;
08 ¥) AppleWebFit/e05.1.15 (FHTHML, like Gecko) Version/1l4.0.3 filename=dulhnc .pkpass
Molhile/1E5E148 Safarife04.1 4 Content-Type: application/vnd. apple.pkpass;charsec=UTF-8
4  Accept: 5z Date: Fri, 14 Jun 2024 03:41:05 GMT
text/htnl , application/xhtmltzml , application/xml;qgq=0_59,*/*;g=0_8 ¢ Expires: 0
s Accept-Language: en-us 7 Pragma: no-cache
£ Accept-Encoding: gszip, deflate, br o Berwver: Apache-Coyvote/sl.1
7 Connection: keep-aliwve 5 FH-Application-Context: application:l0010
a 10 H-Content-Type-Options: nosniff
G 11 H-Frame-Options: DENYT

12 H-HEE-Protection: l; mode=hlock
13 Comnection: keep-aliwve
14 Content-Length: 427081

15 PE"RIN
signatureAV{40&00 . £0; &OM! 401 "OJ*080t 20q0 1001 2E00 [ulOvTIRis £ §0°
wig,deEitUB0rTedsOpi-&-o0gy=1111 I 3+%HE-0pTALAC *HOOOD (3 0O0ns

17 i0Oa0O

OO0'E" jO¢de (30D 2AnT=&DE" ~a" *Al1 Pab** EU~T]10E !~ &3nfix01ls _OBp? ) 0% 3%0

DIrBeLO0ISwAkeiala)p (1% 2 ZHwwOAaT; @4* V01 ° E0O ( TB<0AMEL *ug! TFSET"

OM~E0eGFA@ | 4Jva” 0EE° O0SOpIN d: L~00BEZX OOBA04qeA@ilexsn; ~12"Hh T

/Pici0'buseivglg BAJOMASRIOA oUvl (TIU>EDYEP3<s&@ilT31%A5=ieul+0

hii~L&] T4 0aWe0s ;wv"

k&

NN eg¥ I .000-

> [17®5121,0yAhéOMO0Bu-C0VORED CrvlessE-n: rO0 % ; r#is/0OCxrd00LA%SO?

Ti+3aegdL /147y ) <ad0%y 1] gB-Tlx el  ME#0pi15 1 ° 24017/ 0-}500° @50 ¢ JOO

olax4Thihsn2® ' /71 ~TT+8* 3 : ARE ERR4 ANV(THD /A ?%CRRNA~~MAN <&+ fim

o
00
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Some airline..

POST /api/checkin HTTP/2.0 HTTP/2 200 OK
Host: app.airline.com

; ) ) Content-Disposition: attachment;
Content-type: application/json

filename=xnfc_ pass.pkpass
Content-Type:

.omitted for brevity.. — application/vnd.apple.pkpass;charset=UTF-8

{ ) . PK<“*WsignatureAVS
“confirmation no”: “XXXXXX”,

“priority boarding”: true,

“message” : “M1/NAME/LASTNAME
AXXOMEQCIAmMM4 8hDwD

“Seat” : “29A”",
“boardingGroup” “17”,
“status” : “Platinum”,
“isFastLane” : “true”,
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Can we “steal” passes?

Request

Pretty Raw Hex N \n
POST /fusers/e93%96208/apple/token HTTPS/1.1

Host: services-nch. [N

Cookie: ak_bmsc=

Wk

Content-Type:
Aocept: */*
Eillingid: £535&Z08

Juth_token: [

Appversion: 4_83.2

Accept—-Encoding: gzip, deflate, br

1o Accept-Language: en-us

11 Api token: bofObe75-0Odes-4af0-lbe05-13d7470a85£2

12 Dewviceid: AZSZCDEC-EEO1-435D-5058-45E55354ZF1E7

12 User-Agent: |
12 Commection: keep-alive

1z Content-Length: 32
&

application/json

[

=]

wroom

"loyvaltylumber": "e24017204240"

Response

Pretty Raw Hex Render =
1 HTTP/s1.1 Z0OD 0K

2 Content-Type: application/json; charset=utf-8

2  Content-Length: 32

4 WVary: Accept-Encoding

Date: Fri, 14 Jun 2024 03:159:33 GMT
Connection: keep-alive

o

(51

7 ¥-Rer 2NN
g | {
"passToken":" —wAu:Eu:ch- "
1

in
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Request

Pretty Raw Hex & n =
1 BGET Hpasshn:ncnk..-"passhytc'}zenfl?EH—wAcECﬁHTTPIZ

2 Host: p_nyppxs.colh

4 Accept: *S*

c  Accept-Language: en-us

£ Accept-Encoding: gzip, deflate, br

=]

Response

Pretty Raw Hex Render =y \n =

[ T L o

oo

HTTP/Z 200 O

Last-Modified: 0451d4d8699068dbEe%lad4EdalbbE28411504a08131
¥-Powered-By: PX3

Serwver: PHE

Content-Type: application/vnd. apple._pkpass
Content-Disposition: inline;
filename=1£f5768ad75880d43%f1bf. pkpass

¥-Robots-Tag: noindex

Date: Fri, 14 Jun 2024 03:44:10 GMT

PFO%IX
pass._json0TkoASy+TEETAOO00 £FAU-~) 1" » 3040A0nE 458 OhE - +usHARS 1 :C =5
A0OO¢q | b*IDOF i fvi@0w~T0E-~CPFx iS4 ciyUEptaS : [Obs0évesO0+Aan° 0 fx¥"
A* #pEEM TweA4edaONPOO<O0 f0-EBET1 2507

FiiDifé Aived ~004*E<O0°00-EWxaiap*0&UisY a00@&<3)0
‘D&faYi{en) B

i4i0ipl? 45I00O0)0OF

@ez0®ZE-A+E0d* 1in~, 'A0i | OUREc iU [ £ Hyt B- /- +*F78y0get FAiih-20&
O:~-£4110809qYs-04T0| 44c0 ! Bai; $hl, =

,miOGe | TGL/ES. AMBEuHOy =02 Til;»® > 7%4sn+070ey00 %y { "A %0s; 23407 0
F:O44 0] 2080, WRDiTQi®: d MUy ) aUr~ATAOWOOZ S EN-Vu OXZEJI80=400
faTOADAOS Ok Eneéd ® d=0: mYOHAASHO08 0, '

MO 7A=Y IO Tk D - s B el w® 1 e | T r T L DR AMIIT Caa ATE AR O T TR AR B e 5
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But Hold on..

Allyou need is a developer certificate to build your own!

To sign and compress the pass, use the official signpass tool to sign the pass package

$./signpass -p yolo.pass
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Some Services will sign it for you (free/paid)

Glamonr :
emBership

CUSTOMERS PRICING

Rossj SUPBORT BLOG
m . MOBILE REACH

.::_. PassKlt EXPLORE SOLUTIONS CUSTOMERS PRICING SUPPORT BLOG LOGIN

RRRRRRRRR

VT

Design your Apple Wallet and Google Wallet Passes online

No coding required

TRY FOR FREE NOW
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Conclusion

EXPECTATION...

USER NON"REPUDIATION
SIGNED ISSUER IDENTITY

REALITY... JUSTIA
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Wallet Apps Cheat Sheet

Business Use Case Seriously, what problem are you trying to solve?
PKPass Generation AppSec Best Practices 101 - Server-to-Server authentication
PKPass Delivery Strong User Authentication/Authorization
PKPass Update Strong identifiers/Dynamic authentication
PKPass Storage Sighed message field -> Don’t rely on Apple
Limit end user PIl, since any reader can read this info
PKPass Fields Sensitive Information -> Accessible by end-user!
PKPass Validation Online Verification, Challenge/Response protocol

Verify the Signing Authority
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Questions/Feedback?

| HAVE A VERY PARTICULAR SET OF SKILLS.

@Rev_Octo

0 Slides will be published later:
https://github.com/priyankn/Talks-Publications
L5

| WILL FIND YOUR QUESTIONS,
AND | WILL ANSWER THEM.

Let’s connect!
https://linkedin.com/in/priyanknigam O SCan below:

[=] ), [
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