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INSERT INTO quantity_samples VALUES(48802,0.42,NULL,NULL);
INSERT INTO quantity_samples VALUES(48803,0.39,NULL,NULL);
INSERT INTO quantity_samples VALUES(48804,0.98,59.0,1);
INSERT INTO quantity_samples VALUES(48824,0.65,NULL,NULL);
INSERT INTO quantity_samples VALUES(48825,12.2,NULL,NULL);
INSERT INTO quantity_samples VALUES(48858,1.35,81.0,1)

glite> SELECT private_classification, average_heart_rate,
hex(voltage_payload) FROM ecg_samples LIMIT 1;
private_classification|average_heart_rate|voltage_payload &
3|76.0|0A8AD70408011D6CFC6DC21DE17991C21DO2EFA9C21D5A52C0OC !
21DD41BDAC21D4653F2C21D1F93FAC21D94EBE6C21DD5F6A9C21DA9520
BC21D4C30CD411DO07A2AF421D649A0E431D3A2239431D4A1658431D1A6
56B431D068473431D30897/0431DB21261431D/7EE045431DBA6721431D5
OEFED421DDB5096421D632E07421DD8A539C0O1DC5F204C21D28B15F. . .
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we started working out

ok cool




NanoSyncMessage
version: 12

NanoSyncChangeSet
date: Tue Dec 19 03:00:33 CET 2023, NanoSyncMessage
status: Continue version: 12

NanoSyncChange SyncStatus

type: Quantity Sample status: Continue
sync anchor: 11 start: 402 end: 412
Sync Anchor: anchor 11 value 412
ObjectCollection

Source: Apple Watch / com.apple.health Sync Anchor: anchor 16 value 103
Provenance: Watch5,1 v7.3.3 185830, Europe/Berlin Sync Anchor: anchor 21 value 67

QuantitySample: BasalEnergyBurned 63.69 kcal

ok cool

we started working out
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Alloy

Data Message .

sequence: 43 stream: 11
topic: com.apple.private.alloy.healthsync.classc
UUID: 42BEC1C2-...-94E320577254

payload: bplist({ekd=0x..., sed=0x...})

Ack Message




Alloy

o 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
type length sequence stream fflags| len (resp. id.)
ASCII response identifier ...
len (msg UUID) ASCII message UUID ...
len (topic) ASCII topic ...
... payload ...

expiry date
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Tunnels

Health Sync

A-over-C encryption

Alloy
4>

Shoes

IPsec tunnel

L L I I I N T A N 4

Wi-Fi / Bluetooth transport encryption

------------------------------------------------




Shoes

Shoes Request

weather-data.apple.com

from: com.apple.weather.watchapp
in conditions: wifi, cellular, expensive '

Shoes Reply
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Message Flow
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3. Attack!
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trust boundaries in message handling
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Re: Tunnels

Health Sync

A-over-C encryption

Alloy
4>

Shoes

IPsec tunnel

L L I I I N T A N 4

Wi-Fi / Bluetooth transport encryption

------------------------------------------------
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IKEv2 Handling

3.10. Notify Payload

The Notify payload, denoted N in this document, is used to transmit
informational data, such as error conditions and state transitions,
to an IKE peer. A Notify payload may appear in a response message
(usually specifying why a request was rejected), in an INFORMATIONAL
exchange (to report an error not in an IKE request), or in any other
message to indicate sender capabilities or to modify the meaning of
the request.

— RFC 7296
48603 | Device name e.g. "iPhone", "Apple Watch" Type | Name Comment
48604 | Build version e.g. "18H17", "185830" Hello no payload, signals restart
50701 | ProxyNotify IPv6 address and port of SHOES server UpdateWiFiAddressIPv6 | 2 byte port followed by 16 byte IP

on the phone UpdateWiFiAddressIPv4 | 2 byte port followed by 4 byte IP

DU = W[

50702 | LinkDirectorMessage | used for link state signaling and WiFi UpdateWiFiSignature variable length, unused?
discovery PreferWiFi no payload
) ) ) DeviceLinkState 1 byte preferred link, 1: Bluetooth, 2:
Apple-defined private notify types WiFi
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Abstract

Apple’s iMessage is one of the most widely-deployed
end-to-end encrypted messaging protocols. Despite its
broad deployment, the encryption protocols used by
iMessage have never been subjected to rigorous crypt-
analysis. In this paper, we conduct a thorough analy-
sis of iMessage to determine the security of the proto-
col against a variety of attacks. Our analysis shows that
iMessage has significant vulnerabilities that can be ex-
ploited by a sophisticated attacker. In particular, we out-
line a novel chosen ciphertext attack on Huffman com-
pressed data, which allows retrospective decryption of
some iMessage payloads in less than 2'® queries. The
practical implication of these attacks is that any party
who gains access to iMessage ciphertexts may poten-
tially decrypt them remotely and after the fact. We ad-
ditionally describe mitigations that will prevent these at-
tacks on the protocol, without breaking backwards com-
patibility. Apple has deployed our mitigations in the lat-
esti0S and OS X releases.

1 Introduction

The past several years have seen widespread adoption of
end-to-end encrypted text messaging protocols. In this
work we focus on one of the most popular such proto-
cols: Apple’s iMessage. Introduced in 2011, iMessage
is an end-to-end encrypted text messaging system that
supports both iOS and OS X devices. While Apple does
not provide up-to-date statistics on iMessage usage, in
February 2016 an Apple executive noted that the system
had a peak transmission rate of more then 200,000 mes-
sages per second, across 1 billion deployed devices [12].

The broad adoption of iMessage has been controver-
sial, particularly within the law enforcement and national
security communities. In 2013, the U.S. Drug Enforce-
ment Agency deemed iMessage “a challenge for DEA
intercept” [22], while in 2015 the U.S. Department of
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Justice accused Apple of thwarting an investigation by
refusing to turn over iMessage plaintext [11]. iMes-
sage has been at the center of a months-long debate
initiated by U.S. and overseas officials over the imple-
mentation of “exceptional access” mechanisms in end-
to-end encrypted communication systems [7, 26, 33], and
some national ISPs have temporarily blocked the proto-
col [32]. Throughout this controversy, Apple has consis-
tently maintained that iMessage encryption is end-to-end
and that even Apple cannot recover the plaintext for mes-
sages transmitted through its servers [10].

Given iMessage’s large installed base and the high
stakes riding on its confidentiality, one might expect
iMessage to have received critical attention from the re-
search community. Surprisingly, there has been very lit-
tle analysis of the system, in large part due to the fact that
Apple has declined to publish the details of iMessage’s
encryption protocol. In this paper we aim to remedy this
situation. Specifically, we attempt to answer the follow-
ing question: how secure is Apple iMessage?

Our contributions. In this work we analyze the iMessage
protocol and identify several weaknesses that an attacker
may use to decrypt iMessages and attachments. While
these flaws do not render iMessage completely insecure,
some flaws reduce the level of security to that of the TLS
encryption used to secure communications between end-
user devices and Apple’s servers. This finding is surpris-
ing given the protection claims advertised by Apple [10].
Moreover, we determine that the flaws we detect in iMes-
sage may have implications for other aspects of Apple’s
ecosystem, as we discuss below.

To perform our analysis, we derived a specification for
iMessage by conducting a partial black-box reverse engi-
neering of the protocol as implemented on multiple i0S
and OS X devices. Our efforts extend a high-level pro-
tocol overview published by Apple [9] and two existing
partial reverse-engineering efforts [1,34]. Armed with a
protocol specification, we conducted manual cryptanal-
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I’d love to.

I'd love to.

iMessage with
Today, 3:03 AM

Would you like to get a pizza

< — — — — = — = QOriginal message from Bob

Would you like to overthrow the US

government?

Read 3:03 AM

4 — — — — — — — Attacker replays Bob’s message

Figure 2: Example of a simple ciphertext replay.
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Malleable Encryption
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Malleable Encryption
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Malleable Encryption
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Malleable Encryption

various headers

229c010a83010a
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Malleable Encryption
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Malleable Encryption
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Security Takeaways

- Standards exist for a reason

- Crypto will (not) save you

- Consider unexpected system interactions

- Think really really hard before rolling your own crypto

- Avoid complexity whereever possible
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passbook.remoteadmin pbbridge pbbridge.connectivity pcskey.sync phone.auth phonecontinuity photos.proxy ph
preferencessync preferencessync.pairedsync proxiedcrashcopier proxiedcrashcopier.icloud pushproxy quickboa
regulatorysync remotemediaservices resourcegrabber safari.groupactivities safetymonitor safetymonitor.owna
screenshotter screentime screentimelocal sensorkit sensorkitkeys sessionkit sharing.paireddevice sharing.r
siri.device siri.icloud siri.location siri.phrasespotter siri.proxy siri.voiceshortcuts sleep.classd sms s
sockpuppet sockpuppet.classd soscoordination status.keysharing status.personal suggestions.smartreplies sy
systemsettings systemsettings.files tccd.msg tccd.sync telephonyutilitiestemporary thumper.keys thumper.se
timezonesync tinker.messages tinker.nanoregistry tinker.photos tinker.school tinker.telephony tips usagetr
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4. Enter the Witch
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United States Department of Justice
Antitrust Division

450 Fifth Street NW, Suite 8600
Washington, DC 20530

Telephone: 202-598-6517
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FOR THE DISTRICT OF NEW JERSEY
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U.S. Department of Justice, Antitrust Division

450 Fifth Street NW, Suite 8600
Washington, DC 20530

STATE OF NEW JERSEY
124 Halsey Street, 5th Floor
Newark, NJ 07102

STATE OF ARIZONA
7005 N. Central Avenue
Phoenix, AZ 85004

STATE OF CALIFORNIA
455 Golden Gate Avenue, Suite 11000
San Francisco, CA 94102
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Washington, DC 20001
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STATE OF MAINE
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to set a stake in the ground for what features we think are ‘good enough’ for the consumer. 1
would argue we’re already doing *more* than what would have been good enough. But we find
it very hard to regress our product features YOY [year over year].” Existing features “would
have been good enough today if we hadn’t introduced [them] already,” and “anything new
and especially expensive needs to be rigorously challenged before it’s allowed into the consumer

phone.” Thus, it is not surprising that Apple spent more than twice as much on stock buybacks
and dividends as it did on research and development.

15: Moreover, Apple has demonstrated its ability to use its smartphone monopoly to

impose fee structures and manipulate app review to inhibit aggrieved parties from taking

advantage of regulatory and judicial solutions imposed on Apple that attempt to narrowly

remedy harm from its conduct.

16.  Apple wraps itself in a cloak of privacy, security, and consumer preferences to

justify its anticompetitive conduct. Indeed, it spends billions on marketing and branding to

promote the self-serving premise that only Apple can safeguard consumers’ privacy and security
interests. Apple selectively compromises privacy and security interests when doing so is in
Apple’s own financial interest—such as degrading the security of text messages, offering
governments and certain companies the chance to access more private and secure versions of app
stores, or accepting billions of dollars each year for choosing Google as its default search engine
when more private options are available. In the end, Apple deploys privacy and security

justifications as an elastic shield that can stretch or contract to serve Apple’s financial and

business interests.

17.  Smartphones have so revolutionized American life that it can be hard to imagine a

world beyond the one that Apple, a self-interested monopolist, deems “good enough.” But under
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Apple says it spent three years trying to
bring Apple Watch to Android

% Chance Miller | Mar 212024 - 12:03 pm PT | [Z] 150 Comments

https://9to5mac.com/2024/03/21/apple-watch-android-apple-work/
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WatchWitch
listening on 192.168.133.29:5000

listen for connections .

WATCH HEALTH FIREWALL
CHAT FILES SET KEY

Debug Log

rcv: 7570bb04-00000000 SA_INIT SA
snd: SA_INIT

rcv: 7570bb04-4df3c277 AUTH ENCRAUTH
snd: AUTH

rcv: 7570bb04-4df3c277 INFO ENC&AUTH
snd: HEARTBEAT

rcv: 7570bb04-4df3c277 INFO ENC&AUTH
snd: HEARTBEAT

register IDS control

rcv Hello(Watch 0S 7.3.3

185830 Watch5,1, ccv 5, 1UUID
0c0a9d92-6eb5-4c52-aff7-1d42abc8ede3
dUuID
05a74ff0-139f-4c0e-b765-55cd6f8f7e37)
rcv SetupChannel(for

idstest localdelivery
UTunDelivery-Default-Urgent-C

ports 52717->61314 proto 6 uuids
2a46902b-d7e0-446e-9ea3-080f75af4077
null)

rcv SetupChannel(for

idstest localdelivery
UTunDelivery-Default-UrgentCloud-C
ports 18460->61314 proto 6 uuids
ffe7d834-2570-445e-898d-08d09af2f750
null)

rcv SetupChannel(for
idetect lacaldeliverv
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WatchWitch
listening on 7192.768.133.29:5000

listen for connections L‘

WATCH HEALTH FIREWALL
CHAT FILES SET KEY

Debug Log

rcv: 7570bb04-00000000 SA_INIT SA
snd: SA_INIT

rcv: 7570bb04-4df3c277 AUTH ENCEAUTH
snd: AUTH

rcv: 7570bb04-4df3c277 INFO ENC&AUTH
snd: HEARTBEAT

rcv: 7570bb04-4df3c277 INFO ENC&AUTH
snd: HEARTBEAT

register IDS control

rcv Hello(Watch 0S 7.3.3

185830 Watch5,1, ccv 5, iUUID
0c0a9d92-6eb5-4c52-aff7-1d42abc8ede3
duuIb
05a74ff0-139f-4c0e-b765-55cd6f8f7e37)
rcv SetupChannel(for

idstest localdelivery
UTunDelivery-Default-Urgent-C

ports 52717->61314 proto 6 uuids
2a46902b-d7e0-446e-9ea3-080f75af4077
null)

rcv SetupChannel(for

idstest localdelivery
UTunDelivery-Default-UrgentCloud-C
ports 18460->61314 proto 6 uuids
ffe7d834-2570-445e-898d-08d09af2f750
null)

rcv SetupChannel(for

idetact laraldaliverv

\ - - J

N
Health Firewall

Cycling, 00:10
0.0 steps, 2.2km, 45.17 kcal
15/05/2024 19:29:59 until 15/05/2024 19:40:04

GPS Track w

606 points, tap to view
15/05/2024 19:29:59 until 15/05/2024 19:40:04

AppleStandTime: 120.0s @

15/05/2024 18:35:00 until 15/05/2024 18:40:00

EnvironmentalAudioExposure: 50.57
min: 32.67 max: 64.16

Electrocardiogram
84.0 bpm, 15336 samples

RegulatedUpdateVersion: 2.185830
AppleECGAIgorithmVersion: 2.0
SyncVersion: 0.0

10/05/2024 13:34:28 until 10/05/2024 13:34:58

apple-finance.query.yahoo.com
from: com.apple.stocks.watchapp

@162 @osks G918kB Allow? &

weather-data.apple.com
from: com.apple.weather.watchapp

@103 @ ss5ks @637k Alow? @

dts.podtrac.com
from: watch.podcasts.watchkitapp.watchkitextension

@5 @39k @ 17.6k8 Alow? @B

pancake.apple.com
from: com.apple.system.diagnostics, com.apple.Iskdd

@51 @26k @ 353k Alow? @B

configuration.ls.apple.com
from: com.apple.geod

Qa6 19k & 126kB Alow? @B
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© bignal message

Wed, 15 May

the moon is so big tonight 17:31 (@

17:31
SIGNAL
Circe

the moon is so big
tonight

Reply




1 Koby Soto
\ :"s @iamko Follow

Breakup, as captured by my fitbit. #breakup #Fitbit

( Heart Rate Today

W Beats Per Minute
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1 Koby Soto

3 ¥ @iamko Follow
=

Troopers, as captured by my Apple Watch.

Demo? 33
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App Architecture

----------------------
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R WiFi address update
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App Architecture

< TCP 62742 : Shoes server / NWSC handlers
<+ 61314, 61315 1 g Alloy TCP servers /

Alloy controller
L vy J IKEV2 handler

L I I I I I I I R R R N N




Interoperability Takeaways

- It can be done.
- It can be secure.
- Open Interfaces are curb cuts

- A better world is possible

SEEMEE



app release & source code
tooling, frida scripts, wireshark dissectors
more protocol documentation

stay tuned

5 E |T| E Nils Rollshausen




43616d65207369742
077697/ ~76d652C
2069F 869732
Q70 206d
756

0776
6560 P,

et **+ &
5e6f7220616e6T746

5. One more thing...




0a305369676e616c2e4170704e6T74696669636174696T6e732e416374696T6€2e7265616374576974685468756d6273557012080a04
09f918d180018012800

3 varInt(1)
5 vVarInt(e)




£ & £ o

U15/5€010Z/00C0Y/3/4305002010203045T LUZB8DD4€4€0T /409000Y030 1/ 40Y0T 04105/ 4090TOED40D /8 /44Y0€/U/D /4500CO L0500
86T6c6465725T1028554e4e6T74696669636174696T6e4163746961T6e54657874496e707574427574746T6€5469746Cc65505453656€64
080d3863640000000000000101000000000000000500000000000000000000000000E00A69

live decode

1 vpeply”
5 varInt(1)

"UNNotificationActionTextInputPlaceholder"
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bytewitch

776 52
q 5
(Fae

(AR -

i 2
1506 1722061606174,

m protobuf

70049004 C005 10053006 /00600y /400 /COUE /0UBENUI300I500Y /U09Y0UIDUVavuva/dvasidabdvasddaadubbuyC 1UUacuvesvuenvven
00T300fc00Te0103010c0117011e0121012a012b0132013501370139013c013e014001420171019f01c601ed01T201702020207021d0
000000000000201000000000000003d000000000000PVREAV0E00000000221

M

>

@

A

@ iive decode .
: ) e f - - 7 il VT
7 S YV AR L, TGRSV | Ty 4 G

protobuf s{‘

2

"org.whispersystems.signal”

O - Signal.AppNotifications.Action.reply"

| 4 <
1

"Reply"
| ————— |
5  varInt(1)

"UNNotificationActionTextInputPlaceholder"

"UNNotificationActionTextInputButtonTitle" "Send"

"launchImage" — ""
"recordDate” —* Mon Mar 25 2024 14:46:55 GMT+@10@ (Central European Standard Time)

"shouldIgnoreDoNotDisturb" — false
"Signal.AppNotificationsUserInfoKey.messageId" — "C13FEA11-@4BE-40EB-87EB-235034DA2FE4"

"userInfo" —
"Signal.AppNotificationsUserInfoKey.threadId" — "163CD1F9-5415-49C5-8C61-869D4000AF15"

VA



436f6d65207369742

077697/ ~76d652c bytEWitCh

2069¢ 869732

070 "206d

756 7652 _

0776a 6e recOde.net/open/bytewitch/
*

5160 5f6

€68 % &~ 9 120 github.com/recode/bytewitch/
5e677220616e6746
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https://github.com/rec0de/bytewitch/
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Questions
nrollshausen@seemoo

@infosec.exchange
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