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1. Prelude



What?



What?

ECG

Noise Levels

Skin Temperature

Heart Rate

Motion Tracking

GPS

Blood Oxygen Saturation
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What?

calls cycle tracking
workouts

ECG
location

iMessage
SMS heart rate

settings

3rd party notifications

mail

gallery
passbook

contacts

reminders calendar

sleep tracking

...
...

...



Why should I care?



twitter.com/iamkoby/status/689521611611971588

https://twitter.com/iamkoby/status/689521611611971588




INSERT INTO quantity_samples VALUES(48802,0.42,NULL,NULL);
INSERT INTO quantity_samples VALUES(48803,0.39,NULL,NULL);
INSERT INTO quantity_samples VALUES(48804,0.98,59.0,1);
INSERT INTO quantity_samples VALUES(48824,0.65,NULL,NULL);
INSERT INTO quantity_samples VALUES(48825,12.2,NULL,NULL);
INSERT INTO quantity_samples VALUES(48858,1.35,81.0,1)

sqlite> SELECT private_classification, average_heart_rate, 
hex(voltage_payload) FROM ecg_samples LIMIT 1;
private_classification|average_heart_rate|voltage_payload
3|76.0|0A8AD70408011D6CFC6DC21DE17991C21D02EFA9C21D5A52C0C
21DD41BDAC21D4653F2C21D1F93FAC21D94EBE6C21DD5F6A9C21DA9520
BC21D4C30CD411D07A2AF421D649A0E431D3A2239431D4A1658431D1A6
56B431D068473431D308970431DB21261431D7EE045431DBA6721431D5
0EFED421DDB5096421D632E07421DD8A539C01DC5F204C21D28B15F...



2. Within the Watch







Alloy



Alloy



Tunnels



Shoes



Message Flow



3. Attack!



trust boundaries in message handling



Nils Rollshausen

Re: Tunnels



IKEv2 Handling

3.10.  Notify Payload
   The Notify payload, denoted N in this document, is used to transmit
   informational data, such as error conditions and state transitions,
   to an IKE peer.  A Notify payload may appear in a response message
   (usually specifying why a request was rejected), in an INFORMATIONAL
   exchange (to report an error not in an IKE request), or in any other
   message to indicate sender capabilities or to modify the meaning of
   the request.

— RFC 7296

Apple-defined private notify types

https://datatracker.ietf.org/doc/html/rfc7296#section-3.10
https://datatracker.ietf.org/doc/html/rfc7296#section-3.10
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injection of a forged Wi-Fi IP address update



injection of a forged Shoes proxy endpoint



Malleable Encryption



Imessage attack





→ replayability

→ malleability

→ no forward secrecy

→ compress-then-encrypt

→ weird custom crypto



Malleable Encryption

unauthenticated
malleable ???



Malleable Encryption

Cipher Block Chaining (CBC) mode decryption

block cipher
decryptionKey

Plaintext

Ciphertext

Initialization Vector (IV)

block cipher
decryptionKey
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Ciphertext
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Malleable Encryption

genuine health sync plaintext



Malleable Encryption

genuine health sync plaintext A-over-C ciphertext



Malleable Encryption

genuine health sync plaintext A-over-C ciphertext

7b



Malleable Encryption

genuine health sync plaintext A-over-C ciphertext

7b
05

654ad6214ce947140a1ed009a04660ed



Malleable Encryption

genuine health sync plaintext A-over-C ciphertext

7b
heart rate

05
654ad6214ce947140a1ed009a04660ed



Responsible Disclosure



Security Takeaways

- Standards exist for a reason

- Crypto will (not) save you

- Consider unexpected system interactions

- Think really really hard before rolling your own crypto

- Avoid complexity whereever possible



DataMessage
AckMessage
KeepAliveMessage
ProtobufMessage
Handshake
EncryptedMessage
DictionaryMessage
AppAckMessage
SessionInvitationMessage
SessionAcceptMessage
SessionDeclineMessage
SessionCancelMessage
SessionMessage
SessionEndMessage
SMSTextMessage
SMSTextDownloadMessage
SMSOutgoing

SMSDownloadOutgoing
SMSDeliveryReceipt
SMSReadReceipt
SMSFailure
FragmentedMessage
ResourceTransferMessage
OTREncryptedMessage
OTRMessage
ProxyOutgoingNiceMessage
ProxyIncomingNiceMessage
TextMessage
DeliveryReceipt
ReadReceipt
AttachmentMessage
PlayedReceipt
SavedReceipt
ReflectedDeliveryReceipt

GenericCommandMessage
GenericGroupMessageCommand
LocationShareOfferCommand
ExpiredAckMessage
ErrorMessage
ServiceMapMessage
SessionReinitiateMessage
SyndicationAction
RetractMessage
EditMessage
RecoverSyncMessage
MarkAsUnreadMessage
DeliveredQuietlyMessage
NotifyRecipientMessage
RecoverJunkMessage
SMSFilteringSettingsMessage 



accessibility.local accessibility.switchcontrol accounts.representative accountssync addressbooksync airtraffic alarms-
timers amsaccountsync anisette appconduit appconduit.v2 applepay applepay.identitycredential applepay.sharing 
apppredictionsync appregistrysync appstore appsyncconduit appsyncconduit.v2 arcade.fastsync askto audiocontrol.bridge 
audiocontrol.music autobugcapture avconference.avctester biz bluetooth.audio bluetoothregistry bluetoothregistry.cloud 
bluetoothregistryclassa bluetoothregistryclassc brook bulletinboard bulletindistributor bulletindistributor.settings 
callhistorysync camera.proxy carmelsync carousel.uitrigger clockface.sync cmsession companion.auth companionproxy 
contextsync contextsync.local continuity.activity continuity.auth continuity.auth.classa continuity.encryption 
continuity.tethering continuity.unlock coreduet coreduet.sync ct.baseband.p2p.notification ct.commcenter.p2w.settings 
ct.commcenter.sim ct.commcenter.sim.cloud ded ded.watch digitalhealth donotdisturb dropin.communication dropin.setup 
electrictouch eventkitmutation eventkitsync facetime.audio facetime.lp facetime.messaging facetime.multi facetime.mw 
facetime.sync facetime.video familycontrols fignero findmy.itemsharing-crossaccount findmydeviced.aoverc 
findmydeviced.watch findmylocaldevice fitnessfriends.icloud fitnessfriends.imessage fmd fmd.local fmf fmf.local fmflocator 
gamecenter gelato gftaastest.communication groupkit groupkit.invite groupRemoteControl.cloud groupRemoteControl.messaging 
groupRemoteControl.session harmony.pushprovisioning health.sync.classc health.sync.sharingsetup healthapp.messaging 
healthappnotificationsync hearing home home.invite icloudpairing idscredentials idsremoteurlconnection idstransfers 
intercom internal.watch.calendar.analytics iosdiagnostics iosdiagnostics.icloud iratmanager itunes itunescloudd kappa 
kbd.transfer kcsharing.invite keysharing keytransparency.accountkey.pinning location.auth location.fencehandoff 
location.motion location.motion.livabilityprogram location.stream location.usage location.wifitilesync lockdownmode 
mail.fetches mail.sync.accounts mail.sync.content mail.sync.messages mail.sync.protected mail.sync.protected.content maps 
maps.eta maps.proxy maps.sync mediaremote mediaremote.v2 messagenotification messages messagesquickswitch mobilestoredemo 
mobiletimersync multiplex1 nameandphoto nanobackup nanomediasync nearby news notes nsurlsessionproxy octagon otaupdate 
otaupdate.cloud pairedunlock passbook.general passbook.maintenance passbook.provisioning passbook.relevancy 
passbook.remoteadmin pbbridge pbbridge.connectivity pcskey.sync phone.auth phonecontinuity photos.proxy photostream 
preferencessync preferencessync.pairedsync proxiedcrashcopier proxiedcrashcopier.icloud pushproxy quickboard.classa 
regulatorysync remotemediaservices resourcegrabber safari.groupactivities safetymonitor safetymonitor.ownaccount safeview 
screenshotter screentime screentimelocal sensorkit sensorkitkeys sessionkit sharing.paireddevice sharing.ranging shortcuts 
siri.device siri.icloud siri.location siri.phrasespotter siri.proxy siri.voiceshortcuts sleep.classd sms sms.watch 
sockpuppet sockpuppet.classd soscoordination status.keysharing status.personal suggestions.smartreplies sysdiagnose 
systemsettings systemsettings.files tccd.msg tccd.sync telephonyutilitiestemporary thumper.keys thumper.settings timesync 
timezonesync tinker.messages tinker.nanoregistry tinker.photos tinker.school tinker.telephony tips usagetracking 

~230 Alloy topics across 151 iOS binaries



4. Enter the Witch









https://9to5mac.com/2024/03/21/apple-watch-android-apple-work/

https://9to5mac.com/2024/03/21/apple-watch-android-apple-work/








Nils Rollshausen



Nils Rollshausen



App Architecture



App Architecture



Interoperability Takeaways

- It can be done.

- It can be secure.

- Open Interfaces are curb cuts

- A better world is possible ✨



Nils Rollshausen

app release & source code

tooling, frida scripts, wireshark dissectors

more protocol documentation

stay tuned ✨



5. One more thing...









rec0de.net/open/bytewitch/

github.com/rec0de/bytewitch/

bytewitch

https://rec0de.net/open/bytewitch/
https://github.com/rec0de/bytewitch/


✨Questions✨

nrollshausen@seemoo.de

@trusted_device@infosec.exchange

mailto:nrollshausen@seemoo.de
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