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Who am |?

e Dr David Baptiste

.|amllandlworkin~

* ERNW Enno Rey Netzwerke GmbH

 Computer security service in Heidelberg, Germany
* “Make the World a Safer Place!”

* Did many conferences
* Black Hat USA, DefCon, EICAR, COcOn, DeepSec, ...
* And also, one called TROOPERS

* | like good food and good wine @
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Who am |?

 ORBwald Tillmann
* ERNW Enno Rey Netzwerke GmbH

» Security researcher and Windows System Analyst
* Since 2015

* "Make the world a safer place"
* Master degree in IT security from the University
of Applied Sciences Darmstadt.
« @ Reverse engineering Windows components.
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“Windows Dissected”

* “Various in-depth security analyses of security-critical components
and functions in Windows.”

 Started in 2024, planned to end in spring 2026.

* Various work packages including.
* Windows Hello for Business.
e eXtended Control Flow Guard — state of the art and limitations.
* Code Integrity — caching and known bypasses.
* Group Policy Objects — processing flow.
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Overview
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Say Hello to Windows Hello

~’
. . Hello Miranda

Windows Hello

Thursday, July 30
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What is Windows Hello for Business?

* Windows Hello for Business is Microsoft’s passwordless flagship
* Windows Recall, Passkey, ... & wWindows ecurty

* Build on two key principals Passkey saved

You can now use Windows Hello to sign in with your face,

* |dentification -> “Windows Hello ...” fingerprint, or PIN
e Authentication -> “... for Business” 7 E i;nnir;;iz:?;ar:y@outlook.com
Windows Security w0 l""'.‘;ﬂuatif‘n P PO v R

For security, an application needs to verify your identity.

L~
®

Looking for you...

More choices

Cancel

ca¢w
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Windows Hello for Business

Devices & Users
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Windows Hello for Business

Resources

Devices & Users
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Windows Hello for Business

C - _°

Identity Providers
Devices & Users
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Windows Hello for Business
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Identity Providers

Devices & Users

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald



-(®) ERNW
d providing security.

Windows Hello for Business
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Windows Hello for Business

* Relationship between biometry and authentication at enrollment step.

* The identification of the user in front of that device is performed through their
biometrics and PIN.

* In Microsoft documentation a gesture is a way for the user to interface with
Windows Hello.
e Usually biometrics: Fingerprint, Face, Iris, Voice ...
e But also: PIN code.

* During the enrollment procedure, a Windows Hello Container is created.

* Logical grouping of cryptographic material.
* For example: key, certificates, credentials, and possibly data.
* The container holds the cryptographic material of users that are registered in the identity provider.

* Protecting authentication material is the holy grail of domain security @
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Windows Hello for Business — Enrollment
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Windows Hello for Business — Enrollment

@ A N k
Identity provider
/ User ID Key
’
I &
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Windows Hello for Business — Enrollment

%

Identity provider

User (b /Cfg

Software TPM storage
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* User’s key access @
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Gestures

&) <

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald

11






-@EervW \Windows Hello for Business
* User’s key access @

Gestures

e lb][al (o

Protector Key Protector Key Protector Key Protector Key
% o7 ¥ %

Authentication
Key
Oz

TP |
User ID Keys -

CVVVV%
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Gestures

The container has only one
authentication key, but there can
be multiple copies of that key
wrapped with different unique
protector keys.

(Vﬁ@,% ......
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e User’s key access

Gestures

<
>

Protector Key

The container has only one

authentication key, but there can
be multiple copies of that key Authentication
wrapped with different unique Key
protector keys. \@%

TPM

s s ety

Jser ID Keys

T
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of

2025

Biometric
Templates

—

A

Windows Hello

L)
S

m\é, Gesture x\//
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Windows Hello for Business

Biometric
Templates

N~

Windows Hello

Protector Key
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Windows Hello for Business

Biometric
Templates

N~

Authentication

Windows Hello Protector Key
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Biometric
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Windows Hello

e Simplified view
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St

WhioSnec

Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)

Parameters

Security

Service Providers

v Bootstrap

: Global Configurations
W Wirtual Sensors
w {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Wirtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

W Iris

Global Configurations
Virtual Sensors

L Yoice

_ Global Configurations
v Virtual Sensors
v {F23AB4A2-593A-4A80-BOFF-2144BEABTETS)
v Configurations
0

Biometric Service — Configuration
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w WhioSnec
ot Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)
Parameters
Security
W Service Providers

v Bootstrap

: Global Configurations
W Wirtual Sensors
w {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Wirtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

W Iris

Global Configurations

Wirtual Sensors

L Yoice

_ Global Configurations
W Wirtual Sensors

v {F23AB4A2-593A-4A80-BOFF-2144BEASTETS}

v Configurations
' 0

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!Services\ WhioSrvc'\Databases\{DC376DAG-DETE-4A15-9060-COCEAFS45543}

W

whengine

WhioSrve

Databases
; {31F39552-1075-4199-B513-0C10EA1850B0}
{AB1ATA80-6A54-4D36- A0EF-B 15088545827}
{DC576DA6-D6T6-4A15-906D- COCEAF349543}

Farameters
Security

Service Providers
Triggerinfo

WEDI

ES

Name Type Data
abf(Default) | REG_SZ (value not set)
144 Attributes REG_DWORD 0xD00000DT (1)
4] AutoCreate REG_DWOQRD 0xD0000DT (1)
|| 5| AutoName REG_DWORD 000000000 (0)
4] BiometricType REG_DWOQRD 0x00000002 (2) |
([ =F[Connectionstnng REG
35| FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\ DCSTEDAG-D676-4A15-906D - COCEAFI49543.DAT |
= Format REG_5Z SBIFBASS-7928-20C7-B622-2EF COAZSSF 7B
24 InitialSize REG_DWORD 0xD000020 (32)
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L'

St

WhioSnec

Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)

Parameters

Security

Service Providers

v Bootstrap

: Global Configurations
W Wirtual Sensors
w {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Wirtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

W Iris

Global Configurations

Wirtual Sensors

L Yoice

_ Global Configurations
W Wirtual Sensors

v {F23AB4A2-593A-4A80-BOFF-2144BEASTETS}

v Configurations
' 0

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!Services\ WhioSrvc'\Databases\{DC376DAG-DETE-4A15-9060-COCEAFS45543}

W

v

whengine

WhioSrve
Databases

; {51F39552-1075-4199-B513-0C10EA185DB0}
{AB1ATA80-6A54-4D36- A0EF-B150B8545827}
{DC576DA6-DET6-4A15-906D-COCEAFI49543}

Parameters

Security

Service Providers

Triggerinfo

WEDI

ES

MName

abi(Default) |

2] Attributes

‘.’.'-?] AutoCreate

‘-’.'6] AutoMame

] BiometricType
ab) ConnectionString
ab|FilePath

2b| Format

4] InitialSize

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWORD

Data

(value not =et)
0x00000001 (1)
000000001 (1)
0x 00000000 (0)
0x 00000002 (2)

CAWINDOWS\SYSTEM3Z\WINBIODATABASE\DC3TODAG-DETE-4A15-906D- COCEAFS49543.DAT
5B3FBAS54-792B-40C7-8822-2EFCOAZ55F78
000000020 (32)
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L'

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!Services\ WhioSrvc'\Databases\{DC376DAG-DETE-4A15-9060-COCEAFS45543}

WhioSnec
v Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)
Parameters
Security
v Service Providers

v Bootstrap
Global Configurations

\-:f Yirtual Sensors
W {0527b250-7514-4321-8b68-41 ch5F956998}

v Configurations
' 0
L FacialFeatures

Global Configurations
Virtual Sensors

w Fingerprint

Global Configurations
Virtual Sensors

v Iri

Global Configurations

Wirtual Sensors

L Yoice
_ Global Configurations
W Yirtual Sensors

v {F23AB4A2-593A-4A80-BOFF-23144BEASTETS)

v Configurations
' 0

W

v

whengine

WhioSrve
Databases

; {51F39552-1075-4199-B513-0C10EA185DB0}
{AB1ATA80-6A54-4D36- A0EF-B150B8545827}
{DC576DA6-DET6-4A15-906D-COCEAFI49543}

Parameters

Security

Service Providers

Triggerinfo

WEDI

ES

MName

abi(Default) |

2] Attributes

‘.’.'-?] AutoCreate

‘-’.'6] AutoMame

] BiometricType
ab) ConnectionString
ab|FilePath

2b| Format

4] InitialSize

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWORD

Data

(value not =et)
0x00000001 (1)
000000001 (1)
0x 00000000 (0)
0x 00000002 (2)

CAWINDOWS\SYSTEM3Z\WINBIODATABASE\DC3TODAG-DETE-4A15-906D- COCEAFS49543.DAT
5B3FBAS54-792B-40C7-8822-2EFCOAZ55F78
000000020 (32)
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L'

St

WhioSrve
HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\WhioSrvc\ Databases\{DC576DA6-D676-4A15-5060-COCEAFS49543}
Databases T whengine [ Name Tpe Deta
{51F39552-1075-4199-B513-0C10EA185DB0} yaeee Siefauly) REGSZ (value not st
s Wa| Attribut REG_DWORD 00000001 (1
[AB1AT430-6A54-4D36-ADEF-B150B8545827} |1 [51F39552-1075-4199-B3513-OCTOEATE5080) } Atotreme REC DWORD e 1
{ARTATA80-6A54-4D36-A0EF-B150B8545827} ol -
[DC57e0AG-DETE-4A15-0060-COCEAFI49543} {DCSTEDAG-DET6-4A15-506D- COCEAFE49543) 4| AutoName REG_DWORD 000000000 (0)
Parameters 4] BiometricType REG_DWORD (xD00OD02 (2)
Parameters L] Security ab) ConnectionString REG_SZ
Security | Service Providers 25| FilePath REG_SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\ DC576DAG- DET6-4A15-906D- COCEAF39543.DAT
) ) . || Triggerinfo 25| Format REG SZ SBIFBAS4-792B-40C7-8822-2EFCOAZSSFT3
Service Providers L weDl 24 InitialSize REG_DWORD 0x00000020 (32)
Bootstrap
Global Comfigurations

v Wirtual Senso
w {0527h250-75 ™M 4321 -8b68-41 cB5f056908 )
v Configurations

L[] 0

FacialFeatures
|| Global Configuratihe—

Yirtual Sensors

Fingerprint
Global Configurations
Virtual Sensors

Iris
Global Configurations

Virtual Sensors
Voice
_ Global Configurations
v Wirtual Sensors
v {F25AB4A2-593A-4A29-BOFF-8144BEABTETS)
v Configurations
0
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-@ ERNW \Windows Biometric Service — Configuration

L'

St

WhioSnec

Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)

Parameters

Security

Service Providers

v Bootstrap

: Global Configurations
W Wirtual Sensors
w {0527b250-7514-4321-8b68-41 65056908}

v Configurations
' 0
L FacialFeatures

Global Configurations
Wirtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

W Iris

Global Configurations

Wirtual Sensors

L Yoice

_ Global Configurations
W Wirtual Sensors

v {F23AB4A2-593A-4A80-BOFF-2144BEASTETS}

v Configurations
' 0

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!Services\ WhioSrvc'\Databases\{DC376DAG-DETE-4A15-9060-COCEAFS45543}

W

v

whengine

WhioSrve
Databases

; {51F39552-1075-4199-B513-0C10EA185DB0}
{AB1ATA80-6A54-4D36- A0EF-B150B8545827}
{DC576DA6-DET6-4A15-906D-COCEAFI49543}

Parameters

Security

Service Providers

Triggerinfo

WEDI

ES

MName

abi(Default) |

2] Attributes

‘.’.'-?] AutoCreate

‘-’.'6] AutoMame

] BiometricType
ab) ConnectionString
ab|FilePath

2b| Format

4] InitialSize

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWORD

Data

(value not =et)
0x00000001 (1)
000000001 (1)
0x 00000000 (0)
0x 00000002 (2)

CAWINDOWS\SYSTEM3Z\WINBIODATABASE\DC3TODAG-DETE-4A15-906D- COCEAFS49543.DAT
5B3FBAS54-792B-40C7-8822-2EFCOAZ55F78
000000020 (32)
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-@ ERNW \Windows Biometric Service — Configuration

W WhioSrvec )
: HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\WhioSrvc\ Databases\{DC 5T6DAG-D6T6-4415-906D-COCEAF949543}
e Databases whengine || Name Type Data
[51F39552-1075-4199-B513-0C10EA185DB0} yaeee eB{(Default) | REG_SZ (value not set)
W Attributes REG_DWORD 000000001 (1)
[AB1ATARD-6A54-1D36- ADEF-B150B8545827) {51F39552-1075-4199-E513-0C10EA125DE0} 4 AutoCreate REG DWORD F——
{AB1ATA80-6A54-4D36- A0EF-B 15088545827} ol -
{DC57eDAB-DETE-4A15-9060 - COCEAFG49543]} {DCST60AS-D676-4A15-906D-COCEAFS48543) ] AutoName REG_DWORD 0x0000000D (0)
Parameters 54| BiomericType REG_DWORD 000000002 (2)
Parameters | Security EﬂCUﬂnectmnString REG_SZ
Security © Cervice Providers ab)FilePath REG SZ CAWINDOWSHSYSTEM32\WINBIODATABASE\ DC 576D AG-D676-4A15-906D- COCEAF949543.DAT
. . . || Trggerinfo 2B Format REG_SZ SBIFBAS4-7928-40C7-8822-2EFCDA2SSFTE
W Service Providers L weDl 2] InitialSize REG_DWORD 0x00000020 (32)
v Bootstrap

Global Configurations

: Virtual S HEEY_LOCAL_MACHIMENSYSTEMY CurrentControlSet\Services\Whio5Srvc\Service Providers\Bootstrap\Virtual Sensors\{0527b250-7514-4321-8b68-41c65f056998)
W irtual Sensaors

g Parameters -
¥ || {0527b250-7514-4321-8b68-41c657956998} | iy Name Type Data
— Corfourat - L ecurty ab] (Default) REG_SZ (value nat set)
. onrigurations v Service Providers -?.'_'] .
: 0 o Bootstra e Capabilities REG_DWORD O D0000020 (128)
FacialFeat Glob Fll Confi " i'_'_’]DE\riceDescriptian REG_SZ Windows Hello Face Virtual Software Device
v aclilﬁal I:al Ll;_resf. . v Virl‘jtu:| S;”g;gr:lfﬂ ans ab| Manufacturer REG_SZ Microsoft Corporation
cbal Configurations B . -
i [0527b250-7514-4321-8b68-41c65£956998) ] E__JMndeIName REG_SZ Windows Hello Face Virtual Sensor
y Virtual Sensors —Configaration: ali| SerialNumber REG_SZ 000DD0D0D
A Fingerprint LM a _‘in'g'] SubType REG_DWORD O OO000000 (0)
Global Configurations - FacialFeatures f{-'g']‘ufersi-:-n REG_CQWORD O 200000001000000 (144115188092633088)

Virtual Sensors
v Iris
Global Configurations

Wirtual Sensors

v Voice
: Global Configurations
v Wirtual Sensors
v {F23AB4A2-593A-4A80-BOFF-2144BEABTETS)
v Configurations
0
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providing security.

-@ ERNW \Windows Biometric Service — Configuration

W WhioSrvec )
: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ Services\WhioSrvc\ Databases\{DC 576D AG-D676-4A15-906D-COCEAFS49543}
v | | Databases T whengine [ Name Tpe Deta
[51F39552-1075-4199-B513-0C10EA185DB0} yaeee eB{(Default) | REG_SZ (value not set)
W Attributes REG_DWORD 000000001 (1)
[AB1AT480-6A54-4D36-ADEF-B150B8545827) {51F39552-1075-4199-E513-0C10EA125DE0} 2 AutoCreate REG_DWORD 0x00000001 (1)
{AB1ATA80-6A54-4D36- A0EF-B 15088545827} ol -
{DC57eDAB-DETE-4A15-9060 - COCEAFG49543]} {DC576DAG-D676-4A15-006D-COCEAFO49543) st]A_utDNﬂfﬂE REG_DWORD 0xD0000D00 (0)
Parameters g_IIQ:]BIUmEtHCTypE REG_DWORD 0x00000002 (2
Parameters [} Security EﬂCUﬂnectmnString REG_SZ
Security " 71 Service Providers ab)FilePath REG SZ CAWINDOWS\SYSTEM32\WINBIODATABASE\ DC576DAG- DET6-4A15-906D- COCEAF349543.DAT
i ) .| Tggerinfo 2B Format REG SZ SBIFBAS4-7928-40C7-8822-2EFCDA2SSFTE
W Service Providers L weDl 2] InitialSize REG_DWORD 000000020 (32)
v Bootstrap

Global Configurations - - - - -
HEEY_LOCAL_MACHIMENSYSTEMY CurrentControlSet\Services\Whio5Srvc\Service Providers\Bootstrap\Virtual Sensors\{0527b250-7514-4321-8b68-41c65f056998)

W Yirtual Sensors

: Parameters ”
v | | {0527b250-7514-4321-8b68-41c656056998) iy Name Type Deta
~ T Configurstions = e ab] (Default) REG_SZ fvalue not set)
: 0 : Bootch 74| Capabilities REG_DWORD 00000020 (128)
W
- i oosap . i i'_I_’JDEUiCEDESCFiFItiDﬂ REG_SZ Windows Hello Face Virtual Software Device
W FacialFeatures { L Global Configurations ) )
Global Configurations - Virtual Sensors ab| Manufacturer REG_SZ Microsoft Corporation
Q ‘ . .
H . b
Virtual Sensors - [0527b250-7514-4321-8b683-41 c65F956998) 3__] ModelMName REG_SZ Windows Hello Face Virtual Sensor
. i - Configurations E_PJSeriaINumber REG_SZ 000000000
e Fingerprint o 4] SubType REG_DWORD 0x00000000 (0)
Global Configurations o |1 FacialFeatures 2 Version REG_QWORD 0x200000001000000 (144115128092633088)
- Wirtual Sensors
W Iris HKEY_LOCAL MACHIMENSYSTEM\CurrentControlSet\Services\WhioSrvc\Service Providers\Bootstrap\Virtual Sensors\{0327b250-7514-4321-8b68-41c65f956998 N Configurations\0
Global Configurations v . Bootstrap # || Mame Type Data
. Virtual Sensors Global Configurations gﬂ(DefauIt] REG 57 (value not set)
v | | Voice v L V"t{unaslaizg?nris14 1521806541 c651e55058) 25| Databaseld REG_SZ DC576D/A6-DET6-4A15-006D- COCEAF249543
. . L 7 - - - -
: Global Configurations : Confiaurati c ab| EngineAdapterBinary REG_SZ FaceBootstrapAdapter.dil
: . L onrigurations
w Virtual Sensors 0 J ab) SensoridapterBinary REG_SZ FaceBootstrapAdapter.dll
w {F25AB4A2-503A-4A29-BOFF-2144BEAZTET5] - FacialFeatures % SensorMode REG_DWORD 0x000000DT (1)
W Configurations H Global Configurations |i'_|_’]S.tu:urage.ﬂuziap:lterE!inarj.r REG_SZ FaceBootstrapAdapter.dll
H 0 i Virtual Sensors i) SystemSensar REG_DWORD CreD000000T (1)
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L'

St

ERNW

providing security.

WhioSnec
Databases
{51F39552-1075-4199-B313-0C10EA1850B0}
{ABTATAB0-6454-4D36-A0EF-B150B2545827)
{DC57e0AR-DETE-4A15-9060- COCEAFS49543)
Parameters
Security
Service Providers
v Bootstrap
: Global Configurations
v Virtual Sensors
v {0527b250-7514-4321-8b08-41 5956598}

v Configurations
' 0
L FacialFeatures

Global Configurations
Virtual Sensors

v Fingerprint

Global Configurations
Virtual Sensors

v Iris

Global Configurations

Wirtual Sensors

v Voice
: Global Configurations
v Wirtual Sensors
v {F23AB4A2-593A-4A80-BOFF-2144BEABTETS)
v Configurations
0

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet!Services\ WhioSrvc'\Databases\{DC376DAG-DETE-4A15-9060-COCEAFS45543}

Windows Biometric Service — Configuration

i whengine A || Name
v WhioSrve EP}:(Def i
Y D & Arrures
{31F39552-1075-4199-B513-0C10EA1850B0} % AutoCreate
it
{AB1A7480-6A54-4D36-A0EF-B150B8545827} f_':]A o
19| AutoiName

{DC576DA6-D6T6-4A15-906D- COCEAF349543} ] X X
2 g_IIQ:]BIUmEtHCT)‘pE
arameters
Security \ 3b] ConnectionString
Service Providers N 2B FilePath
Triggerinfo
WED!

Type Data

REG_S7 (value not =et)

REG_DWORD 0x00000001 (1)
REG_DWORD 000000001 (1)
REG_DWORD 0x 00000000 (0)
REG_DWORD 0x 00000002 (2)
REG_SZ

REG_SZ

REG_SZ

REG_DWORD 000000020 (32)

CAWINDOWS\SYSTEM3Z\WINBIODATABASE\DC3TODAG-DETE-4A15-906D- COCEAFS49543.DAT
5B3FBAS54-792B-40C7-8822-2EFCOAZ55F78

Parameters

Security

v Service Providers

v Bootstrap

. Global Configurations

v Virtual Senszors

{ v {0527b250-7514-4321-8b68-41ch5f956998}
v Configurations

: Lo

v FacialFeatures

MName

ab] (Default)

1) Capabilities
i'_I_’JDEViCEDESCFiFItiDﬂ
ab| Manufacturer
gﬂMndelName
E_PJSeriaINumber
f{-'g'\]SubType
_'iu'g'\]‘u'ersicun

REG_DWORD
REG_QWORD

Data

(value not set)

(00000020 (1.28)

Windows Hello Face Virtual Software Device
Microsoft Corporation

Windows Hello Face Virtual Sensor
000000000

Onc0DO00000 (0)

Onc200000001000000 (144115138092633088)

0-7514-4321-8b63-41c65f356993 1\ Configurations\D

HKEY_LOCAL MACHIMENSYSTEM\CurrentControlSet\ Services\ WhioSrvd\Service Providers\Bootstraph\Virtual Sensors\{0527b

A Bootstrap
: Global Configurations
v Virtual Sensors
v {0527b250-7514-4321-8b68-41 65956098}

v Configurations
] 0

v FacialFeatures
: Global Configurations

Virtual Sensors

~

Mame Type /
25| (Default) REG

Data

(value not set)

[3‘_’] Databaseld REG_SZ DC576DAG-DETE-441 S—QDED—CDCEAFMQEAB]
3_'_"] EnginefdapterBinary REG_SZ FaceBootstrapAdapter.dll
_E[’]SensurAdapterBinary REG_5Z FaceBootstrapAdapter.dll

fis| SensorMode REG_DWORD e 00000007 (1)

3_'_’] StoragefdapterBinary REG_SZ FaceBootstrapAdapter.dll

_'i-'_é] SystemSensor REG_DWORD O DODOD00T (1)
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WinBioSrvOpenFrameworkSession
WinBioSrvCloseFrameworkSession
WinBioSrvEnumBiometricUnits
WinBioSrvEnumServiceProviders

oO— WbIOS rvc 1 1 WinBioSrvMonitorFrameworkChanges
[ WinBioSrvOpenBiometricSession
d providing security. WinBioSrvCloseBiometricSession

WinBioSrvCancel
WinBioSrvVerify

° 1 WinBioSrvIdentify
WinBioSrvVerifyAndReleaseTicket
1 WinBioSrvLocateSensor

WinBioSrvEnrollAuthorize
WinBioSrvEnrollRevoke
° L& WinBioSrvEnrollBegin
o R PC I nte rfa Ce 0 WinBioSrvEnrollSelect
WinBioSrvEnrollCapture
" " 1 WinBioSrvEnrollCommit
e Windows Biometric service provides is running as "NT Authority\SYSTEM". N e i
22 WinBioSrvGetEvent
. . . . WinBioSrvGetPresenceData
e The two RPC interfaces are defined with the following UUIDs: 24 [WinBioSrvCaptureSample
: WinBioSrvDeleteTemplate
WinBioSrvLockUnit
. COE9671E-33C6-4438-9464-56B2E1B1C7B4: WinBioService interface : WinBioSrvUnlockUnit
: WinBioSrvControlUnit
WinBioSrvControlUnitPrivileged
. 4BE96AQOF-9F52-4729-A51D-C70610F118B0: WinBioCredentialManager interface WinBioSrvGetProperty
1 WinBioSrvSetProperty
WinBioSrvAcquireFocus
WinBioSrvReleaseFocus

* These RPC interfaces are open to any user in the system. i [wimBiosviogontdentieiedvser
_BioSrvGetLogonUserIdentity
e SDDL:"D: (A;;GA;; ;WD) (A;;GA;;;AC)" & |WinBioSrvProtectData

WinBioSrvUnprotectData
WinBioSrvDiscardTicket
WinBioSrvGetGestureMetadata

L] L]
[ ) | h IS d u a I a rC h Ite Ct u r‘e ! WinBioSrvNgcOpenAuthorizationSession
eee 1 WinBioSrvNgcAuthorizeEnrollment

WinBioSrvNgcCloseRuthorizationSession

WinBioSrvNgcGetAuthorizationWithTicket

¢ SerVice running in NT AUthOfitY\SYSTEM ] E';inBiuCredMgrSrvSetCredential

WinBioCredMgrSrvRemoveCredential

PY I 1 1 1 f 1 1 h C WinBioCredMgrSrvRemoveAllCredentials
App |Cat|0n Inter aCI ng Wlt RP ] WinBioCredMgrSrvRemoveAllDomainCredentials

WinBioCredMgrSrvGetCredentialState

WinBioCredMgrSrvGetCredentialWithTicket

* ... allows an isolation of the biometrics in memory = luisiceisemicamicorsien:
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MUIVeiceWBSAdapters.dll

2025

FaceBootstrapAdapter.dll
FaceDetectorResources.dll
FaceRecogniticnEngineAdapter.dl|
FaceRecogniticnEngineAdapterResources_wd.dll
facerecognitionengineadapterrescurcescore.dll
facerecognitiocnengineadapterresourcessecure.dl|
FaceRecognition3ensorfdapter.dl|
facerecognitionsensoradapterresources.dll
FaceRecogniticnSensorAdapterysm.dll

FaceRecogniticnSensorAdapterysmSecure.dll

Biometric Unit — DLLs

GoodixMocEnginefdapter.dll
GoodixMocEnginefdapterMw.dll
GoodixMocSensorAdapter.dll
GoodixMocSensorAdapterMw.dll
GoodixMocStorageAdapter.dll
GoodixMocStoragefdapterMw.dll

»)

winbiosensoradapter.dll
winbicstorageadapter.dl

winbiowsmstorageadapter.dll

= Microsoft

o

2

Sensor

h)

N

Biometric Unit

—_ Engine ) S

Storage

D)
]

(J

Templates

~
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FaceBootstrapAdapter.dll
FaceDetectorResources.dll
FaceRecogniticnEngineAdapter.dl|
FaceRecogniticnEngineAdapterResources_wd.dll
facerecognitionengineadapterrescurcescore.dll

facerecognitiocnengineadapterresourcessecure.dl|

FaceRecognition3ensorfdapter.dl| |

MUIVeiceWBSAdapters.dll

2025

facerecognitionsensoradapterresources.dll
FaceRecogniticnSensorAdapterysm.dll

FaceRecogniticnSensorAdapterysmSecure.dll

Biometric Unit — DLLs

GoodixMocEnginefdapter.dll
GoodixMocEnginefdapterMw.dll

GoodixMocSensorAdapter.dll
GoodixMocSensorAdapterMw.dll

GoodixMocStorageAdapter.dll
GoodixMocStoragefdapterMw.dll

)

winbiosensoradapter.dll

winbicstorageadapter.dl

winbiowsmstorageadapter.dll
= Microsoft

o

2

Sensor

h)

-

N

Biometric Unit

—_ Engine ) S

Storage

D)

[

(J

Templates

~
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providing security.

~@ERNW Biometric Unit — DLLs

FaceBootstrapAdapter.dll

FaceletectorResources.dll

FaceRecogniticnEngineAdapter.dl|
FaceRecogniticnEngineAdapterResources_wd.dll
facerecognitionengineadapterrescurcescore.dll

facerecognitiocnengineadapterresourcessecure.dl|

FaceRecognition3ensorfdapter.dl|

facerecognitionsensoradapterresources.dll

FaceRecogniticnSensorAdapterysm.dll

GoodixMocEnginefdapter.dll
GoodixMocEnginefdapterMw.dll

GoodixMocSensorAdapter.dll
GoodixMocSensorAdapterMw.dll

GoodixMocStorageAdapter.dll
GoodixMocStoragefdapterMw.dll

»)

winbiosensoradapter.dll

winbicstorageadapter.dl

winbiowsmstorageadapter.dll
= Microsoft

-
FaceRecognitionSensorAdapterysmSecure.dll _@.

MUIVeiceWBSAdapters.dll

%)
Sensor

h)

N

Biometric Unit

—_ Engine ) S

Storage

D)
]

(J

Templates

~

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald



MUIVeiceWBSAdapters.dll

2025

FaceBootstrapAdapter.dll
FaceDetectorResources.dll
FaceRecogniticnEngineAdapter.dl|
FaceRecogniticnEngineAdapterResources_wd.dll
facerecognitionengineadapterrescurcescore.dll
facerecognitiocnengineadapterresourcessecure.dl|
FaceRecognition3ensorfdapter.dl|
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"WinBio Adapter.dIl"
"FaceRecognitionSensorAdapter.DLL"
"FaceRecognitionEngineAdapter.DLL"
"WinBio Adapter.DLL"
"GoodixMocSensorAdapterNw.dll"
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"GoodixMoc AdapterNw.dll"

D)
]

(J

Templates

~

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
Baptiste David & Tillmann OBwald

2025

18



~@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

< LogonUl / Credul

( WinBio API >

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald



~@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

< LogonUl / Credul

—

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald



~@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

< LogonUl / Credul

< WinBio API >

—"\

< Windows Biometric Service )

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald



~(®)

2025

ERNW

providing security.

Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

< WinBio API >

< Windows Biometric Service >

User-Mode

Biometric Driver

TPM

ERNW Enno Rey Netzwerke GmbH,‘Gveorge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —

Biometric Device

D) e,

Baptiste David & Tillmann OBwald

19



-@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

( WinBio API >
< Windows Biometric Service >

User-Mode

Biometric Driver

TPM % Biometric Device
n



~(®)

2025

ERNW

providing security.

Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

I

I

|

I

!

( WinBio API > !
I

I

!

< Windows Biometric Service > |
I

I

UserT_Mode

Hypervisor boundary

Biometric Driver

< Hypervisor >

TPM Biometric Device

D) e,

ERNW Enno Rey Netzwerke GmbH,‘Gveorge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
Baptiste David & Tillmann OBwald

19



-@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

I
i
i
|
| =
- 3
WinBio API | §
| 8
E
| ©
< Windows Biometric Service > | T
I
I
UserT_Mode
""""""""""""""""""""" K éFrTe'ITl\ZécTé""""""'"""""""""
Biometric Driver l Secure Driver
I
VTL-0 | VTL-1

< Hypervisor >

* Biometric Device

_|
el
<
D) e

i -



~@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

I
I
i
I
!
( WinBio API > !
I
I
I
I
I

Hypervisor boundary

Isolated Windows Biometric
Service
%

Biolso.exe

Biometric Driver Secure Driver

< Hypervisor >

TPM Biometric Device

D) e,

ERNW Enno Rey Netzwerke GmbH,“Gveo’rge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald



~@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

Biometric Unit

<> LogonUl / Credul

I
I
i
I
!
( WinBio API > !
I
I
I
I
I

Storage Engine Sensor

= )

Isolated Windows Biometric
Service

Hypervisor boundary

Biolso.exe

Biometric Driver Secure Driver

< Hypervisor >

TPM

Biometric Device

D) e,

ERNW Enno Rey Netzwerke GmbH,“Gveorge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
2025 Baptiste David & Tillmann ORwald 19



Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

< WinBio API >

Biometric
Template
Database

( Biometric Unit

Storage Engine Sensor

= )

< Windows Biometric Service >

Hypervisor boundary

Isolated Windows Biometric
Service

Biometric Driver

Biolso.exe

Secure Driver

Hypervisor >

2025

TPM

Biometric Device

D) e,

ERNW Enno Rey Netzwerke GmbH,‘Gveorge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —

Baptiste David & Tillmann OBwald

19



Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

Biometric Unit

< WinBio API >

Biometric
Template
Database

Storage ‘ Engine

Bl 1

‘ Sensor
| L)

< Windows Biometric Service >

Hypervisor boundary

Service

Csolated Windows Biometri

)

Biometric Driver

Biolso.exe

Secure Driver

Hypervisor

2025

TPM

Biometric Device

D) e,

ERNW Enno Rey Netzwerke GmbH,‘Gveorge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —

Baptiste David & Tillmann OBwald

19



Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

Biometric Unit

< WinBio API >

Biometric
Template
Database

Storage Engine Sensor

= )

< Windows Biometric Service )

(Isolated Windows Biometric]

k Service

Biometric Driver

Biolso.exe

Secure Driver

Hypervisor >

2025

TPM

Biometric Device

D) e,

ERNW Enno Rey Netzwerke GmbH,‘Gveorge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —

Baptiste David & Tillmann OBwald

19



_m—
/7 '~
. ~
| N
B N
\ N
\ \
\ \
\4 .
. .
N
~ P T

Identity Providers

Enhanced Sign-in Security (ESS)

Face Recognition

<> LogonUl / Credul

Biometric Unit

< WinBio API >

Biometric
Template
Database

Storage

B

Engine

Sensor

)

< Windows Biometric Service )

Hypervisor boundary

Service

Csolated Windows Biometri

Biometric Driver

Secure Driver

Biolso.exe

Hypervisor

2025

TPM

ERNW Enno Rey Netzwerke GmbH,“Gveo’rge-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —

Biometric Device

D) e,

Baptiste David & Tillmann OBwald

19



providing security.

~@ ERNW Enhanced Sign-in Security (ESS)

Face Recognition

< LogonUl / Credul Biometric Unit

Biometric
A
/_\) Template Storage O Engine 7 Sensor
Database ~ b ~J
¥ y
B & | 0

Service

‘ ‘ N WinBio API >
&>

Isolated Wind Bi tri
Identity Prowders solated indows Blome r'c]

A ¢

Biolso.exe

Secure Driver

e
~d

\
“ Biometric Device

—

o

<
D) e

ERNW Enno Rey Netzwerke GmbH, George Boole-Weg 4, 69124 Heidelberg, Germany — All Rights Reserved —

2025 Baptiste David & Tillmann ORwald 19



-(®) ERNW
d providing security.
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Windows Biometric Auth management

AUTH Procedure
= Certificate
Biometric
Service

Cryptographic procedure
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Database

* Let’s start with Microsoft’s FAQ.
* And some documentation ...
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-(®) ERNW
d providing security.

Database

* Let’s start with Microsoft’s FAQ.
* And some documentation ...

Who has access on Windows Hello biometrics data?

Since Windows Hello biometrics data is stored in encrypted format, no user, or any process other than Windows Hello

has access to it.

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany — All Rights Reserved —
2025 Baptiste David & Tillmann ORwald

25


https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/faq
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/how-it-works#biometric-data-storage

-(®) ERNW
d providing security.

Database

Biometric data storage
* Let’s start witt

The biometric data used to support Windows Hello is stored on the local device only. It doesn't roam and is never sent
to external devices or servers. This separation helps to stop potential attackers by providing no single collection point
that an attacker could potentially compromise to steal biometric data. Even if an attacker could obtain the biometric data

from a device, it couldn't be converted back into a raw biometric sample recognizable by the biometric sensor.

* And some doc

Each sensor has its own biometric database file where template data is stored (path c:
\WINDOWS\System32\WinBicDatabase ). Each database file has a unique, randomly generated key that is encrypted to the

system. The template data for the sensor is encrypted with the per-database key using AES with CBC chaining mode. The
hash is SHA256.

(D) Note

Some fingerprint sensors have the capability to complete matching on the fingerprint sensor module instead of in
the OS. These sensors store biometric data on the fingerprint module instead of in the database file. For more
information, see Windows Hello Enhanced Security Sign-in (ESS).

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany — All Rights Reserved —
2025 Baptiste David & Tillmann ORwald 25


https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/faq
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/how-it-works#biometric-data-storage

What do we know?

* Biometric data is the holy grail of mobile device security.
* Therefore, we need strong encryption!

* We need something that identifies a user.
* In Windows this is typically a security identifier (SID).
e User authentication is the holy grail of domain security.

* The biometric unit uses the templates saved in the database.
* We need to decrypt the template before we can compare it.

* Where is the key coming from?
* We do not provide a password or entropy of any kind!
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providing security.

Database Format — Overview

struct _LOCK_BOX_PROTECTED_DATA

BYTE
Encrypted[0x400]

®

struct _LOCK_BOX_FILE_HEADER

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD
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Database Format — Overview

struct _LOCK_BOX_PROTECTED_DATA

 The encrypted header:

* Ensures the integrity of the database using a SHA256 hash.
BYTE e Contains the AES key for the encrypted templates.

Encrypted[0x400]

struct _LOCK_BOX_FILE_HEADER

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD
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Database Format — Overview

struct _LOCK_BOX_PROTECTED_DATA

BYTE
Encrypted[0x400]

®

struct _LOCK_BOX_FILE_HEADER

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD

The encrypted header:

Ensures the integrity of the database using a SHA256 hash.
Contains the AES key for the encrypted templates.

The unencrypted header holds information regarding:

Version information.
Number of used records and available records.
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Database Format — Overview

struct _LOCK_BOX_PROTECTED_DATA

BYTE
Encrypted[0x400]

®

struct _LOCK_BOX_FILE_HEADER

struct _LOCK_BOX_RECORD

struct _LOCK_BOX_RECORD

The encrypted header:

Ensures the integrity of the database using a SHA256 hash.
Contains the AES key for the encrypted templates.

The unencrypted header holds information regarding:

Version information.
Number of used records and available records.

One record per enrolled user:

SID.
Encrypted template.
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struct _LOCK_BOX_RECORD_HEADER
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struct _LOCK_BOX_RECORD_HEADER

GUID ULONG6U ULONG6U ULONG6U ULONG6U ULONG6U
MagicGUID Flags RecordSize LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize
ULONG6U ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE
PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3]

ERNW Enno Rey Netzwerke GmbH, George-Boole-Weg 4, 69124 Heidelberg, Germany - All Rights Reserved —
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struct _LOCK_BOX_RECORD_HEADER

GUID ULONG64 ULONG6U ULONG64

MagicGUID Flags RecordSize

ULONG6H

LastEntryOffset || TemplateBlobSize

ULONG6U

EncryptedTemplateBlobSize

ULONG6U ULONG6U
PayloadBlobSize || IndexElementCount

WINBIO_IDENTITY
Identity

WINBIO_BIOMETRIC_SUBTYPE BYTE

SubFactor

Alignment[3]

struct _LOCK_BOX_RECORD_CONTENT

BYTE
IndexVector[1]

BYTE
EncryptedTemplate[1]

Template[1]

£\

BYTE

PayloadBlob[1]

@
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struct _LOCK_BOX_RECORD_HEADER e S~.l
GUID ULONG6U ULONG6U ULONG6U ULONG6U ULONG6U
MagicGUID Flags RecordSize LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize
ULONG6U ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE
PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3]
struct _LOCK_BOX_RECORD_CONTENT L7 et
,/
»
BYTE BYTE - _
IndexVector[1] EncryptedTemplate[1] Template[1]

BYTE
PayloadBlob[1]
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For instance: “S-1-5-21-1004336348-1177238915-682003330-512”
o-(®) ERNW

of
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Database Format

2025

union {

ULONG Null;
ULONG Wildcard;
GUID TemplateGuid;

typedef struct WINBIO IDENTITY {
WINBIO IDENTITY TYPE Type;

struct {

ULONG Size;
UCHAR Data[SECURITY MAX_SID SIZE];
} AccountSid;

1 Value;

} WINBIO IDENTITY;

AN

struct _LOCK_BOX_RECORD_HEADER

GUID ULONG6U ULONG6U ULONG6HU ULONG6U
MagicGUID Flags LastEntryOffset || TemplateBlobSize || EncryptedTemplateBlobSize
ULONG6U ULONG6L WINBIO_IDENTITY WINBIO_BIOMETRIC_SUBTYPE BYTE
PayloadBlobSize || IndexElementCount Identity SubFactor Alignment[3]
struct _LOCK_BOX_RECORD_CONTENT
BYTE BYTE
IndexVector[1] EncryptedTemplate[1] Template[1]

£\

BYTE

PayloadBlob[1]

@
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Database Security

* There is an encrypted header that ensures
* The integrity of the database and confidentiality the of biometric data

* How the header’s integrity and confidentiality achieved?
* We need functionality that does not require an additional key!

* The header is protected with CryptProtectData/CryptUnprotectData
functions.
» Cipher keys are managed locally by NT-AUTHORITY\SYSTEM.
* Local administrator can get access @



https://learn.microsoft.com/en-us/windows/win32/api/dpapi/nf-dpapi-cryptprotectdata
https://learn.microsoft.com/en-us/windows/win32/api/dpapi/nf-dpapi-cryptunprotectdata

Database (In)security

* Local administrators break the security of the database:
* Decrypt and read the encrypted templates of enrolled users.
* Change the database and circumvent the integrity controls of the database.

* This means:
* Exchange SIDs of enrolled users.
* Decrypt templates.

* Bring their own biometrics to the system.
* Authenticate as every enrolled user.
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Demo — Decrypting the encrypted header

B3 Administrator: CAWINDOWS\system32\cmd.exe

C:\WINDOWS\system32>C:\Users\user\Desktop\WHfB\WbioSrvcDecrypter.exe C:\Windows\System32\WinBi
oDatabase\DC576DA6-D676-4A15-906D-COCEAF949543 . DAT
Calculated Hash:
15FC65FD22756A4A7ABCOBD87F39A26C6A671EAS8993ADSE8DAD7S5836191BF0
[INFO] Hashes match proceeding
LockBoxProtectedData {
HeaderKeyDataBlob: dwMagic: 4D42444B, dwVersion: 1, cbKeySize: 32
KeyDataBlob: AD@9B4A7375310037BD969L 022AC2636AB18C52ABD224D0A2C91BOA32D39F84B90000000000000
B6500000000000000
Alignment: ©
SizeHash: 32
SizeKey: © Members
HashDigest: 15FC65FD22756A4A7ABCI9BD87F39A26C6A671EAS8993ADSESDAD /-0

Key: 729C175C14ES1F2667778B@S52AEGDEE AWMy, =

}
LockBoxFileHeader {

GuidDatabase: dlcaed46-5b8d-4e7c-8ade-34bcacl66281 The magic value for triozey.
Version: 2

DatabaseID: dc576da6-d676-4al15-906d-cOceaf949543 This member must be the following vaion

Factor: 2

Format: 5b3fba54-792b-40c7-8822-2efc0a255f78

Alignment: @

IndnglementC0unt: 0 BCRYPT_KEY_DATA_BLOB_MAGIC (0x4d42444Db)
TotalRecordCount: 2 ———

DeletedRecordCount: ©
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Demo

It’s time to say hello .
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No Entropy — Big Problem

 This architecture allows us to:

* Get access to biometric data — the holy grail of mobile device
security.

* We can change and extract this data!

* Break the holy grail of domain security — secure authentication
* In the worst case leading to Domain Administrator!



s
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Conclusion

* Windows Hello for Business is here to stay!
» Added as security feature to new products like Recall.

e Local administrator to domain user is still a threat.
* \Worst case local admin to domain admin.

e Securing heterogenous clients is a challenge Microsoft faces.
* ESS mode needs hardware support — new Thinkpads with AMD do not have it.
* ESS mode needs VBS — sadly not used enough!



Make the world a safer place

* If possible:
e Use ESS mode and VBS!

* [n any case:
* Only one user per client!

* Also:
* Consider only allowing PIN authentication.
* Monitoring: Only WBS should open or modify the database.



Thank you for your
attention
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