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Research Drivers
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Threat actors
targeting AI/ML
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enterprises
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Lack of tooling to
simulate attacks

against platforms
used in ML
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Threat Actor Motivation

Theft of models and weights,

ooligo Product v Solutions v Resources v Company v Customers baC kd OOH ng mOdel.S for in itial.

« access or persistence, expanding
(fomh ) (St vty ) s access via lateral movement and
ShadowRay: First Known Attack _ N
Campaign Targeting Al Workloads privesc, sensitive data theft or

Actively Exploited In The Wild :
deploying ransomware, model

£&& [, oo tovton cattver D& E modification/poisoning for

misclassification, degradation,

Th ds of publicly exposed Ray servers compromised as a result of Shadow Vulnerability

fraud or ml-based detection

evasion.
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Attendee Takeaways

IBM 'S

48

How to steal
models from
model registries

How to poison
models within ML
training platforms

How to defend
key components
of ML training
infrastructure

>

How to get code
execution via
attacks on ML
training
Infrastructure



What is new in this
research?

Advanced attacks New detection

against ML training | rules (Azure ML
[*] INFO: Listing Model Artifact Location Info: .
Account Name: testworkspace5178193999 e nV| ro n m entS an d Sage M ake r)

Datastore Type: AzureBlob

Container Name: azureml

Path: ExperimentRun/dcid.AutoML_91114fd1-6657-4bf0-b51d-6f868e2c2033_u2/outputs/mLflow-m

[*] INFO: Getting associated datastore for model artifacts:
Account Name | Container Name |
testworkspace5178193999 | azureml |
INFO: Uploading model artifacts

INFO: Uploading: conda.yaml

INFO: Uploading: MLmodel M I_O Klt tOOI_
INFO: Uploading: model.pkl d N EW
INFO: Uploading: python_env.yaml up ates
INFO: Uploading: requirements.txt SU p por‘ted
SUCCESS: Model has been poisoned with model artifacts specified in source directory
platforms and

attacks
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My Perspective
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Background




Prior Work

Links to prior work are
provided in appendix
slides
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Chris Thompson (@retBandit) & I — ShmooCon
2025

Disrupting the Model: Abusing MLOps Platforms to
Compromise ML Models and Enterprise Data

Lakes

Or Azarzar (@azarzaror) — Blog Post (2021)

Protect Your Environment When Working with
Amazon SageMaker
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ML Technology Use Cases

Model Development and
Deployment (MLOps)
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Automotive Media &
Entertainment

1

@
Financial
Services Healthcare

ML Technologies
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What i1s MLOps?

Ibm.com/topics/mlops

Machine Learning

Engineering



Popular MLOps Plattorms

B ciod EIN

vertex.ai

Amazon SageMaker

DataRobot @ W&B
A databricks
H20.ai
Azure Machine Learning .
Commercial

2) METAFLOW

m If low Tens1orFIow
¥ sematic
» 2 Flyte
T R Fiow
g% CORE % MLReef

Open-Source
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MLOps Litecycle - ML Training Environment
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ML Training Environment Infrastructure

0,9 |
=9 + 7 jupyter

Personnel Training code
used/pulled
from SCM
system

G Ay) GitLab

GitHub W Bitbucket

ML/AI Engineers
Data Scientists
Software Developers
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ML Training Environment Infrastructure

20,
)

Personnel Training code

used/pulled
from SCM
system

':l Ay GitLab

Azure DevOps

GitHub W Bitbucket

ML/AI Engineers
Data Scientists
Software Developers
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» _ Jupyter

d

i A
> (!'/ Azure Machine Learning
vertex.ai Amazon SageMaker
I Cloud Compute
Run

Experiments

ML Training Environment
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ML Training Environment Infrastructure

QoL il A
(\roﬁ’-\ = C Jupyter > (!? Azure Machine Learning
vertex.ai Amazon SageMaker
Personnel - Training code I Cloud Compute
used/pulled Run
from SCM Experiments . Output
system Model Files

J Azure Blob
Azure DevOps V GItLab Storage
Amazon S3 e

O Bitbucket e

GitHub Model Artifact Storage

ML/AI Engineers
Data Scientists
Software Developers
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ML Training Environment Infrastructure

059 i
(\'/()ﬁf\ » : Jupyter > (!? AzureMachAime Learning
vertex.ai Amazon SageMaker

Personnel Training code / I t Cloud Compute
used/pulled Run
from SCM Experiments . Output

system Model Files
mlf low: ‘i

' L)
' ' / * Azure Blob
V H vertex.ai Storage
Azure DevOps GItLab A ‘
Azure Machine Learning Amazon S3 e

GitHub o Bitbucket —— o
Ithu Model Registry Model Artifact Storage
ML/AI Engineers Register best
Data Scientists model(s)

Software Developers
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ML Training Environment Infrastructure
:qd A
: Jupyter > (!? Azure Machine Learning
vertex.ai Amazon SageMaker
AP - RI Cloud Compute
un
: Experiments |_ Output
ML P.roductlon Model Files
Environment mlflow i 3
y Azure Blob
Dep [Oy A vertex.ai < * Storage
Model L1 | scurewachine Learing Amazon S3 e

Amazon SageMaker Google Cloud Storage

Model Registry Model Artifact Storage

Register best
model(s)
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ML Training
Infrastructure
Components

& All workspaces
{2t Home

[ Model catalog
Authoring

[Z] Notebooks
£% Automated ML

&% Designer

>_ Prompt flow

Assets

Notebooks

Files Samples

M Llogs
&1 Users
&1 datascientist
&l brett.hawkins
&1 HousingPricePredictions
M _ pycache__

M data

[ condayaml

o

Notebook Env
Contains ML
training code
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Notebook Env- SageMaker

Notebooks

Partner Al Apps @

¥ Admin configurations
Domains
Role manager
Images

Lifecycle configurations

SageMaker Al dashboard

Search

¥ JumpStart
Foundation models
Computer vision models

Natural language processing
models

instance/brett-test-mlflow-notebook

Lifecycle configuration

Status
@© InService

Creation time

Dec 04, 2024 19:43 UTC

Last updated
Dec 05, 2024 15:08 UTC

Volume Size
5GB EBS

Platform identifier
Amazon Linux 2, Jupyter Lab 3
(notebook-al2-v2)

Minimum IMDS Version
2

Git repositories

Name

brett-test-mlflow - (Default)

Repository URL

https://git-codecommit.us-east-2.amazonaws.com/v1/repos/brett-test-mlf]

IBM Security / © IBM Corporation 2025

File  Edit

.

View Run

Kernel Git Tabs Settings

C

Help

Filter files by name

Name

i
o/ B / brett-test-mliflow /
Llg

B8 data

BB mlruns

Y: conda.yaml
@ data.py

@ deploy.py

@ params.py
@ runpy
@ testpy
@ train.py
@ utils.py
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ML Training
Infrastructure
oonents

cCom

& All workspaces

(t Home

(@ Model catalog
Authoring

[El Notebooks
4% Automated ML
& Designer

>— Prompt flow
Assets

B} Data

A Jobs

g5 Components
2° Pipelines

B Environments
@ Models

@> Endpoints

Manage

| =2 Compute

Compute

(i) The "Kubemetes clusters" tab is now where you can access previous versiof

Compute instances Compute clusters Kubernetes clusters

Choose from a selection of CPU or GPU instances preconfigured wit
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Cloud Compute
Infrastructure that
performs ML
training from ML
training code
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ML Training
Infrastructure Model Registry
Components Track and version

models

ml (9 2180 Experiments Models

Experiments ®H Displaying Runs from 5 Experiments
earch Experiments
Default VA Evalualion Traces
ElasticNet Vil [:l |~ Q metrics.rmse and pa 1odel = "tree ® Time created v
Some_Experiment_2 Vil
=y Sort: Created v [ Columns v Expand rows Group by v
some-random-experiment £
Some_Experiment_3 Vil .
Run Name Created =y Dataset M Od e l A rt I faCt
@ silentkite-450 @© 10seconds ago f dataset (ea8b3bs8) Training Datask..
enthused-goat-111 © 22seconds ago [ dataset (ea8b3b58) Training Datast.. St
@ efficient-pig-620 (© 34seconds ago [ dataset (ea8b3b58) Training Datast. . 0 rage
@ secretive-wolf-621 © 48seconds ago i dataset (ea8b3b58) Training Datas.. . .
@ bustling-steed-895 © 1 minute ago [ dataset (ea8b3b58) Training Datast.. M |— tral n | n g
@ traveling-perch-716 © 1 minute ago [ dataset (ea8b3bs8) Training Datast.. .
@ unequaled-donkey-781 © 1minute ago [ dataset (ea8b3b58) Training Datast.. a rt | fact O U t p U tS

(model weights,
IBM Security / © IBM Corporation 2025 m Od e I_ fl I_es y etC.) 26



Model Registry and Artifact Storage - MLFlow

ml 65 2180 Experiments Models

’ . ElasticNet >
Points to Experiment Run .
pt|rumbling-ray-97 |
Overview Model metrics System metrifgs Artifacts
v B ElasticNet
> & code ElasticNet
3 MLmodel
[® conda.yaml Path: s3://bretttestbucket8874
Experiments Models [# input_example.json
& model.pkd MLflow Model
python_env.yaml
@ requirements.txt The code snippets below dem
cHiska " model registry.
[ serving_input_example.json

1 2024-12-05 07:44:12

rumbling-ray-97

stage (deprecated): None ©

> Description Fdu

Model Registry

IBM Security / © IBM Corporation 2025



Model Registry and Artifact Storage - MLFlow

ml 65 2180 Experiments Models .
ElasticNet/
Y ; ElasticNet > Objects Properties
Points to Experiment Run .
pt|rumbling-ray-97 |
Overview  Model metrics  System metris  Artifacts Objects (8) o
T @ 0] Copy S3 URI 0] Copy URL ¥
ElastioNet s
@ MLmodel Objects are the fundamental entities stored in Amazon S3
@ Bond - S : i others to access your objects, you'll need to explicitly grar|
. ath: s3://bretttestbucket887¢
Experiments Models [& input_example.json [ Q Find objects by prefix ]
B model.pid MLflow Model O Name 4 | Tope )
python_env.yaml| [J [ code/ Folder
B ; ts.txt The code snippets below dem
fequirements:u : O @ condayaml yaml
cHiska " model registry. —
[ serving_input_example.json B
i 2024-12-05 07:44:12 O input_example json json
rumbling-ray-97 i O [ MLmodel
Model Artifacts from
None © O [ model.pkl pkl
Experiment Run Artifact
| > Description Fds

Model Registry Storage (S3)

IBM Security / © IBM Corporation 2025 28



Model Registry and Artitact Storage - SageMaker

Points to
Tra[n[ng Job

Amazon SageMaker Al > Training jobs

Training jobs info

l Q Search training jobs

Name

Amazon SageMaker Al > Models

Models

Q, Search models

Name
O housing-price-prediction
O employee-salary-model
O model-employee-salary-2
O test-model-employee-salary

_Model Registry

IBM Security / © IBM Corporation 2025

»Canvaﬂ 737552693229-t1-1-abc7ba0d24a949c1b71e3068f6818d5dbaa024

O Canvas1737498359380-t1-1-3cd30f983f574fa981d972b73671b6009d 1aa4
O linear-learner-2025-01-14-17-48-39-098
(@] Canvas1736861646394-t1-1-e9af1f274ed743d7854a6f5b74d3175a8b8311

Model data location

s3://sagemaker-us-east-2-339713155979/Canvas/default-20250121T171825/Training /output/Canvas]|

candidates/model/Canvas1737552693229-trial-t1-1/model.tar.gz [2

Scanning status

29



Model Registry and Artitact Storage - SageMaker

Points to
Tra[n[ng Job

Amazon SageMaker Al > Training jobs

Training jobs info

i Q Search training jobs

Name

Amazon SageMaker Al > Models

Models

Q, Search models

Name
O housing-price-prediction
O employee-salary-model

-/

model-employee-salary-2

test-model-employee-salary

Model Registry
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»Canvaﬂ 737552693229-t1-1-abc7ba0d24a949¢1b71e3068f6818d5dbaa024

Canvas1737498359380-t1-1-3cd30f983f574fa981d972b73671b6009d 1aa4

O linear-learner-2025-01-14-17-48-39-098

Canvas1736861646394-t1-1-e9af1f274ed743d7854a6f5b74d3175a8b8311

Model data location
s3://sagemaker-us-east-2-339713155979/Canvas/default-20250121T171825/Training /output/Canvas]|
candidates/model/Canvas1737552693229-trial-t1-1/model.tar.gz [2

Scanning status

Artifact
Storage (S3)

Canvas1737552693229-trial-t1-1/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You ¢

[ Q, Find objects by prefix

[J | Name A | Type

Model Artifacts from
Training Job Run

&= [ modeltargz gz

30



Model Registry and Artitfact Storage — Azure ML

> helpful_leg_n2slbwmckq ¢ ¥ @ Completed

Points to
Training Job

Model List

-+ Register - () Refresh

Q_ Search
Name w Version
salary-model 1
heart-failure-model 1
taxifare-output-model 1

Compare (pra¥iew) -

Type Job (Run ID)

MLFLOW helpful_leg_n2slbwmckq_40
MLFLOW kind_guava_06ftffx2s2_38
MLFLOW AutoML_91114fd1-6657-4bf()

Overview Data guardrails Models + child jobs

(:) Refresh @) Edit and submit (preview) -

& outputs
M _automl_internal
& featurization
M data

pipeline

J

conda.yaml

O [ MLmodel

model.pkl

J

python_env.yaml

i)

requirements.txt

Outputs + logs

Register model

K

Model Registry

IBM Security / © IBM Corporation 2025
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Model Registry and Artitfact Storage — Azure ML

Points to
Training Job

Model List

-+ Register - () Refresh

Name
salary-model
heart-failure-model

taxifare-output-model

w

Version

1

1

ZE Compare (prliew) -
Type Job (Run ID)
MLFLOW helpful_leg_n2slbwmckq_40
MLFLOW kind_guava_06ftffx2s2_38
MLFLOW AutoML_91114fd1-6657-4bf(|

> helpful_leg_n2slbwmckq ¢ 7 @ Completed

Overview Data guardrails Models + child jobs Outputs + logs

C) Refresh @ Edit and submit (preview)

& outputs
M _automl_internal
& featurization
% W data
& pipeline
! conda.yaml
O ) MLmodel
B model.pkl
D python_env.yaml

@ requirements.txt

-+ Register model

K

Model Registry

IBM Security / © IBM Corporation 2025

v

Azure Blob
Storage

__Model Artifacts

from Training
Job Run
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Attacking ML
Training
Environments
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Key Components — Attacker Perspective

Credentials and

info on other
infrastructure

[ 2:BrettComputeTest X [ test.ipynb X I
=E 20008 EBEBVCR

BrettComputeTest - Kernel idle CPU 0% RAM 2%

import mlflow
import os

experiment_name = “"ImportantExperiment”

‘ »{ Edit in

— Jupyter

# Set environment variables for MLflow tracking

1

2

3

4

5 entry_point = "Training"”

6

7

8 || os.environ[ 'MLFLOW_TRACKING_USERNAME'] = ‘admin’

9 os.environ[ 'MLFLOW_TRACKING_PASSWORD'] = ‘password’

11 mlflow.set_tracking_uri("http://13.58.45.122:5000")

13 mlflow.projects.run(

14 uri=".",

15 entry_point=entry_point,

16 experiment_name=experiment_name,
17 env_manager="conda"

18 )

mlflow (i

vertex.ai
& <

i 4
» ! ‘s Azure Machine Learning
I vertex.ai Amazon SageMaker
Cloud Compute
Run
Experiments Output
Model Files
: v
.
Amazon S3

Azure Machine Learning

Amazon SageMaker

Model Registry

IBM Security / © IBM Corporation 2025

=4

Google Cloud Storage

Model Artifact Storage

Register best
model(s)

ML Training Environment .




Key Components — Attacker Perspective

Amazon SageMaker Al > Models

Models

Q, Search models

° L]
&
' (X ]
c,'/ Azure Machine Learning

Name

O housing-price-prediction

O employee-salary-model

O model-employee-salary-2

O test-model-employee-salary
Useful for model

.
reconnaissance
IBM Security / © IBM Corporation 2025

— Jupyter >
) vertex.ai Amazon SageMaker
I Cloud Compute
Run
Experiments — Output
Model Files
m Ifl ow’ i
? Azure Blob
A vertex.ai ‘ * Storage
Azure Machine Learning Amazon S3 e
Amazon SageMaker Google Cloud Storag
Model Registry Model Artifact Storage
Register best
model(s)

ML Training Environment .




Key Components — Attacker Perspective

— Jupyter

° L
&
' (X J
(,'/ Azure Machine Learning

>
vertex.ai Amazon SageMaker
I Cloud Compute
. Run
Fully trained Experiments — Output
model and | Model Files
model weights mlfl oW it !
[J | Name A | Type y ,SAzure Blob
0 o vy older A vertex.ai ‘ torage
O B condayaml yam Azure Machine Learning Amazon S3 e
0 i} json Amazon SageMaker Google Cloud Storz
B o Model Registry Model Artifact Storage
O D modetpid P Register best
O [ python_env.yaml yaml mOdel(S)
O [ requirements.txt txt . . .
1BM Security / © IBM Corporation 2025 M L Tral n I n g E nVI rO n m e nt 36




Key Components — Attacker Perspective

& m©

Azure Machine Learning

Sensitive environment ~ jupyter .
variables and ML e Amtazon SageMaker
training code oud Lompute

(base) [ec2-user@ip-172-16-11-6 brett-test-mlflow]S Ls -la

Run
ls -la

total 64 EXperlmentS — Output
drwxrwxr-x ec2-user ec2-user 4096 5 Model Fl[es

drwxr-xr-x
-TW-TW-T--
drwxrwxr-x
STW-TW-T--
STW-TW-T--
drwxrwxr-x

ec2-user ec2-user 4096
ec2-user ec2-user 1292
ec2-user ec2-user 4096
ec2-user ec2-user 1485
ec2-user ec2-user 879
ec2-user ec2-user 4096

conda.yaml

data mI I
data.py )UV
deploy.py
.git

- 10 I\ Azure Blob
.ipynb_checkpoints ! vertex.ai ﬂ 01 Storage

)
5
4
4
4
4
)
5
ec2-user ec2-user 131 ) - MLproject
5 2
4
4
)
4
4
4
t-

STW-TW-T--
drwxrwxr-x
-TW-TW-T--
drwxrwxr-x

ec2-user ec2-user 4096 mlruns
params.py Azure Machine Learning Amazon 83

ec2-user ec2-user 986
ec2-user ec2-user 4096 __pycache__
ec2-user ec2-user 270 Dec
ec2-user ec2-user 520 Dec
ec2-user ec2-user 1342 Dec
1 ec2-user ec2-user 409 Dec

148 train.py
(base) [ec2-user@ip-172-16-11-6 brett-tes
1s -la data

Lot 12 e dote Model Registry Model Artifact Storage

drwxrwxr-x 2 ec2-user ec2-user 4096 Dec 4 19:48

drwxrwxr-x 7 ec2-user ec2-user 4096 Dec 5 15:35 Reglster best

-rw-r-- 1 ec2-user ec2-user 452865 Dec 4 19:48 test.csv

-rw-rw-r-- 1 ec2-user ec2-user 462137 Dec 4 19:48 train.csv mode[(s)

(base) [ec2-user@ip-172-16-11-6 brett-test-mlflow]$ I

run.py

test.py Amazon SageMaker| Google

7
6
1
P
1
1
8
drwxrwxr-x 2 ec2-user ec2-user 4096
1
4
1
p
1
1
1

(aSacty /@ M Coportion 2025 ML Training Environment .




Model Theft

REST ) *

API

ML Production
Environment

Deploy
Model

k1

Attacker

IBM Security / © IBM Corporation 2025

i 4

: J u pyte r ’ (!./ Azure Machine Learning
vertex.ai Amazon SageMaker
I Cloud Compute
Run
Experiments Output
Model Files
miflow . ¥
125
y m Azure Blob
A vertex.ai ‘ . Storage
L Azure Machine Learning Amazon S3 e
Amazon SageMaker| Google Cloud Storage
Model Registry Model Artifact Storage
Register best
model(s)

ML Training Environment
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Model Theft

REST ) *

API

ML Production
Environment

Deploy
Model

— Jupyter

Run

P>

° [
i P
08
(./ Azure Machine Learning

vertex.ai

Cloud Compute

Amazon SageMaker

Experiments

k1

Attacker

IBM Security / © IBM Corporation 2025

Model Recon

17/ i
&

vertex.ai

Azure Machine Learning
—

Amazon SageMaker

’ .
Model Registry

Output
Model Files

Azure Blob
Storage

Google Cloud Storage

Amazon S3

Model Artifact Storage

Register best

model(s)

ML Training Environment
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Model Theft

¥

Z Jupyter —,—>

° [
(i P
08
c./ Azure Machine Learning

vertex.ai

Amazon SageMaker

AP . . Cloud Compute
un
: ' Output
ML Production Experiments l_Moduelpg[les
Environment mlflow' i +
:'./ Azure Blob
Dep [Oy A vertex.ai Storage
Model L1 | feurevachine Leaming Amazon S3 e
[“‘ Model Recon | [[Model Registry Model Artifact Storage
— .
. — Register best
Attacker model(s)
Download
S —— Model ML Training Environment o




Model Theft - Impact

IP Theft

Model Extraction & Replication

Adversarial Attacks & Evasion

Compromise of System Security

Competitive Intelligence & Strategy Analysis

H. Backdooring
|
|

=]

Attacker Stolen
Model Artifacts
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Model Poisoning — Code Execution

REST ) *

API

Environment

ML Production

k1

Attacker

IBM Security / © IBM Corporation 2025

Deploy
Model

— Jupyter

I vertex.ai

Run

° [
i - &
08
(./ Azure Machine Learning

Cloud Compute

Amazon SageMaker

Experiments

mliflow
A

Azure Machine Learning
—

Amazon SageMaker

Model Registry

Output
Model Files

g:/:

vertex.ai

<<

Amazon S3 e

Azure Blob
Storage

Google Cloud Storage

Model Artifact Storage

Register best
model(s)

ML Training Environment
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Model Poisoning — Code Execution

— Jupyter

° [
i - &
08
(./ Azure Machine Learning

vertex.ai Amazon SageMaker
REST ) * I
API o Cloud Compute
: ' t Output
ML Production Experiments |_ModelpF[les
Environment mlflow i 1
? Azure Blob
DG,O loy A vertex.ai < Storage
MO de[ ——— Azure Machine Learning Amazon S3 e
1@ Amazor-l SageMaker| Google Cloud Storage
[“‘ Model Recon | | Model Registry Model Artifact Storage
. — Register best
Attacker model(s)
(aSacty /@ M Coportion 2025 ML Training Environment .




Model Poisoning — Code Execution

REST

API

ML Production
Environment

¥

A

— Jupyter —I—»

Run

° [
(i P
08
(./ Azure Machine Learning

vertex.ai

Amazon SageMaker

Cloud Compute

Experiments

Output
Model Files

mlflow" (i

i v
y m Azure Blob
D@,O loy A vertex.ai <+ Storage
MOde[ — -AzureMach\'neLeamlng Amazon S3 e
[w‘ Model Recon | |[Model Registry Model Artifact Storage
_ .
. — Register best
Attacker model(s)
Download
S —— Model ML Training Environment 44




Model Poisoning — Code Execution

REST ) *

API

ML Production
Environment

Deploy
Model

Modify

Model ’

— Jupyter —l—>

° [
i A
' LN ]
(.'/ Azure Machine Learning

vertex.ai

Cloud Compute

Amazon SageMaker

Run
Experiments Output
l_/\/lo del Files
mlflow" (i ¥
4 Azure Blob
A vertex.ai < Storage
| Azure Machine Learning Amazon S3 e
Google Cloud Storage

Amazon SageMaker

Model Registry

Model Artifact Storage

Register best

model(s)

w—— Artifacts
Attacker
Upload
1BM Security / © IBM C tion 2025 mOdlfled

artifacts

ML Training Environment
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Model Poisoning — Code Execution

.¢

Environment

ML Production

k1

Attacker

IBM Security / © IBM Corporation 2025

Deploy
Model

— Jupyter

I vertex.ai

Run

° [
i - &
08
(./ Azure Machine Learning

Cloud Compute

Amazon SageMaker

Experiments

mliflow
A

Azure Machine Learning
—

Amazon SageMaker

Model Registry

Output
Model Files

g:/:

vertex.ai

<

Amazon S3 e

Azure Blob
Storage

Google Cloud Storage

Model Artifact Storage

Register best
model(s)

ML Training Environment
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Model Poisoning — Code Execution - Impact

| </>

Deployment
Endpoint

Unauthorized Access and Use

Data Exposure

ri Model Theft

Attacker Model Tampering

Infrastructure and Lateral Movement
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Model Formats —
Support Code Execution on Load

20 1] DS 1 | DO [ DS 4 | DO [ ) DS (4 | DO [ ¢
[ = d [ & d [ o -0 [ = d [ & d [ & -0 { = d

o
B
A
d
F
!
'
s
21
!
'
!

(*)
TorchScript Ker

https://|frog.com/blog/from-mlops-to-mloops-exposing-the-attack-surface-of-machine-learning-platforms/

Pickle s H5 SavedModel

g

18
18
|8
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Creating Malicious Models tor Code Execution

« MaliciousPickles - https://github.com/coldwaterg/MaliciousPickles
« Charcuterie - https://github.com/moohax/Charcuterie
* Fickling - https://github.com/trailofbits/fickling

« HiddenPickle - https://github.com/hiddenlayerai/HiddenPickle



MLOKIt

github.com/xforcered/MLOKit

INFO: Performing download-model module for sagemaker
INFO: Checking credentials provided
SUCCESS: Credentials are valid

Model Name |

Creation Date

1/22/2025

employee-salary-model |

INFO:| Downloading model artifacts
[*] INFO: Model artifacts location

s3://sagemaker-us-east-2-339713155979/Canvas/default-20250121T171825/Train;
1/model.tar.gz

[*] INFO: Checking access to S3 bucket with name: sagemaker-us-east-2-3397
[+] SUCCESS: You have access to S3 bucket with name: sagemaker-us—east-2-3i

[*] INFO: Listing all files in prefix of: Canvas/default-20250121T171825/T:
-t1-1/

Canvas/default-20250121T171825/Training/output/Canvas1737498359380/sagemak

[*] INFO: Downloading file at: Canvas/default-20250121T171825/Training/outj
.tar.gz

[+] |SUCCESS: model.tar.gz written to: C:\Demo\MLOKit-0iEJQGbz
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>

REST API Abuse
Conduct actions
programmatically

0 =

Authentication
API Key, Access
Token, Security
Creds, User/Pass

9 Modules

Recon, Training Data
Theft, Model Theft,
Model Poisoning,
Notebook Attacks

5 Supported Platforms
Azure ML, BigML,

Vertex AL, MLFlow,
SageMaker
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MLOKIt - History

Initial Release

:Jan 2025

V1.0
ShmooCon

NEW Platforms
NEW Modules

Bug Fixes

:June 2025

V1.1



Demos:
Attack
Scenarios
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Obtaining Credentials

File Shares

Intranet Sites (e.g., internal wikis)
User Workstations

Social Engineering

Public Resources (e.g., Code Repos)
Unauthenticated Access

Public Data Breach Leaks

4 N\ /7 MLTraining

Infra Attacks

E@ e :
= > §:::E§

Retrieve user T
credentials ML Training

\_ Y, \ Infrastructure /
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This research focuses
on attack paths
possible from here




Demos: Attack Scenarios

#1: MLFlow - Initial Access and Model Theft from Model Registry



e
F1 "

Attacker Phishing

\_ Initial Access)

Active Directory
Compromise

/ Lateral Movement \

J — &

Data Scientist Dump

\\User Workstation Credentials /
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'

Azure Machine Learnin

/—»: jupyter e mlflow

Extract
MLFlow
Credentials

Gain Access
to MLFlow

Azure MgL
wcess ML Training Environment

=

Model

Regist

~

iy




k1

Attacker
Demo

/ —>_ Jupyter ——» mlflow‘ \
Extract Gain Access

MLFlow
Credentials to MLFlow

A =

Azure Machine Learning M O d e I.
Azure ML Registry
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Command Prompt

C:\Demo>|



Demos: Attack Scenarios

#2: SageMaker - Lateral Movement from SCM System to Cloud Compute



4 )

k1 s J

Azure DevOps

. — PhIShln Discovered PAT . . )
AttaACker & for Azure DevOps Mpdn‘y Ml‘.PrOJeC.t file
. In repository with
\Initial Access / reverse shell code
I
Updated
S g A MLProject
= < file pulled in
Reverse ) " via MLOps
She“ mazon >SageMaker automatlon

\_ ML Training Environmentj
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k1

J

Azure DevOps

Modify MLProject file

AttaACker - it ith
in repository wi
Demo reverse shell code
I
Updated
== 4 ) MLProject
: - 4 file pulled in
SVerse Amazon SageMaker via MLO'OS
Shell automation
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\_ ML Training Environment)
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‘Clone ML training
code repo using
stolen PAT




Demos: Attack Scenarios

#3: SageMaker - Lateral Movement to Cloud Compute using Malicious
Lifecycle Configuration



Search for ML Training

AWS security N\ Environment
ri credentials . 0 » @
GitHUb C t . .
——— AWS Credentials |, Teq © Lifecycle Config
Attacker aliClous with reverse shell
4 Lifecycle
\External Recon / Config

O
Restart Notebook
Instance

= B
Reverse
Amazon SageMaker

Shell \ Cloud Compute /
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ML Training
Environment

10

Create Lifecycle Config
Attacker Demo Malicious with reverse shell
A Lifecycle
Config

O
Restart Notebook
Instance

=
Reverse
Amazon SageMaker

Shell \ Cloud Compute /
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T om0 e

C:\Demo>




Demos: Attack Scenarios

#4: SageMaker - Model Theft from Model Registry



Search for
AWS security

-

credentials

Attacker
A

>

A/ GitLab

~N

MTraining Environmen

AWS Credentials

\External Recon/

Gain Access to
SageMaker

g

Amazon SageMaker

Model Registry

|
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Model Theft

Amazon S3

Model Artifacts

o /
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MTraining Environmen

D e m O Amazon SageMaker
Model Registry

|

Amazon S3

Model Artifacts

o /
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Attacker
A

Model Theft
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C:\Demo>




Demos: Attack Scenarios

#5: SageMaker - Model Poisoning to gain Code Execution



Overwrite — .
Downloaded MTralnlng Environmen

Model Artifacts _\\ &
8D pemo
Attack / Amazon SageMafker
e Model Registry

Reverse shell l

code

Amazon S3

Model ?rtifacts
Upload Poisoned Model \ /




C:\Demo>|

Showing model
artifacts of model
we previously
downloaded



Demos: Attack Scenarios

#6: Azure ML - Model Poisoning to gain Code Execution



Azure Device

Attacker
A

Code Phishi%_>

4 )

O
N

MTraining Environmen

e e .
Data Scientist

\Initial Acc2955/

REST API
Access with
Access Token

~ &
Azure Machine Learning

Model Registry

|

Download Model

Azure Blob
Storage

Model Artifacts
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Upload Poisoned Model
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MTraining Environmen

&

D emao Azure Machine Learning
Model Registry

|

,SAzure Blob
Download Model rorage

Model ?rtifacts
— /
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[ C:\Users\hawk\Desktop\Demo.txt - Notepad++ - X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
° s @| (Rl i@ % = EEEDBA ®| [ )

1Demomu’a el ¢ |

| ===Azure ML=== »

} MLOKit.exe check /platform:azureml /credential:$CRED

o°

) MLOKit.exe list-projects /platform:azureml /subscription-id:47c5aaab-dbda-44ca-802e-00
/] MLOKit.exe [list-models /platform:azureml /credential:%$CRED% /subscription-id:47cb5aaab-
9 MLOKit.exe download-model /platform:azureml /credential:%CRED% /subscription-id:47cbaa

| MLOKit.exe poison-model /platform:azureml /credential:%CRED% /subscription-id:47cbaaab

\
1

\

|

1 4 ﬂrj
1 5 8
\

|

\

1

v
< >

Normal text file length : 886 lines: 28 Ln:7 Col:12 Pos:206 Windows (CRLF)  UTF-8 INS



Protecting ML
Training
Environments




Users

Use password management system

Separate admin account

Additional monitoring controls

Security Awareness Training

MFA enabled and in use

PATs with expiration dates

00 & T jupyter
O

Amazon S3

miflow
Azure Blob

Storage
Amazon SageMaker
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Notebook Environments

Password protect notebook

IP address restrictions

Limits to kernel execution times

Use virtual environment

Run as non-root account

No cleartext credentials/secrets

jupyter
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Cloud Compute

Enable auto-shutdown and auto-start schedule

Delete compute if no longer needed

Disable unneeded services

Configure role-based access

ml Microsoft
Wl Azure

o

Amazon
EC2
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Model Artitact Storage and Registry

IBM Security / © IBM Corporation 2025

Cleanup/delete old model artifacts

Restrict access to backend storage

IP-address restrictions

Enable logging and apply detection rules

Implement model integrity verification

&

Azure Machine Learning
Amazon S3

miflow
Azure Blob

Storage

Amazon SageMaker
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Detection Guidance — Summary

Azure ML Detections Dataset Poisoning

https://github.com/h4wkst3r/KQL-Queries Dataset Recon
Dataset Theft

Model Poisoning
Model Recon
Model Theft

SageMaker Detections Model Poisoning

https://github.com/h4wkst3r/CloudTrail-Queries Model Theft
Malicious Lifecycle Config
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Detection Guidance —
Azure ML Model Poisoning

F1

.
Attacker

A

Azure Machine Learning

AmlModelsEvent

MICROSOFT.
MACHINELEARNINGSERVICES/
WORKSPACES/Models/READ

StorageBlobLogs

AmlDataStoreEvent

PutBlob AND
GetBlob
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MICROSOFT.
MACHINELEARNINGSERVICES/
WORKSPACES/DATASTORES/
READ
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Detection Guidance —
SageMaker Model Theft

F1

.
Attacker

:

Amazon SageMaker

ListModels

GetBucketVersioning

DescribeModel

GetObject




Detection Guidance —
SageMaker Model Poisoning

k1

- (3]

.
Attacker

Amazon SageMaker

ListModels

GetBucketVersioning

PutObject

DescribeModel

GetObject




Detection Guidance —
SageMaker Malicious Litecycle Configuration

k1 - (2]

e
Attacker Amazon SageMaker
ListNotebookInstances StartNotebooklInstance
UpdateNotebookInstance StopNotebookInstance

CreateNotebookInstancelifecycleConfig
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Detection Guidance — MLFlow

miflow

.
Attacker

/api/2.0/mlflow/model-versions/search /get-artifact

grep -1 /api/2.0/mlflow/model-versions/search access.log
p/2025:20:59:42 -0500] "GET HTTP/1.1" 200 904 "-" "MLOKit-e977ac02118a3cb?]
p/2025:20:59:42 -0500 HTTP/1.1" 200 904 "-" "MLOKit-e977ac02118a3cb?

-1 /get-artifact access.log
:21:05:59 -0500] "GET ?path=ElasticNet/code/data.py&run_id=f0b129a5e11c4bb6b1c0459a2f5ae7f6 HTTP/1.1" 200 0 "-" "MLOKit-e9

:21:06:00 -0500] "GET ?path=ElasticNet/code/params.py&run_id=f0b129a5e11c4bb6b1c0459a2f5ae7f6 HTTP/1.1" 200 0 "-" "MLOKit-e
:21:06:01 -0500] "GET ?path=ElasticNet/code/train.py&run_id=f0b129a5e11c4bb6b1c0459a2f5ae7f6 HTTP/1.1" 200 0 "-" "MLOKit-e9
:21:06:01 -0500] "GET ?path=ElasticNet/code/utils.py&run_id=f0b129a5e11c4bb6b1c0459a2f5ae7f6 HTTP/1.1" 200 0 "-" "MLOKit-e9
:21:06:02 -0500] "GET ?path=ElasticNet/conda.yaml&run_id=f0b129a5e11c4bb6b1c0459a2f5ae7f6 HTTP/1.1" 200 0 "-" "MLOKit-e9773
:21:06:02 -0500] "GET ?path=ElasticNet/input_example. json&run_1id=f0b129a5e11c4bb6b1c®459a2f5ae7f6 HTTP/1.1" 200 0 "-"

:21:06:03 -0500] "GET ?path=ElasticNet/model.pkl&run_id=f0b129a5e11c4bb6b1c0459a2f5ae7f6 HTTP/1.1" 200 0 "-" "MLOKit-e977ac
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Conclusion
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Conclusion
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environments understand access to these
contain highly these systems environments
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business critical protect them significant
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