
Kirils Solovjovs & Iceman  ·  Heidelberg 2025

Decoding RFID

Kirils Solovjovs & Iceman
Heidelberg, June 2025

A comprehensive overview of security,
attacks, and the latest innovations
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Who is Iceman?

Been hacking RFID systems over a decade

Loves open source!

Uses 4 spaces instead of <tab>
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● Kirils is a hacker of:
– Network flow analysis & RE
– Social engineering
– Red Teaming & physical

● https://kirils.org/
● @k@chaos.social

● Likes bullet points
● Uses tabs, a single space, and 

zero spaces
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Outline
● Why?
● Where?
● How?
● Overview?
● Secure?
● Attacks?
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Why is it relevant ? 
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While precise numbers are elusive without detailed 
industry reports or databases, 

it is reasonable to estimate that there are
hundreds of billions of RFID tags in use globally

That’s a lot of tags
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Where is RFID used?
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Where is RFID used?
● Machine readable 

document
● Car immobilizer system
● Payment system
● Entry system, 

Membership cards,  
hotel room

● Access control system,  
(badge systems, gate 
systems)  
– usually together with 

biometric system
● Ticket system, Public 

transportation, events
● Logistic system, Luggage / 

consignment tracking
● Toll collection system
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Where is RFID used?
Machine readable documents, like passports!
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Where is RFID used?
Car immobilizer systems
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Where is RFID used?
Payment systems
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Where is RFID used?
Entry systems, membership cards, hotel rooms
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Where is RFID used?
Access control system, badges badges badges



Kirils Solovjovs & Iceman  ·  Heidelberg 2025

Where is RFID used?
Ticket system, public transportation, events
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Where is RFID used?
Logistic system, luggage/consignment tracking
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Where is RFID used?
Toll collection systems
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How does it work?
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Layer model of RFID systems

Source: A Model-Based Methodology for Real-Time Verification and Optimization of UHF RFID Systems
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Reader
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Tag
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Air Interface

RFID works 
with 
Induction
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Overview 
of

RFID technology
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Different RFID technologies
● Low frequency (LF) 
● High frequency (HF)
● Ultra high frequency (UHF)
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Low Frequency
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Low Frequency
● Simple IC’s*
● Tag Talks First (TTF)
● One-way comms*
● Old technology
● Short Range
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Low Frequency
*exception

Hitag Family
uses crypto
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Low Frequency – attacks
● Clone
● Simulation
● Replay
● Hitag2 Crypto broken
● Weaponized readers
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Low Frequency standards
● AWID

● COTAG

● DESTRON (FDX)

● EM

● FDXB

● Gallagher

● Guardall

● HID
● HITAG2/1/S/μ

● IDTECK

● Indala

● ioProx

● Jablotron

● Keri

● Motorola

● NEDAP

● Nexwatch

● Noralsy

● Pac/Stanley
● Paradox
● Paxton
● Presco
● Pyramid
● Securakey
● Texas Instrument
● T55xx
● Viking
● Visa2000
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High Frequency
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High Frequency
● Complex IC’s
● Advanced Crypto
● Digital Signatures
● Range 10 cm – 60 cm
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High Frequency – NFC
● Near Field Communication
● NFC != RFID
● NFC is a subset of RFID

– NDEF protocol
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High Frequency – NFC
● NDEF – NFC Data Exhange Format
● Which is a binary protocol 

– NDEF Messages 
– Which contains NDEF records
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NDEF
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High Frequency – attacks
● Clone
● Simulation
● Replay
● Relay

● Sniffing
● Crypto attacks
● Weaponized readers
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High Frequency standards
● ISO15693
● Cipurse
● eMRTD 
● FeliCa
● Fido
● Fudan (!mfc)

● HID iCLASS
● Legic
● LTO
● MIFARE Classic
● MIFARE 

Ultralight
● MIFARE Plus

● MIFARE DESFire
● NTAG424
● HID SEOS
● ST25
● Texkom
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Ultra High Frequency
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Ultra High Frequency
● Long distance 1m – 100m
● Radio transmission

– non-inductive
● Fast communications
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Source: arcantenna.com
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Ultra High Frequency – attacks
● Cloning
● Simulation
● Sniffing
● Crypto attacks
● Weaponized readers

● DDoS – by spamming 
messages

● UHF Kill – destroy tags
– The system must have 

knowledge of important 
key

– What if you extract the 
KDF and the master 
keys?
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Ultra High Frequency – weaknesses
● What can an attacker do?

Send a bunch of “kill tag” commands  (EPC Gen 2)
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Secure enough?
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RFID protection & encryption
● Read-only cards
● Program them once and then lock down the card

– i.e.: No more Write or Erase possible.
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RFID protection & encryption
● Imagine a RFID card as a USB memory stick
● Encrypt the data at rest
● Use encrypted communications
● Use CMAC/HMAC
● Out of the box – MIFARE DESFire or HID SEOS
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Cryptographic key management
● Use diversified keys

– key diversification functions (KDF)
– rolling-key

● Per Card
● Per Site
● Secured with a Secure Element
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RFID protection & encryption

If you are NOT doing it,
You are doing it WRONG!
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OTP
● One Time Programmable field
● Usually allows for a bit to be cleared 

and never set again
● Use authentication when writing
● Suitable for allowing X number of uses
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RFID encryption
● DES/3DES/AES or 

running custom crypto
● General rule

– Use the highest crypto 
your system can handle

● Rule #2
– Backwards compatibility 

sucks

● Rule #3
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Elliptic signatures
● Good for validating but is slow
● NXP Originality Signature

– Determine a genuine NXP tag
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Attacks!
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Documented attacks
● Card cloning

– Magic cards
– Genuine cards
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Magic cards
● Mifare Classic Gen4
● Car Key Fob

– Xhorse
● Targeted russian design

● No magic desfire
● No magic SEOS
● No magic hitag

● Creating a magic card
– 10-100k USD
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Emulation
● Emulation

– Chameleon Ultra
– Flipper zero
– Proxmark3
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HID Cloning
● HID, easy clone

– Flipper Zero
● NARD
● HID SAM
● Seader / picopass app

– Proxmark3 rdv4
● HID SAM

https://gist.github.com/kitsunehunter/c75294bdbd0533eca298d122c39fb1bd
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Reader attacks
● Weaponized readers

– Implants
– Decoys
– Door simulators
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Reader attacks
● Implants

– Tastic RFID Thief (Fran Brown)
– Wiegotcha (Mike Kelly)
– ESP-RFID-Thief (Corey Harding)
– Tusk (TeamWalrus)
– BLEkey (Mark Baseggio, Eric Evenchick)
– Espkey (Octosavvi)
– The Tick (Jacob Kramarz, Julia Zdunczyk)
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Reader attacks – decoys
● Decoys

– Doppelgänger
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Reader attacks – simulators
● Door simulators

– EvilDaemond
– Paxtogeddon-Reader
– Custom user builds
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Relay attacks
● Relay attacks

– EMV
● Payment village 

– PACS
● Cardhopper
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Crypto & 
side-channel 

attacks
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Crypto & side-channel attacks
● Crypto & side-channel

– MIFARE Classic 
backdoor

– KDF attacks
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MIFARE Classic backdoor
MIFARE Classic 
backdoor found in the 
notorious static 
encrypted nonces cards 
from FUDAN.

● Philippe Teuwen
● Helpful users from the 

community
● Great paper, read it!
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MIFARE Classic backdoor
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KDF attacks
Key Diversification Functions (KDF) 

Generating diversified keys / site / card is a common 
practice but what happens if they are figured out?

Most noteable: Dorma Kaba Saflok KDF
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KDF attacks
● Key Diversification Functions
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Tear-off attacks
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Tear-off attacks
● ST25TB Counters
● Picopass / iClass
● Ultralight Ev1 counters
● EM4305
● T5577
● ...
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Tear-off attacks – ST25TB counters
● Public transportation
● STICC talk
● Gentil Kiwi’s device

● Consequences?
– Many many rides.

This also spiked interest 
from coffe drinkers in 
Italy...  

– Coges vending 
machine... 
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ICLASS tearing
● Tearing means cutting the field at very specific 

timings and observe what happens...
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HF ICLASS TEAR
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E-purse tearing
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E-purse tearing
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Config block tearing
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Config block tearing
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Config block tearing
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Config block tearing
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Config block tearing
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Config block tearing
Fuse is now 0xBC
                    
0x3C = 00111100
0xBC = 10111100
0xAC = 10101100
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Config block tearing
We can now read 
out ALL of the 
memory without 
authentication
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Config block tearing
Even the diversified 
keys
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Config block tearing
● From here you can 

extract the FC / CN
● You can always read 

card since you got the 
diversified key

● You can run “hf iclass 
unhash”



Kirils Solovjovs & Iceman  ·  Heidelberg 2025

Config block torn… what now?
● And bruteforce the 

master key
● Hashcat for the win!
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How do we apply the attacks?
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Stealth
● Approach naturally
● Conceal reader
● Conceal tag/device

– Ring-form-factor tags
– Chip implants

● Use long-range readers or relay attacks
– Door-frame antennas
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Attack classes
LF HF UHF

Cloning x x x

Simulation x x x

Replay x x

Relay ~ x

Crypto x x x

WepoReader x x x

Sniffing x x x

DDoS x

Kill x
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Applied attacks – Cloning
● getting keys

– req: crypto attacks

● reading memory
– req: antenna and a reader

● writing a card
– req: writeable card

● visually faking a card
– microwave
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Applied attacks – Simulation
● getting keys

– req: crypto attacks
● reading memory

– req: antenna and a reader
● simulating

● req: tag simulator
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Applied attacks – Replay
● sniffing & storing air comms

– req: reader
● replaying air comms

– req: reader
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Applied attacks – Relay
● „forwarding” radio comms over long distances

– req: specialized device (hw/sw)
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Protections
● Timing boundaries, distance bounding protocols
● Magic and cloned card detection

– custom commands
– writing protected memory

● Faraday bags
● Custom frequency systems
● Bruteforce protections
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Beginning of RFID phaseout?
● In some applications being replaced by more 

versatile protocols
– Bluetooth, BLE
– LoRa
– Zigbee
– WiFi
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Beginning of RFID phaseout?
● This means RFID hacking is just one part of a whole 

eco system of software to hack.
● Cards are here to stay for many years to come
● Why?
● Because they are practical, just like cash.
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Tools
● iPhones suck; Android phone + MCT app
● Cheap Proxmark3 Easy 512kb
● Flipper Zero + NARD / SAM
● Magic cards – different tech for different situations
● Cheap genuine reader
● Door simulator!
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Conclusion
● RFID hacking is easy to get started today with but it 

escalates quickly
● Join a bug bounty program

– Hack without risk
● Responsible disclosure ( 90 day rule )
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Thanks!
The RFID hacking community has some brilliant minds. 
Our shoutouts to Doegox, ATK, NP0, NVX, Bettes, 
GentilKiwi, Merlokk, Sentinel.

Iceman’s shoutout to Team:DumpsterFire
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Q & A
https://chaos.social/@k | https://kirils.org/
https://x.com/herrmann1001
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