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The backstory







nOAuth

Disclosed by Omer Cohen of Descope on June 20th, 2023

Vulnerability in apps using OpenID Connect with Entra ID

Vulnerability is rooted in identity anti-patterns for OIDC

Vulnerable applications allow for takeover (impersonation) of 
any user in the application if you know the target email address

Cross-IdP attack



June 20th, 2023

Descope disclosed nOAuth

Today

Timeline



WHO CARES



https://msrc.microsoft.com/blog/2023/06/potential-risk-of-privilege-escalation-in-azure-ad-applications/



https://msrc.microsoft.com/blog/2023/06/potential-risk-of-privilege-escalation-in-azure-ad-applications/







June 20th, 2023

Descope disclosed nOAuth

TodayJune 2023

nOAuth declared “fixed”

July 11th, 2023

Storm-0558 Incident

Timeline



WHO CARES



New research into nOAuth



nOAuth



Descope focus

Using Adobe as an example, it is not vulnerable to nOAuth

1. Legitimate user authenticates 

with Google

2. Attacker configures attack Entra 

tenant

3. Attacker authenticates with Entra 

with unverified email attribute

4. Application account merge logic 

does not verify email ownership

5. Attacker overtakes account with 

a cross-IdP type attack



Descope focus

SaaS Application

eric@fabrikam.com

Google account

eric@fabrikam.com

Entra account

eric@fabrikam.com

Account merge logic
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SaaS Application

eric@fabrikam.com

Google account
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Account merge logic



Building on Descopes research

Using Adobe as an example, it is not vulnerable to nOAuth

1. Legitimate user authenticates 

with Entra

2. Attacker configures attack Entra 

tenant

3. Attacker authenticates with Entra 

with unverified email attribute

4. Application is not following 

OpenID Connect standards

5. Attacker overtakes account with 

a cross-tenant type attack
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The Cross-tenant attack problem



Following the OpenID Connect spec

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

App registrations and service principals

App registration

Contoso.com SaaS App

Service principal

Contoso.com SaaS App
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Following the OpenID Connect spec

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

App registrations and service principals

Contoso tenant (ISV)

App registration

Contoso.com SaaS App

Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration
Defines what the developer needs

Public or confidential client

Redirect URIs

Claims

Service principal
Security principal in consuming tenant

Customer consents to app on first use

Enables AuthN/AuthZ



Following the OpenID Connect spec

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

Multi-tenant OAuth / OIDC endpoints

Contoso tenant (ISV)

App registration

Contoso.com SaaS App

Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

Common Endpoints
Enabled multi-tenant applications

https://login.microsoftonline.com/common/oauth2/v2.0/authorize
https://login.microsoftonline.com/common/oauth2/v2.0/token

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft



Following the OpenID Connect spec

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/dd240f35-22cd-4617-9b9b-24ae1343f53d/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "BGyjX677G2J1Qwo-ceoduAu8IKyeacDf_rZPkgD-BuQ",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com
Sub:  BGyjX677G2J1Qwo-ceod…
Iss:  dd240f35-22cd…

Unique, immutable identifier



nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/dd240f35-22cd-4617-9b9b-24ae1343f53d/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "BGyjX677G2J1Qwo-ceoduAu8IKyeacDf_rZPkgD-BuQ",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Non-unique, mutable identifier



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud



Setting an unverified email addresses





Other methods for setting unverified email address

Convert guest invite to member

Hybrid synced user



Examining claims with jwt.ms



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft
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Service principal
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{
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  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]
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Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud



https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/dd240f35-22cd-4617-9b9b-24ae1343f53d/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "BGyjX677G2J1Qwo-ceoduAu8IKyeacDf_rZPkgD-BuQ",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Microsoft mitigating controls

Contoso tenant (ISV)

App registration

Contoso.com SaaS App

Concept of verified and unverified domains

Verified

Unverified

App registrations created after 

June 2023 by default have

removeUnverifiedEmailClaim: true

Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud



Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud
https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/dd240f35-22cd-4617-9b9b-24ae1343f53d/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "BGyjX677G2J1Qwo-ceoduAu8IKyeacDf_rZPkgD-BuQ",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Microsoft mitigation bypasses

Contoso tenant (ISV)

App registration

Contoso.com SaaS App

createdDateTime: 2019-06-27removeUnverifiedEmailClaim: false

Developer sets claim setting to 

false

removeUnverifiedEmailClaim: false

App was created before June 2023 

and using email claim



Researching the Entra Gallery





Microsoft Entra Gallery

1017 OIDC applications1

104 applications tested

9 applications vulnerable

11017 OIDC applications at time of research, Fall 2024



Microsoft Entra Gallery

104 applications tested

9 applications vulnerable

8.6% vulnerable



How many applications are vulnerable?

• Nobody can really know

• It’s probably more than 10

• Microsoft should know how many apps consuming using 
unverified email claim

• Consumption != vulnerable



June 20th, 2023

Descope disclosed nOAuth

TodayJune 2023

nOAuth declared “fixed”

December 3rd, 2024

Cased opened with MSRC

July 11th, 2023

Storm-0558 Incident

Timeline



The nine applications



The applications

• HRMS (human resources) platform with PII

• Redacted platform with PII

• Three knowledge sharing/collaboration platforms

• Redacted platform with 45,000+ customers (vendor claimed)

• Business coaching platform with O365 integration

• Construction site management platform

• Meeting scheduling platform with O365 integration



The application vendor response



June 20th, 2023

Descope disclosed nOAuth

TodayJune 2023

nOAuth declared “fixed”

December 3rd, 2024

Cased opened with MSRC

July 11th, 2023

Storm-0558 Incident

July 13th, 2023

CS Blog
December 2nd, 2024

Contacted

app vendors

Timeline



Application vendor response

• Quickest resolution was within one week

• Longest resolution is still ongoing

• Variation in how easy it was to report the problem

• Variation in how the vendor responded, if at all

• Some systems appear to have removed Entra integration

• Some systems have put up a paywall that prohibits testing



The MSRC Case



MSRC Case

December 3rd, 2024

Cased opened with MSRC

December 4th, 2024

MSRC acknowledgement

December 17th, 2024

Updated case with MSRC

TodayMarch 17th, 2025

Asked MSRC about case

December ??, 2024

60 points awarded

March 18th, 2025

Notified MSRC of CFP submission

March 19th, 2025

60 points removed?

March 19th, 2025

Asked MSRC about case

April 18th, 2025

MSRC closed case

No details provided

April 30th, 2025

Contact

MSRC Listens

June 20th, 2025

Receive some

Information from

MSRC



Defense and Mitigation



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Mitigation and defense: Customer side



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Mitigation and defense: Customer side

Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Conditional access

Authentication/MFA requirements

Defender for Cloud Apps / CASB

Bypasses defenses



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Mitigation and defense: Customer side



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Mitigation and defense: Customer sideMitigation and defense: Customer side

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

SaaS Security Posture Management (SSPM)

Browser Extensions



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Detection: customer side



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Detection: customer side log correlation

Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Entra Sign-in Time App Sign-in Time

eric@fabrikam.cloud 2025-06-11T14:05 eric@fabrikam.cloud 2025-06-11T14:05

bill@fabrikam.cloud 2025-06-11T15:03 bill@fabrikam.cloud 2025-06-11T15:03

eric@fabrikam.cloud 2025-06-11T15:04

melissa@fabrikam.cloud 2025-06-11T16:30 melissa@fabrikam.cloud 2025-06-11T16:30



Abusing a nOAuth vulnerable app

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Contoso tenant (ISV)Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

App registration

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

{
  "typ": "JWT",
  "alg": "RS256",
  "kid": "YTceO5IJyyqR6jzDS5iAbpe42Jw"
}.{
  "aud": "cb3ece00-7fca-4b1e-956c-c1f24f2f5360",
  "iss": "https://login.microsoftonline.com/11ae06df-10e8-4b9e-bf66-2a91f4955339/v2.0",
  "iat": 1737485278,
  "nbf": 1737485278,
  "exp": 1737489178,
  "aio": "AWQAm/8ZAAAA/",
  "cc": "CgEAEh1tMzY1eDQzNzgwMjE1Lm9u:
  "email": "eric@fabrikam.com",
  "nonce": "123",
  "rh": "1.AXEBNQ8k3c0iF0abmySuE0P1PQDOPsvKfx5LlWzB8k8vU2BxAVBxAQ.",
  "sub": "tEG3ba-746OF-jzR8lMNbSd9Jw6FXRZysSRukDdpStU",
  "tid": "dd240f35-22cd-4617-9b9b-24ae1343f53d",
  "uti": "PO19Q_OFGkqt29gf0ZHjAQ",
  "ver": "2.0"
}.[Signature]

ID token from Entra

Contoso.com SaaS app user table

User: Eric
Mail: eric@fabrikam.com

Evil tenant

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

UPN: eric@evil.cloud

Detection: customer side log correlation

Fabrikam tenant (Consumer)

Service principal

Contoso.com SaaS App

User: Eric

Mail: eric@fabrikam.com

https://www.contoso.com

Contoso SaaS App Sign-in

Username

Password

or

Sign in with Microsoft

Entra Sign-in Time App Sign-in Time

eric@fabrikam.cloud 2025-06-11T14:05 eric@fabrikam.cloud 2025-06-11T14:05

bill@fabrikam.cloud 2025-06-11T15:03 bill@fabrikam.cloud 2025-06-11T15:03

eric@fabrikam.cloud 2025-06-11T15:04

melissa@fabrikam.cloud 2025-06-11T16:30 melissa@fabrikam.cloud 2025-06-11T16:30



Mitigation: Vendor / developer side

Fix your application

Check app reg for removeUnverifiedEmailClaim

Test your application

Test your application

Fix your application

Test your application

Fix your application

Test your application



removeUnverifiedEmailClaim



removeUnverifiedEmailClaim



removeUnverifiedEmailClaim



removeUnverifiedEmailClaim



Userinfo endpoint

Includes unverified email



New nOAuth blog post

https://sl.entra.ms/noauth



Key takeaways



Key takeaways

nOAuth is extremely dangerous

nOAuth will continue to exist

Customers of vulnerable apps have no real protection

https://sl.entra.ms/noauth



Questions?

@ericonidentity@infosec.exchange

@ericonidentity

/in/ericonidentity

@ericonidentity.com
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