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Secure Page Table Monitor and Trusted Execution Monitor

Secure Page Table Monitor (SPTM) and Trusted Execution Monitor (TXM) on iOS, iPadOS,
macOs, and visionOS are designed to work together to help protect page tables for both
user and kernel processes against modification, even when attackers have kernel write
capabilities and can bypass control flow protections. SPTM does this by utilizing a higher
privilege level than the kernel, and utilizing the lower privileged TXM to actually enforce the
policies that govern code execution. This system is designed so that a TXM compromise
doesn't automatically translate to an SPTM bypass due to this privilege separation and the
governing of trust between them. In the A15 o later and M2 or later SOCs, SPTM

(in combination with TXM) replaces the PPL, providing a smaller attack surface that
doesn't rely on trust of the kernel, even during early boot. SPTM relies on new silicon
primitives that are an evolution of the Fast Permission Restrictions that PPL utilizes, and
are available only on the processors listed in the table above.




































































































$
% & '
) * *
+ I+ I+" +++ #
%,*)# - ./ /1.0.*x"1!
! #
2#
% & 31)
) * *
! "+ ]
2#
% & 'J.
) * *
!
2#

2



%&







J*J] [+5 00+1 6 # "T* 7 1.06 " 220 J .
+ 5 0)/5(/8 8* 16+ )/l5 6 #(8/*2













o6!'(** ++ 95. 5. +*9 (*:0.* 00 6 (+* /5 + ! 8( 22 6 5 <<= +*i<<=;
o6!'(** ++ 9 (*: +*95.5:0.* 00 6" (+* 1//5 + ! 8( 22 6 5 <<= +* <<=
0 6!'(057 ++ 95.5:= +*9 (*:= + .1**05 95. 5: +*9 (*: 0. 0 >+ 6 (+ *1/5
0 6!'(057 ++ 9 (*:= +*95.5:= + [*05 9 (*:+*95.5:0.* 0 >+ 6" (+ *U/5










$# % &#




o




o


























































"5*75.5  "B*7 ?2*x) x5 1/ 0 [* A7 ++ ".@7 *!
*(( AFT7/ 1 ** 00.J+1* 00./+1* 00507 00507 +/**7 +/*5 00507 ) /
000 + *./7/ 00 8 *77/ 00* 007/ J+1* 007/ J+1*  + 1 *7/ @* 1+..J*
1+. /4 5(1 1*"18 01 ./l /| ** "A"51**) 1+ "51* %) 8 *7"51* %) g
"“G1* %) 8§ 75 “"B1*.*) 8 *75 . @ "155%/". +"155* [+ * "1* "155* [+ * "1*
55) * 77/ ( 0.67 (57/ .151*88 5@ 7/ ( .J.0/.11% (0/.J
JB*TI J*GXTI 5.5 HIL*T * X7 F[L*T 1¥) K[L*T 1%) 5 [*/1*7 [ 70*
PILXT*%) (8 FIL*T LS. @ . +1* . 41* 7/ ¥ “[+00/*1 */* ([ 07
S (% ((F (51+++++2%)+8%5) 5¥) 4/ *1"+ 0/ (U *.J+.0
5% *1) F@*1**.J PF@*7/ ! *( 1+.1 *( 50! *(( 8/8! *( (15* !

L *%( 7/ %( +. 1(BT 518 VT K() I8 . AFVHT+  +

|[+(7+ +7?*)1[+(75. 5+
8( /* 85*8% ** ((1/ *,
8.10& (* /*.5 /) (J701]
) 55Y00/*1 */7/) /8).().
< (F152*%) 5/+ |57 (,)+ 0*0
@+*/l @) /18/*@7)
5. % J(*.J5 */(*/5 "5
(5!*) (57 .1/ (57
(0 *(00.67(0 7/ (+ (*(+ (* ( 8/*1 */( 8 ( 851 @2%)(.

("5*( 7/ (15056 /( [+0).*. /1" @10//.(+ 7/ 1 "7/? I* /15 .JO.67.*8.
*10+* 51+0 +1/5.@0 ".@8/ 50 ".@(/*// 0 ".@0. //80 ".@ 5 /7
0 ".@ (*+(/0™ +8 0™ +8 J/ * *70 @7 7/ 0)./ 1*)0)./ .J*/1*70).*. 0.67 0).*
0!/ 770!/ 7/0 +7/ 06+ )0 06+ ).0 51+01)0.67>1 @". +

815* 77/ (*(+ 1 8™ 1 8.0 % * I*7(J* V¥T(I* 2/
N** K F(5.5/.@* |.@*@7 J@*) 180 ++ ) /8 [
+ 51+ 5. %/ 0) O** 067 . )*1* 505 + ( (

.@0100* . @0100* 5 + . . +/*/**1 @7) /8 **1 0 /5188 *./ (* 05 7+
7*(*/8 T*(* /815 * +(8* + 7/ *50)/71*5* *(0. 79100 @7 *1(0 **
(AT *I@ (8 *I@ /1.8 *7*/@ 0).*. */@ ).5*/@ *50)J7*0 1 8*















	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75

