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Entra ID: Why Bother?

» Wy Systemic Importance: As a Tier O service (ldentity Provider), compromising Entra
ID puts the entire system at risk.

» ® Cloud Accessibility: Entra ID's cloud service is globally accessible, introducing
unique security challenges.

» @ Market Penetration: Its widespread adoption makes it nearly universal,
indicating a significant reliance across companies.

» @@ Evolving Practices: The technology's novelty and complexity mean that best
practices are still forming, leading to a higher chance of misconfigurations.
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Microsoft Entra ID: Gateway to Supply Chain
Attacks on a Global Scale

DISODEY

Perceptions from Ransomware Incident Response 1-

¢ Crticy step s Lateral moyerment™

» Altackers know Active Directory
better than defenciern

Martin Haller
Microsoft Entra ID: Gateway to Supply Chain Attacks on a Global Scale

Source: https://www.youtube.com/watch?v=QF6HOA7ognk
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Where We Stand - Defenders

» MR Plenty of materials
» Entra.News (https://entra.news)
» Talks
» Research

» Y% Auditing Tools

» ScubaGear (https://github.com/cisagov/ScubaGear)
Maester (https://maester.dev/)
» BloodHound (https://github.com/SpecterOps/BloodHound)
» PingCastle (https://www.pingcastle.com/)
» PurpleKnight (https://www.semperis.com/purple-knight/)
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Where We Stand - Attackers

» ° APTs

» Antique Typhoon (Storm-0558) — stole an inactive MSA consumer signing key and used it to forge
authentication tokens for Azure AD enterprise and MSA consumer to access OWA and Outlook.com

» Storm-1084 - pivot from AD to Entra ID through Azure AD connect, mail exfiltration, mass Azure
resource deletion

» Midnight Blizzard (Nobelium) — Golden SAML, AD FS backdoor MagicWeb, DAP misuse, Enterprise
Apps misuse

» = Regular threat actors
» Need a business model

» From cookie theft to BEC - Attackers use AITM phishing sites as entry point to further financial fraud
» The Legacy Loophole - How Attackers Are Exploiting Entra ID and What to Do About It
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https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/
https://www.microsoft.com/en-us/security/blog/2023/04/07/mercury-and-dev-1084-destructive-attack-on-hybrid-environment/
https://www.microsoft.com/en-us/security/blog/search/?s=Midnight+Blizzard
https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud/
https://guardz.com/blog/the-legacy-loophole-how-attackers-are-exploiting-entra-id-and-what-to-do-about-it/

Where We Stand — My point of view

» & | see future in attacks against Entra ID

» & Defenders are hardening

» MFA
» Conditional Access Policies

Auditing tools

» Logging
» [2] With the basics covered, attackers will be forced to adjust

))
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RBAC:
Role-Based
Access
Control
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,RBAC Is a method of enforcing access controls by
assigning users to predefined roles, and associating
each role with specific permissions or privileges.”
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Entra ID - RBAC - Single pane of glass

Microsoft Entra admin center

o & ® & E w@patron-it.cz &

PATRON-IT 5RO, (PATRON-IT.CZ)

PATR sro. » Users nin MH

Admin MH|| Assigned roles

Home

What’s new

. gnments Active assignments
Favorites -

Identity ) Principal name Scope ) Start time

eviCes
Azure role

J Authentica

Identity Governance

External Identities
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Entra ID - RBAC - Admin Roles

i i T Adi trat
Microsoft Entra ID-specific roles Service-specific roles ‘eams Administrator

Partner Tier1 Support *
Partner
o Teams Communications Administrator
Partner Tier2 Support *
P Billing Administrator Administrator * ~J Azure DevOps — Azure DevOps Administrator
Teams Communications Support Engineer

i Teams

: - 3 2 Application D e
Compliance Administrator Attack Payload Author Teams Communications Support Specialist

e Sii
Compliance Data Admini: & Defender Attack Simulation Administrator Teams Devices Administrator

Cloud App Secatty Adkmlnlstraior Privileged Role Administrator o Tidoghony Alkikirator

Printer Administrator
@+ Universal Print {

Printer Technician

Global Administrator *

o - Dynamics 365 Administrator
Global Reader * entic: i X D Dynamms‘ih!i{

Dynamics 365 Business Central Administrator

Security Conditional Access Administrator *

Domain Name Administrator *

Be Po

Security Administrator * Authentication Ac
Authentication Admin © Edge — Edge Administrator

Exchange Administrator
@8 Exchange —[

Exchange Recipient Administrator

Organiza Branding Administrator Insights Administrator

Security Operator * Attribute /

Be

Tenant Organizational Me: Approver

Insights Analyst

Security Reader * Attribute

Be

Organizational Messages Writer Insights Business Leader

Attribute
Service Support Administrator y g Fabric — Fabric Administrator

v Viva

Tenant Creator Viva Goals Administrator

Attribute Hybrid Identity Administrator *

Desktop Analytics Administrator Viva Pulse Administrator

Attribut ey P ST
=) Intune Intune Administrator * User Administrator Yammer Administrator
Attribute

Windows Update Deployment Administrator {J Windows 365 — Windows 365 Administrator

Knowledge Administrator

Knowecga Meneger Source: https://fentra.news/p/entra-mind-maps

Message Center Privacy Reader

Message Center Reader

Microsoft 365 Migration Administrator

Modern Commerce Administrator

Network Administrator

Office Apps Administrator

Search Administrator

Search Editor

Usage Summary Reports Reader
Administrator User Experience Success Manager

Virtual Visits Administrator

# Power Platform —— Power Platform Administrator

Azure Information Protection Administrator
L» Purview {

ustomer LockBox Access Approver

SharePoint Administrator
& sharePoint —[

SharePoint Embedded Administrator
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Entra ID - RBAC - The reality

Exchange

Exchange Admin

) Microsoft
iy I A

Intune Intune Admin

Microsoft Entra-specific roles

Microsoft 365
Defender portal

Microsoft Defender
for Cloud Apps

ons Acdmin
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Entra ID - RBAC - Auditing tools

» ScubaGear (https://github.com/cisagov/ScubaGear)

» Maester (https://maester.dev/)

» BloodHound (https://github.com/SpecterOps/BloodHound)
» PingCastle (https://www.pingcastle.com/)

» PurpleKnight (https://www.semperis.com/purple-knight/)

@ APP SPECIFIC RBAC ISN‘T COVERED &
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RBAC:
Exchange

Exchange
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RBAC: Exchange

)) 4 Th e m ost Exchange admin center
problematic in
au d its flome N _ Recipient Management

Recipients

» Often breaks
tiering model

can add or rer admins from this

Privacy Management Investigators fp n that oup here.

Contacts Recipient Management is managemen h ! 1item

| flow
Records Management

Admin name

RIM-
M oxAdmins5dab333c7e6a4a96ba2
caB66a5e299f1

Robert Malina

app policies Security Administrator

Security Operator

Security Reader

dmin center SecurityReaders_421168135
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RBAC: Exchange

» Misconfigurations lead to:

» Lateral movement / privilege escalation: access to other mailboxes, contacts, calendars, internal
phishing

» Security alteration: audit log weakening
» Data exfiltration / BEC / ransom: forwarding rules, full access permission to mailbox

» Privileged persistence
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RBAC: Exchange - DEMO Priv. Escalation
-

Mictosoft | i1
Edge

!,
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RBAC-Exchange-1.mp4

RBAC: Exchange - Assignment possibilities

Exchange Role
(Individual Permission)

Assigneg——M8MM Direct AIssignment—)
I User
A | d I
ssigne
| | 7=

|

|

|

|

[ [ |

@Role Group () ] User arou |
(Grouped Permissions) - Role Assighment group I
|

|

|

|

|

-ﬂ Policy

Assigned

cd
| an
\ug”

A CT74

I
I
I Service Princial
| (Enterprise Application)
l

MISSING IN GUI

dmpd

User group Service Princial Mailbox

(Enterprise Application)

Visible in Exchange GUI

PATRON-IT s.r.0./ Microsoft Entra ID RBAC: The Shady Place Behind Basic Entra ID Security
O TROOPERS



RBAC: Exchange - DEMO Persistence

@ Users - Microsoft Entra admin ce: X | (3 Exchange admin center
C B ¥ ra.microsoft.com/#

adm-mh@mhlabcz.onm.
MHLAB (MHLAB.CZ)

Home
What's new
Diagnose & solve problems

Favorites F it logs

Sign-in logs
5 3 und
Identity X Diagnose and solve problem
Display name 1 User principal name 1. User type On-premises sy... Identities Company name Creation type

No

User settings
Groups
Devices
Applications

Protection noah.cartel

olivia.turn n { Member

096000000800

Identity Governance

External Identities

Show more

Protection

Identity Governance

Learn & support

https://entra.microsoft.com/#blade/Microsoft AAD_UsersAndTenants/UserManagementMenuBlade/menuld/Deleted.

@ orr

A Fw
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RBAC-Exchange-2.mp4

RBAC: Exchange - Role isn't atomic

User group
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RBAC: Exchange - DEMO Persistence (v2)
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RBAC-Exchange-4.mp4

RBAC: Exchange - Supported Application Roles

Name Protocol Permissions List Description
Application Mail.Read MS Mail.Read Allows the app to read email in all mailboxes without a signed-in user.
Graph
Application Mail.ReadBasic MS Mail.ReadBasic Allows the app to read email except the body. previewBody, attachments. and any extended properties in all mailboxes without a signed-in user
Graph
Application Mail.ReadWrite MS Mail.ReadWrite Allows the app to create, read, update, and delete email in all mailboxes without a signed-in user. Doesn't include permission to send mail.
Graph
Application Mail.Send MS Mail.Send Allows the app to send mail as any user without a signed-in user.
Graph
Application MS MailboxSettings.Read Allows the app to read user's mailbox settings in all mailboxes without a signed-in user.
MailboxSettings.Read Graph
Application MS MailboxSettings.ReadWrite Allows the app to create, read, update, and delete user's mailbox settings in all mailboxes without a signed-in user.
MailboxSettings.ReadWrite Graph
Application Calendars.Read MS Calendars.Read Allows the app to read events of all calendars without a signed-in user.
Graph
Application MS Calendars.ReadWrite Allows the app to create, read, update, and delete events of all calendars without a signed-in user.
Calendars.ReadWrite Graph
Application Contacts.Read MS Contacts.Read Allows the app to read all contacts in all mailboxes without a signed-in user.
Graph
Application Contacts.ReadWrite MS Contacts.ReadWrite Allows the app to create, read, update, and delete all contacts in all mailboxes without a signed-in user.
Graph
Application Mail Full Access MS Mail.ReadWrite, Mail.Send Allows the app to create, read, update. and delete email in all mailboxes and send mail as any user without a signed-in user.
Graph
Application Exchange Full MS Mail.ReadWrite, Mail.5end, MailboxSettings.ReadWrite, Without a signed-in user: Allows the app to create, read, update, and delete email in all mailboxes and send mail as any user. Allows the app to create, read, update, and
Access Graph Calendars.ReadWrite, Contacts.ReadWrite delete user's mailbox settings in all mailboxes. Allows the app to create, read, update, and delete events of all calendars. Allows the app to create, read, update, and

delete all contacts in all mailboxes.

Application EWS.AccessAsApp EWS EWS.AccessAsApp Allows the app to use Exchange Web Services with full access to all mailboxes.

Source: https://learn.microsoft.com/en-us/exchange/permissions-exo/application-rbactsupported-application-roles
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RBAC: Exchange - DEMO Persistence (v3)
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RBAC-Exchange-3.mp4

RBAC: Exchange - Seen in the Wild

The Evolution of
Business Email
Compromise

May 7, 2023

Introduction

Over the past months, we have provided support to multiple organizations that have
fallen victim to Business Email Compromise (BEC) attacks. In this blog we would like to
share some of the latest Tactics, Techniques & Procedures (TTPs) we observed during a
specific BEC investigation in a Microsoft 365 environment. We hope that this information

will be helpful to other incident responders and organizations working on similar cases.

Source: https://www.invictus-ir.com/news/the-evolution-of-business-email-compromise
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RBAC:
Azure

Microsoft

Azure
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RBAC: Azure

» Misconfigurations lead to:
» Lateral movement / privilege escalation: VM control, Azure Key Vault, Azure Managed |dentity
» Security alteration: log analytics retention period
» Data exfiltration / ransom: exfiltration data from DB/storage

» Privileged persistence

Source: https://www.azadvertizer.net/azrolesadvertizer_all.html
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RBAC: Azure - Default Owner Privs for Partner

Check access Role assignments  Roles Deny assignments Classic administrators

Number of role assignments for this subscription © Privileged ©

. 20 4000 1 6

View assignments

| P Search by name or emai Type : All Role : All Scope : All scopes

All (29)  Job function roles (13) Privileged administrator roles (16)

Name T Type Tl Role T
" Owner (5)
User

User

Foreign Principal for "Arrow ECS, a.5." in Role ‘TenantAdmi...

568acTf2-c2eb-4490-bbdd-02f02d343ae2 Foreign group

Service principal

User
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State : All

Scope T4

End time : All

Group by : Role

State T.

Active Permanent

Active Permanent

Active Permanent

Active Permanent

Active Permanent

Condition T

End time T

Permanent

Permanent

Permanent

Permanent

Permanent




RBAC: Azure - Lighthouse

Microsoft Azure

T copilot

i Azure Lighthouse
-

Tutornials + ca

Manage customers at scale Ask for Azure Lighthouse.

o &8 ® & B @patron-it.cz

PATRON-IT 5.R.0. (PATRON-IT.CZ}

Control service provider access

L L

View service provider offers

oa

PATRON-IT s.r.0./ Microsoft Entra ID RBAC: The Shady Place Behind Basic Entra ID Security
O TROOPERS

28



RBAC: Azure - DEMO Persistence

v \ Home - Microsoft Azure x

< > C 25 portal.azure.com/#home (A 4 o ®
Microsoft Azure

Azure services

& patronit@barthgroup.o...
a8 0 & BARTH GROUP AS. (AUTOCENTR . @4

®a
» &5
oo
s Cost re 3 Quickstz Azure Al Kubernetes
Management Man, “ Foundry services

Resources

Recent  Favorite

No resources have been favorited

Favorite resources to quickly navigate to them from the home page.

Select resources to favorite

Navigate

Subscriptions esource groups ® Al resources Dashboard

re with free online onitor your apps and Secure your apps and and optimize your
training from Microsoft infrastructure infrastructure cloud spend for fi

Useful links Azure mobile app

Downon .
App Store Google Play
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RBAC-Azure.mp4

RBAC: Azure - Seen in the Wild

H Socialengineering

NOBELIUM IT provider/
Cloud services provider

Stolen credentials from on premises

Managed services provider/
Cloud services provider

Azure AD trust relationship

Cloud services provider

On-premises access

Remote access solution
R

Managed services provider

Source: https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-
broader-attacks
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RBAC:
Intune
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RBAC: Intune

» Frequently breaks tiering

» Misconfigurations lead to:
» Lateral movement / privilege escalation: application deployment, remediations and scripts
» Unauthorized Data Access: application deployment, remediations and scripts
» Mobile device compromise: app deployment, custom CA+VPN
Security alteration: disable endpoint protection e $o 05 mmmemming

me > Tenant admin | Roles

» Ransomware/Dos :a’ 2 Intune_.rioles|AH roles -

))

v

» Privileged persistence
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RBAC: Intune - Seen in the Wild

Google Cloud Contact sales Medium

Blog Solutions & technology v Ecosystem v Developers & Practitioners  Transform with Gnagle Cloud Q Posts By SPECterops Tea...

Threat Intelligence Intune AttaCK Paths _— Part 1

Stealing the LIGHTSHOW (Part One)
— North Korea's UNC2970

Prior Work

Mandiant
produced high-quality wor
tradecraft. I want to specifically mention:
and his work on Maestro
d his work with Pri: Refresh Tokens
Adam C

Brett Hawkins ¢

Thibault Van Geluwe de Berlaere, Karl Madden, and Corné de Jong, and

IS Graph permissions acainst Intune

Source: https://cloud.google.com/blog/topics/threat-intelligence/lightshow-north- Source: https://posts.specterops.io/intune-attack-paths-part-1-4adi882c1811
korea-unc2970
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RBAC:
Microsoft
Defender
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RBAC: Defender

rosoft Defender Search [a] E-C ] ?  AdminMH @

Settings > Microsoft Defender XDR

PATRON (IT)} Microsoft Defender o 0 &£ @ 7 AdnnmH @
- RSP R —— Microsoft Defender XDR
£ Trials
°G  Partner catalog v Permissions
Admins are users added to the admin role, and can view any data and complete any task in the Microsoft Defender portal. You should have few admins, and grant users only the
©  Exposure management ~ permissions needed to perform their duties when you assign access.
General
E overview , = a
6 items Activate unified role-based access control
Account

=5 Attack surface ~

“ Name Description ™ When you activate the workloads to use the new permission model, any custom roles that were

Exposure insights v Session details created or managed previously by your organization will no longer grant access to services and
~ Microsoft Defender XDR (1) data in Microsoft Defender XDR.

@ Secure score Email notifications

Roles Manage who has access to view tasks and take actions in Microsoft Defender XDR. Assign only the minimum permissions that
°  Data connectors admins need to get the job done.
Preview features
“ Microsoft Entra ID (1)
H Assets 2 ) ) Workloads
Alert service settings
O Devices Roles Manage who has access to view tasks and take actions in the Microsoft Defender portal. Assign them only the permissions
IS Endpoints & Vulnerability Management
R Identities i
~  Endpoints roles & groups (2) _ R
B2 Applications Streaming API
Roles Manage endpoint access to view content and perform tasks. Grant only the permissions needed for users to perform their tasks. Email & Collaboration
I Endpoints o ) Rules Enforcing Exchange Online permissions will impact the Email & Collab capabilities that were
Device groups Organize devices into groups, set automated remediation levels, and assign administrators as needed. previously configured in the Exchange admin center. E dmin cente
il Asset rule management .
£ Vulnerability management &7 v @S e @ Active - Defender for Office 365
=3  Partners and APls v Alert tuning @ Active - Exchange Online permissions
Roles Manage who has access to view coud apps content and take actions. Assign them only the permissions needed to perform their B
i Configuration management v duties.
Critical asset management
Activity Privacy Permissions Contral which admins can reveal private activities. Cloud Apps
S Identities A _ 5 . Turning on this setting will apply these permissions to Microsoft Defender for Cloud Apps
Service accounts classification ] 2 2 S 5 "
experiences, with the exception of app governance. Note: built in roles such as discovery admin,
EH  Dashboard discovery report admin, app/instance admin and user group admin will no longer be supported
Automated response once this setting is activated. nmo s .
.. @ Active
Identities
Devices

"]
o
o
=]
I
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RBAC: Defender

» Frequently breaks tiering

» Misconfigurations lead to:
» Lateral movement / privilege escalation: live response custom scripts
» Unauthorized Data Access: live response data download
» Security alteration: alert suppression | R e oo

=
(] L] [ ]
» Privileged persistence SR—
Select the permissions in this group to users who perform security operations and

Search n C ?  Admin MH C o

those who respond to incidents and advisories.
Clear all permissions

(O Al read-only permissions
O All read and manage permissions

Select custom permissions

Security data
(O Read-only
O Select all permissions
Select custom permissions
v
[ ] Aterts (manage)
|:| Response (manage)
| Basic live response (manage)
Y| Advanced live response (manage)
[ "] File collection (manage)
|| Email & collaboration quarantine (manage)
[ ] Email & collaborati actions (manage)

|| Security Copilot (read)

Raw data (Email & collaboration)

Apply Cancel
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RBAC: Defender - Seen in the Wild

Abuse and Detection of M365D Live Response for privilege
escalation on Control Plane (Tier0) assets

What is Live Response?

Source: https://www.cloud-architekt.net/abuse-detection-live-response-tierQ/
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RBAC:
Purview

Microsoft
Purview
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Microsoft Purview

[ ]
RBAC: Pu Mew etti Role groups for Microsoft Purview sc

»Misconfigurations lead to:
» Unauthorized Data Access

» Privileged persistence

Role group description

Roles in the role group

tion Man.

Information Protection Analy

Information Protection R
Insider Risk

nfiguration
nt Analysi

ilot Worl

Display name

Adam Jensen

Admin units
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INCIDENT DETAILS ///

This APT group targets organizations across multiple
industries, including government agencies, financial
institutions, and technology companies.

Multi-factor authentication (MFA)
could have prevented this attack.

ERROR OR CONTROLS
NEGLECT ENVASION

PASSWORD
DELIVERY SPRAY EXPLOITATION

DAYS // 01-11

APT group compromises
privileged user’s non-MFA-
enabled Office 365 account.

COMPROMISED
CREDIENTIAL

S

Conditional access
could have prevented
unauthorized access.

MONITORING &
INTERCEPTION

DAYS // 016-163

Threat actors perform
mailbox searches across
Office 365 environment.

Attacker uses stolen
credentials to VPN into
corporate network,
searches for intellectual
property.

MONITORING &
INTERCEPTION

Multi-factor authentication could
have prevented the threat actors
from accessing the environment
through the VPN.

EXFILTRATE
DATA

RBAC: Purview - Seen in the Wild

Logging and auditing non-owner
mailbox access would have
detected malicious behavior.

PARTNER &  COMMAND & ¢ EXFILTRATE
VENDOR CONTROL

1] Office 365 DAYS // 137-218
A Threat actor changes search and

exfiltration technique, leveraging
Compliance Search to allow for
precision searches.

Introducing Compliance Search in
Office 365 - Microsoft 365 Blog—
Compliance Search is a new addition
to the Office 365 Compliance Center,
designed for times when the full-
fledged search case management of
eDiscovery search isn't required.

Company did
not have VPN
monitoring
enabled.

Logging, at the time of
this incident, was not
enabled by default.

DART engaged

DAYS // 137-143

Threat actors create
rules in company’s
IT environment to
automate data
exfiltration to a third-
party cloud storage
solution.

Ll /

MICROSOFT DETECTION AND RESPONSE TEAM // DART

Source: https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2020/03/then-there-were-six.pdf
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RBAC:
SharePoint

Microsoft

SharePoint
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RBAC: SharePoint

» Frequently messy configuration

» Misconfigurations lead to:

» Lateral movement / privilege escalation: backdooring of stored applications/scripts/macros, searching
for stored certificates or password files, or enable users to run/store custom scripts on sites.

» Unauthorized Data Access
» Financial damage: modification of invoices, agreements...

» Privileged persistence —— ——

Active sites
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RBAC: SharePoint - Seen in the Wild

RANSOMWARE

SaaS Ransomware Attack Hit Sharepoint Online Without
Using a Compromised Endpoint

A SaaS ransomware attack against a company’s Sharepoint Online was done without using a compromised endpoint.

TRENDING

Canadian Airline Westlet Hit by
Cyberattack

Archetyp Dark Web Market
Shut Down by Law
Enforcement

High-Severity Vulnerabilities
Patched in Tenable Nessus
Agent

Google's $32 Billion Wiz Deal
Draws DOJ Antitrust Scrutiny:
Report

US Insurance Industry Warned
of Scattered Spider Attacks

Industry Reactions to Trump
Cybersecurity Executive Order:
Feedback Friday

Critical Vulnerability Exposes
Many Mitel MiCollab Instances
Sharepoint Online (Microsoft 365) via a Microsoft Global SaaS admin account rather to Remote Hacking

Cybersecurity firm Obsidian has observed a successful ransomware attack against

than the more usual route of a compromised endpoint. A . X W

Source: https://www.securityweek.com/saas-ransomware-attack-hit-sharepoint-online-without-using-a-compromised-endpoint
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RBAC:
Power
Platform
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RBAC: Power Platform

» Misconfigurations lead to:
» Lateral movement / privilege escalation
» Unauthorized Data Access

» Persistence

o o PATRON (IT)
» Data exfiltration

Manage

pre
w Environments

Power Platform admin center

=~ Add people

MName T

CatalogServiceEur, #

CCADataAnalyticsML, #

CDSUserManagement, #

CDSUserManagementipi, #

security role. Learn more

Individual

Individual

Individual

Individual

Members

Username

CatalogServiceEur@onmicrosoft.com

CCADataAnalyticsML@onmicrosoft.com

CDSUserManage

CDSUserManagementApi@onmicrosoft.c

om
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RBAC: Power Platform - Seen in the Wild

INCIDENT DETAILS ///

This APT group targets organizations across multiple
industries, including government agencies, financial
institutions, and technology companies.

Multi-factor authentication (MFA)
could have prevented this attack.

ERROR OR CONTROLS
NEGLECT ENVASION

PASSWORD
DELIVERY SPRAY EXPLOITATION

DAYS // 01-11

APT group compromises
privileged user’s non-MFA-
enabled Office 365 account.

COMPROMISED
CREDIENTIAL

S

Conditional access
could have prevented
unauthorized access.

MONITORING &
INTERCEPTION

DAYS // 016-163

Threat actors perform
mailbox searches across
Office 365 environment.

Attacker uses stolen
credentials to VPN into
corporate network,
searches for intellectual
property.

MONITORING &
INTERCEPTION

Multi-factor authentication could
have prevented the threat actors
from accessing the environment
through the VPN.

Logging and auditing non-owner
mailbox access would have
detected malicious behavior.

] Office 365

&,

EXFILTRATE
DATA

Company did
not have VPN
monitoring
enabled.

PARTNER &  COMMAND & ¢ EXFILTRATE
VENDOR CONTROL DATA

DAYS // 137-218

Threat actor changes search and
exfiltration technique, leveraging
Compliance Search to allow for
precision searches.

Introducing Compliance Search in
Office 365 - Microsoft 365 Blog—
Compliance Search is a new addition
to the Office 365 Compliance Center,
designed for times when the full-
fledged search case management of
eDiscovery search isn't required.

Logging, at the time of
this incident, was not
enabled by default.

DART engaged

DAYS // 137-143

Threat actors create
rules in company’s
IT environment to
automate data
exfiltration to a third-
party cloud storage
solution.

Ll /

MICROSOFT DETECTION AND RESPONSE TEAM // DART

Source: https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2020/03/then-there-were-six.pdf
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Entra ID - RBAC - Caveats

Microsoft Entra admin center R Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/) O Copilot

Home Home > Conditio s| O Policy summary Home Home > PATRON-IT s.r.c. e 9 d > Privileged Identity Management | Microsoft Entra roles
Create new policy from templates emplate PATRON-IT s.
‘What's new 7 What's new d G
Basics Diagnose & solve problems

Diagnose & solve problems i . s .
o P Selectatemplate  Review + Create Template scenarios Zero Trust Quick start Privileged Identity Management

Favorites H Ovenview Microsoft Entra Privileged Identity Management (PIM) is a Premium feature that enables you to limit standing admin access to privileged
Favorites O admin Protect administrator roles and much more.

Tasks

5 templates found Template name Require multifactor authentication Identity .
for Microsoft admin portals aa My roles [ ]
Overview L Pending requests aoo

Identity

Overview .
) Require multifactor authentication for admins O Require compliant or Assignments Assign oo
admins Users [ Approve requests ¥

Users Create assignments for Microsoft Entra
Require multifactor authentication for privileged Require privileged adminis Users and groups " i, Review access roles, update existing assignments to
S administrative accounts to reduce risk of compromise. This when using a compliant o1 e ensure that users have Just-in-Time access Activate your elegible assignments to get
policy will target the same roles as security defaults. Learn more Excluded users Current user Manage to privileges roles. Just-in-Time access to privileged roles.

Activate

- Deleted users

i Learn more [

Devices 2. Roles
Included roles Global Administrator User seftings

Applications . &, Assignments
o View + Download JSON file + Downlo

Security Administrator Groups B Alerts
Protection Ao Syl

Devices £= Access reviews

SharePoint Administrator
Identity Governance (O use application enforced restrictions for 0365 apps O Require phishing-resi

Applications
for admins Exchange Administrator oe

- - N N . 5
elock or limit access to 0365 apps. including SharePoint Require phishing-resistant ¢ settings ﬁ
N , . g Protection
Oniine, OneDrive, and Exchange Oriine cantent.Ths polcy privleged admiistrative conditions! Access Adminstrator nctuiy
requires SharePaint admin center configuration compromise and phishing
Learn more to have at least one phishi
registered

©  Discovery and insights (Preview)

External | dentities

Show more Audit

Identity Governance
) View and export a history of all
A Resouree audit Approve N
Helpdesk Administrator = PR assignments and activations done in PIM
External Identities B wyaudit List, approve, or deny activation requests 50 you can identify attacks and stay
7 for Microsoft Entra roles. compliant,

Protection

% View L Downlosd JSON file B view L Downlo Billing Administrator
Identity Protection +=+ show more

User Administrator

Conditional Access

(O Require multifactor authentication for Microsoft admin & Protection
. al Authentication Administrator
Authentication methods portals

Use this template to protect sign-ins to admin portals if you
Password reset are unable to use the "Require MFA for admins" template.

Learn more 3 _ _ R—
Custom security attributes Cloud Application Administrator

Application Administrator Identity Governance

Entitlement management
Risky activities Password Administrator

e view <& Download JSON file Access reviews

Show more Privileged Authentication

Administrator Privileged Identity

Management
Identity Governance Privileged Role Administrator Lifecycle workflows
Verified ID Cloud apps or actions

Learn & support

. Cloud apps Microsoft Admin Portals
Permissions Management

Escapes some Conditional Access Policies Outside of standard PIM for MS Entra Roles
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STRENGTHENING
DEFENSE

RBAC:
Defense
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RBAC: Defense

» Monitoring for changes (Unified Audit Log)
» Regular reviews
» New research

» New tooling
» (Thomas Naunheim)
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