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Entra ID: Why Bother?
» Systemic Importance: As a Tier 0 service (Identity Provider), compromising Entra 
ID puts the entire system at risk.

» Cloud Accessibility: Entra ID's cloud service is globally accessible, introducing 
unique security challenges.

» Market Penetration: Its widespread adoption makes it nearly universal, 
indicating a significant reliance across companies.

» Evolving Practices: The technology's novelty and complexity mean that best 
practices are still forming, leading to a higher chance of misconfigurations.
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Microsoft Entra ID: Gateway to Supply Chain 
Attacks on a Global Scale

Source: https://www.youtube.com/watch?v=QF6HOA7oqnk

https://www.youtube.com/watch?v=QF6HOA7oqnk
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» Plenty of materials
» Entra.News (https://entra.news)
» Talks
» Research

» Auditing Tools
» ScubaGear (https://github.com/cisagov/ScubaGear)
» Maester (https://maester.dev/)
» BloodHound (https://github.com/SpecterOps/BloodHound)
» PingCastle (https://www.pingcastle.com/)
» PurpleKnight (https://www.semperis.com/purple-knight/)

Where We Stand - Defenders 
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https://entra.news/
https://github.com/cisagov/ScubaGear
https://maester.dev/
https://github.com/SpecterOps/BloodHound
https://www.pingcastle.com/
https://www.semperis.com/purple-knight/
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» APTs
» Antique Typhoon (Storm-0558) – stole an inactive MSA consumer signing key and used it to forge 

authentication tokens for Azure AD enterprise and MSA consumer to access OWA and Outlook.com
» Storm-1084 – pivot from AD to Entra ID through Azure AD connect, mail exfiltration, mass Azure 

resource deletion
» Midnight Blizzard (Nobelium) – Golden SAML, AD FS backdoor MagicWeb, DAP misuse, Enterprise 

Apps misuse

» Regular threat actors
» Need a business model
» From cookie theft to BEC - Attackers use AiTM phishing sites as entry point to further financial fraud
» The Legacy Loophole - How Attackers Are Exploiting Entra ID and What to Do About It

Where We Stand - Attackers
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https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/
https://www.microsoft.com/en-us/security/blog/2023/04/07/mercury-and-dev-1084-destructive-attack-on-hybrid-environment/
https://www.microsoft.com/en-us/security/blog/search/?s=Midnight+Blizzard
https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud/
https://guardz.com/blog/the-legacy-loophole-how-attackers-are-exploiting-entra-id-and-what-to-do-about-it/
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» I see future in attacks against Entra ID

» Defenders are hardening
» MFA
» Conditional Access Policies
» Auditing tools
» Logging

» With the basics covered, attackers will be forced to adjust

Where We Stand – My point of view
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RBAC:
Role-Based 
Access 
Control
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„RBAC is a method of enforcing access controls by 
assigning users to predefined roles, and associating 

each role with specific permissions or privileges.“
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Entra ID – RBAC – Single pane of glass
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Entra ID – RBAC - Admin Roles
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Source: https://entra.news/p/entra-mind-maps

https://entra.news/p/entra-mind-maps
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Entra ID – RBAC – The reality
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Entra ID – RBAC – Auditing tools
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» ScubaGear (https://github.com/cisagov/ScubaGear)
» Maester (https://maester.dev/)
» BloodHound (https://github.com/SpecterOps/BloodHound)
» PingCastle (https://www.pingcastle.com/)
» PurpleKnight (https://www.semperis.com/purple-knight/)

APP SPECIFIC RBAC ISN‘T COVERED

https://github.com/cisagov/ScubaGear
https://maester.dev/
https://github.com/SpecterOps/BloodHound
https://www.pingcastle.com/
https://www.semperis.com/purple-knight/
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RBAC:
Exchange
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RBAC: Exchange
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» The most 
problematic in 
audits

» Often breaks
tiering model
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RBAC: Exchange
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» Misconfigurations lead to:
» Lateral movement / privilege escalation: access to other mailboxes, contacts, calendars, internal 

phishing
» Security alteration: audit log weakening
» Data exfiltration / BEC / ransom: forwarding rules, full access permission to mailbox

» Privileged persistence
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RBAC: Exchange – DEMO Priv. Escalation
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RBAC-Exchange-1.mp4
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RBAC: Exchange – Assignment possibilities
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RBAC: Exchange – DEMO Persistence

19

RBAC-Exchange-2.mp4
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RBAC: Exchange – Role isn’t atomic
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RBAC: Exchange – DEMO Persistence (v2)
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RBAC-Exchange-4.mp4
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RBAC: Exchange – Supported Application Roles
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Source: https://learn.microsoft.com/en-us/exchange/permissions-exo/application-rbac#supported-application-roles

https://learn.microsoft.com/en-us/exchange/permissions-exo/application-rbac#supported-application-roles
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RBAC: Exchange – DEMO Persistence (v3)
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RBAC-Exchange-3.mp4
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RBAC: Exchange - Seen in the Wild
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Source: https://www.invictus-ir.com/news/the-evolution-of-business-email-compromise

https://www.invictus-ir.com/news/the-evolution-of-business-email-compromise
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RBAC:
Azure
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RBAC: Azure
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» Misconfigurations lead to:
» Lateral movement / privilege escalation: VM control, Azure Key Vault, Azure Managed Identity
» Security alteration: log analytics retention period
» Data exfiltration / ransom: exfiltration data from DB/storage

» Privileged persistence

Source: https://www.azadvertizer.net/azrolesadvertizer_all.html

https://www.azadvertizer.net/azrolesadvertizer_all.html
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RBAC: Azure – Default Owner Privs for Partner
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RBAC: Azure - Lighthouse
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RBAC: Azure – DEMO Persistence
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RBAC-Azure.mp4
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RBAC: Azure - Seen in the Wild
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Source: https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-
broader-attacks/

https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
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RBAC:
Intune
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RBAC: Intune
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» Frequently breaks tiering 

» Misconfigurations lead to:
» Lateral movement / privilege escalation: application deployment, remediations and scripts
» Unauthorized Data Access: application deployment, remediations and scripts
» Mobile device compromise: app deployment, custom CA+VPN
» Security alteration: disable endpoint protection
» Ransomware / DoS

» Privileged persistence
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RBAC: Intune - Seen in the Wild
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Source: https://cloud.google.com/blog/topics/threat-intelligence/lightshow-north-
korea-unc2970

Source: https://posts.specterops.io/intune-attack-paths-part-1-4ad1882c1811

https://cloud.google.com/blog/topics/threat-intelligence/lightshow-north-korea-unc2970
https://cloud.google.com/blog/topics/threat-intelligence/lightshow-north-korea-unc2970
https://posts.specterops.io/intune-attack-paths-part-1-4ad1882c1811
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RBAC:
Microsoft
Defender
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RBAC: Defender
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RBAC: Defender
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» Frequently breaks tiering 

» Misconfigurations lead to:
» Lateral movement / privilege escalation: live response custom scripts
» Unauthorized Data Access: live response data download
» Security alteration: alert suppression

» Privileged persistence
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RBAC: Defender - Seen in the Wild
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Source: https://www.cloud-architekt.net/abuse-detection-live-response-tier0/

https://www.cloud-architekt.net/abuse-detection-live-response-tier0/
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RBAC:
Purview
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RBAC: Purview
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»Misconfigurations lead to:
» Unauthorized Data Access

» Privileged persistence
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RBAC: Purview - Seen in the Wild
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Source: https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2020/03/then-there-were-six.pdf

https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2020/03/then-there-were-six.pdf
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RBAC:
SharePoint
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RBAC: SharePoint
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» Frequently messy configuration

» Misconfigurations lead to:
» Lateral movement / privilege escalation: backdooring of stored applications/scripts/macros, searching 

for stored certificates or password files, or enable users to run/store custom scripts on sites.

» Unauthorized Data Access
» Financial damage: modification of invoices, agreements…

» Privileged persistence
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RBAC: SharePoint - Seen in the Wild
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Source: https://www.securityweek.com/saas-ransomware-attack-hit-sharepoint-online-without-using-a-compromised-endpoint/

https://www.securityweek.com/saas-ransomware-attack-hit-sharepoint-online-without-using-a-compromised-endpoint/
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RBAC:
Power 
Platform
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RBAC: Power Platform
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» Misconfigurations lead to:
» Lateral movement / privilege escalation
» Unauthorized Data Access

» Persistence

» Data exfiltration
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RBAC: Power Platform - Seen in the Wild
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Source: https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2020/03/then-there-were-six.pdf

https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2020/03/then-there-were-six.pdf
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Entra ID – RBAC – Caveats
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Escapes some Conditional Access Policies Outside of standard PIM for MS Entra Roles
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RBAC:
Defense
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RBAC: Defense
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» Monitoring for changes (Unified Audit Log) 

» Regular reviews

» New research

» New tooling
» https://github.com/Cloud-Architekt/EntraOps (Thomas Naunheim)

https://github.com/Cloud-Architekt/EntraOps
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Thank you for 
your attention
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