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LET’S SOLVE A 
MYSTERY
HOW DID A GUEST MAKE A SUBSCRIPTION?!



Guest made subscription!



- Entra ID account credentials leaked 
to the dark web 

- Account is a guest B2B user in 
tenant 

- Guest user had ZERO… 

- group memberships 

- directory roles 

- RBAC roles 

- permissions granted 

- Somehow guest made a 
subscription?

FACTS ABOUT THE  CASE
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AZURE - BASICS



From Microsoft’s Entra ID homepage

ENTRA ID

https://www.microsoft.com/en-gb/security/business/identity-access/microsoft-entra-id


ENTRA ID 
BASICS



ENTRA ID 
BASIC PRIVILEGES



ENTRA ID 
GROUPS



AZURE RESOURCES 
BASICS



AZURE RESOURCES 
RBAC ROLES

Built-in role Description

Contributor Grants full access to manage all resources, but does not allow you to assign roles 
in Azure RBAC, manage assignments in Azure Blueprints, or share image galleries.

Owner Grants full access to manage all resources, including the ability to assign roles in 
Azure RBAC.

Reservations Administrator Lets one read and manage all the reservations in a tenant

Role Based Access Control Administrator Manage access to Azure resources by assigning roles using Azure RBAC. This role 
does not allow you to manage access using other ways, such as Azure Policy.

User Access Administrator Lets you manage user access to Azure resources.

Reader View all resources, but does not allow you to make any changes.


Source: https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#contributor
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#owner
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#reservations-administrator
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#role-based-access-control-administrator
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#user-access-administrator


AZURE - INTO THE WEEDS



- Guests have very little 
default privilege: source 
docs

ENTRA ID 
B2B GUESTS

https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions




A LESS WELL 
UNDERSTOOD FEATURE

BILLING AGREEMENTS



- Two ways to be billed for direct 
agreements 

- EA is legacy 

- MCA is replacement 
 
Source: MCA docs, EA docs 
 

BILLING 
AGREEMENTS

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/azure-billing-microsoft-customer-agreement
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/azure-billing-enterprise-agreement


MCA 
BILLING ROLES



EA 
BILLING ROLES



EA VISUALIZED BY MICROSOFT

Source: microsoft.com

http://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/azure-billing-enterprise-agreement


EA: 

- Enterprise Administrator 

- Enterprise Administrator (read only) 

- EA purchaser 

- Department Administrator 

- Department Administrator (read only) 

- Account Owner

BILLING ROLES MCA: 

- Billing account owner             

- Billing account contributor                 

- Billing account reader                

- Billing profile owner                  

- Billing profile contributor    

- Billing profile reader   

- Invoice manager            

- Invoice section owner             

- Invoice section contributor                 

- Invoice section reader               

- Azure subscription creator



AZURE - UNDOCUMENTED BEHAVIOUR



BILLING ROLES ARE 
WEIRD!

BILLING ROLES GRANT PRIVILEGE ACROSS TENANTS?!



CROSS-TENANT BILLING PRIVILEGES



HOME TENANT



END RESULT!



RESOURCE TENANT



RECAP



Pre-requisites 
1. Attacker is assigned billing role in HOME tenant 
2. Attacker is invited into RESOURCE tenant as B2B guest 
Exploit 
3. Attacker creates subscription in RESOURCE tenant 

In summary, any B2B guest federating into your tenant is possible vector!

ATTACK STEPS



WHAT WAS MICROSOFT’S 
VIEW OF THIS?



- Confirmed this behaviour was intended as a feature 

- No controls exist, at time of meeting, to prevent guests using billing role privilege 
across tenant.* 

- Subscriptions are a security boundary in Azure 

*This was updated and Microsoft now proposes controls. We will cover at the end.

MICROSOFT’S POSITION 



CAN GUEST MADE SUBSCRIPTIONS BE ABUSED?



- Guest only has 
access to their 
subscription… 
and it’s empty :(

UNIQUE 
PRIVILEGE MODEL

<- real assetsempty ->



COMPLETELY 
FAILED ATTEMPTS



- Subscriptions purpose is 
to be logical containers! 

- Worst attacker can do: 
request one subscription 
transferred to guest 
controlled one

SUBSCRIPTION TO SUBSCRIPTION? 
NO!



- Who ends up paying for this new subscription? 

- Guests billing account gets billed for subscription and all resources created inside of it 

- No way to use this for guests to offload costs

BILLING ATTACK? 
NO!



ENUMERATE THINGS 
GUESTS NORMALLY CAN’T!



\

\

\

\



- Turns out we can list the root 
management group admins that 
our subscription belongs to!

ADMIN ENUMERATION



- https://management.azure.com/subscriptions/{sub_id}/resourceGroups/{rg}/providers/
Microsoft.Compute/virtualMachines/{VM_NAME}/providers/Microsoft.Authorization/
roleAssignments?api-version=2020-04-01-preview 

- https://graph.microsoft.com/v1.0/directoryObjects/getByIds (only this gets blocked)

ENUM ENDPOINTS

https://management.azure.com/subscriptions/c4ef42c0-9c21-4f83-a274-1eb167236629/resourceGroups/LUCKYVM_GROUP/providers/Microsoft.Compute/virtualMachines/LUCKYVM/providers/Microsoft.Authorization/roleAssignments?api-version=2020-04-01-preview&
https://management.azure.com/subscriptions/c4ef42c0-9c21-4f83-a274-1eb167236629/resourceGroups/LUCKYVM_GROUP/providers/Microsoft.Compute/virtualMachines/LUCKYVM/providers/Microsoft.Authorization/roleAssignments?api-version=2020-04-01-preview&
https://management.azure.com/subscriptions/c4ef42c0-9c21-4f83-a274-1eb167236629/resourceGroups/LUCKYVM_GROUP/providers/Microsoft.Compute/virtualMachines/LUCKYVM/providers/Microsoft.Authorization/roleAssignments?api-version=2020-04-01-preview&
https://graph.microsoft.com/v1.0/directoryObjects/getByIds


DEFENDER FOR CLOUD



SHHHHHHHHHH….



MANAGED IDENTITIES



SUBSCRIPTION TO DIRECTORY? 
YES!
- Managed Identities are a way we can make Azure Resources that can authenticate 

against the directory. 

- Can be user managed, or follow life cycle of resource 

- Inserts Service Principal identity into directory



PIVOT!



- We can use a well known technique of adding attacker controlled OIDC federated 
credentials (source: @dirkjanm) 

- Doing this allows us to deepen persistence; attacker controlled identity separate from 
original guest

DEEPEN PERSISTENCE

https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/


PIVOT! 
PIVOT!



DEVICES



- Device based abused :)

MORE DIRECTORY 
SHENANIGANS !

https://learn.microsoft.com/en-us/entra/identity/devices/howto-vm-sign-in-azure-ad-windows



DEVICE JOINED ENTRA ID!



PORTAL VIEW

These persist after VM deletion!



- Similar concept as 
known dynamic group 
abuse for users. 

Example: 
(device.displayName 
-startsWith “AVD”) 

DYNAMIC DEVICE GROUPS

https://www.mnemonic.io/resources/blog/abusing-dynamic-groups-in-azure-ad-for-privilege-escalation/


FUN FACT: NO AAD LOGIN EXTENSION REQUIRED

Key Value

HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\CDJ\AzureVmComputeMetadataEndpoint http://169.254.169.254/
metadata/instance/compute

HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\CDJ\AzureVmTenantIdEndpoint http://169.254.169.254/
metadata/identity/info

HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\CDJ\AzureVmMsiTokenEndpoint http://169.254.169.254/
metadata/identity/oauth2/token

- Add a managed identity to the VM 

- Update registry 

- dsregcmd /AzureSecureVMJoin /debug (/MdmId {MDM_ID})

https://akingscote.co.uk/posts/microsoft-azure-cross-tenant-vm-domain-join/



PHISHING



As sub owner we can make VMs: 

- AAD Joined 

- No TPM protections 

- Access to local admin 

Means we can steal device 
identity pub + priv key! 
https://aadinternals.com/post/
deviceidentity/

EVIL VM



Having a joined device with local admin opens up a known phishing attack: 
https://dirkjanm.io/phishing-for-microsoft-entra-primary-refresh-tokens/ 

DEVICE CODE PHISH



DEVICE CODE PHISH 
Step 1 - Phish for refresh token

Step 2 - Upgrade refresh token to PRT



Non-traditional phish, if we can we get an admin to login to the VM? 

PASS THE PRT



Bastion provides a secure way to RDP: 
 
az network bastion rdp  

--name VM5-vnet-bastion 
--resource-group VM5_group  
--target-resource-id /subscriptions/{sub_id}/resourceGroups/{rg_id}/providers/
Microsoft.Compute/virtualMachines/{vm_id} 
--auth-type AAD 

OR old fashioned way: 
https://akingscote.co.uk/posts/microsoft-azure-cross-tenant-vm-domain-join/

“SECURE” METHOD TO RDP VIA ENTRA ID



MIMIKATZ WAY



BEST DEFENCE



STOP ROOT CAUSE!



- https://learn.microsoft.com/en-us/azure/cost-management-billing/manage/manage-
azure-subscription-policy 

- “The default behavior of these two policies is set to Allow Everyone. Note that the setting 
of Allow Everyone allows all authorized users, including authorized guest users on a 
subscription to be able to transfer them. It does not mean all users of a directory.”

MICROSOFTS NEW DOCUMENTATION

https://learn.microsoft.com/en-us/azure/cost-management-billing/manage/manage-azure-subscription-policy
https://learn.microsoft.com/en-us/azure/cost-management-billing/manage/manage-azure-subscription-policy


- Generally make guests have 
as least privilege as possible

CONTROLS!



- Add MFA for Guests via CA! 

- Monitoring guest made subscriptions 

- Review usage of broad dynamic device groups and conditional access policies of 
devices 

- Some alerts can pop up in Security Center 

- Harden Root Management Group Policies 

- Audit devices

DEFENCE,  DEFENCE, DEFENCE!



CONCLUSION



- The B2B guest threat model is not well understood 

- Defaults are insecure 

- Hardening works!

CONCLUSION
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