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Troopers 2025 – Revisiting Cross Session Activation attacks

WHOAMI

Head of Offensive Services @r-tec

Breaking into company environments at work & escalating privileges

Publishing Tools/Scripts on Github, Blogposts, YouTube-Videos

S3cur3Th1sSh1t / @ShitSecure

Founder of MSec Operations

AV/EDR Evasion for Pentesters & Red Teams
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Revisiting Cross Session Activation attacks

THE MICROSOFT DOCUMENTATION

https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker

https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
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GETTING AN IDEA

COM Basics

Define functionality (classes), which is accessible by different applications

 e.G. shared functionality between processes

 Code inside of an DLL or executable

Unique identifier per class (CLSID)

 Other processes just need this, no Path to the DLL/EXE 

https://learn.microsoft.com/en-us/windows/win32/com/com-class-objects-and-clsids

https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
https://learn.microsoft.com/en-us/windows/win32/com/com-class-objects-and-clsids
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GETTING AN IDEA

COM Objects

ApplicationID - HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID\

References the Service/Executable „Name“ and defines permissions

https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
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GETTING AN IDEA

COM Objects

CLSID - HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\

HKEY_CURRENT_USER - but mostly without the DLL path

https://learn.microsoft.com/en-us/windows/win32/termserv/session-to-session-activation-with-a-session-moniker
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CROSS SESSION ACTIVATION - HOW DOES THIS WORK?

CLSID configured to run as Interactive User / corresponding permissions

Use CoCreateInstance to create a COM Object for the target class

Call QueryInterface (ISpecialSystemProperties) on the retrieved interface pointer

Set Session ID via SetSessionId on retrieved SpecialSystemProperties

 (Not officially documented by Microsoft)

Call StandardGetInstanceFromIStorage on the interface pointer

 Triggers NTLM/Kerberos authentication to an attacker defined system

 (Not officially documented by Microsoft)

https://project-zero.issues.chromium.org/issues/42451808

https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/

https://www.tiraniddo.dev/2021/04/standard-activating-yourself-to.html

https://project-zero.issues.chromium.org/issues/42451808
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/
https://www.tiraniddo.dev/2021/04/standard-activating-yourself-to.html
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HISTORY OF CROSS SESSION ACTIVATION

https://github.com/antonioCoco/RemotePotato0 - local

https://github.com/antonioCoco/RemotePotato0
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HISTORY OF CROSS SESSION ACTIVATION

https://github.com/cube0x0/KrbRelay - local

https://github.com/cube0x0/KrbRelay
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HISTORY OF CROSS SESSION ACTIVATION

CertifiedDCOM 1 & AdcsCoercePotato 2

1 https://i.blackhat.com/Asia-24/Presentations/Asia-24-Ding-CertifiedDCOM-The-Privilege-Escalation-Journey-to-Domain-Admin.pdf
2 https://decoder.cloud/2024/02/26/hello-im-your-adcs-server-and-i-want-to-authenticate-against-you/

https://i.blackhat.com/Asia-24/Presentations/Asia-24-Ding-CertifiedDCOM-The-Privilege-Escalation-Journey-to-Domain-Admin.pdf
https://decoder.cloud/2024/02/26/hello-im-your-adcs-server-and-i-want-to-authenticate-against-you/
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Revisiting Cross Session Activation attacks

HISTORY OF CROSS SESSION ACTIVATION

1 https://decoder.cloud/2024/04/24/hello-im-your-domain-admin-and-i-want-to-authenticate-against-you/

Silverpotato 1

https://decoder.cloud/2024/04/24/hello-im-your-domain-admin-and-i-want-to-authenticate-against-you/
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WHICH ARE STILL EXPLOITABLE

Grabbing NetNTLMv2/v1 Hashes from other logged in users

 Try to crack them offline to get their password

Relay NTLM/Kerberos to remote systems via SMB

Relay NTLM/Kerberos to ADCS HTTP(S)

Relay to MSSQL

Relay NTLM/Kerberos to LDAP

Silverpotato
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WHICH ARE STILL EXPLOITABLE

https://github.com/antonioCoco/RemotePotato0

https://github.com/antonioCoco/RemotePotato0
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WHICH ARE STILL EXPLOITABLE

https://github.com/antonioCoco/RemotePotato0

https://github.com/antonioCoco/RemotePotato0
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WHICH ARE STILL EXPLOITABLE

https://github.com/cube0x0/KrbRelay

https://github.com/cube0x0/KrbRelay
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WHICH ARE STILL EXPLOITABLE

ADCS ESC8 alternatives – DCOM trigger:

https://github.com/CICADA8-Research/RemoteKrbRelay

https://github.com/decoder-it/ADCSCoercePotato

https://github.com/sploutchy/impacket/blob/potato/examples/potato.py

https://github.com/CICADA8-Research/RemoteKrbRelay
https://github.com/CICADA8-Research/RemoteKrbRelay
https://github.com/decoder-it/ADCSCoercePotato
https://github.com/sploutchy/impacket/blob/potato/examples/potato.py


classification: confidential | © 2020 r-tec IT Security 2121

Revisiting Cross Session Activation attacks

WHICH ARE STILL EXPLOITABLE

ADCS ESC8 alternatives – DCOM trigger:

https://github.com/CICADA8-Research/RemoteKrbRelay
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WHICH ARE STILL EXPLOITABLE

ADCS ESC8 alternatives – DCOM trigger:
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Revisiting Cross Session Activation attacks

NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Can low privileged users also remotely trigger NetNTLMv2 hash authentications?

What about administrative privileges? 
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

https://github.com/CICADA8-Research/COMThanasia/tree/main/PermissionHunter/PermissionHunter
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Revisiting Cross Session Activation attacks

NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Small modifications to public tools

Remote credential theft with administrative credentials

• https://github.com/sploutchy/impacket/pull/3

• https://github.com/rtecCyberSec/RemoteKrbRelay/tree/ntlm

https://github.com/sploutchy/impacket/pull/3
https://github.com/rtecCyberSec/RemoteKrbRelay/tree/ntlm
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT
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Revisiting Cross Session Activation attacks

NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

What about relaying incoming RPC authentication?
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Relaying the first Kerberos auth with KrbRelayEx-RPC & CredMarshal trick

https://github.com/decoder-it/KrbRelayEx-RPC
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html

https://github.com/decoder-it/KrbRelayEx-RPC
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Repeat as administrative user
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Except:

BDEUILauncher (Client only)
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

When to use this:

Few Indicators of Compromise (IoCs)

RPC connection - initiating a COM Object in the context of a loggedon user

Small chances of getting flagged

Only helpful when the user password is crackable or

Relaying to ADCS is possible for a cert/auth
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Publication from 8th of April:

https://www.ibm.com/think/x-force/remotemonologue-weaponizing-dcom-ntlm-authentication-coercions

Set RunAs „Interactive User“ via the remote registry

Support for NTLMv1 downgrade / Webclient Service start

Relaying to SMB/LDAP possible

https://github.com/3lp4tr0n/RemoteMonologue
https://www.ibm.com/think/x-force/remotemonologue-weaponizing-dcom-ntlm-authentication-coercions
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NOVEL REMOTE ATTACK SURFACE - CREDENTIAL THEFT

Publication from 8th of April:

https://github.com/3lp4tr0n/RemoteMonologue
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RCE IN THE CONTEXT OF ANOTHER USER
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RCE IN THE CONTEXT OF ANOTHER USER

What would you do?

Remotely dump Credentials

Compromise, Command & Control

• Impersonate

• Inject

• Credential Theft

• Hijack Session
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RCE IN THE CONTEXT OF ANOTHER USER

What would you do?

How to compromise

• WMI

• WinRM

• Scheduled Tasks

• Service Creation
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RCE IN THE CONTEXT OF ANOTHER USER

What if we can minimize the IoCs?

RPC on the network level

• DCOM as execute primitive

Living in a signed trusted binary

Code Execution in the context of the target user

• No Impersonation

• No credential theft

• No Injection
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RCE IN THE CONTEXT OF ANOTHER USER

Bitlocker BDEUILauncher again?



classification: confidential | © 2020 r-tec IT Security 4242

Revisiting Cross Session Activation attacks

RCE IN THE CONTEXT OF ANOTHER USER
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RCE IN THE CONTEXT OF ANOTHER USER

Short recap:

We can spawn processes in the context of a loggedon user

We cannot execute code directly

We are administrator, so we can

• Drop files via SMB

• Modify the remote registry
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RCE IN THE CONTEXT OF ANOTHER USER

COM Hijacking to the rescue 1

1 https://www.blackhillsinfosec.com/a-different-take-on-dll-hijacking

https://www.blackhillsinfosec.com/a-different-take-on-dll-hijacking
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RCE IN THE CONTEXT OF ANOTHER USER

1) Plant a DLL on the target system via C$ or admin$

2) COM Hijack the target user via the remote Registry

3) Execute BaaUpdate.exe via BDEUILauncher in the context of our target user

4) Remove the COM Hijack

5) Cleanup the DLL
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RCE IN THE CONTEXT OF ANOTHER USER

https://github.com/rtecCyberSec/BitlockMove/
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RCE IN THE CONTEXT OF ANOTHER USER

BitlockMove:

Only works on client Systems – it‘s about Bitlocker!

No Cross Session Activation with the Win32 APIs – only one user is logged on a client

Spawns a subprocess, OPSec unsafe

Finding alternatives for servers:

Calling CoCreateInstance -> spawns process as interactive user

Vulnerable to COM Hijack -> Win



classification: confidential | © 2020 r-tec IT Security 4848

Revisiting Cross Session Activation attacks

RCE IN THE CONTEXT OF ANOTHER USER

https://github.com/tyranid/oleviewdotnet
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RCE IN THE CONTEXT OF ANOTHER USER

Credits:

James Forshaw @tiraniddo

Andrea Pierini @decoder_it

Antonio Cocomazzi @spliter_code

Michael Zhmaylo @MzHmO

@cube0x0

Sven Rath @eversinc33 
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GOING ONE STEP BACK

Relaying the first Kerberos auth with KrbRelayEx-RPC & CredMarshal trick

https://github.com/decoder-it/KrbRelayEx-RPC

Still working with: 

ab93b6f1-be76-4185-

a488-a9001b105b94 -

BDEUILauncher
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DETECTION

1) Hardcoded DLL with obvious IoCs

2) Remote COM Hijack for the CLSID A7A63E5C-3877-4840-8727-C1EA9D7A4D50

3) BaaUpdate.exe loading an unexpected attacker defined DLL

4) BaaUpdate.exe launching suspicious child processes
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THANK YOU FOR YOUR ATTENTION!

QUESTIONS?

Fabian Mosch


