
Roaming Agreements - 
The Hidden Attack Surface of 5G
Swantje Lange, Francesco Gringoli, Matthias Hollick,  
and Jiska Classen



# whoami

• Swantje Lange


• PhD student at Hasso Plattner Institute  
in Potsdam, Germany


• Security in cellular networks

swantje.lange@hpi.de 
linkedin.com/in/swantje-lange  
@swantje@chaos.social



Roaming 

!
Traveling Single device Single contract 



High-value Targets can Hardly Hide



Roaming as Attack Surface

• Commonly used for  
 Rogue Base Station attacks


→ turn off 2G

• Adds proof of presence  
 in roaming

• Binds session keys to  
 roaming networks


• Session keys only valid  
 for one roaming network

• Introduces network  
 authentication


• Limits attack surface to  
 pre-authentication messages


→ use roaming for attacks



Visited Network Home Network

Legitimate Roaming

Authentication Vector



Collaborating  
Visited Network

Home Network

Authentication Vector

Abusing Roaming



Attacker Model

State-sponsored  
attacker 

collaborating with 
operator

Software-Defined 
Radio as 

Rogue Base Station

Same or different 
country as 
operator



Attacker Model
Goals

Machine-in-the-Middle attacks

Entry point for Remote Code Execution
< run 
expl 
oit 
>



Lab Setup

• Visited Network and Home Network 
with Open5GS roaming 
implementation


• srsRAN as RAN
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Lab Setup

• SIMtrace2 to observe 
communication between 
phone and SIM card



Fool the User "
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Where the Network Name Comes From
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Where the Network Name Comes From
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Where the Network Name Comes From

|
F SFR

Telekom.de



Network Name Displayed on Phone

• Users have limited possibilities to observe roaming


• Network ID only information sent to the Home Network #


• Manipulate Network ID to hide roaming indicator

Display Name: Hello TROOPERS! 
Network ID: 262-01

Hello TROOPERS!



Why we don’t see what we would like to see

Network IDH, Network IDV

Auth. Vector, incl. Auth. Challenge

Configuration Update

Authentication Challenge

Authentication Response
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Demo
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Collaborating  
Visited Network

Home Network

Authentication Vector

Authentication Vector Abuse

Request AV $ Legit❓& 
→ only grant to 

roaming partners to 
ensure billing

Cannot observe 
who requested AV, 

only if on bill ' 



Network Traffic Rerouting

Visited Network Home Network



Roaming  
Intermediary

Unclear Roaming Partnerships

Telecom Foo

Anyfone Foo

Telecom Qux

Telecom Bar

Telecom Baz

Anyfone Bar

Telecom Foo

Anyfone Foo

Telecom Qux

Telecom Bar

Telecom Baz

Anyfone Bar



Possible Attacks

https://citizenlab.ca/2023/09/predator-in-the-wires-ahmed-eltantawy-targeted-with-predator-spyware-after-announcing-presidential-ambitions/

Inject SMS

< run 
expl 
oit  
>

Baseband exploits for 
Remote Code Execution
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Mitigation ?
Turned off Roaming

Collaborating  
Visited Network

Home Network
Home Network 

only (
Announces itself as 
Home Network $

Announcement sent 
pre-authentication )

*  unknown 
Visited network

Poses as Home 
Network $ Legit ✅ 

Roaming Firewall?

Legit &  
non-roaming ✅ 



Mitigations
End-to-end encryption ,

• Rogue Base Stations provide access to decrypted traffic of any connected 
phone


• Could be prevented by end-to-end encryption


• Would disable lawful interception interfaces 



Mitigations 
Visible Trust Chain

• Trust decision solely taken by core networks


• Home Network checks identity of Visited Networks 
and roaming intermediaries ⚠


• Indicate information used to build trust to user


• Enable user to inspect network properties


• Changes in specification and phones’ interface design



Mitigations
Indicators of Roaming Abuse

Trace routing path Detect Rogue 
Base Station

Measure duration 
of authentication



Mitigations
User’s Settings

Disable 2G Turn off automatic 
network selection

Settings > Privacy & Security

Join CellGuard  
beta test



Disclosure timeline 

First discussion  
with GSMA

July ‘24

Joint work on 
briefing paper

August ‘24

Briefing paper 
finalized

June ‘24 October ‘24

Advice on  
briefing slides

February ‘25

Presentation at  
Fraud and  
Security 

Architecture Group



Roaming Agreements - The Hidden Attack Surface of 5G

Nation-state attackers may abuse 5G to get  
surveillance capabilities outside of their jurisdiction.

• Difficult for trusted operator to decide if authentication request is legitimate


• Smartphone unable to verify roaming decisions and trust assumptions


• Visited Network can arbitrarily choose network name displayed
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