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The externals
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Understand the pentester needs

# Target: 3rd party product

# Approach: 
• Black-box analysis

• Manual testing the device

• Automated tests wherever possible

• Firmware analysis will give insights of the target

• Firmware analysis extends the black-box approach to be more grey-box

• The SBOM is the source for further identification of known vulnerabilities

# Goal: Identify and report unknown vulnerabilities or known and
   exploitable vulnerabilities



Understand the pentester needs

# Penetration testers needs: 

• Tooling to improve the manual testing workflow

• Automated Firmware extraction

• Automated Configuration analysis

• Automated SBOM building (including CVE and PoC/exploit 
detection)

• Non package manager SBOM needed

• Binary analysis should identify the juicy stuff

• Central management and team support



Obtain Software/Firmware
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box to test



Can you give me the 
firmware?

Get it from the 
vendors website

No firmware 
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vendor

Let’s look at the 
hardware than



Found the 
Flash yet?
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Debug Interface
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Do you have the 
Firmware Analysis 
Report for me

Yes, on a USB.
Can you wait until 
tomorrow?

There has to be a 
better way…

…
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The internals

# Hobbyist, Kiddies, …
# The pentester
# The security researcher
# The research team
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# The developer
# The SBOM only guy
# The product security guys



Understand the needs

# Target: 
• 3rd party product

• Internally developed products

# Approach: 
• All what we have seen so far

• More white box analysis possible

• Massive need for SBOMs

# Goal: Build SBOMs automatically



SBOMs …



What the BOM?!?

Source: https://en.wikipedia.org/wiki/Bill_of_materials



What the S(oftware)BOM?!?

A Software Bill of Materials (SBOM) is a formal record containing the details and 
supply chain relationships of various components used in building software.

 SBOM does not include our source code

 SBOM does not include our configuration

 SBOM does not include our build parameters

 SBOM should not include vulnerability information (but it can – VEX ahead)

SBOMs only define the structure, content, and interpretation between parties 
but it does not guarantee the quality of the data



Example of a CycloneDX SBOM
A few required 
elements

• Warning: BSI 
requirements are 
stricter



Example of a CycloneDX SBOM
• A few required elements

• Warning: BSI 
requirements are stricter



Why is a SBOM useful?

With a SBOM infrastructure we always know which component or library is used in which product.

Product A has multiple components listed in the SBOM:

 BusyBox v1.2.3

 Linux Kernel v9.11.2

 Component 3 which is vulnerable to some critical vulnerability 

 …

 Component x

With these details we can perform targeted Vulnerability Management and Software supply chain risk 
management



Why is SBOM essential?

• We need to sell products with digital elements also after 2027
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• Building and maintaining more secure products is really important 
for us

Source: https://eur-lex.europa.eu/eli/reg/2024/2847/oj
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SBOM challenges

• New developed software in modern frameworks

• The used SBOM is out of the box available

• Source SBOM via Metadata

• DotNet, Maven, …

• Not covered in this talk

Source: https://wileyeducation.com.au/blog/brownfield-vs-greenfield-projects-in-food-
processing-a-comprehensive-guide-for-australian-business-leaders/



SBOM challenges

• The real world:

• Metadata only partly available

• Binary blobs (like firmware)

• 3rd party components/libraries

• Brownfield environments

• Hybrid environments

Source: https://wileyeducation.com.au/blog/brownfield-vs-greenfield-projects-in-food-
processing-a-comprehensive-guide-for-australian-business-leaders/



SBOM challenges

• Installed software components in OS

• In theory it is as simple as “The package manager is the master”

• The reality … dpkg (+deb), python (pip, requirements, poetry, wheel), rust, rpm (sqlite, packages, 

berkley), opkg (+ipk), conanfiles, Alpine apk, java, npm, …

• Used components and libraries in binary blobs

• Packed blobs, file systems, firmware update, extracted from hardware

• Detection if something is already handled via package manager

• *.exe, *.elf, *.dll, *.so, kernel and modules, libraries



SBOM challenges

• Building dependency tree

• Every package manager is doing it individually

• Cross package manager dependencies

• Binary dependencies without package managers

• Recursive analysis

• Extraction, binary and package manager analysis

• Firmware filesystem with package manager and additional 

binary blobs



SBOM Demo



















Fightclub … Some observations

Syft – the top dog

CLI tool only

Easy to install

Very fast (fastest I‘ve seen)

Lightweight (but SBOM only)

Many package managers

Very good SBOM

No VEX (post-processing needed)

No extraction (pre-processing)

No binary SBOM



Fightclub … Some observations

Syft – the top dog

CLI tool only

Easy to install

Very fast (fastest I‘ve seen)

Lightweight (but SBOM only)

Many package managers

Very good SBOM

No VEX (post-processing needed)

No extraction (pre-processing)

No binary SBOM

EMBArk – the challenger

CLI tool / Web interface / API

Easy to install (but a big beast)

Not so „Very fast“

Includes firmware analysis

Many package managers

Very good SBOM

Includes VEX (via scanning profile)

Binary blob extraction included

Enhanced binary analysis/SBOM



Fightclub … Further observations

• False positives in the SBOM will hit you hard

• We have seen solutions with more than 20% of false (non existing) components

• You are going to hunt for vulnerabilities your product is not affected

• Missed components result in blind spots in your triage process

• Common Identifiers for further processing stay hard (component 

identifier/CPE/PURL/…)



Don‘t trust your SBOM

Challenge it

https://github.com/e-m-b-a
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