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DISCLAIMER

The views, opinions, and content presented in this talk are solely my own and 
do not reflect those of my employer, past or present. This presentation is 
intended for educational and awareness purposes only. Any techniques or 
findings discussed should not be used for unauthorized activities or 

misinterpreted as guidance to conduct malicious behavior.
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EVER BEEN PRANKED?



CRAFTING THE 
ULTIMATE PRANK.



HOW TO SPOOF AN 
EMAIL?



TESTING IF THIS WORKS



SECURITY CHECKS 
PASS?



GO TIME



THE AFTERMATH...



EMAIL SECURITY TRINITY

SPF

DKIM

Secure 
Emails?

DMARC



SPF – ARE YOU ON THE LIST? 

❖SPF

❑ Verify Sender IP based on TXT record of domain via  MAIL FROM / HELO

v=spf1 include:example.com ip4:198.51.100.25 -all



DKIM – SIGNED & SEALED
❖DKIM

❑ Verify email based on the added DKIM signature

selector1._domainkey.example.com IN TXT "v=DKIM1; k=rsa; p=MIIBIjANBqh...QAB"



DMARC – CAN I SPEAK TO YOUR 
MANAGER

❖DMARC

❑ Tell email receivers on how to handle unauthenticated emails

❑ Verify SPF or  DKIM  based on the domain passed via FROM

_dmarc.example.com IN TXT "v=DMARC1; p=reject;"



HELO a.com

MAIL FROM: <alice@a.com>

RCPT TO: <bob@b.com>Envelope

DATA

FROM:<alice@a.com>

TO: <bob@b.com>

Subject: Hello World

DKIM-Signature: v1; d=a.com;

h=Content

Message

SAMPLE SMTP FLOW

SPF

DKIM

DMARC

Verify sender IP based on
MAIL FROM or HELO

Verify SPF OR DKIM based on FROM

Verify email based on DKIM

Reference: https://www.usenix.org/conference/usenixsecurity21/presentation/shen-kaiwen



ALL THE MISCONFIGURATIONS

v=spf1 include:spf.mailanyone.net -all

v=spf1 include:spf.mailanyone.net

_dmarc.example.com. IN TXT "v=DMARC1; p=reject;"

domainkey.example.com. IN TXT "v=DKIM1; k=rsa; p=MIGfMA0GC"

_dmarc.example.com. IN TXT "v=DMARC1"

x

x
_domainkey.example.com. IN TXT "v=DKIM1; k=rsa; p="x

~all

no policy

no pub key



ARC, OUR HERO

ARC preserves the results of email authentication checks as a message passes 

through multiple hops, which is particularly valuable for emails that are 

forwarded or relayed through intermediate servers.

Authenticated Received Chain



SO IS EMAIL EASY TO SPOOF?



COMPANIES WITH ISSUES



Attack Pattern #1
SPF Abuse



Example: spoof email from networksolutions.com



What is spf.websitewelcome.com?

Reference: https://serverfault.com/questions/723911/setting-up-an-spf-record-for-a-shared-hosting-service-with-lots-of-email-gateway



Allowed SPF IP ranges by HostGator



Enable HostGator SMTP credentials 



HostGator SMTP server is included in the master SPF



ATTACK FLOW

SPF

DMARC

HELO networksolutions.com

MAIL FROM:<admin@networksolutions.com>

RCPT TO: <target@gmail.com>

DATA

Envelope

FROM: <admin@networksolutions.com>

TO: <target@gmail.com>

Subject: Hello World

DKIM-Signature: v1; d=victim.com;h=Content

Message

Verify sender IP based on the SPF record of 
networksolutions.com

Verify SPF status for networksolutions.com

RFC 5322 Violation



Send the email via utility

sendEmail -f admin@networksolutions.com
-xu $username
-xp $password
-t target@gmail.com
-u “Subject"
-m "Something believable"
-s gator4208.hostgator.com:587

Reference: https://github.com/zehm/sendEmail



Enable HostGator SMTP credentials 



SPOOF ROOT DOMAINS ALSO



SAMPLED RESULTS – SPF
ABUSE

The majority did not have DMARC configured

6M
Domain Data Set

4.1M
Vulnerable Domains ~60%

Vulnerable Domains



SAMPLED RESULTS – SPF
ABUSE

6.8M
US Market

80M
Worldwide

~30%
Domain Vulnerability

?%
Domain Vulnerability



CLOUD COMPUTE TRUST



COMPUTE INSTANCE WITHIN IP 
RANGE



EXAMPLE IN THE WILD



EXAMPLE IN THE WILD



CLOUD TRUST RESULTS



How did we get this data?



Sample Trust Chain

example.com
└── includes → mailhosted.net

└── WHOIS → MegaMail LLC
└── IP block: 198.51.100.0/227

• This means example.com implicitly trusts MegaMail’s infra
• Attackers can spoof example.com if they control a sending IP 

inside that range



GIVE ME THE DATA



DISCOVERING 
DOMAIN TRUSTS

Pull Alexa Top 
1M domains 

Perform SPF & 
DMARC lookups 

Recursively 
resolve include: 
and redirect= 

WHOIS lookup on 
IPs & domains 

Build a map of 
who trusts whom

Outputs to 
CSV/JSON/Graph 

for analysis



MAIL FROM + FROM + SPF ABUSE

Who is vulnerable?

Large domain registrar & email 

service & hosting providers
• CVE-2024-7208

• CVE-2024-7209

Attack pattern prerequisites?

❑ Email address is not verified from MAIL FROM field 

❑ Email address is not verified from FROM field 

❑ Victim domains include the overly permissive / master SPF records
What is the impact?

Spoof emails from 6M+ domains

Only 15% of the domains owned by two 

email and hosting providers were scanned.

Potentially affect any type of mailbox



Attack Pattern: #2
Domain verification + DKIM signature

DKIM replay



Dual DKIM ?



What is the Feedback Loop?

Reference: https://mailtrap.io/blog/email-feedback-loop/



Gmail Feedback Loop requirement 

Reference: https://support.google.com/a/answer/6254652



FROM + DKIM ABUSE



ATTACK FLOW: SPOOF MAILGUN.ORG INTO GMAIL 
MAILBOX 

DKIM

DMARC

HELO a.com

MAIL FROM: <alice@a.com>

RCPT TO: <bob@b.com>Envelope

DATA

FROM: <alice@mailgun.org>

TO: <bob@b.com>

Subject: Hello World

DKIM-Signature: v1; d=a.com;

DKIM-Signature: v1;d=mailgun.org;

Message

Verify DKIM status for mailgun.org

Signed DKIM email by sender mailgun.org

RFC 5322 Violation



Generate some API keys



Send the email via utility

sendEmail -f admin@mailgun.org
-xu $username
-xp $password
-t target@gmail.com
-u "Spoofed Email"
-m "This is a test"
-s smtp.mailgun.com:587

Reference: https://github.com/zehm/sendEmail



Example: Spoof mailgun.org for Gmail mailbox 



SPOOFING ROOT 
DOMAINS

*Dependent on how the FROM field is displayed in the inbox

sendinblue.com

brevosend.com

Mailgun.org



Examples: Spoofing from Brevo

Private EmailOutlook Gmail

sendinblue.com sendinblue.com t-sender-sib.com



FROM + DKIM ABUSE

Who is vulnerable?

Large email service providers, such as Brevo and Mailgun, 

who leverage Feedback Loop (FBL) feature of popular mailbox 
providers such as GMAIL, Outlook, and Yahoo Mail to collect 
users' complaints

• CVE-2024-7208

Attack pattern prerequisites?

❑ Email address is not verified from FROM field

❑ A DKIM signature is required by FBL for email sender

What is the impact?

Spoof emails from the sender 

DKIM domain used for FBL



DKIM REPLAY?



DKIM REPLAY DETAILS

user@Alpha-company.com

user@Bravo-company.com

user@Charlie-company.com

Forwarding
Rule

Gift Card



Inject Phishing Content into Org Name



Trigger Email Security Notification



payments-noreply@google.com

Valid Platform Address Distro List Victim

PENDING DISCLOSURE

replay@replaydomain.com
(l)

victiminbox@gmail.com (l)

ATTACK FLOW

mailto:payments-noreply@google.com
mailto:payments-noreply@google.com
mailto:payments-noreply@google.com
mailto:replay@replaydomain.com
mailto:replay@replaydomain.com


“WORKING AS INTENDED”



Other Examples



DKIM REPLAY

Who is vulnerable?

ANYONE?

Attack pattern prerequisites?

❑ A web form that allows a user supplied email address 

+ some form of user supplied information – Name, 

address, comment, etc. 

What is the impact?

Spoof emails from the sender’s 

DKIM domain



Attack Pattern #3
SMTP Parsing Problems



Does email providers parse FROM field 
consistently?

Spoofing emails via manipulating email headers

Parsing the From field is governed by RFC 5322, which defines valid syntactic structures (including group syntax, display names, angle brackets, etc.) 

•Differ in strictness, error tolerance, and interpretation

•Some accept malformed headers

•Others rewrite/sanitize headers due to DMARC/SPF 
policies

Governed by RFC 5322: 
defines syntax (groups, 
display names, angle 

brackets, etc.) 

However, provider 
implementations might vary.



Encouraged by Slonser’s blog

Spoofing emails via manipulating email headers

Parsing the From field is governed by RFC 5322, which defines valid syntactic structures (including group syntax, display names, angle brackets, etc.) 

Reference: https://blog.slonser.info/posts/email-attacks



Header injection via group names 

Spoofing emails via manipulating email headers

Standard structure – FROM: Group Name: <user1@example.com>

No-standard structure – FROM: <spoof@example.com>: <user1@example.com>



Spoofing emails via manipulating email headers

Payload: Use angle brackets (<>) to inject spoofed email address within the group name field

From: <admin@gmail.com>: <example@gmail.com>

Gmail to Fastmail: Header injection via group names 

Spoofed email Attacker-controlled email

mailto:user1@gmail.com


Spoofing emails via manipulating email headers

Payload: Use angle brackets (<>) to inject spoofed email address within the group name field

From: “Hello World"<example@outlook.com>:<admin@github.com> From: “Hello World":<admin@github.com>

Outlook to a Proton Mail Inbox: Header injection via group 

names 

Spoofed emailAttacker-controlled email



Vendor Fix



Header rewrite by email service provider

Enabling unauthorized messages to appear as if sent from trusted sources

•Example: Google Groups rewrite the FROM field 
if sender's domain has specific DMARC records

Some email providers auto-
modify email headers to 

maintain DMARC compliance



Enabling unauthorized messages to appear as if sent from trusted 
sources

Google Groups rewrites the "From" field for emails from domains with DMARC set to p=reject or p=quarantine.

Original sender’s address is replaced by the Google Group’s email address.

Google Group: Header rewrite



Enabling unauthorized messages to appear as if sent from trusted sources

GOAL: SPOOF Disney

•

Some email providers 
allow creation of 

deceptive subdomains

no-reply@534535.brevosend.com

tickets@disney.brevosend.com



Example Deception

•Brevo allows fake subdomains like disney.brevosend.com

•DMARC policy doesn’t matter on target spoof domain

•DKIM & SPF pass as brevosend.com, so spoofed mail looks valid

•Result: You can send email as any brand

Brevo:  deceptive subdomain “creation”



Example Deception



One last trick…



SMTP PARSING PROBLEMS

Who is vulnerable?

All large email inbox providers 

could be vulnerable to this  
Attack pattern prerequisites?

❑ Identify the right pair of outbound and inbound SMTP servers

❑ Outbound SMTP allows non-RFC complaint mail headers

❑ Inbound SMTP fails parse the malformed headers correctly
What is the impact?

Spoof emails from high 

reputational domains and target 
affected email providers’ inboxes 



Disclosure



DOES ABUSE@COMPANY.COM
WORK?



BUT SOMETIMES THINGS TAKE A 
WHILE



DISCLOSURE

US CERT Coordination

50+

Vendors

Reference: https://kb.cert.org/vuls/id/244112



Recommendations



MISCONFIGURATIONS 
ABOUND

No SPF record v=spf1 ip4:192.0.2.10 -all (Defines authorized sender IPs)

SPF ends in ~all v=spf1 include:_spf.google.com -all (Use -all for hard fail)

No DKIM record default._domainkey.example.com → v=DKIM1; k=rsa; p=MIIB...

No DMARC record _dmarc.example.com → v=DMARC1; p=reject; rua=...

DMARC set to p=none v=DMARC1; p=quarantine → Later: p=reject

Overly permissive SPF v=spf1 ip4:203.0.113.5 include:mydomain.com -all

Alignment mismatch Ensure SPF, DKIM, and DMARC use same base domain



• DKIM-signed emails can be replayed by attackers from unauthorized servers.

• Signatures remain valid even when messages are resent out of context.

• No binding to sender IP or timestamp, making spoofed delivery hard to detect.

Problem with DKIM

DKIM



DKIM2
YOU’RE OUR ONLY HOPE

• DKIM2 enhances DKIM by adding protections against replay attacks.
• Introduces time-bound signatures, sender IP binding, and unique message 

metadata – headers.
• Helps receivers detect when a signed email is resent from an unauthorized 

source.
• Backwards compatible and designed for phased adoption alongside existing 

DKIM setups.
• Strengthens email trust by adding context to message authenticity.

Closing the gap



FOLLOW THE RFC

SPF / DKIM / DMARC

RFC 5322 Section 3.6.2

In all cases, the "From:" field 

SHOULD NOT contain any 

mailbox that does not belong to 

the author(s) of the message

Defines the syntax for Internet 
email headers, group syntax is 
a formal structure allowing the 
grouping of multiple email 
addresses under a named 
label.

RFC 7489 Section 4.2

DMARC's filtering function is 

based on whether the 

RFC5322.From field

domain is aligned with (matches) 

an authenticated domain name 

from SPF or DKIM.

It is important to note that the 

authentication mechanisms 

employed by DMARC 

authenticate only a DNS domain 

and do not authenticate the local-

part of any email address 

identifier found in a message…

RFC 7208 Section 11.4

It is up to mail services and their 

MTAs to directly prevent cross-

user forgery: based on SMTP 

AUTH ([RFC4954]), users MUST 

be restricted to using only those 

email addresses that are under 

their control...

RFC 6409 Section 6.1

The MSA MAY issue an error 

response to a RCPT command if 

inconsistent with the permissions 

given to the user (if the session 

has been authenticated)



TAKEAWAYS

Offensive security – easier than ever to spoof your targets

Organizations – Make sure those DKIM/SPF records are valid and reevaluate 
who you are trusting to send email on your behalf

Industry – It's 2025, and email trust does not enforce encryption. We can do 
better by adopting DKIMv2



Questions?
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Dark Reading blog about our research

❖ https://www.darkreading.com/threat-intelligence/20-million-trusted-domains-vulnerable-to-email-hosting-

exploits

CERT Blog about our research

❖ https://kb.cert.org/vuls/id/244112

Weak Links in Authentication Chains: A Large-scale Analysis of Email Sender Spoofing Attacks

❖ https://www.darkreading.com/threat-intelligence/20-million-trusted-domains-vulnerable-to-email-hosting-

exploits
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RFC - Internet Message Format

❖https://datatracker.ietf.org/doc/html/rfc2822

❖https://datatracker.ietf.org/doc/html/rfc5322

❖https://datatracker.ietf.org/doc/html/rfc5321

❖https://datatracker.ietf.org/doc/html/rfc7489

❖https://datatracker.ietf.org/doc/html/rfc7208

❖https://datatracker.ietf.org/doc/html/rfc6409
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❖https://serverfault.com/questions/723911/setting-up-an-spf-record-for-a-

shared-hosting-service-with-lots-of-email-gateway

❖https://github.com/zehm/sendEmail

❖https://mailtrap.io/blog/email-feedback-loop/

❖https://www.twilio.com/docs/sendgrid/ui/account-and-settings/spf-

records

❖https://support.google.com/a/answer/6254652
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