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Who are We?

Tomasz Lisowski

● PhD + Demoscene
● Low level hard/software
● Cellular Security

Marius Muench

● Assistant Prof @
University of Birmingham, UK

● Rehosting, Fuzzing, Binary 
Analysis, Cellular Security
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SIMurai
(2024)

CATana
(2026)

SIMcurity
(???)

swICC/swSIM 
(2022)

Lockscreen Bypasses
(2025)
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Prior Art

Koscher & Butler 
@ DEF CON 2013

Welte @ CCC 2019

Burgess @
DEEPSEC 2021 Dabrowski & Gegenhuber 

@ DEF CON 2023
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Pozzobon & Renner 
@ Troopers 2019



Chapter 0: 
We Want to Emulate a SIM

Where all of this began.



2022: Upcoming Release of FirmWire 
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2022: Upcoming Release of FirmWire 

https://github.com/FirmWire/FirmWire
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2022: Upcoming Release of FirmWire 

??? 8



First Contact
“I need a BSc project”

“Wanna build a SIM stub”?

“Sure”

How hard can
it be?
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swICC - Smart Card Emulator

CLA INS P1 P2 P3 DATA

SW1 SW2DATA

CLA INS P1 P2 P3 DATA

SW1 SW2DATA

Commands File System

...
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swSIM - SIM Emulator
● SIM is ~superset of the ICC

● More command classes (CLA)
● More commands (INS)
● Different behaviour of some existing 

commands
● Authentication: Milenage, COMP128

● USIM “Application”

● Card Application Toolkit (CAT)
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Dev Setup

SIMtrace2
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Demo 0
15



Progress 
Over Time

2022/06/21 2022/06/23 2022/06/24 2022/06/24

2022/06/25 2022/06/25 2022/06/27 2022/11/16 16



Chapter 1:
Diving Into Hostile SIMs

SIMs can do WHAT?



Hostile SIM Threat Model

1.SIM SW Stack Vulns:
Allowing remote 
exploitation by 

attackers.
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● Others laid the groundwork.

● Let’s explore it further using FirmWire + swSIM!

SIMurai: 

- Our new security-centric tool
- Not always in spec

SIM Attack Surface
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 SIMurai Architecture/Setup
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SIMurai: Re-Implementing Simjacker Spyware

● SIM Spyware based on proactive 
commands

● Initial delivery via 
vulnerabilities in S@T Browser

● Variations still in use today![1]

● Our code cannot be installed on 
commercial cards. Not weaponized!

[1]https://citizenlab.ca/research/uncovering-global-telecom-exploitation-by-covert-surveillance-actors/#STA2-the-sim-as-the-spy
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Proactive Commands

91 XY

80 F2 00 00 00

80 12 00 00 XY

“FETCH”

● “STATUS” (polling) 
● OR any other APDU with a 

success response 0x9000

1. SIM card prepares commands
2. Terminal fetches commands
3. Terminal sends back result 

eventually.

0x91: Command present. 
0xXY: Length = 0xXY

90 00Proactive Cmd.

90 00

80 14 00 00 XY Rsp.

“TERMINAL RESPONSE”
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Attempt #2: Fuzzing real-hardware

💡Inputs from Hostile SIMs need to be parsed.

Attempt #1: SIM File-based fuzzing

SIMurai:  Fuzzing

Attempt #3: Fuzzing Proactive commands in FimWire
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The Final Fuzzing Setup

SIM USAT

AT

MM

…

UICC 
Peripheral

Proactive 
Fuzzer

Emulated Baseband
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Demo 1
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Crash Analysis - 2 Key Root Causes

Memory corruptions in parsing incoming proactive commands: 

PROACTIVE_SEND_SS

● PREFETCH ABORTS 
● MEM_GUARD_CORRUPTION

→ Heap Overflow

PROACTIVE_SEND_SMS

● DATA_ABORT

→ Null Pointer Dereference

Replicated on (newer) hardware, reported, and fixed!
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Detour 0: Accidental 
Lockscreen Bypass

Sure Dave, I can let you do this.



A Special Proactive Command

That would make 
a nice demo
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Accidental Findings

Preparing for the presentation

https://www.youtube.com/watch?v=2ou_MxSmiVo

“How does this interact with lockscreens?”

Brainstorming with friends
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Demo 2
LAUNCHing BROWSER Under the Lockscreen
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Why does this work?

Missing (or NULL) Alpha Identifier/Icon Identifier

→ Undefined Behavior
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Where does this work?

At the time of testing (March 2025):

Without User Interaction:

● Galaxy A14
● Galaxy S22
● Motorola G32
● Motorola One Vision
● Pixel 6
● Pixel 8
● Pixel 9

User Interaction Required:

● Galaxy S9
● Galaxy S10e
● Galaxy A41
● ZTE Blade A54
● Huawei P40 Lite
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The Fix
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Chapter 2:  
Equipping the CATana 

AT commands in SIM spec? Of course!



Another Special Proactive Command

Tian et al. 
@ USENIX Sec 2018
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Limited attack surface?

RUN AT barely supported by phones:

- Found only one instance in over 20 models
- “Interesting, but not worth further investigation …”

End of 2025:

“💡What about IoT devices?”
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Where to find good target IoT devices?

[1]https://www.thezdi.com/blog/2023/11/28/a-detailed-look-at-pwn2own-automotive-ev-charger-hardware

● Interesting, high 
profile targets

● Car TCUs, EV Chargers, 
Automotive OSs

● Documented SIM slots! Todd Manning. “A Detailed Look at Pwn2Own 
Automotive EV Charger Hardware.” [1]
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Where to find good target IoT devices?

“Can we use your hardware for testing?”

“Sure”
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Testing for SIM AT Support

Vendor A - Device #1 ✓

Vendor A - Device #2 ✓

Vendor A - Device #3 ✓

Vendor A - Device #4 ✓

Vendor B - Device #1

Vendor C - Device #1 ✓

Vendor D - Device #1
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91 ??

80 F2 00 00 00

80 12 00 00 ??

90 00Proactive Cmd.

80 14 00 00 ?? Proactive Rsp.

90 00

80 C2 00 00 ?? Envelope

90 00

STATUS

FETCH

TERMINAL 
RESPONSE

ENVELOPE

Sending AT from SIM

● Everything is 
BER-TLV encoded

● Asynchronous 
process

● Notifications 
sent after AT 
handling are not 
delivered

● AT data mode 
most likely not 
possible 41



CATana: CATtty

● Custom proactive app for 
swSIM to send AT commands

● Testing only requires a 
SIMtrace2 + swSIM

● Real card not needed

● Interposing built-in if a 
real connection is needed for 
experiments 42



CATana: CATlet

● Java Card Applet

● Host app for sending 
commands to the 
applet.

● AT+CSIM can deliver 
raw APDUs

● Bi-directional 
communication
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CATana: CATauto

● Automating AT command 
dispatch with CATtty

● Collecting results

● Analysis using an AT 
command definition file

● Machine-readable AT 
command definitions
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Demo 3
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Did you find interesting attacks?

YES.
(Still under embargo. More information in August.)
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Chapter 3: 
SIM Exploration++ 

Thanks NLNet



Learning new Skills

“Can I have 3 months to learn hardware design?”

“Sure!”

How hard can
it be?
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The Dream of Custom SIM Hardware

PIO for SIM 

communication

Our own 
interposers

More REsearch 

Tooling!
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SIMcurity: SIMuscope

Goal:

● Physical layer with PIO
● Current sensing, voltage sensing, 

forcing different voltages from 
card. Pretty low density 

(novice) PCB ;>

Result:

● RP2350 and RP2040 have different 
GPIO block (fail)

● Voltages too small for RP2350…
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SIMcurity: SIMshield Dev Board
Goal: Open Programmable Interposers

● Hard to flash with firmware
● 8 pins require multiplexing 

(easy to brick)

● Dev board needed to prove out 
the tech and develop software

● Mechanical switches instead of  
buttons ;>
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SIMcurity: SIMshield Dev Board
Goal: Open Programmable Interposers

● Hard to flash with firmware
● 8 pins require multiplexing 

(easy to brick)

● Dev board needed to prove out 
the tech and develop software

● Mechanical switches instead of  
buttons ;>

Slightly higher density 
(novice) PCB ;>
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SIMcurity: SIMshield

● Sticker that attaches 
to SIM cards

● Two MCUs forwarding 
back and forth

Bonus: Learning how to 
properly panelize PCBs.
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Chapter 4: The End?
…



Recap

swICC & swSIM:

● A Smart Card & SIM 
emulation framework

SIMurai:

● Framework for exploring 
hostile SIMs

CATana:

● Making the SIM-AT 
interface exploitable 
explorable

SIMcurity:

● New REsearch tooling for 
the SIM interface
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Takeaways
SIMs are an attack surface!

– As seen in real-world campaigns

Devices connected to SIMs were not built with this in mind
– Decades of work, yet vulnerabilities remain 

Hardware design is fun!
– You should try it too!
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Shout-outs & Thanks

Merlin Chlosta:

● SIM expertise (SIMurai & 
Interposer)

Jinjin Wang:

● Compatibility testing SIMurai

Jiska Classen:

● Brainstorming on LAUNCHing 
BROWSERs in creative ways

Jacob, Jacqui, Matt:

● Creative help

Osmocom & Sysmocom:

● Tools & guides, kickstarting 
our journey

Fuzzware Team:

● Access to IoT devices while 
developing CATana

NLNet:

● Funding our latest adventures 
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Where can I learn more?

LISKRA.ORGCATana @ WOOT 2026
(To be released)

SIMurai @ USENIX Sec 2024 SIMcurity @ NLNet
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Questions?

LISKRA.ORGCATana @ WOOT 2026
(To be released)

SIMurai @ USENIX Sec 2024 SIMcurity @ NLNet

58



Vulnerabilities in This Presentation

Identifier Affected 
Vendor

Protocol
Stack Severity Estimated No. Affected 

Chipset Models

CVE-2023-50806 Samsung Modem High 14

CVE-2024-45184 Samsung Modem High 18

CVE-2024-27209 Google Modem High 4

CVE-2025-48618 Google Android High >100
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