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BE Microsoft

Permissions requested

a 0365 Access

unverified

This application is not published by Microsoft or
your organization.
This app would like to:

v Sign you in and read your profile

\ } Consent on behalf of your organization

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Cancel

+
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OAuth App Attack Path

OAuth App
Initial Access
Consent to Malicious Token Interception
App (via phishing) (via “redirect _uri’ abuse”) i
(] —
Client Credentials Supply Chain
Compromise Compromise
Persistence Privilege Escalation
Living off the Land Attacker adds [ Consent to an application with high permissions ]
(LOTL) with a Legit App malicious application
— = [ Supply Chain Compromise ] ¢
App Backdooring Supply Chain
(Adding secrets, certificates) Compromise [ Steal secrets to application with high permissions ]
~— —>

OAuth App Oauth Apps 101 Malicious Apps LOLApps Credential & Why is it hard? Supply chain

Attack Path Permissions WIZ*
abuse



Agenda

e OAuth Apps Threat Model ) Legitimate App Misused (LoLApps)
® Entra OT permissions Abuse
*&* OAuth Apps 101 @ Why is it hard

> Compromised App (Supply

Malici A
 Malicious Apps Chair)
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Service

Account Application

User

A

Assign Permissions

&

— o

Add

Roles

PIM

API
Permissions

—CCOnﬁgure Policies) \

(Authenticate Identities)—

a = g) ﬁ
- Sign Validate
MFA Policies Tokens SSO Autehntification
_ J
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Application vs Service Principal

Appld: 3367
EE—— ServicePrincipallD: 2222

Company A AppOwnerTenant: Microsoft

Appld: 3367
L ServicePrincipallD: 3333
Company B AppOwnerTenant: Microsoft

Microsoft Appld: 3367
> ServicePrincipallD: 4444

Appld: 3367 Company C AppOwnerTenant: Microsoft

ServicePrincipallD: 1111
Appld: 3367
—_— ServicePrincipallD: 5555

AppOwnerTenant: Microsoft
Company D AppOwnerTenant: Microsoft
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Creating an OAuth Application
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Delegated vs Application Permissions

p { PLATFORM: MICROSOFT ENTRA ID |
DELEGATED PERMISSIONS APPLICATION PERMISSIONS
(User-on-behalf-of Access) 5 (Autonomous App Access)
USER LOGS IN Permissions scope A APP AUTHENTICATES NO USER
“' g +%  access on behalf of the i PRESENT
User ’ = logged-in user. Application ¢ ++

Nt gvgé -
' A\ Permissions scope access

fi for the application directly
API| Permissions (no user present).

Request API permissions ] Mail.Read

<CAIl APIs

@& Microsoft Graph
4 https://graph.microsoft.com/ Docs ! Category Application

What type of permissions does your application require?

Identifier 810c84a8-4a9e-49e6-bf7d-12d183f40d01

Delegated permissions

Your application needs to access the APl as the
signed-in user. DisplayText Read mail in all mailboxes

Description Allows the app to read mail in all mailboxes
Application permissions without a signed-in user.

Your application runs as a background service or daemon without a

OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions
Attack Path Abuse

s &03

(> Expand table

Delegated

fc8dc98a9dca

in user's mailbox.

Why is it hard?

570282fd-fa5c-430d-a7fd-

Read user mail

Allows the app to read the signed-

Supply chain
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OAuth Consent
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Home > Enterprise applications | All applications > troopersdemo

o troopersdemo | Permissions
- Enterprise Application
~ Review permissions C} Refresh i; Got feedback?
i Overvie ‘i
» SRR Permissions
Deployment Plan Below is the list of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on behalf of all users (delegated permissions). You can also grant permissions directly to this app (app

permissions).

( Diagnose and solve problems L #
earn more

Manage
You can review, revoke, and restore permissions.
1] Properties Learn more [2

&2 Owners v 3
Grant admin consent for Default Directory
4+ Roles and administrators

&2 Users and groups Admin consent User consent

23 Single sign-on

Search permissions

2 Provisioning

C Self-service APl name Claim value Permission Granted through Granted by
Microsoft Graph (4)

Securit,
Y Microsoft Graph openid Sign users in Delegated User consent 1 total user(s)

¥ Conditional Access .
Microsoft Graph orofil View users' basic profile Delegated User consent 1 total user(s)

Permissions 2 :
Microsoft Graph m View users' email address Delegated User consent 1 total user(s

@ Token encryption
Microsoft Graph S i Sign in and read user profile Delegated User consent 1 total user(s)

Activity

Troubleshooting + Support

OAuth App Malicious Apps Permissions Why is it hard? Supply chain
Attack Path Abuse




What Was

App ID: 0d2fa037-dcla-4153-80e5-bd30al7’7fb247,
Created?

App owner Tenant id: 237e701lc-327f-4cad-abal-dddaz2412d89d9,

Consent Date: 2025-09-05T14:09:03.0002z,
Creation Date: 1970-01-01T00:00:00.000%,

Homepage: https://docusign.com,

Display name: Docusign for Outlook,

Reply URL:

https://services.dev.docusign.net/integrations-office/v1.0/App

/eSignature,

Verified publisher: Docusign,

Verified publisher ID: 2290474

OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain
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The App Behind the Attack

Malicious App Legitimate App Misused (LoLApps)

Overprivileged/Leaked Creds of

Compromised A Supply Chain
frere P pp (Supply )
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[ | CREATION OF MALICIOUS APP

Malicious App

Create malicious apps to steal tokens through a
crafted reply URL, maintain tenant persistence, and
achieve privileges.

https /imicrosOft-login.com

B® Microsoft 365

k ) Ci |
( N\ ~
Permissions What attacker [
Whatever the needs to do (o .
attacker configured Build the app, phish Cﬁ =
the app to request the user Ef"c;'r?"ewe’ redir::tcezstsoT:tI?;ker's

Reply URL
. V, . V, J

lllicit consent phishing risk
receives Token redirected
to Attacker's Reply URL.

OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain
Attack Path Abuse WIZ
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Legitimate App Misused (LoLApps)

Abusing the built-in features of normal, trusted apps
for malicious purposes.

( ) ( )

Permissions What attacker

Whatever the app can needs to do

do with the user Get the user’s
access password

OAuth App OAuth Apps 101 Malicious Apps LOLApps
Attack Path

LOTL WITH OAUTH APPLICATIONS IN AZURE

Request for Permissions

_) E Azure Command Line Interface

App application

Trusted native first-party app application
] I consent to this application?

Cancel

User grants broad
permissions to a legitimate,
trusted native)application.

O o—
Tor hpp 1bi <" ABUSING LEGITIMATE ' esre it tr. - s
Gt APP PERMISSIONS FOR

Siceess n ENUMERATION & RECON -

A compromised identity i
leverages the valid OAuth Token |The attacker'uses existing, powerful

e 5 application scopes to move laterally
of alegitimate Azure native app. and harvest data, 'living off the land".

Permissions Why is it hard? Supply chain
Abuse WIZ*




p
Overprivileged/Leaked Creds of
App
Abuse permissions, secrets or certificates to
expand access and maintain persistence.

\.

( ) ( )

What attacker
Permissions needs to do

Whatever the app has Find the app's
credentials / add

their own secret

L J U J

OAUTH APP CERTIFICATE ADDITION

CERTIFICATES & SECRETS

Trusted Internal Tool
@4 Add public key from file...

UPLOAD CERTIFICATE (.cer)
Select key type: k .

Public Key

J

(eee \ Attacker impersonates
app to access data.
Data Using private
‘i;énb Service key to login
Successfully AT
AuthenticatZd APPLICATION-LEVEL g

(App Identity) ACCESS TOKEN
“ GRANTED

Adding a new certificate to an existing trusted l = *—%—E <
Azure AD application manifest. The attacker can FEEEE e S

then use the private key to authenticate as the app.
Complete application takeover providing long-term, @
non-interactive access to resources without user interaction.

OAuth App OAuth Apps 101 Malicious Apps LOLApps

Attack Path

Permissions Why is it hard? Supply chain
Abuse WIZ*



| 4 2 |

3: SUPPLY CHAIN EXAMPLE

Compromised App (Supply Chain)

Gaining tenant access by compromising a trusted,
pre-integrated third-party application.

Trusted CRM Saa$S

Use compromised key to
authenticate customers tenants

( N\ )

What attacker
needs to do

Hack the vendor, not
you

Permissions

Whatever you gave
the vendor

\\r4

OAuth App
Attack Path

OAuth Apps 101

Malicious Apps

LOLApps

Permissions
Abuse

Why is it hard?

Supply chain

4+

WIZ



The App Behind the Attack

Malicious App Legitimate App Misused (LoLApps)

Overprivileged/Leaked Creds of

Compromised A Supply Chain
. P pp (Supply )
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What's Next?

Malicious applications

wIZ'
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’ © Appld: 2356
EEEEEEE—— i 1 ServicePrincipallD: 2222

AppOwnerTenant:Not Suspicious AtAll

Appld: 2356
ServicePrincipallD: 3333
Company B O AppOwnerTenant:Not Suspicious AtAll

™

Appld: 2356 Company C

ServicePrincipallD: 1111
Appld: 2356
D ———— ServicePrincipallD: 5555
Company D O AppOwnerTenant:Not Suspicious AtAll

AppOwnerTenant: NotSuspiciousAtAll
N N 00 N

Attackers tenant Appld: 2356
ServicePrincipallD: 4444

AppOwnerTenant:Not Suspicious AtAll

Ay — o4
OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain
Attack Path Abuse
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Applications Fields

LEGITIMATE APP:

App ID: 0d2fa037-dcla-4153-80e5-bd30al7fb247,

App owner Tenant id:

237e701c-327f-4cad-abal-ddda2412d89d9,

Consent Date: 2025-09-05T14:09:03.0002%7,

Creation Date: 1970-01-01T00:00:00.000%,

Homepage: https://docusign.com,

App name: Docusign for Outlook,

Reply URL:
https://services.dev.docusign.net/integration

s-office/v1.0/App/eSignature,

Verified publisher: Docusign,

Verified publisher ID: 2290474,

App owner name: Docusign

docusign.com

App owner domain:

App ID: 22c606e8-7d68-4a09-89d9-c3c563a453a0,
App owner Tenant id:
34a773£5-d756-4912-9585-2f64d52d935e¢,

Consent Date: 2025-03-10T17:57:24.000%7,
Creation Date: 1970-01-01T00:00:00.000%,
Homepage:
App name: Docusign,

Reply URL:
https://synapaketsteamworkspace.myclickfunnel
s.com/share-docus,

Verified publisher:

Verified publisher ID:

App owner name: Jackssons INC

App owner domain: jackssons.com

WIZ




So How do We Detect This?

e |egitimate flow
e No malware / no exploit
e Looks like normal application usage

e Blends in with thousands of apps

Ay A A —
OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain
Attack Path Abuse
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From Abuse to Detection

(Extraction )

{ Extraction )

Party Apps

[ Ingest All 3-rd ’ ‘ Extract Common ’ ‘ Filter Out Common ’

App Names Apps

[ Extract

Relevant Proporties ]

{ Enrichment )

[ Enrich Application Context ]

—CDecision and Priotitizutiom)

{ Evaluation ———

[ Scoring Mechanism

Al Contextual Verdict ]

1H[

{ Pivoting )

Additional Apps Registered by the
Same Owner Tenant

Apps Using Identical or Similar
Reply URLs

Apps Hosted With the Same
Homepage

Apps Linked to the Same
Owner Domain

4+
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- ( Extraction) \

s Filter Out
Common Apps

.......................................................................................................................................

Ingest 3-rd Extract Common
Party Apps App Names

Extract Relevant Proporties

Home Page Verified Publisher Owner Tenant ID
: App Name
Number of Apps App Daoption =
Per Owner Across Tenants f
Reply URL
L >
U N N 00NN
A A A A A A
OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain

Attack Path Abuse wIZ'



( Enri B
\Enrlchment o \

/impersonating apps publisher across tenants

Detect look-alike is verified App adoption
per owner

Number of apps ]

Owner Tenant ID

Reply URL l Home Page l

l i ) r(Microsoft Graph Query) I l

Owner Tenant Owner Tenant
Query Validin For | é————— Domain Nama
N
DNS Records Resolution OSINT
Host Responses Host Connections
~,
U N 0000000 N NN N
A, AR A A A
OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain ,
Attack Path Abuse WIZ



Owner tenant context - Graph API

New to Graph Explorer?
Graph Explorer is a developer tool that lets you learn about Microsoft Graph APIs. Use Graph Explorer to try the APIs on the default sample tenant to explore capabilities. Follow a X

step-by-step tutorial &

https://graph.microsoft.com/v1.0/tenantRelationships/findTenantinformationByTenantld(tenantld='31aca3e6-069d-4baa- > Run query

89b7-6502006fe99e")

GET v vio v

No resource was found matching this query

> Request Body Request Headers (@) Modify Permissions /2 Access token

© OK-200-366ms

G Response preview 5‘_‘] Response headers [j,‘, Code snippets [z Toolkit component (&) Adaptive cards

"@odata.context": "https://graph.microsoft.com/v1.0/$metadata#microsoft.graph.tenantInformation",
"tenantId": "3laca3e6-069d-4baa-89b7-6502006fe99e",

"federationBrandName": null,
"displayName": "Little Neck Swim and Racket Club",

"defaultDomainName": "1lnsrc.org"




( Enrichment) N

Detect look-alike l is verified l App adoption ] Number of apps ]
/impersonating apps publisher across tenants per owner
Reply URL Home Page Owner Tenant ID
\ l L J r(Microsoft Graph Query) J l
Query Validin For | é—— Owlr)\il;l'aei:ant Own:;::eenant
SURNE. . e S
DNS Records Resolution OSINT
Host Responses Host Connections
................................................................................................................ )
U U U N N N
A A A Ay S
OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain
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#3 Decision

e Weighted scoring
e No single magic indicator

e Reduce noise

OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain
Attack Path Abuse WIZ'



E MALICIOUS OAuth App Detected

Malicious

Score:
19

App Name:
["Adobe']
Client Tenant ID:

App Owner Name:

Thermion AB

Verified Publisher:

["]

This app owner has: 1 different apps
Disabled By Microsoft Status:
DisabledDueToViolationOfServicesAgreem

ent

Reply URLs:

[[{'reply_url':
""https://adobe.mareanebulosasdo.it.
com/WOWEM" ', "domain_score': 4.0,
'domain_verdict': 'suspicious'}]]

App ID:
c4d0b015-689a-4bcf-b69b-3ed5005fddb6
Consent Date:

['2025-03-04 06:53:24+00:00']

App Owner Domain:

thermionse.onmicrosoft.com

Similar to common app:

Adobe Acrobat - OneDrive

This app is installed in: 1 tenants
App Home Page:

']

December 24th, 2025 v




( Pivoting )

Malicious + App
Oauth App . Owner
U U N NN N
AR/, A A Ay S
OAuth App OAuth Apps 101 Malicious Apps LOLApps Permissions Why is it hard? Supply chain N
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Ve

App Owner

=

mme 48 App Name: sharedoc

ncerc.org

e 28 App Name: Adobe J

OAuth App
Attack Path

OAuth Apps 101

e a8 App Name: docsign }——} More Victims

Malicious Apps LOLApps Permissions Why is it hard? Supply chain
Abuse WIZ'




Detections

User Granted Consent To

Malicious Application

User Authenticated To

Malicious Application

4+

WIZ



Results

Campaign evidence

19 distinct OAuth apps in the
early-2025 campaign

7 additional legacy malicious

DocuSign

sharedoc

a3903ccd-ec81-4264-8fba-
a7d4cd395fd5

c52517b0-46eb-4d61-975a-
771d9978dac0

b0d8eab55-bc29-436c-9f8b-
f8829030261d

21f81c9e-475d-4c26-9308-
1de74a286f73

48cblfac-7195-47b3-98b2-
fe3562bee75¢c

Shared infrastructure:

Examples from the I0Cs:

Same owner domain - ncerc.org

Shared owner tenant

AP dating back 10 2O | e

Owner ID

€297¢7b7-297d-4261-a849-
e11e0f2bb10f

a205f03e-ebab-412e-alf9-
360f848b3705

0648fcb2-de2a-4all-bd97-
872c9blas52b

69168d16-9597-47a2-aLeb-
a81900185529

619849e9-5192-4c3f-b0f3-
8469980c3958

Owner domain

cooltekinc.com; cooltekllc.com;
cooltekllc.onmicrosoft.com

anchorsgordon.com;
anchorsgordon.onmicrosoft.com

damiongosamemorialfo.onmicrosof
t.com; dgm-f.org

fpwd.com;
netorgft8261298.onmicrosoft.com

nceconomicresourcecouncil.onmicr
osoft.com; ncerc.org

Reply URIs

["https://myworkspacefea7ffc776.m
yclickfunnels.com/httpsoutlookoffic
ecom"]

["https://kimharrysteamworkspace.
myclickfunnels.com/sharedfil"]

["https://workspacesteamworkspac
e.myclickfunnels.com/offices--
af295"]

["https://myworksspace.myclickfun
nels.com/office365com--5b652"]

["https://nmcunhasteamworkspace
.myclickfunnels.com/secured-
sharepoint-document"]

om



2019 vs 2025

Name

Target
Brand

Reply
URL

Stealth

Level

Shar:Point Cloud

Microsoft

sharepoini.microzoftonline.corn

Moderate (Visual)

0365 Access

Microsoft

officemtr.com:8081/office

DocuSign

Third-Party (DocuSign/Adobe)

ynapaletsteamworkspace.myclickfunnels.co

High (Contextual)

+
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What's Next?

@ LOLApps
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Abuse
common

RogueApps

When Good Apps Go Rogue | Powered by Huntress

Tracking 7 rogue applications

Q Search apps, tags, permissions...

Huntress:

eM Client

A robust email client often leveraged by attackers due to its
extensive capabilities. eM Client allows attackers to sync
multiple inboxes into the same client, download all emails...

BEC EMAIL SPAM

PerfectData Software

An application that can export mailboxes for backup
purposes. Used maliciously to exfiltrate data and stage
financial fraud transactions.

EXFILTRATION BEC BACKUP

Newsletter Software Supermailer

Software used for email mass mailing, often abused to send
phishing emails. Requires administrator consent to use with
Microsoft365, which then allows the application to send fro...

BEC SPAM PHISHING

OAuth Apps
Attack Path

rclone

Rclone is a command-line program to manage files on cloud
storage. It allows the user to download all files the user
account can access within OneDrive and SharePoint.

EXFILTRATION BEC

Malicious Apps

CloudSponge

CloudSponge allows you to export all contacts from an inbox.

These contacts can be used as targets for phishing emails,
allowing an email compromise campaign to spread more.

EXFILTRATION BEC ADDRESSBOOK

Permissions
Abuse

LOLApps

Why is it hard?

SigParser

SigParser is used to exfiltrate contacts and recipients from an
account's address list, calendars, and email, allowing
malicious email such as spam or phishing to easily target...

COLLECION EXFILTRATION PHISHING BEC

Supply chain



SigParser

OAuth App
Attack Path

OAuth Apps
101

SigParser x

SigParser is used to exfiltrate contacts and recipients from an account's address list, calendars, and
email, allowing malicious email such as spam or phishing to easily target relevant recipients.

COLLECION EXFILTRATION PHISHING BEC

App ID: caffae8c-0882-4c81-9a27-d1803af53a40

Owner Organization ID: 28300cff-466f-4374-a59a-f3e5a6fc2¢c56
Publisher: unknown

Contributors: Syne0, randomaccess3

MITRE TTP: T1530, T1567, T1087.003

Tags: collecion, exfiltration, phishing, BEC

Permissions:

. ‘ ‘ red )

. eadurite. Shared )
- hared  ( @)

References:
 https://cybercorner.tech/common-oauth-apps-used-in-business-email-compromise/#SigParser

https://support.sigparser.com/en/articles/8844405-i-think-someone-hacked-my-mailbox-can-you-del
ete-my-account

https://github.com/randomaccess3/detections/blob/main/M365_Oauth_Apps/MaliciousOauthAppD
etections.json

Malicious Apps LOLApps Permissions Why is it hard?
Abuse

Supply chain



== SigParser

OAuth App
Attack Path

Sign|

B¥ signinwith Mic

G Sign In with Gc
=4 SignInwithEi

Don'thave anaccount?

Terms Of Service and Priva

OAuth Apps
101

B8 Microsoft

sapir_test_user@wizsectest.onmicrosoft.com

Permissions requested

SigParser

™ [App infd

This application is not published by Microsoft or
your organization.

This app would like to:

Read calendars you can access

Read mail you can access

AV
v Read and write to your and shared contacts
V
A4

Read all users' basic profiles

' Maintain access to data you have given it access to

D Consent on behalf of your organization

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Malicious Apps

Credential &
Permissions
abuse

LOLApps

Why is it hard?

Microsoft
pir_test_user@wizsectest.onmicrosoft.com

ermissions requested

SigParser

arser
App O

lis application is not published by Microsoft or
ur organization.
is app would like to:

Sign you in and read your profile

Maintain access to data you have given it access to

] Consent on behalf of your organization

septing these permissions means that you allow this app to
3 your data as specified in their terms of service and privacy
tement. You can change these permissions at
os://myapps.microsoft.com. Show details

es this app look suspicious? Report it here

Cancel

Supply chain




LOLApps: Flavour #2

Microsoft First-Party Applications

%\
\\W
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The Real LOLApps

Microsoft Azure CLI

€ Back to Grid
App ID: 04b07795-8ddb-461a-bbee-02f9e1bf7b46 (8]

Public client app CA Bypasses (1)

Known Conditional Access Bypasses

Active All

Conditional Access policies are not applied to the listed resources. This is considered by-design by Microsoft: '[...]JEach accessed resource provides read-only, non-sensitive tenant
data and serves as a preliminary step before reaching the final resource.[...]' - MSRC

Read more: http://cloudbrothers.info/en/conditional-access-bypasses/ -
Discovered by: @fabian_bader
Affected Resources & Scopes:

Microsoft Intune Checkin

26a4ae64-5862-427f-a9b0-044e62572a4f

« user_impersonation

Redirect URIs (4) Scopes by Resource
Preferred Interactive Redirect URL Microsoft Graph
https://login.microsoftonline.com/common/oauth2/nativeclient UD00b00=S00N0S0000Se00020000000DO0D0
11 scopes:
Preferred Non-Interactive Redirect URL » email
https://login.microsoftonline.com/common/oauth2/nativeclient * openid
« profile
All Redirect URIs * Application.ReadWrite.All EAM Classification: ControlPlane
« msauth.com.msauth.unsignedapp://auth * AppRoleAssignment.ReadWrite.All EAM Classification: ControlPlane +

WIZ

« ms-appx-web://Microsoft. AAD.BrokerPlugin/04b07795-8ddb-461a-bbee-02f9e SiAUdItEog: Read Al e e o ieraneman Blone






- A B =

Client /devicecode /token User Agent Login Server

client_id, scope

device_code, user_code,
verification_uri
user_code

N
N2
N2

ey

user_code, verification_uri

D eVi c e : Auth challenge ]
Code Flow S

User authenticates

Vv

—( client_id, device_code )—)

( ----- ( authoriation_pending, slow_down ) ------

_( client_id, device_code )—)

GEERT ( access_token, refresh_token, id_token ) ------

WIZ Research

OAuth App OAuth Apps Malicious Apps LOLApps Permissions Why is it hard? Supply chain
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0
e ]

Microsoft Entra ID Attacker Victim

D eVi cecCco d e Device code request
PhiShing User code + URL

N

WV

Phish email + link

N\ 4

Victims clicks link

N

( Victim authenticates to Entra using code )

N

Attacker receives token

WV

WIZ Research
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Questions You Should Ask Yourself

Is this app common in my Does the authentication to
organization? this app look suspicious?

OAuth App OAuth Apps Malicious Apps LOLApps Permissions Why is it hard? Supply chain N
Attack Path 101 Abuse WIZ



What's Next?

Beyond consent:
permission abuse

wIZ'
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B

Permission and
Credentials Abuse

NN N 0000000000000 N y 20000 000 0N
AR A /A A A
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Two sides of app access

i i

Permissions Credentials

How the app

What the app can access authenticates

e e
N NN NN N N
y S/ / [ y - 4
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Attack Patterns

-
Or

Stolen Credential

Legitimate app + stolen
credential.

Attackers gain access via
leaked client secrets or
certificates.

e

Added Credential

Existing app + added
credential.

Attackers add their own
secrets to a compromised
high-privileged app.
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Questions You Should Ask Yourself

& || & | a

Resources Volume Execution context

How broad is the

activity of the app? How and from where is

the app being used?

What does this app
normally access?

e " 4
N N NN N > 22000O0O0N 00000000000 N
A A A Ay, 4
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Service Principal Baseline & Anomaly Detection

Data Normalization

Use Fuzzing for User Agent
(UA Version Changes Won't Create FP)
[ Flatten Baseline :

v

Create Sign-in
Baseline Per Service | —>

v

Preprocessing

SHncibdl Use Fuzzing for Autonomous System
Organization (ASO Changes Won't Create FP)
Detected Anomalies (Inputs to Scoring)
W
[ New VPN ] [ New User Agent }
[ Score anomalies J >

[ New Resources ] [ Volume Anomaly ]
Ny N N NN " N
y________________ __________ ________/ _______________£ A A
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Service Principal Anomalies - Findings

Large Volume
of Requests

Service Principal Microsoft
Secret : Graph API

Attack Tool

[ New VPN ] [ New User Agent ]

[ New Resources ] [ Volume Anomaly ]

>

Data
Exfliration

WIZ Research
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Service Principal Anomalies - False Positives

Security products

Automated scans and
protection agents often trigger
false positive anomaly alerts
during routine operations.

&

.

:

Debugging

Development activity and
troubleshooting sessions can
mimic suspicious behavior
patterns.

J

&

No baseline

Newly created principals or
infrequent tasks lack historical
data to establish "normal’
behavior.

4

OAuth App
Attack Path

OAuth Apps 101 Permissions

Abuse

Malicious Apps LOLApps Why is it hard? Supply chain
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What's Next?

OAuth-based supply chain
attacks
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Supply Chain - TeamPCP Azure Collector

def _token_from_cli_caci def _token_from_imds(resource):
cache_file = 0s.pati url = C

L e "http://169.254.169.254/metadata/identity/oauth2/token"

return None

def _collect_env_vars():
keys = [
“AZURE_CLTENT TD", "AZURE_CLTENT SECRET"™, “AZURE TENANT_ TID"
YAZURE-CLTENT CERTIETCATE PATHY, "AZURE SUBSCRIPTION 10DY,

1
return {k: v for k in keys if (v := o0s.environ.get(k))}
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Who is going to be next?
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Thank You for Listening!

* wizio/blog/tag/research

* threats.wiz.io

* https://www.wiz.io/blog/detecting-malicious-oauth-
applications
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