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Application vs Service Principal
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Creating an OAuth Application
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Delegated vs Application Permissions
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OAuth Consent
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What Was 
Created?

App ID: 0d2fa037-dc1a-4153-80e5-bd30a17fb247,

App owner Tenant id: 237e701c-327f-4cad-a5a1-ddda2412d89d9,

Consent Date: 2025-09-05T14:09:03.000Z,

Creation Date: 1970-01-01T00:00:00.000Z,

Homepage: https://docusign.com,

Display name: Docusign for Outlook,

Reply URL: 

https://services.dev.docusign.net/integrations-office/v1.0/App

/eSignature,

Verified publisher: Docusign,

Verified publisher ID: 2290474
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The App Behind the Attack

Malicious App Legitimate App Misused (LoLApps)

Compromised App (Supply Chain)Overprivileged/Leaked Creds of 
App
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Malicious App
Create malicious apps to steal tokens through a 
crafted reply URL, maintain tenant persistence, and 
achieve privileges.
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Permissions
Whatever the 
attacker configured 
the app to request

What attacker 
needs to do
Build the app, phish 
the user



Legitimate App Misused (LoLApps)
Abusing the built-in features of normal, trusted apps 
for malicious purposes.
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Permissions
Whatever the app can 
do with the user 
access

What attacker 
needs to do
Get the user’s 
password



Overprivileged/Leaked Creds of 
App
Abuse permissions, secrets or certificates to 
expand access and maintain persistence.
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Permissions
Whatever the app has

What attacker 
needs to do
Find the app's 
credentials / add 
their own secret



Compromised App (Supply Chain)
Gaining tenant access by compromising a trusted, 
pre-integrated third-party application.
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Permissions
Whatever you gave 
the vendor

What attacker 
needs to do
Hack the vendor, not 
you



The App Behind the Attack

Malicious App Legitimate App Misused (LoLApps)

Compromised App (Supply Chain)Overprivileged/Leaked Creds of 
App
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What’s Next?

Beyond consent: 
permission abuse

OAuth-based supply chain 
attacks

LOLAppsMalicious applications



Malicious Apps
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Applications Fields

App ID: 0d2fa037-dc1a-4153-80e5-bd30a17fb247,

App owner Tenant id: 

237e701c-327f-4cad-a5a1-ddda2412d89d9,

Consent Date: 2025-09-05T14:09:03.000Z,

Creation Date: 1970-01-01T00:00:00.000Z,

Homepage: https://docusign.com,

App name: Docusign for Outlook,

Reply URL: 

https://services.dev.docusign.net/integration

s-office/v1.0/App/eSignature,

Verified publisher: Docusign,

Verified publisher ID: 2290474,

App owner name: Docusign

App owner domain: docusign.com

LEGITIMATE APP:

App ID: 22c606e8-7d68-4a09-89d9-c3c563a453a0,

App owner Tenant id: 

34a773f5-d756-4912-9585-2f64d52d935e,

Consent Date: 2025-03-10T17:57:24.000Z,

Creation Date: 1970-01-01T00:00:00.000Z,

Homepage:

App name: Docusign,

Reply URL: 

https://synapaketsteamworkspace.myclickfunnel

s.com/share-docus,

Verified publisher:

Verified publisher ID: 

App owner name: Jackssons INC

App owner domain: jackssons.com

MALICIOUS APP:



So How do We Detect This?

● Legitimate flow

● No malware / no exploit

● Looks like normal application usage

● Blends in with thousands of apps
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From Abuse to Detection
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Owner tenant context - Graph API
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#3 Decision

● Weighted scoring

● No single magic indicator

● Reduce noise
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Detections

User Granted Consent To 

Malicious Application

User Authenticated To 

Malicious Application



Results

Campaign evidence

19 distinct OAuth apps in the 
early-2025 campaign

7 additional legacy malicious 
apps dating back to 2019

3 distinct malicious OAuth app 
campaigns

Shared infrastructure:

 Examples from the IOCs:
● Same owner domain - ncerc.org
● Shared owner tenant
● Reply url hosted on myclickfunnels.com
● Brand impersonation patternsName App ID Owner ID Owner domain

Name App ID Owner ID Owner domain Reply URls



2019 vs 2025



Sharing IOCs it’s important!



What’s Next?

Beyond consent: 
permission abuse

OAuth-based supply chain 
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Abuse 
common 
app 

Huntress: 
https://huntre
sslabs.github.i
o/rogueapps/ 
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SigParser
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LOLApps: Flavour #2

Microsoft First-Party Applications



The Real LOLApps



The Tactical Shift

Stolen Passwords -> Phishing



Device 
Code Flow
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Device code 
Phishing
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Detections



Questions You Should Ask Yourself 

01

Is this app common in my 
organization?

02

Does the authentication to 
this app look suspicious?
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What’s Next?

Beyond consent: 
permission abuse

OAuth-based supply chain 
attacks
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Permission and 
Credentials Abuse
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Two sides of app access

Permissions Credentials

What the app can access How the app 
authenticates
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Attack Patterns
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Questions You Should Ask Yourself

Resources Volume

What does this app 
normally access?

How broad is the 
activity of the app?

OAuth App 
Attack Path

OAuth Apps 1O1

              

Malicious Apps LOLApps Why is it hard? Supply chainPermissions 
Abuse

Execution context

How and from where is 
the app being used?
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Service Principal Anomalies - Findings

Service principal secret
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Service Principal Anomalies - False Positives
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What’s Next?

Beyond consent: 
permission abuse

OAuth-based supply chain 
attacks
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The Threat Model OAuth Apps 1O1
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Supply Chain - TeamPCP Azure Collector
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Who is going to be next?
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