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Introduction to ADCS



What is ADCS?

• Active Directory Certificate Service – PKI made by Microsoft
• Classic PKI: Issue various kinds of certificates for users and computers
• Certificate Templates
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Certificate Templates

• Who can request a certificate?
• What can you do with it?
• Permissions?
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Certificate Templates

• Who can request a certificate?
• What can you do with it?
• Permissions?
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Attacks on ADCS

• White paper by SpecterOps: Certified Pre-Owned in 2021
• Domain Escalation techniques: ESC1-ESC8
• Focus on misconfigured templates
• Community found more techniques over time (up to ESC16)
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Revisiting ESC1
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Mitigating ESC1

Restrict
• "Enrollee Supplies Subject"
• "Extended Key Usage" (EKU) allows (client) authentication
• Permissive enrollment rights
• No enrollment restrictions, e.g., "Manager approval"
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Restrict the EKU

• Client authentication → bad
• PKINIT Client authentication → bad
• Any purpose/no EKU → terrible
• Server authentication → good?
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Introduction to WSUS (Attacks)



WSUS?
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WSUS – Updates for Everyone

• Proxy for Windows updates
• Fetches updates from Microsoft for different products

Windows 11
Windows Server
. . .

• Admins control update rollout
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WSUS – Updates for Everyone

• Clients are configured via Group Policy (GPO)
• Sets the registry key WUServer
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WSUS – Updates for Everyone
and it’s deprecated. . .

Source: https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-server-update-services-wsus-deprecation/4250436

So.. why bother?
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WSUS – Updates for Everyone
. . . but so are many other things

• RC4
• SMBv1
• NTLM
• VBScript
• Internet Explorer

• LM hashes
• non-managed service accounts?
• cpassword in GPOs
• The old Windows 7 client you hacked last week

Alexander Neff, Phil Knüfer | ESC17 28 / 57



Attacks on WSUS
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MitM Attack on WSUS

• Discovered by Paul Stone & Alex
Chapman (Context IS) in 2015

• Webserver serves the updates
• All Microsoft signed binaries are

accepted
PsExec

• Executed with NT Authority\SYSTEM
• Specify a custom command
• PoC Tooling: WSUSpect Source: WSUSpect talk at Black Hat USA 2015
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MITM Attack on WSUS
Prerequisites

• WUServer must use HTTP
• Highjacked traffic

ARP spoofing
DNS poisoning
Fake IPv6 router advertisements (mitm6)
. . .
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MitM Attack on WSUS
Further development

• 2017: Marcio Almeida – WSUXploit – fully weaponized version
• 2020: First blog post by GoSecure – PyWSUS – Python implementation of WSUS

server as powerful attack framework
• 2025: Alex Neff – wsuks v1.0.0 – All-in-one tool for ARP spoofing, update

injection and payload generation
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Weaponizing Compromised WSUS Servers
The red teamer approach

Completely different approach: Use a compromised WSUS server to deliver updates to
victims

• 2017: Alsid/ANSSI – WSUSpendu – PowerShell script to inject malicious updates
into WSUS database

• 2018: @cpl3h/ThunderGunExpress – Thunder_Woosus – Similar in C#
• 2022: LRQA Cyber – SharpWSUS – Enhancement of previous work for C2 reliability
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Fiddling with Certificates
GoSecure part two

• GoSecure uses PyWSUS for further experiments
• CVE-2020-1013

(low priv) attacker sets proxy for current session
Runs PyWSUS-based local proxy server
Local Privilege Escalation!

• Works against HTTPS if attacker also installs custom certificate in local certificate
store

• Fixed by Microsoft (user session proxy and cert store no longer used for WSUS)
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(Ab)Using WSUS for Relay Attacks
Give hash please?

• 2021: GoSecure part three
MitM WSUS traffic
use incoming client requests for, e.g., ntlmrelayx.py
sometimes user, sometimes machine account credentials
limited to HTTP-based WSUS
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Mitigations?

Turn on HTTPS

Honestly, that’s basically the only thing everybody (including Microsoft) has recommended in
the past
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Relaying WSUS Traffic to LDAP

• 2025: Austin Coontz (TrustedSec) – NTLM Relay Attacks in Plain Sight
• Relays WSUS traffic to LDAP

HTTP → LDAP
HTTPS → LDAP
Abuses a certificate template with Enrollee Supplies Subject
. . . and Server Authentication!
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Combining ADCS and WSUS



Abusing ADCS for WSUS MitM

• Identify WSUS server
• Identify a suitable certificate template
• Request and convert the certificate
• Highjack WSUS traffic and serve malicious update
• Profit
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Identify WSUS Server

• Parse GPOs on the Domain Controller
• Sniff and analyze network traffic
• Look into registry
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Identify Certificate Template

• Very similar to ESC1
• EKU: "Server Authentication"
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Request and Convert the Certificate

• Request with Certipy
• Convert from pfx to pem
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Highjack Traffic and Serve Update
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Highjack Traffic and Serve Update

Now we wait. . .
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Highjack Traffic and Serve Update
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Profit
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Demo



Mitigation & Future Research



Mitigations Protecting WSUS

• Microsoft could
Limit updates to certain certificates
Implement certificate pinning for the WSUS server

• But WSUS is deprecated → unlikely
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Mitigations Protecting WSUS

Turns out: They actually did, but nobody realized

"Starting in Configuration Manager 2103, you can further increase the se-
curity of HTTPS scans against WSUS by enforcing certificate pinning. To
fully enable this behavior, add certificates for your WSUS servers to the new
WindowsServerUpdateServices certificate store on your clients and ensure
certificate pinning is enabled through Client Settings."

Source: https://learn.microsoft.com/en-us/intune/configmgr/sum/get-started/software-update-point-ssl
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Mitigations Protecting WSUS

• Certificate pinning – available since 2021
• Probably caused by GoSecure research (shoutout to them!)
• Hidden in Configuration Manager documentation
• Works with every WSUS installation
• . . . but needs manual setup
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Mitigations Protecting WSUS
This talk might contain one-day vulnerabilitiesfixes
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The Bigger Picture: ESC17

• WSUS can be configured securely – but it’s not the default
• Relies on PKI and certificates to be trustworthy
• EKU Server Authentication leads to RCE
• Identification through classification: ESC17
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Mitigation: ESC17

• Very similar to ESC1
• Restricting EKU is not a solution!
• Modify certificate template

Restrict Enrollee Supplies Subject
Restrict enrollment rights
Require, e.g., Manager Approval
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Future Research

• Other Microsoft protocols1

SCCM(?)
WinRM(?)

• Third party (software) mangagement tooling

• and of course: there’s always the "intercept and look for interesting data" approach

1Side note: Windows Update and Intune-managed clients use different mechanisms and are not
susceptible to this attack
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Summary

Essentially:
• If you are able to enroll (server auth) certificates. . .
• . . .you can eavesdrop on any TLS-based communication that does not explicitly

protect against MitM
• (yes, it’s that simple)

• Sometimes immediate control over systems (WSUS)
• there might be completely different ideas
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Thank You!
Questions & Discussion

Alexander Neff, Phil Knüfer
± [neff|knuefer]@digitrace.de
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