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Agenda

Wear pink. 
(It’s Wednesday.)

Quantum Computing vs 
Quantum Cryptography vs 
Post-Quantum Cryptography 

PQC Threat Model 
and shifting priorities

Akamai 
PQC Program 
and Lessons



NO “Step 1: build your cryptographic inventory” 

NO doomsday scenarios around CRQC imminence

NO conspiracy theories around hybrid vs pure

Guaranteed, 
abso-effin-lutely 

NO AI



Akamai - we make fetch happen



Quantum Computing

Particle-Wave Duality 
in a single slide



Quantum Computing



Quantum Computing



• Microsoft’s Majorana 1 
(8 topological qubits)


• Amazon’s Ocelot chip 
(9 qubits)


• Alice & Bob Boson 4 
(16 qubits)


• Google Willow         
(105 qubits)


• IBM Nighthawk        
(120 qubits)



Quantum Cryptography Threat Model

• symmetric key cryptography is subject to Grover's algorithm, which provides 
a best case quadratic speedup (O(N) -> O(√N)), but doesn’t lend itself to 
parallelization => even 128 bit is considered safe


• asymmetric key cryptography (e.g., RSA, Diffie-Hellman incl. ECDH) is 
subject to Shor's algorithm for factorization; change of algorithms needed 


• coherence time, quantum error-correction, and use of logical qubits all 
increase with time, leading to “Q-Day”, the day when CRQCs can break 
common cryptographic protocols





When Q-Day arrives…



When does Q-Day arrive?



When does Q-Day arrive?
When do I need to have PQC deployed?

It doesn’t matter if a CRQC 
doesn’t manifest until after 2035 if all 
compliance requirements mandate a 
completed PQC migration by 2030.



Quantum Cryptography Threat Model
Got CRQC?

• quantum resistant: symmetric encryption (e.g., AES), integrity (e.g., SHA-2)


• quantum vulnerable:


• asymmetric encryption / key exchange (e.g., RSA, ECDSA, ECDH)


• signatures (e.g., RSA, ECDSA, ECDH)


• time horizon of a CRQC is (always?) 10+ years


• …which gets us to Mosca’s theorem



Mosca’s Theorem



Mosca’s Theorem

X + Y > Q
Shelf-life of secrets

Migration time

Time to Q-Day

If then



Quantum Cryptography Threat Model
Got CRQC?

• quantum resistant: symmetric encryption (e.g., AES), integrity (e.g., SHA-2)


• quantum vulnerable:


• asymmetric encryption / key exchange (e.g., RSA, ECDSA, ECDH)


• signatures (e.g., RSA, ECDSA, ECDH)



Got CRQC?

Authenticity

Confidentiality



Post-Quantum Cryptography
NIST (eventually) to the rescue!

Post-Quantum Cryptography (PQC) refers to algorithms that are resistant to cryptanalytic 
attacks even using quantum computers.


• Public-Key Encryption / Key Encapsulation Mechanism:


• FIPS-203: ML-KEM (Module-Lattice based Key Encapsulation Mechanism)


• Digital Signatures:


• FIPS-204: ML-DSA (Module-Lattice based Digital Signature Algorithm)


• FIPS-205: SLH-DSA (Stateless Hash-Based Digital Signature Algorithm)


• FIPS 206: FN-DSA (Fast Fourier lattice-based compact signatures over NTRU) expected 
in 2026



PQC Key Exchange
Meanwhile, at the IETF…

• PQC is new, implementations need to see the test of time (crypto is hard, 
mistakes are fatal)


• Solution: implement hybrid key exchange, combining PQC KEM with classical 
key exchange: https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/


• X25519MLKEM768 combines X25519 (RFC7748) Elliptic Curve with ML-KEM


• https://datatracker.ietf.org/doc/draft-ietf-tls-ecdhe-mlkem/

https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/
https://datatracker.ietf.org/doc/draft-ietf-tls-ecdhe-mlkem/


https://www.netmeister.org/blog/tls-hybrid-kex.html

MLKEM768

MLKEM768

MLKEM768



client-to-Akamai Akamai-to-Origin

Akamai-to-Akamai

targeted attack (customer)
broad attack

Akamai Threat Model
targeted attack (us)



Akamai PQC Support

client-to-Akamai Akamai-to-Origin

Akamai-to-Akamai

targeted attack (us)

targeted attack (customer)
broad attack

available since 06/2025 (opt-in)
available since 09/2025 (opt-in)


will become opt-out in July

coming in July



Challenges and Headaches
Things were moving fast…

• rapidly evolving landscape (e.g., browser adoption)

• trends and industry developments happen before or in parallel 
to standardization efforts

• early adopters faced immature or missing implementations in 
core libraries and toolkits

• initial confusion around FIPS 140-3 compliance

• ClientHello increases significantly in size



Size matters

Algorithm Public Key (bytes)

X25519 32

RSA-2048 256

ML-KEM768 1,184

Algorithm Signature

Ed25519 32

RSA-2048 256

ML-DSA-44 2,420

Key Exchange Signature

• Hybrid Key Exchange ClientHello Key Shares increases from 1 x 32 -> 1 x 1,184 + 2 x 32 = 1,248 bytes


• Supporting multiple groups requires either:


• out of band method to communicate preference (e.g., SVCB/HTTPS DNS records); or


• increase ClientHello by adding additional (large) keys or possibly trigger HelloRetryRequest



client-to-Akamai Akamai-to-Origin

Akamai-to-Akamai

Client-to-Akamai options



client-to-Akamai Akamai-to-Origin

Akamai-to-Akamai

Client-to-Akamai options



client-to-Akamai Akamai-to-Origin

Akamai-to-Akamai



Customers do the darndest things
(We love our customers, tho.)

• Origins run on ~about every conceivable stack, including other CDNs, cloud 
providers, proprietary and homegrown servers, third-party services and 
middleboxes, supported and unsupported Open Source projects, …


• Some vendors / customers will only support what is written in stone an RFC


• Customers often require specific exceptions to RFCs


• Protocol ossification has long been a problem (despite GREASE)


Akamai-scale means even very small percentages still mean lots of traffic.



Why yes, Pareto's Principle rules everything around me.


Well, most things, anyway. About 80% or so.


The rest are harder to explain.



Quantum Cryptography Threat Model
Got CRQC?

• quantum resistant: symmetric encryption (e.g., AES), integrity (e.g., SHA-2)


• quantum vulnerable:


• asymmetric encryption / key exchange (e.g., RSA, ECDSA, ECDH)


• signatures (e.g., RSA, ECDSA, ECDH)


• time horizon of a CRQC is (always?) 10+ years


• what if Q ≅ now?

X + Y > Q



“nearly a 20 fold reduction


over prior estimates”

March 30th, 2026

April 15th, 2026



Mosca’s Theorem re-evaluated

lim P(Q) = 1
t -> Y



Harvest Now

Threat Model for Y >> now

Decrypt Later

1. Opportunistically hoover up all data


2. Painstakingly decrypt each individual TLS key 
exchange


      Only practical with time. (And still expensive.)



Threat Model for Y = now

1. Grab a non-PQC cert


2. Use CRQC to factor RSA / solve discrete log


3. Mint your fraudulent cert


4. MitM your target


5. Enjoy access to all connections in real time


MitM your target

While you’re at it, also pwn:


electronic signatures, code signing certs, trusted boot, mTLS auth, …



Mosca’s Theorem re-evaluated

lim P(Q) = 1
t -> Y

If then

Your threat model shifts:


Threat of impersonation > threat of HNDL.



Size matters

Algorithm Public Key Signature (raw)
ECDSA P-256 64 64
ECDSA P-384 96 96

RSA-2048 256 256
ML-DSA-44 (NIST Level 1 / 128-bit) 1,312 2,420
ML-DSA-65 (NIST Level 3 / 192-bit) 1,952 3,309
ML-DSA-87 (NIST Level 5 / 256-bit) 2,592 4,627

• Leaf cert:


• pubkey + signature + SCTs


• Intermediate cert:


• pubkey + signature


• transcript hash signature

ECDSA P-256: 64 + 3 * 64 + 96 + 2 * 96 = 544

ML-DSA-44: 2 * 1,312 + 5 * 2,420 = 14,724
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Merkel 
Tree



Merkle Tree Certificates
Standalone certificates

Goal: avoid having to send multiple large signatures


To issue a new MTC, the CA…


• …adds cert info to its logs


• …constructs and signs checkpoint


• …determines and signs required subtrees


• …collects 2+ cosignatures (similar to collecting SCTs from CT logs)

1 TLS transcript hash signature: 2,420 bytes +

1 public key: 1,312 bytes +

1 inclusion proof: 384 bytes +

2(+) cosignatures: 2 * 2,420 =

Total: 8,956 bytes

ECDSA P-256: 64 + 3 * 64 + 96 + 2 * 96 = 544

ML-DSA-44: 2 * 1,312 + 5 * 2,420 = 14,724



Merkle Tree Certificates
Landmark-relative certificates

• Instead of signing each certificate individually, a CA produces “signatureless” 
certificates in batches, enters information into logs


• Certificates include an inclusion proof relative to a given Sub Tree Head (STH) 
called a “landmark”


• Landmarks from trusted cosigners (trust anchors) are updated by clients 
periodically; client signals availability of landmark to server

1 TLS transcript hash signature: 2,420 bytes +
1 public key: 1,312 bytes +
1 inclusion proof: 736 bytes =
Total: 4,468 bytes

ECDSA P-256: 64 + 3 * 64 + 96 + 2 * 96 = 544

ML-DSA-44: 2 * 1,312 + 5 * 2,420 = 14,724

1 TLS transcript hash signature: 2,420 bytes +

1 public key: 1,312 bytes +

1 inclusion proof: 384 bytes +

2(+) cosignatures: 2 * 2,420 =

Total: 8,956 bytes



• Issuance of landmark-relevant certificates incur some delay.


• Client needs to know which landmarks to signal to which server.

Merkle Tree Certificates
Considerations

We’ll stuff it into the DNS.
Duh.



Merkle Tree Certificates
Considerations

• Issuance of landmark-relevant certificates incur some delay.


• Client needs to know which landmarks to signal to which server.


• Server needs to have both standalone and landmark-relevant certs ready. 


• Client needs to update landmarks - frequently!

Are we (further) bifurcating 
the Web PKI (and browsers 

specifically) from other TLS use 
cases?
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PQC Adoption
Certificates

• Google, Cloudflare collaborating on 
feasibility study


• Let’s Encrypt targets 2027 for 
production-ready support


• Google targets Q3 2027 for Chrome 
Quantum-resistant Root Store (CQRS)


• CA/B Forum… ! !

• Google Chrome 150 will support ML-DSA 
for private PKI


• Microsoft signaled plans to support ML-
DSA-87


• CA/B Forum…


• Web-PKI Baseline Requirements still 
don’t allow ML-DSA


• SMIME BRs allow ML-DSA, ML-KEM


• Financial industry shared private ASC X9 
PKI (run by DigiCert) offers ML-DSA roots

MTCs
ML-DSA



PQC Adoption
Certificates

• Google, Cloudflare collaborating on 
feasibility study


• Let’s Encrypt targets 2027 for 
production-ready support


• Google targets Q3 2027 for Chrome 
Quantum-resistant Root Store (CQRS)


• CA/B Forum… ! !

• Google Chrome 150 will support ML-DSA 
for private PKI


• Microsoft signaled plans to support ML-
DSA-87


• CA/B Forum…


• Web-PKI Baseline Requirements still 
don’t allow ML-DSA


• SMIME BRs allow ML-DSA, ML-KEM


• Financial industry shared private ASC X9 
PKI (run by DigiCert) offers ML-DSA roots

MTCs
ML-DSA

So private and 
public PKI will work 

fundamentally differently 
now?



Web- vs private PKI
Just some possible locations:

• built-in (e.g., browsers)


• /etc/openssl/certs/ca-bundle.crt 

• /etc/openssl/cert.pem 

• /etc/ssl/certs/ca-bundle.crt 

• /etc/ssl/cert.pem 

• /etc/pki/tls/cert.pem 

• /etc/pki/tls/certs/ca-bundle.crt 

• /etc/pki/ca-trust/extracted/pem/tls-ca-bundle.pem 

• any of the above, but under /usr/local or /opt somewhere


• whatever a certain environment variable (e.g., CURL_CA_BUNDLE, 
REQUESTS_CA_BUNDLE, SSL_CERT_FILE, …) points to


• whatever a certain inconsistent command-line option specifies 
(e.g., --cacert (curl(1)), --ca-certificate (wget(1)), -CAfile (s_client(1)))


• ...



Web- vs private PKI
Just some possible locations:

• built-in (e.g., browsers)


• /etc/openssl/certs/ca-bundle.crt 
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• whatever a certain inconsistent command-line option specifies 
(e.g., --cacert (curl(1)), --ca-certificate (wget(1)), -CAfile (s_client(1)))


• ...

Psych! Everybody uses


curl -k anyway.



Lessons

• Customers require clarity:


• Client-to-Akamai and Akamai-to-Origin are independent


• Key Exchange and certs are independent


• You need TLS 1.3


• You need a reasonably up-to-date serving stack



Lessons
You need to deliver right now but also not move too fast.

We need PQC ASAP.


When can you enable PQC?

Don’t just enable PQC!


We need several months to test.

Customers: Also customers:



Lessons
Performance

• Key generation, encap/decap, signing performance all negligible 
impact (comparable to EC, better than RSA)


• Yes, ClientHello will increase in size, but:


• impact is amortized for persistent connections (e.g., Akamai-
to-Origin)


• browsers already carry half of that cost whether you enable 
PQC or not


• typical HTTP traffic is (comparatively) large; impact primarily on 
TTFB, not user experience


• cost of PQC is simply cost of HTTPS on the web going forward



Lessons
Compatibility

• All major browsers since early 2025 the latest (but a lot fewer of the bots)


• Most TLS libraries, toolkits, programming languages released within the last 
year.


• Web servers, proxies, side-cars etc. reaching broad adoption in 2026


• About 70% of (human) client traffic uses PQC


• About 44% of Top 150K domains support PQC using X25519MLKEM768


• only Amazon and Squarespace support SecP256r1MLKEM768


• only Google supports MLKEM1024



Recommendations

• Uhm… upgrade to TLS 1.3?


• Upgrade your libraries / stacks; chances are, you get PQC enabled by default 
already!


• Ensure non-PQC origins can handle a hybrid ClientHello.


• Enable PQC on the edge regardless of your origin readiness.


• Make it enabled by default.


• Use a lot of buzzwords when talking to executives!


• Tone down the buzzwords when talking to engineers.



Takeaways

• Adopting PQC is slow and painful, but not because PQC is uniquely difficult 
to deploy.


• Lack of cryptographic agility and regular software updates are the biggest 
blockers.


• Updating to PQC Kex is now easy / you get it for free.


• Certificates will be a whole different story.


• You really want to start working on support for SVCB DNS records.


• Don’t get me started on DNSSEC.



And of course remember…

Cryptography is typically bypassed, 
not penetrated.



Thanks!

Akamai:


• jschauma@akamai.com


• https://www.akamai.com/blog?author=jan-schaumann


• https://techdocs.akamai.com/property-mgr/docs/pqc-origin


• https://techdocs.akamai.com/property-mgr/docs/pqc-client-to-edge

Private


• Email: jschauma@netmeister.org


• Mastodon: @jschauma@mstdn.social


• Web: https://www.netmeister.org/

mailto:jschauma@akamai.com
https://www.akamai.com/blog?author=jan-schaumann
https://techdocs.akamai.com/property-mgr/docs/pqc-origin
https://techdocs.akamai.com/property-mgr/docs/pqc-client-to-edge
mailto:jschauma@netmeister.org
https://www.netmeister.org/


Links

• "Quantum Computers Are Not a Threat to 128-bit Symmetric Keys” https://words.filippo.io/128-bits/


• "Quantum frontiers may be closer than they appear”: https://blog.google/innovation-and-ai/technology/safety-security/cryptography-migration-
timeline/


• "Shor’s algorithm is possible with as few as 10,000 reconfigurable atomic qubits”: https://arxiv.org/pdf/2603.28627


• "Securing Elliptic Curve Cryptocurrencies against Quantum Vulnerabilities: Resource Estimates and Mitigations”: https://arxiv.org/abs/2603.28846


• "Safeguarding cryptocurrency by disclosing quantum vulnerabilities responsibly”: https://research.google/blog/safeguarding-cryptocurrency-by-
disclosing-quantum-vulnerabilities-responsibly/


• "Sites using PQC (February 2026)”: https://www.netmeister.org/blog/pqc-use-2026-02.html


• "Post-Quantum Cryptography Beyond TLS: Remain Quantum Safe”: https://www.akamai.com/blog/security/post-quantum-cryptography-beyond-tls


• "Cultivating a robust and efficient quantum-safe HTTPS”: https://blog.google/security/cultivating-a-robust-and-efficient-quantum-safe-https/


• "Keeping the Internet fast and secure: introducing Merkle Tree Certificates” https://blog.cloudflare.com/bootstrap-mtc/


• "A Guide to International Post-Quantum Cryptography Standards”: https://www.akamai.com/blog/security/guide-international-post-quantum-
cryptography-standards


• "TLS 1.3 Hybrid Key Exchange using X25519Kyber768 / ML-KEM”: https://www.netmeister.org/blog/tls-hybrid-kex.html


• "Merkle Tree Certificates”: https://datatracker.ietf.org/doc/draft-ietf-plants-merkle-tree-certs/

https://words.filippo.io/128-bits/
https://blog.google/innovation-and-ai/technology/safety-security/cryptography-migration-timeline/
https://blog.google/innovation-and-ai/technology/safety-security/cryptography-migration-timeline/
https://arxiv.org/pdf/2603.28627
https://arxiv.org/abs/2603.28846
https://research.google/blog/safeguarding-cryptocurrency-by-disclosing-quantum-vulnerabilities-responsibly/
https://research.google/blog/safeguarding-cryptocurrency-by-disclosing-quantum-vulnerabilities-responsibly/
https://www.netmeister.org/blog/pqc-use-2026-02.html
https://www.akamai.com/blog/security/post-quantum-cryptography-beyond-tls
https://blog.google/security/cultivating-a-robust-and-efficient-quantum-safe-https/
https://blog.cloudflare.com/bootstrap-mtc/
https://www.akamai.com/blog/security/guide-international-post-quantum-cryptography-standards
https://www.akamai.com/blog/security/guide-international-post-quantum-cryptography-standards
https://www.netmeister.org/blog/tls-hybrid-kex.html
https://datatracker.ietf.org/doc/draft-ietf-plants-merkle-tree-certs/


PQC Adoption beyond TLS

• OpenSSH defaults to X25519MLKEM768 since 9.9, warns about non-PQ 
since 10.1


• TLS-based VPNs may be able to use X25519MLKEM768; separate drafts for 
hybrid keys in IPSec/IKE 


• Signal & WhatsApp use the Sparse Post-Quantum Ratchet (SPQR); 
iMessages use Apple’s PQ3


• DNSSEC faces size challenges; possible solution in Merkle Tree Ladder Mode 
signatures (SLH-DSA-MTL)


