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KDS Root Keys
and Where to Find Them
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K D S  R O O T  K E Y S

Root key value



© Specter Ops, Inc. 5

•SP800-108 KDF in Counter Mode

•HMAC

•SHA1 / SHA256 / SHA384 / SHA512

• FFC DH

•ECDH over P-256 / P-384 / P-521

K D S  R O O T  K E Y S

Cryptography
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K D S R O O T  K E Y S

Cryptography configuration object
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K D S R O O T  K E Y S

Group Key Distribution Service
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K D S R O O T  K E Y S

Group Key Distribution Protocol (MS-GKDI)
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UTC offset (hours): +2
As of (local): 2026-07-07 12:48:24

K D S  R O O T  K E Y S

Layer seed key ID calculation

Field Value Next change Interval

Cycle ID 372997 372998 10 hours

L0 364 2027-05-21 10:00:00 1024 cycles (~426 d 16 h)

L1 8 2026-07-18 18:00:00 32 cycles (13 d 8 h)

L2 5 2026-07-07 22:00:00 1 cycle (10 hours)
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K D S  R O O T  K E Y S

Layer seed key IDs over time (2012–2026)
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LDAP (The Good)

• Configuration partition

• Enterprise Admins

• Elevated Domain Admins

MS-DRSR (The Bad)

• Administrators

• Domain Controllers

• SharePoint Enterprise?

ntds.dit (The Ugly)

• Offline DC access

• AD backups

• Not on RODCs

K D S  R O O T  K E Y S

Where to find them?
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K D S  R O O T  K E Y S

LDAP / ADSI
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K D S  R O O T  K E Y S

DCSync / MS-DRSR
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K D S  R O O T  K E Y S

Raw database access (ntds.dit)



© Specter Ops, Inc. 15

Golden gMSA / dMSA
Managed password derivation
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G O L D E N  G M S A /  D M S A

Previous research
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G O L D E N  G M S A /  D M S A

Naïve offline credential dumping
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G O L D E N  G M S A /  D M S A

Offline attack
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G O L D E N  G M S A /  D M S A

Hybrid attack (LDAP + ntds.dit)
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G O L D E N  G M S A /  D M S A

Administrative key rollover
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Group Data Protection API
DPAPI-NG / CNG DPAPI
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G R O U P  D A T A  P R O T E C T I O N  A P I

Previous research on DPAPI-NG
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G R O U P  D A T A  P R O T E C T I O N  A P I

Protected data format — CMS enveloped content

Source: Microsoft
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• Group Data Protection API
- SID=S-1-5-21-4392301
- SID=S-1-5-21-4392301 AND SID=S-1-5-21-3101812
- SDDL=O:S-1-5-5-0-290724G:SYD:(A;;CCDC;;;S-1-5-5-0-290724)(A;;DC;;;WD)

• Legacy data protection API (DPAPI)
- LOCAL=user
- LOCAL=machine

• Certificate
- CERTIFICATE=HashID:sha1_hash_of_certificate
- CERTIFICATE=CertBlob:base64String

• Credential Manager Password
- WEBCREDENTIALS=MyPasswordName
- WEBCREDENTIALS=MyPasswordName,myweb.com

G R O U P  D A T A  P R O T E C T I O N  A P I

DPAPI-NG protection descriptor
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• DPAPI-NG / CNG DPAPI (Windows 8+)
- NCryptProtectSecret
- NCryptUnprotectSecret

• Reminder: DPAPI (Windows XP+)
- CryptProtectData
- CryptUnprotectData
- CryptProtectMemory
- CryptUnprotectMemory

G R O U P  D A T A  P R O T E C T I O N  A P I

Win32 API
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G R O U P  D A T A  P R O T E C T I O N  A P I

Group-protected PFX certificate file creation
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G R O U P  D A T A  P R O T E C T I O N  A P I

Group-protected PFX certificate file analysis
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G R O U P  D A T A  P R O T E C T I O N  A P I

Group-protected PFX password decryption
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• Functions
- GetSIDKeyCacheFolder
- GetSIDKeyFileName
- WriteSIDKeyInCache
- DeleteAllCachedKeys

• Location
- %LOCALAPPDATA%\Microsoft\Crypto\KdsKey

G R O U P  D A T A  P R O T E C T I O N  A P I

SID key cache in kdscli.dll (undocumented)
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Group Data Protection API
Windows LAPS
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W I N D O W S  L A P S

Admin and DSRM password encryption
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W I N D O W S  L A P S

Protection descriptor configuration using GPO
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W I N D O W S  L A P S

Online attack (LDAP)
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W I N D O W S  L A P S

Offline attack (ntds.dit)



© Specter Ops, Inc. 35

W I N D O W S  L A P S

Online DCSync attack (MS-DRSR)
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Group Data Protection API
ASP.NET Core Data Protection
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• NullXmlEncryptor

• CertificateXmlEncryptor

• DpapiXmlEncryptor

• DpapiNGXmlEncryptor

A S P . N E T  C O R E  D A T A  P R O T E C T I O N

Built-in IXmlEncryptor interface implementations
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A S P . N E T  C O R E  D A T A  P R O T E C T I O N

Sample appsettings.json file
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A S P . N E T  C O R E  D A T A  P R O T E C T I O N

Encryption key file
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A S P . N E T  C O R E  D A T A  P R O T E C T I O N

Encryption key decryption (online / offline)
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A S P . N E T  C O R E  D A T A  P R O T E C T I O N

Protected data decryption
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Group Data Protection API
BitLocker SID Protector
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B I T L O C K E R  S I D  P R O T E C T O R

Volume master key (VMK) protection
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B I T L O C K E R  S I D  P R O T E C T O R

BitLocker protector enumeration
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B I T L O C K E R  S I D  P R O T E C T O R

Failed BitLocker unlock attempt
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B I T L O C K E R  S I D  P R O T E C T O R

Failed VMK decryption event
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B I T L O C K E R  S I D  P R O T E C T O R

Failed VMK decryption event details
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B I T L O C K E R  S I D  P R O T E C T O R

Parsing the SID key identifier
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B I T L O C K E R  S I D  P R O T E C T O R

Decryption key derivation and caching
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B I T L O C K E R  S I D  P R O T E C T O R

Successful BitLocker unlock
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AD Integrated DNS Zones
DNS resource records and DNSSEC
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

Querying DNS zones offline
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

Querying DNS resource records offline
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

Exporting DNS zone files offline
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

DNS signing key location
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

Querying DNS signing keys offline
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

Decrypting and exporting DNS signing keys offline
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A C T I V E  D I R E C T O R Y  I N T E G R A T E D  D N S  Z O N E S

Full online (LDAP) feature parity
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Group Data Protection API
Universal data decryption
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U N I V E R S A L  D A T A  D E C R Y P T I O N

Playing with the API
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U N I V E R S A L  D A T A  D E C R Y P T I O N

Named DPAPI-NG descriptor creation and discovery
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Summary
KDS Root Keys: All the Secrets Finally Revealed
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Everything that can be invented 
has been invented.”

‒ DEFINITELY NOT Charles H. Duell
Commissioner, US Patent Office, 1899
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PROTECT ROLLOVER NEVER DELETE

K D S  R O O T  K E Y S :  A L L  T H E  S E C R E T S  F I N A L L Y  R E V E A L E D

Key takeaways
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Thank you
specterops.io
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